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Abstract 

We interviewed 70 healthy volunteers to understand their choices about how the information in their health record 
should be shared for research. Twenty-eight survey questions captured individual preferences of healthy volunteers. 
The results showed that respondents felt comfortable participating in research if they were given choices about 
which portions of their medical data would be shared, and with whom those data would be shared. Respondents 
indicated a strong preference towards controlling access to specific data (83%), and a large proportion (68%) 
indicated concern about the possibility of their data being used by for-profit entities. The results suggest that 
transparency in the process of sharing is an important factor in the decision to share clinical data for research. 

Introduction 
In parallel with the rapid accumulation of electronic health-related data, ethical considerations and public concern 
related to clinical data sharing for biomedical and behavioral research have been raised1. The debate on how ethical 
it is to use data and biospecimens—collected primarily for clinical care—for research purposes spans scientific, 
legal/ethical/regulatory, and patient circles. Many patients may not know how their data are being used for research. 
Some may receive a re-consent form, but this requirement can be waived by IRBs (institutional review boards) in 
certain circumstances. Consent is typically broad and binary (i.e., patients either consent or not), and tiered 
approaches to informed consent are seldom utilized. Innovative systems that inform patients about the current use 
of their data and allow them to select tiered opt-out options could offer an alternative to current practices. However, 
institutions may be hesitant to adopt such systems, since this might decrease participation in data sharing for 
research and potentially bias research results. The financial and political costs of implementing such systems, as 
well as their efficacy in terms of patient and provider satisfaction, are currently unknown. A recent survey indicates 
that many patients believe the use of electronic health records will improve care2. Technical obstacles also exist, as 
ways of ensuring compliance to patients’ choices may be difficult to implement and upkeep. The ethical gains in 
implementing choices for patients, however, may justify the development towards systems of granular control 
should continue3. 

 
Input from patients may potentially drive future policies for data sharing. In Great Britain, an open consultation 
was launched in October 2013 to give citizens an opportunity to share their views about the collection, use, and 
analysis of their personal medical data. The goal of this initiative was to determine peoples’ expectations towards 
privacy and anonymity, as well as to address the ethical concerns of the use of private information. Results are 
expected mid- 20145. In addition, a leaflet campaign through the NHS system distributed information to all 
residents about sharing data to improve quality and care for everyone, and how they could opt out of such a 
system6. Reactions have been mixed: 4 out of 5 surveyed patients in favor of sharing their data yet there is 
suspicion and distrust for the project, and indications that the methods by which patients are invited to control 
their own medical records may impact their feelings about data sharing7,8. 

 
Some literature suggests that patients may want to have control over which institutions have access to their data 
for research3-4. There may be multiple factors influencing subjects’ attitudes towards sharing their medical data for 
research9: 

1. Type of information: subjects are less willing to share information that is highly personal, such 
as sensitive information about drug abuse, sexual-related diseases, or mental health disorders9. 

2. The type of recipient: subjects’ willingness to share decreases when the recipient of the information is 
a commercial or for-profit entity10,11. In a study by Willison et al., participants who had specific targeted health 
conditions or were generally healthy individuals thought that health information should not be used for 
marketing purposes, and that re-consent should be needed for use in the case of research by for-profit 
organizations10. Focus groups and interviews about different scenarios found that most participants were 
concerned about for-profit uses of their information12. 

3. Level of anonymity: subjects are concerned about privacy and are more willing to share information 
that is de-identified13. 

4. Health condition of the subject: if the subject has a progressive or chronic illness, the individual tends 
to be more willing to share10,14. 
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5. Perceived value: recent emergence of many active Internet communities for patients experiencing 
similar conditions shows that subjects may value peer-based sharing models and the possibility of hastening 
treatment and cure of their medical conditions15. 

 
These studies indicate that using a broad consent for personal data may not be what people desire. If a tiered 
consent model is used, it can provide subjects with more options and opportunity for involvement in the 
information sharing process. The U.S. Office of the National Coordinator supports granular control models for 
Health Information Technology, and suggests that patients should have a “greater degree of choice to determine, at 
a granular level, which personal health information should be shared with whom, and for what purpose”16. 

 
Technological difficulties make it challenging to track and ensure compliance with patients’ choices even if they 
are given options for sharing medical data. Currently, most health providers do not have a system for patients to see 
who is accessing their data for research purposes, and also do not allow patients to select certain categories of 
information for sharing. The literature suggests that patients may want to have options for keeping their 
information private4,12. A study by Caine et al., investigated tiered sharing for patients through a system of cards 
and questionnaires4, while Meslin et al. gave a series of guidelines to consider when creating electronic health 
records18, and these studies formed the basis of our investigation into different categories and sharing options for 
patients. However, we are aware that theoretical surveys can be limiting4 as patients may respond differently when 
it is not their actual medical data at stake.  

 
We surveyed 70 healthy volunteers to establish a baseline on patient preferences who responded to an 
advertisement posted at several different locations on the UCSD campus for a period of 4 months. The surveys and 
interviews were conducted between 7/15/2013 and 10/30/2013. The survey was designed at as preliminary study of 
a larger project that will implement tiered patient preferences for use with a clinical data warehouse for research 
(CDWR). iCONCUR (informed CONsent for Clinical record and sample Use in Research) is a project of iDASH 
(integrating Data for Analysis, anonymization and SHaring), an NIH-funded National Center for Biomedical 
Computing (NCBC)21. iCONCUR will record the patient’s choices for sharing medical information and this 
information will be transmitted to the CDWR where permissions will disallow sharing of corresponding data about 
subjects who register their preferences in iCONCUR. iCONCUR will begin in late summer 2014, and will enroll 
400 patients from 2 sites – a general Internal Medicine Clinic and a specialty clinic that exclusively treats HIV 
positive patients. By recruiting a diversified group of patients, we hope to discover trends among patient sharing 
choices that could be generalized to a wider population. 

 
Materials and Methods 
Participant choices were implemented in a graphical user interface (GUI). From the GUI, participants proceed 
through three taxonomies where choices about sharing data can be made: (1) What am I sharing? (2) Who am I 
sharing it with? and (3) Which type of funding do I allow? Participants had both the GUI and the survey open in 
web browser windows so they could refer to both as needed. The study took place at UCSD, and participants met 
with the researcher (EAB) in person for 45-60 minutes to discuss their choices. During the process of using the GUI 
and filling out the survey, participants were encouraged to ask questions or give verbal feedback in addition to the 
feedback that was collected in the survey. No connection of these choices was done with the individual’s CDWR 
data, as the intent was only to test the appropriateness of available choices. 

 
Educational Materials 

An introduction section provided an overview of research, legal requirements for disclosure of medical 
information for research purposes, and information about how data sharing could contribute to research. All the 
material was written at an 8th grade reading level. As an example of how medical records could lead to important 
research discoveries, a link was provided to a recent article that explored data mining of electronic health records17. 
The idea to include this example came from preliminary interviews. Additional links led to websites about data 
anonymization, IRB policies, and NIH pages detailing HIPAA. 

 
What am I sharing? 
The first taxonomy of choices addressed the content of the person’s health records. As depicted in Figure 1, options 
included “demographics”, “test and lab results”, and “diagnostic information”. The diagnostic information was 
classified as “sensitive information” or “non-sensitive information”. The sensitive information was classified in 
four categories: “mental health”, “sexual and reproductive health”, “alcohol and substance abuse”, and “genetic 
information”. 
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Links were provided to the diagnoses for 
each category of sensitive information, 
which were selected by two clinicians. 
Each category expanded to give further 
descriptions, as depicted in Figure 1 with 
genetic information. A taxonomy of 
sensitive categories of information was 
chosen because previous investigations 
had shown that sharing sensitive medical 
data could be a concern to patients4. In 
previously published work when patients 
were given the option of choosing how 
to share their data, many chose to only 
share less sensitive data4. The definition 
of sensitive data is described by the 
National Committee on Vital and Health 
Statistics and includes five categories: 
domestic violence, genetic information, 
mental health information, reproductive 
and sexual health, and substance abuse19. 
For the development of the taxonomy, a 
group of UCSD clinicians used the 
definition of sensitive information from 
Points to consider in ethically 
constructing patient-controlled 
electronic health records18 to categorize 
diagnosis codes from CDWR. This way, 

when a patient decides to share or not share a category of sensitive information, we can precisely determine the set 
of diagnosis codes available in the CDWR that the patient was selecting and comply with his/her choices. These 
categorizations were arbitrary, and we acknowledge that different clinicians could have selected the diagnosis codes 
differently. For the classification of sensitive information we decided to focus only on diagnostic codes. There may 
be sensitive information contained in other parts of a patient’s medical record, but we have not addressed it in the 
current survey. 

 
Who am I sharing it with? 

In the second taxonomy, subjects had the opportunity to determine whether they wanted to share data 
with a research team that is: (1) entirely formed by UCSD or San Diego Veteran’s Administration (VA) hospital 
researchers, or (2) led by UCSD or San Diego VA hospital researchers but involving members outside UCSD and 
San Diego VA hospital. These options were included because UCSD IRB protocols require that all the research 
plans that request access to clinical data from the CDWR should be led by UCSD or San Diego VA, and to 
indicate whether there are research members outside these institutions. 

 
Which type of funding do I allow? 

In the last taxonomy subjects had the option of deciding what types of institutions should have access to 
their medical data. The options included no restriction on type of institution. If this option was not chosen subjects 
could select some or all of (1) commercial, (2) mixed, (3) non-commercial, and (4) unfunded research. 

 
Evaluation Study 

Recruitment was conducted using flyers on the UCSD campus, the UCSD medical center, and the San 
Diego VA hospital. The inclusion criteria used were: (1) English speaker, and (2) Age 18 or older. Participants 
began by using the GUI to make their own personal choices about sharing preferences. All choices were saved for 
the evaluation. After participants completed their choices, a link led to a 28-question survey.  

 
Eight questions collected demographic information, in order to detect possible trends in sharing choices 

based on gender, income, and educational level. Three questions evaluated the study to check reading 
comprehension, twelve questions captured the participant’s opinions towards the sharing options and their 
motivations for sharing or not sharing medical data, and five questions related to the online GUI itself. In total, 
participants spent 45-60 minutes using the tool and taking the survey. 

 
 

 

Figure 1. Screenshot of GUI with taxonomy of data sharing choices 
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Results 
Choices about sharing were recorded in a database and 
are shown in Table 1. The numbers indicate the number 
and percentage of participants who would choose not to 
share data in each category. Not sharing with researchers 
from for-profit institutions was the most common choice. 
For all of the survey questions of interest, a chi-square 
test was applied to test for association of attributes and 
the outcome of interest. Representative comments for six 
of the survey questions that captured the participant’s 
opinions towards sharing options and motivations for 
sharing are in shown in Table 2. Results that showed 
statistical significance at a level of of p <0.05 are 
indicated.  
 
The results show that participants were significantly 
more willing to have their health data shared for research 
if they were given choices about which aspects of their 
data they wished to share. Participants were also 
interested in knowing more about the researchers and 
indicated a significant desire to know who was accessing 
their data. Ninety-four percent of participants indicated 
that they wanted to be able to know what kind of 
organization the researcher belonged to, 89% wanted to 
know the aim of the research study, 84% were interested 
in being informed of the outcomes of the research, and 
70% would like access to publications that resulted from 
using their data. Preferences for being notified of how 
and when their data are being used were quite varied. 
Forty-four percent of participants want to be informed 
each time a new researcher uses their data, 20% prefer 
once a month (even if there were no changes), 13% once 
a year (even if there were no changes), 17% never if they 
could go online to the site and find it themselves, and 
6% had other suggestions. Participants correctly 
answered the three questions designed to check reading 
comprehension 91% of the time.  

Table 1. Number and percentage of participants who
selected ‘do not share’ for each data category. 
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Figure 2. Demographics of participants 
 
 

In addition to the demographics shown in Figure 2, information about education level, personal health status, 
weekly Internet use and health insurance status were collected. Participants were more highly educated than would 
be expected from a random sample of the US population20. Seventeen percent had a graduate or professional degree. 
When asked to describe health status, 14% said fair, 35% said good, 31% said very good and 20% said excellent. 
Four participants did not have health insurance. Regarding questions about the GUI and variety of choices 
presented, 94% of participants felt that the number of categories in What am I sharing? was adequate. However, 
83% would like more granular control over sharing options, such as sharing mental health information with non-
profit sponsored researchers but not for- profit sponsored researchers. Eighty-seven percent of participants were 
motivated to share in order to help other patients and contribute to science and research, and 44% would do it 
because they trusted UCSD and believed in the importance of the research being conducted. 
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Questions Number of Participants Some comments from participants 
Are you more or less willing to share your data now that you had these choices? 

More 54a “No change. I'm for research and would like to help 
either way. But, being explicit and providing this added 
information, makes me feel more at ease doing so.” Less 9 

Other 7 
Is it important to you to know whether your data are being shared with for-profit or non-profit institutions? 

Yes 48b* “Slightly important because I would only want to share 
this information if I knew researchers were going to use it 
for well meaning purposes.” 

No 7 
I am indifferent 15 

If it were possible for you to know who is accessing your data, would you like to know this? 
Yes 62a* “Yes, but more because of curiosity on what is going on 

with the research community, rather than actually feeling 
my privacy is being "invaded"” 

No 1 
I am indifferent 7 

Would you feel more comfortable sharing your information if you know who is accessing it? 
Yes 62a* No comments 
No 3 
I am indifferent 5 

If there were an option for you to control the sharing of biosamples, such as tissue, blood and urine, 
would you want to control this? 

Yes 34 No comments 
No 10 
I am indifferent 26 

Is there anything else you would like to keep private in your medical record? (multiple choice) 
No 42 “DNA info” 

“potentially criminally-related illnesses or drug use” 
“STDs” 

Chronic 
disease 
information 

 
5 

Acute 
disease 
information 

 
6 

Table 2. Selected survey question and responses. a p <.001 b p <.05. 
* Indicates that this is a secondary hypothesis that was subjected to post-hoc analysis without correction for Type I 
Errors. 

 
Discussion 
Patients may not be aware of how their personal health information is being used for research.  By presenting 
information and options, we sought to discover preferences for sharing health information. We hypothesized that 
participants would be more likely to share their health information if they were presented with choices, 
specifically for controlling categories of sensitive information. Having choices available did make participants 
more willing to share their data, and they expressed interest in keeping specific categories of information private. 
These results likely do not represent the opinions of all citizens, as recruitment was limited in scope. Since 
recruitment occurred on the UCSD campus, where most people are 18-30 years old and of Asian ancestry, the 
results may not generalize to the general population. Other important limitations include the fact that most of the 
participants had at least some college education and mostly were in good or better health status.  
 
Furthermore, since this study was hypothetical, participants may choose differently than if they were actually 
making choices for their medical record. The results of the projected iCONCUR study on actual patients and 
with their preferences being implemented in data sharing for research should provide insights on those 
differences. During this study, the news regarding the NSA (National Security Agency)22

 and global security 
surveillance scandal was made public. Verbal comments from several participants of the study indicated that 
their decisions to share or not share their data were influenced by this event. Two distinct schools of thought 
were noted – some participants indicated that they were more willing to share because “the government has all 
our info anyways” and there was no longer a perceived benefit to keeping information private. Others stated they 
were less likely to share, as the government was potentially infringing upon their personal privacy and they 
would like control whenever possible. 

 
Twenty-two percent of participants did not want to share health data with for-profit sponsored researchers. This 
finding was fairly consistent with the literature10-12. Although there were limitations in this study due to the small 
sample size, the sponsors of the research is important factor to participants. Concerns about sharing sensitive 
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categories of information were also consistent with the literature4,9,18. Some important new findings of this study 
are that participants appear to be more willing to share when given granular choices over what categories of 
information to share, as well as when they are given information about who is accessing their information. Many 
participants are interested in contributing to research but would like feedback about how their data are being 
used, and would like to be informed of the results from the research. 
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Appendix 1  
Survey questions  
Learning about you 

1. Which age group do you belong to? 
• 18-30 
• 31-45 
• 46-64 
• ≥65 

2. What is your gender? 
• Male 
• Female 
• Unknown 

3. What is your highest education level? 
• High school or less 
• Beyond high school or < 4 years of college 
• 4 year college graduate 
• Graduate or professional school 

4. What race or ethnicity do you identify as? 
• White non-Hispanic 
• Hispanic or Latino 
• African American 
• Asian 
• Multi-racial 

5. What is your annual household income? 
• <$5000 
• $5000-$14,999 
• $15,000-$19,999 
• $20,000-$49,999 
• $50,000-$59,999 
• $60,000-$99,999 
• ≥$100,000 

6. How would you describe your personal health status? 
• Poor 
• Fair 
• Good 
• Very good 
• Excellent 

7. How many hours per week do you use the Internet? 
• 1-10 hours/week 
• 11-15 hours/week 
• >15 hours/week 

8. Do you currently have health insurance? 
• Yes 
• No 

 
What is this study about? 

9. How long will this study last? 
• One month 
• 6 months 
• 1 year 
• 2 years 

10. Can you change your mind about sharing your information or participating in this study? 
• Yes 
• No 

11. When your data is shared, will you be notified? 
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• Yes 
• No 

 
Your Suggestions for Improvement 

12. Was the number of categories of information in “What am I sharing?” adequate? 
• No, it needed more categories [please explain in comment box] 
• Yes 
• No, there were too many categories [please explain in comment box] 

13. Is there anything else that you would like to be able to keep private in your medical record? [multiple 
choice] 

• No 
• Chronic disease information 
• Acute disease information 
• Sensitive non-diagnostic information 

14. If there were an option for you to control the sharing of biosamples, such as tissue, blood, and urine, would 
you want to be able to control this? 

• Yes, I would like to control the sharing of biosamples 
• No, I would not like to control the sharing of biosamples 
• I am indifferent 

15. Do you feel more or less willing to share your medical information now that you had these choices? 
• More 
• Less 
• Other 

16. What is your motivation for sharing your health information? [multiple choice] 
• Benefit future patients 
• Contribute to science and research 
• Trust in UCSD and a desire to contribute to the research they are doing 
• Establish a good relationship with UCSD 
• Other 

17. Is it important to you to know whether your data is being shared with for-profit or non-profit institutions? 
• Yes 
• No 
• I am indifferent 

18. The tool (GUI) does not allow different researchers to access different information from your medical 
record. For instance, the tool does not allow you to choose to share your mental health information with 
non-profit organizations but not to share it with for-profit organization. Would you like this option? 

• Yes, I would like to have the option to allow different researchers access to different information 
from my medical record. 

• No, I would not like to have the option to allow different researchers access to different 
information from my medical record. 

19. Do you like to have control on what to share and with whom to share it? 
• Yes 
• No 
• Yes but not enough to go through the trouble of selecting options 
• Other 

20. If it were possible to know who is accessing your data, would you like to know this? 
• Yes 
• No 
• I am indifferent 
• Other 

21. Would you feel more comfortable sharing your information if you know who is accessing it? 
• Yes 
• No 
• I am indifferent 

22. What would you like to know about the researchers who used your data? [multiple choice] 
• What kind of organization they belong to (e.g. a profit/non-profit organization, university or 

healthcare system) 
• What was the aim of their research? 
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• What papers were published using my data? 
• What were the outcomes of their research? 
• Other 

23. How often would you prefer to be notified of updates about who is using your information? 
• Every time someone new uses it 
• Once a month even if there are no changes 
• Once a year even if there are no changes 
• Never, I can go to the site whenever I want to 
• Other 

24. For each category of sensitive information (sexual and reproductive history, substance abuse, mental health, 
and genetic information), there was a paragraph explaining it and offering some examples. Do you feel like 
these paragraphs and examples were clear enough? 

• Yes, they were all clear enough 
• No, none were clear enough 
• No, some were unclear 

25. Were the categories of sensitive information (sexual and reproductive history, substance abuse, mental 
health and genetic information) enough to cover your own preferences? 

• Yes, the categories were enough to cover my preferences 
• No, the categories were not enough to cover my preferences 
• Other 

26. In this study, you are given the option of sharing or not sharing categories of information that are not 
considered sensitive. These include demographics, non-sensitive diagnosis information, laboratory and test 
results, medical procedures, and medications. Do you feel that these categories covered all types of 
information you want to control, or do you wish there were more categories for you to choose from? 

• Yes there were enough categories for me to control 
• No, I wanted more categories of information 
• Other 

27. Did you have trouble understanding any of the information presented in the tool? 
• No, I was able to understand everything 
• Yes, I had trouble understanding parts of it 
• Yes, I couldn’t understand it at all 
• Other 

28. Did you have trouble understanding how to use the tool when selecting your choices on what to share and 
with whom? 

• No, I was able to understand how to make my choices 
• Yes, I had some trouble understanding how to make my choices 
• Yes, I couldn’t make any choices because I didn’t understand how to do it 
• Other 
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