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SA-CME LEARNING OBJECTIVES

After completing this journal-based SA-CME
activiry, participants will be able to:

m List issues involved in de-identifying
DICOM images for use in research trials.

m Explain why images contain private
elements not defined by the DICOM
Standard.

m Describe a mechanism for safely re-
taining some private elements when de-
identifying a set of images.

See www.rsna.orgleducation/search/RG.

Online public repositories for sharing research data allow investi-
gators to validate existing research or perform secondary research
without the expense of collecting new data. Patient data made
publicly available through such repositories may constitute a breach
of personally identifiable information if not properly de-identified.
Imaging data are especially at risk because some intricacies of the
Digital Imaging and Communications in Medicine (DICOM)
format are not widely understood by researchers. If imaging data
still containing protected health information (PHI) were released
through a public repository, a number of different parties could be
held liable, including the original researcher who collected and sub-
mitted the data, the original researcher’s institution, and the orga-
nization managing the repository. To minimize these risks through
proper de-identification of image data, one must understand what
PHI exists and where that PHI resides, and one must have the tools
to remove PHI without compromising the scientific integrity of the
data. DICOM public elements are defined by the DICOM Stan-
dard. Modality vendors use private elements to encode acquisition
parameters that are not yet defined by the DICOM Standard, or
the vendor may not have updated an existing software product after
DICOM defined new public elements. Because private elements
are not standardized, a common de-identification practice is to de-
lete all private elements, removing scientifically useful data as well
as PHI. Researchers and publishers of imaging data can use the
tools and process described in this article to de-identify DICOM
images according to current best practices.
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Introduction
A researcher or organization involved in an imaging-based study may
be required to export imaging data to satisfy collection and measure-
ment requirements or to publish the original data at the conclusion
of the study. In the first case, imaging data are exported to one or a
limited number of contract organizations to perform analyses, while
in the second case, the imaging data are published for consumption
by other researchers or interested parties. Government regulations in
most countries (the Health Insurance Portability and Accountability
Act [HIPAA] in the United States, the Convention for the Protection
of Individuals with Regard to the Automatic Processing of Personal
Data in Europe [1]) prohibit the release of protected health informa-
tion (PHI) but do not specify the mechanisms or software needed to
adhere to the regulations. In the first case, an organization might be
allowed to export data containing PHI if it had a business relation-
ship with the contract organization; however, those details differ for
each study and each imaging center and its institutional review board
(IRB). Even with a business associate agreement (2) in place, the IRB
may prohibit the export of PHI. In the case of public consumption, the
regulations are quite clear and do prohibit the release of PHI.
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B |t is extremely difficult to eradicate all PHI from DICOM imag-
es with automated software while at the same time retaining
all useful information. It is not always clear what constitutes
data that would be useful in the future versus a string that
might contain an identifier for a patient.

B The NCI's TCIA is a centralized repository of de-identified im-
ages released for secondary research. Publication of the data
obtained from the de-identified images deposited in TCIA re-
quired that our system remove all PHI to satisfy U.S. HIPAA
regulations and local IRB policies.

B The DICOM standard provides detailed guidance on mech-
anisms for de-identifying images, but it does not provide a
blanket approach that will work for all cases. The staff at each
organization responsible for de-identifying data must under-
stand the level of confidentiality required and select proper
methods for de-identification. The use of options that advise
the cleaning of free-text data requires special attention, and
there is minimal guidance on dealing with private elements.

B TCIA uses a system that combines automated software and
visual inspection. We have chosen a conservative approach for
imaging files that are released for public consumption.

B The experience gained through this effort is available to other
researchers by means of an online knowledge base, scripts
that drive the de-identification process, and reporting soft-
ware that can be used to review imaging data for PHI.

Although the staff at the imaging center that
originally collected the data may be aware of the
regulations, they may not have the technical exper-
tise to properly de-identify image data before the
files are exported or released for publication. The
organization that manages the research study may
provide software to de-identify the imaging data,
but the imaging center will still have the legal re-
sponsibility for images that are exported or shared.

The Digital Imaging and Communications in
Medicine (DICOM) standard (3) is the global
convention used by manufacturers to define
and store diagnostic imaging data. DICOM im-
ages are encoded as a set of elements; public
elements are defined by the DICOM standard,
and private elements are defined on an indi-
vidual basis by each manufacturer. Each public
or private element in an image file has a unique
hexadecimal tag (eg, 0010 0020) and the data
defined for that tag (eg, “Patient ID”). The DI-
COM standard defines hundreds of elements
to encode items ranging from “Patient Name”
to “Slice Thickness” to magnetic resonance
(MR)-specific parameters such as “Echo Time.”
Modality manufacturers use private elements to
encode acquisition parameters that are not yet
defined by the DICOM standard or that they
consider proprietary. Modality manufacturers
also define and include private elements that
contain PHI. These PHI private elements can be
as obvious as the name of a patient and as subtle
as an identifier string that could be tracked back
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to a patient by someone with access to the de-
partmental image archive.

A DICOM conformance statement is a docu-
ment published by a manufacturer that contains
technical information concerning data exchange
with a specific type of device (eg, an imaging
unit, workstation, printer, image archive) (4,5).
The conformance statement provides the mecha-
nism for a manufacturer to publish the set of pri-
vate elements that are stored in the DICOM files
created by an imaging system. Manufacturers
do not document and publish all of their private
elements. It is simple to extract the data encoded
in private elements in images, but one might
not know if an acquisition parameter describes
an MR sequence or an identifier for the patient
without confirmation from the conformance
statement or directly from the manufacturer.

The software system used to de-identify DI-
COM images should also meet these two con-
flicting requirements: (a) The system must not
allow any PHI to be included in exported data,
and () the system must retain all data (public
and private elements) that describe the acquisi-
tion. These include physical parameters for in-
dividual images (eg, MR parameters), as well as
other parameters such as the series description
or the time point in the study for this acquisition
(year 1, year 2, etc).

There are a number of technical challenges
to creating a system that will satisfy these
requirements.

1. DICOM standard elements with well-de-
fined semantics are abused at the time of collec-
tion. Some elements are encoded as text strings
and are taken from technologist input at the
console. Instead of using the field for its intended
purpose (eg, “Image Comment”), the technolo-
gist may enter PHI if allowed by local convention.
There are comment fields defined in DICOM
that are intended to contain information con-
cerning individual images or possibly the imaging
study as a whole. We have found that some sites
do use these fields for useful comments that have
scientific value, whereas other sites use the same
fields to record the name of the referring physi-
cian (which constitutes PHI). With no defined
practice across imaging sites and collections,
free-text fields such as these require scrutiny to
remove PHI but retain useful information.

2. Imaging system vendors use private elements
to encode acquisition parameters not yet docu-
mented by the DICOM standard. They also use
private elements to record study or demographic in-
formation to support legacy data structures. Only a
small set of vendor private elements are listed in the
DICOM standard; the 2013 version of the standard
lists a total of 84 private elements from six vendors.
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3. DICOM sequences provide a mechanism
to nest data elements at different levels in DI-
COM objects. PHI may be encoded at these
lower levels and can be missed in a simplistic
approach that scans only the first level of ele-
ments in a DICOM object.

4. Manufacturers do document some but
might not document all private elements in their
DICOM conformance statements.

The de-identification system developer may
not have sufficient knowledge about a particular
imaging modality to know that it is important to
search for and retain certain acquisition param-
eters that might be recorded only in a private ele-
ment. For example, some MR diffusion param-
eters may be available only in private elements.
A specific collection site might have the expertise
to identify such parameters in private elements
for their imaging data, but it would be difficult
to find an expert in all imaging technologies who
would be able to identify the acquisition param-
eters that might be encoded in private elements
and to locate those elements.

5. Image providers or others involved in the orig-
inal image submission remove information from the
images that identifies the vendor model and soft-
ware version. We can normally identify the vendor
directly from the private elements, but it is difficult
to locate the proper conformance statement with-
out the scanner model and software version.

6. The users and managers of the de-identifica-
tion system may not be able to discuss the collec-
tion of images with the original imaging center.
Even if one locates the appropriate staff mem-
bers, it may be difficult to determine if private
elements were actually recorded with the original
DICOM images if they were not used as part of
the original interpretation or analysis.

7. Missing acquisition parameters might not
be noticed until months or years after the images
have been stored in a centralized repository.

These parameters are noticed quickly during
an ongoing study that requires measurements
reliant on private elements. However, for data
stored in a centralized repository for secondary
research, the end users are disassociated from the
data submitters. There are likely no formal com-
munication channels in this case, and the time
elapsed between acquisition and consumption
makes it difficult to know how the images were
originally recorded and where the loss may have
occurred.

8. Sites may include screen captures with
PHI or billing documents with DICOM data.
Topograms for computed tomographic (CT)
data and ultrasonographic (US) images may
have patient demographic information burned
into the pixel data.
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The system used to perform the de-identifica-
tion includes a number of steps to try to satisfy
the two requirements while managing the other
complexities. One common step is to delete all
private elements. This provides maximum security
for elimination of PHI in private elements, but this
practice might blindly remove scientifically es-
sential data in violation of the second requirement
listed previously in this section. Another common
step is to delete all comment and similar free-text
fields without further review. Again, this practice
removes another source of PHI, but also might
remove useful information such as the presence of
contrast agent in a series of images.

It is extremely difficult to eradicate all PHI
from DICOM images with automated software
while at the same time retaining all useful informa-
tion. It is not always clear what constitutes data
that would be useful in the future versus a string
that might contain an identifier for a patient.

What Is the

Cancer Imaging Archive?
The Cancer Imaging Archive (TCIA) (6,7) is a
central repository, funded by the National Cancer
Institute (NCI), of high-value image collections
useful for research. The NCI interacts with imag-
ing centers and sites that collect cancer imaging
data involving DICOM images. The de-identifica-
tion methods described in this article are derived
from hands-on experience in making T'CIA image
collections available to the public. However, these
methods could be applied by anyone who has a
need to de-identify DICOM image data without
degrading the images’ research value. A number of
other image databases currently exist that might
be able to adopt these strategies (8).

A complete overview of the image submission
and de-identification process has been described
by Clark et al (6). A high-level summary of the
steps for submission and publication of DICOM
objects includes the following: (a) The imaging
center or collection site uses software to remap
patient identifiers from their local scheme to
anonymized identifiers and then transfers the
resulting images to TCIA; (b) TCIA staff uses
automated software and performs human review
to ensure that all PHI has been removed from
submitted data; and (¢) de-identified images are
published through the archive software and made
available to researchers.

More details about the de-identification process
and software used are provided later in this article.
We were able to design a standards-based solution
that we believe eliminates PHI in the published
data in accordance with guidelines from our IRB.
Furthermore, we have gained valuable experi-
ence in implementing the process with collection
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Table 1: DICOM Action Codes for Confidentiality

Action

Code Intended Action*

D Replace with a non-zero-length value that may be a dummy value and consistent with the VR

%) Replace with a zero-length value, or a non-zero-length value that may be a dummy value and con-
sistent with the VR

X Remove

K Keep (unchanged for nonsequence attributes, cleaned for sequences)

C Clean—that is, replace with values of similar meaning known not to contain identifying information
and consistent with the VR

U Replace with a non-zero-length UID that is internally consistent within a set of Instances

Z/D Z unless D is required to maintain IOD conformance (type 2 vs type 1)

X/Z X unless Z is required to maintain IOD conformance (type 3 vs type 2)

X/D X unless D is required to maintain IOD conformance (type 3 vs type 1)

X/Z/D X unless Z or D is required to maintain IOD conformance (type 3 vs type 2 vs type 1)

X/Z/U X unless Z or replacement of contained instance UIDs (U) is required to maintain IOD conformance
(type 3 versus type 2 versus type 1 sequences containing UID references)

Source.—Reference 9.

Note.—IOD = information object definition, UID = unique identifier, VR = value representation.

*Type 1 data elements must be included and are mandatory elements. Type 2 elements must be included and

are mandatory; however, it is permissible that if a value for a type 2 element is unknown, it can be encoded with

zero value length and no value. Type 3 elements are optional data elements.

sites, communicating with collection sites and end
users, and reading through numerous DICOM
conformance statements from acquisition system
manufacturers. This experience is reflected in the
list of conflicting requirements listed previously in
this article.

InTCIA’s 3-plus years of operation, we have
de-identified and published over 80,000 DICOM
imaging studies from 40 collections submitted by
40 sites. Some of the sites submit images for mul-
tiple collections; one collection may contain data
from multiple sites obtained with acquisition units
from different manufacturers or different software
versions for the same manufacturer. The majority
of the imaging studies are from CT, MR imaging,
or positron emission tomography (PET) systems.
A smaller number of studies contain data from
computed radiography, digital radiography, mam-
mography, or nuclear medicine systems.

TCIA is a centralized repository of de-identi-
fied images released for secondary research. Pub-
lication of the data obtained from the de-identi-
fied images deposited in T'CIA required that our
system remove all PHI to satisfy U.S. HIPAA
regulations and local IRB policies.

Using the DICOM
Standard to Drive De-identification
Part 15 of the DICOM standard includes Annex
E: Attribute Confidentiality Profiles (9). This an-
nex provides a number of definitions and recom-
mendations concerning de-identification for dif-
ferent uses. The foundation of this annex is a de-

fined set of actions that are to be applied to each
element in a DICOM object. Table 1 contains the
coded actions and description of each action.

The Basic Application Level Confidentiality
Profile defines a baseline set of requirements for
de-identification in terms of the action codes listed
in Table 1. A number of options are defined that
can be applied in addition to this profile. DICOM
provides these optional levels of de-identification
to support different usage requirements. For ex-
ample, exchanging research images within the
same department might not require the same
level of de-identification as publishing images to
a global access repository. Table 2 is a modified
extract from table E.1-1 in part 15 of the DICOM
standard. Each row describes the action to be ap-
plied for a specific DICOM element. The columns
in the table refer to different profiles and options
with different levels of confidentiality; the entries
in the columns indicate the appropriate action for
the DICOM element.

The DICOM standard does not describe how
to select or combine profiles and options. The
goal of TCIA is to retain the scientifically use-
ful information in the images while removing all
PHI. These requirements mean that we cannor
take the simplest approach, which would include
the following: (@) Delete all private elements,
and (b) delete or clean all standard elements that
could possibly have PHI without review.

For the TCIA publication process, we have
chosen the “Basic Application Level Confidenti-
ality Profile” with the following options: (a) clean
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Table 2: Extract from DICOM Application Level Confidentiality Profile Attributes

Patient ID (0010,0020) Z
Patient’s Birth Date (0010,0030) Z
Patient’s Sex (0010,0040) Z

Study Instance UID (0020,000D) U

Retain Retain
Retain Longi- Longitudi-
Retain Patient tudinal  nal Modi- Clean
Basic UIDs Characteris- Full Dates fied Dates Description

Attribute Name Tag Profile Option tics Option  Option Option Option
Accession Number (0008,0050) V4
Acquisition Comments (0018,4000) X C
Acquisition Date (0008,0022) X/Z K C

K

Note.—Adapted and reprinted, with permission, from reference 9.

pixel data, (b) clean graphics, (¢) clean descrip-
tors, (d) retain longitudinal temporal information
with modified dates, (¢) retain patient charac-
teristics, (f) retain device identity, and (g) retain
safe private tags.

Many of the options provide explicit instruc-
tions on whether to keep or delete elements.
However, to safely implement options that include
instructions to clean the contents of an element,
we must review those elements on an individual
basis to ensure PHI is removed or cleaned while
retaining any scientifically useful information. The
DICOM standard also provides a minimal set
of instructions on how to retain safe private tags.
Currently, only a small subset of elements known
to be safe is mentioned in the DICOM standard.

Conversely, we have explicitly chosen to not
implement these options: (a) clean recogniz-
able visual features (we do not obscure facial
features), (b) clean structured content (we only
accept DICOM structured report objects that
are fully de-identified by the submitting organiza-
tion), and (¢) retain longitudinal temporal infor-
mation with full dates.

The DICOM standard provides detailed guid-
ance on mechanisms for de-identifying images, but
it does not provide a blanket approach that will
work for all cases. The staff at each organization
responsible for de-identifying data must under-
stand the level of confidentiality required and se-
lect proper methods for de-identification. The use
of options that advise the cleaning of free-text data
requires special attention, and there is minimal
guidance on dealing with private elements.

Solution
Our goal is to release images for public use that
contain no embedded PHI (standard or private
elements) but contain as much data as possible for
future researchers. The De-Identification Knowl-

edge Base is a key component of our system and
is described in more detail in the next section. For
the discussion of our solution, the De-Identifica-
tion Knowledge Base contains the following:

1. Private element definitions that we have
determined by reading manufacturers’ DICOM
conformance statements.

2. A list of acquisition modalities from imag-
ing manufacturers that we identify by the com-
bination of manufacturer, modality, model, and
software version. These four parameters are used
to constitute a signature that identifies a single
modality and is used in our processing steps.

3. Profiles of modalities that are similar devices
that share private element definitions. Each mo-
dality profile is tied to one manufacturer and one
type of modality from that manufacturer (eg, CT
or MR imaging).

4. De-identification scripts that we have de-
fined that have been created on the basis of mo-
dality profiles and underlying private element
definitions. Each script is tied directly to one
modality profile.

Figure 1 shows the process and applications
we use to de-identify images. The knowledge base
contains action codes defined for DICOM stan-
dard elements in version PS3.15 and action codes
we have defined for manufacturer private elements
on the basis of their conformance statements.

Step 1.—Contributing sites use the Radiological
Society of North America (RSNA) Clinical Trial
Processor (CTP) (10) and a common script that
we provide to de-identify and submit images to
our central collection system in accordance with
the basic application profile and options men-
tioned earlier. This common base script uses a
lookup table (completed by the contributing site)
to map local patient identifiers to anonymized
patient identifiers. Only the submitting site ever
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sees the original identifiers. The images that are
transmitted by the CTP with this first script are
stored as the contributed images in Figure 1.

Step 2.—A catalog application is used to orga-
nize the contributed images by manufacturer,
modality, model, and software version. These
four parameters are the signature described pre-
viously in this section. No images are modified
or moved in this step.

Step 3.—A senior analyst reviews the output of
the catalog application. If all of the acquisition
modalities for these contributed images have
been previously encountered, we can skip to the
next step. For those modalities that do not have
a matching signature in a database, the senior
analyst performs the following steps: (@) finds
the appropriate conformance statement for this
device; (b) updates the knowledge base with

the signature and any new private elements that
have been found in the conformance statement;
and (¢) updates the CTP de-identification script
stored in the knowledge base per any new private
elements. For new modalities, the analyst will
update the appropriate CTP script or write a new
script. The new or updated script is written back
into the knowledge base for future work.

Step 4.—A “tag sniffer” application reads each
image in the set of contributed images. This ap-
plication records unique values of all standard
elements found in the images, as well as all pri-
vate elements found in the images that are also
listed in the knowledge base. These values are

~— g Private and Public
DlTaLge —-[ Catalog H Tag Sniffer ]—'l Element Values

combined with the action codes in the knowledge
base to generate a report identifying elements
that might contain PHI.

Step 5.—A senior analyst reviews the tag sniffer
standard report and creates a single CTP script
that will be used for final de-identification.

1. Because contributed images from different
sites have different characteristics in their standard
elements, the senior analyst customizes the CTP
script to de-identify those standard elements. For
example, the script might remove a physician
name from a comment field but leave intact an
indication of contrast agent in the same field.

2.The senior analyst retrieves the appropriate
de-identification scripts from the knowledge base
and combines those with the custom work men-
tioned previously in this section. If the work in
step 3 was performed properly, the analyst only
needs to retrieve CTP scripts for private elements
at this step and does not need to alter them.

The output of step 5 is a CTP script that will
be applied to this set of contributed images.

Step 6.—We use the CTP script created in step
5 to de-identify the contributed images and to
process them for inclusion in our public image
database. At our site, we now have a copy of the
contributed images as sent by the contributing
site and the fully de-identified images that are in
our image database.

Step 7.—The catalog and tag sniffer applica-
tions are run on the de-identified images in
the image database. A more verbose report is



RadioGraphics

RG ¢ Volume 35 Number 3

GEMS_ACQU_01

Moore et al 733

=
= 2 Figure 2. Chart shows level of
o = § detail in our DICOM knowledge
g | - ‘E = 8 base. Each row represents one
= |2 |5 = | & private element found in the con-
- I - < | 3_| formance statement published by
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ol e = ! “ | the columns contain the name of
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GEHC Private Creator ID 0x00190010 Lo 1 i * * * found in a single element. The five
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First scan ras 0x00191018 Lo 1 X1 | X1 | X1 | X1 chart and others can be down-
First scan location 0x00191019 DS 1 * X1 | X1 [ X1 | X1 loaded from reference 11.)

generated in this step. We are checking that val-
ues that should have been changed (eg, “Study
Date”) are changed.

Step 8.—Trained data analysts review the verbose
output generated by the tag sniffer. They look for
any data that contain PHI. Should any such data
be found, the CTP de-identification script will be
updated and applied to the images again.

1. All elements, standard or private, are care-
fully reviewed at the end of the process to ensure
they are free of PHI.

2.This second-pass review by the data analysts
is needed to check the work done in the preceding
steps and satisfies the requirements of our IRB.

An important part of the software process
involves the configuration of CTP for de-identifi-
cation. We explicitly configure CTP to discard all
private elements unless they are contained in our
list of safe elements. Thus, a private element that
has not been reviewed by our staff will not inad-
vertently appear in the DICOM images after they
have been processed by our system. This means
that we might omit some data if the private ele-
ment was not listed in a conformance statement,
but we do this to ensure that no PHI is allowed
to pass through our system.

TCIA uses a system that combines automated
software and visual inspection. We have chosen a
conservative approach for imaging files that are
released for public consumption.

De-identification Knowledge Base
Over time, we are able to build a knowledge base
of private elements by reading DICOM confor-

mance statements. As we publish imaging data
from more sources, we add to the knowledge
base for each different acquisition modality we
encounter. Over time, we begin to see similar
modalities at different sites and are able to reuse
the existing data in the knowledge base.

The knowledge base is available on the TCIA
Web site’s wiki (11) and as a searchable database.
Figure 2 is an extract of a Portable Document
Format (PDF) document available on our wiki.
It lists a subset of the private elements defined by
GE Healthcare for MR imaging modalities.

Figure 3 shows a Web-based interface that is
available to the public. Researchers who receive
images might discover private elements that their
software does not understand. The Web-based
system will allow researchers to enter some infor-
mation about the private element (hexadecimal
tag, manufacturer, modality, private creator iden-
tity) and find all private elements in our database
that match the criteria.

The first search returns a list of all elements
that match the query criteria. A user may select
any individual element from that list, and the
software will make a further search and show a
set of documents that are relevant to the private
element: (@) DICOM conformance statements,
(b) our summary documents (Fig 2) on our wiki,
(¢) spreadsheets that contain the action codes we
have defined for private elements, and (d) CTP
de-identification scripts.

An important aspect of our knowledge base
of private elements is that it contains only entries
that have been identified in DICOM conformance
statements published by manufacturers. Given
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, .

base’s Web-basgd user interface. Modality Profiles

In addition to internal use, the

knowledge base allows external This section contains the set of modality profiles that refe the private el lected from the table above.

users to search for the definitions

of private elements. A researcher [Profile Name[Profile Description | Documents

who finds a private element in Signa Product Line DICOM Conformance Statement (Software Version 14.0) 2008-02-11 GE

his or her own data can use this Signa Product Line DICOM Conformance Statement (Software Version 14.0) 2007-02-12 GE

resource to understand the data SIGNA MR SIGNA MR Signa Product Line DICOM Conformance Statement (Software Version 12.0) 2006-04-04 GE

without having to search through Signa Product Line DICOM Conformance Statement (Software Version 11.1) 2007-06-13 GE
Signa Product Line DICOM Conformance Statement (Software Version 11.0) 2003-06-27 GE

conformance statements.

that TCIA is publishing images to a large audience
without business agreements with that audience,
we took a conservative approach. We only use data
from conformance statements and do not rely on
documentation or advice from individuals outside
of the manufacturer’s organization. We do not at-
tempt to reverse engineer data in private elements.
This is in accordance with the procedures that
have been approved by our IRB.

What Tools Are

Available for the End User?
The De-Identification Knowledge Base contains
the data we have obtained by reading DICOM
conformance statements. These data are avail-
able online with a Web-based user interface
through which users can search the database
and download all or parts of the information for
their own use. The data available to end users
include definitions of DICOM private elements
that can be searched and filtered by modality
and manufacturer and CTP scripts for de-
identifying DICOM objects created on the basis
of our interpretation of DICOM conformance
statements.

The CTP software we use is a standard ver-
sion that is supported by the RSNA. Research-
ers are welcome to obtain that software directly
from the RSNA Web site. The only local modi-
fications are the use of de-identification scripts
that have been derived from our knowledge
base. Any user of CTP would perform a similar
customization step to define his or her own de-
identification rules.

The DICOM tag sniffer software is a report-
ing system that scans through nested folders
of DICOM images that are somehow related.
For example, a folder and corresponding sub-

folders might contain the images submitted by
one site for one collection. The DICOM tag
sniffer records and generates reports at differ-
ent levels of detail to allow human review. This
open-source software is available on our col-
laborative software development site (“software
forge™) (hutps://mirgforge.wustl. edu/gfiproject/
dicomtagsniffer/docmany) .

The experience gained through this effort is
available to other researchers by means of an
online knowledge base, scripts that drive the de-
identification process, and reporting software that
can be used to review imaging data for PHI.

Conclusion
We have implemented what we believe to be a
rigorous system to de-identify public collections
on the basis of DICOM standard practices and
manufacturer conformance statements. This
system is targeted to support the public release
of DICOM images for TCIA, sponsored by the
NCI. We have created open-source tools and a
knowledge base of private elements that will help
researchers faced with similar tasks.
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