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Abstract
Purpose: Growing use of electronic health information in-
creases opportunities to build population cancer databases for
research and care delivery. Understanding patient views on re-
use of health information is essential to shape privacy policies
and build trust in these initiatives.

Methods: We randomly assigned nationally representative
participants (N � 3,336) with and without prior cancer to six of
18 scenarios describing different uses of electronic health
information. The scenarios varied the user, use, and sensitivity
of the information. Participants rated each scenario on a
scale of 1 to 10 assessing their willingness to share their
electronic health information. We used conjoint analysis to
measure the relative importance of each attribute (ie, use,
user, and sensitivity).

Results: Participants with and without a prior diagnosis of cancer
had a similar willingness to share health information (0.27; P � .42).
Both cancer and noncancer participants rated the purpose of informa-
tion use as the most important factor (importance weights, 67.1% and
45.6%, respectively). For cancer participants, the sensitivity of the infor-
mation was more important (importance weights, 29.8% v 1.2%).
However, cancer participants were more willing to share their health
information when the information included more sensitive genetic infor-
mation (0.48; P � .015). Cancer and noncancer respondents rated
uses and users similarly.

Conclusion: The information sharing preferences of partici-
pants with and without a prior diagnosis of cancer were driven
mainly by the purpose of information reuse. Although conven-
tional thinking suggests patients with cancer might be less willing
to share their health information, we found participants with can-
cer were more willing to share their inherited genetic information.

Introduction
As electronic sources of health information become more
prevalent,1 so does the opportunity to create large, detailed
population-based health databases. These data create unique
opportunities to advance population health through research
(eg, comparative-effectiveness studies), quality improve-
ment (eg, measurement of physician performance), and pub-
lic health activities (eg, disease surveillance).2-4 Enthusiasm
for the concept of rapid learning health systems is substantial
within the oncology community, driven by the desire to
optimize clinical practice and advance research in a field with
a particularly complex evidence base and heterogeneous dis-
ease.5 The American Society of Clinical Oncology aims to
launch CancerLinQ,6 which will collect data from a wide
range of sources, including patient records, to support clin-
ical cancer care and conduct cancer research. Commercial
ventures like Flatiron7 are also beginning their efforts in
cancer care because of the particular promise of big data in
this context.

Understanding how patients view secondary uses of elec-
tronic health information is essential for developing trusted
approaches to these big data initiatives.8-12 Several high-profile
marketing cases involving national retailers13 and national se-
curity measures by the US government14 have heightened pub-
lic sensitivity about electronic privacy in other settings.

Patients with a history of cancer, or specific risk factors, may
have unique concerns about reuse of their health information;
for example, they may fear that broader knowledge of their
diagnoses or risks will lead to discrimination or economic
harm.15 Prior studies examining whether individuals with
worse health status are more reluctant to share their health
information for research have produced mixed results.16,17 We
are not aware of any studies that have examined information
reuse preferences among individuals with a history of cancer.
Patients with a history of cancer may also have additional con-
cerns about the confidentiality of genetic test results, because
the information may have meaning for others and because they
might question whether genetic information is truly deidenti-
fiable.18 These concerns have contributed to the long tradition
within bioethics of treating genetic information as uniquely
sensitive.19

In prior work,20 we used conjoint analysis in a nationally
representative sample of Americans and found that the sensitiv-
ity of health information was, surprisingly, the least important
factor in individuals’ willingness to share their electronic health
information compared with the purpose of using their data and
who was using it. In this study, we extended our prior work to
determine if individuals with a history of cancer are less willing
to share their health information and weigh the sensitivity of
health information more (and are particularly less inclined to
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share inherited genetic information) compared with individuals
without a history of cancer. By obtaining information on the
cancer history of the survey participants from our original
study, we were able to compare these two populations.

Methods

Study Participants
We recruited study participants through an online research
panel assembled and administered by GfK Knowledge Net-
works (Nuremburg, Germany). The details of the survey design
and administration have been previously described.20 In brief,
GfK Knowledge Networks uses a combination of probability-
based address sampling and random-digit dialing to create a
nationally representative panel with coverage of 97% of US
households.21 Panelists are invited to participate in four to six
Internet-based surveys per month and on average complete
three per month. In exchange for participating, panelists receive
financial compensation or Internet access and computer hard-
ware if they do not already have it. In our study, we oversampled
Latinos and African Americans as part of a larger study intended
to study racial and ethnic differences in information-sharing
preferences. We administered the survey from November 9,
2012, through December 2, 2012. We excluded speeders from
the final study sample; these are individuals who completed the
survey in less than half the median completion time (� 5 min-
utes) and therefore were unlikely to have read the questions
before responding. In pretesting, speeders tended to have no
variation in their responses (ie, they selected the same numeric
answer to all questions). The institutional review board at the
University of Pennsylvania (Philadelphia, PA) approved the
study protocol.

We obtained information about whether study participants
had a personal history of cancer (excluding skin cancer) from
GfK Knowledge Networks. GfK Knowledge Networks rou-
tinely collects information on panelists, including the presence
of certain health conditions. Specifically, panelists are asked:
“Have you been diagnosed with any of the following condi-
tions?” Panelists are then asked to respond yes or no to a series
of options, including cancer. GfK Knowledge Networks does
not collect information on the specific type of cancer or date of
diagnosis.

Experimental Instrument
We administered an online survey with an embedded conjoint
experiment. Conjoint experiments are frequently used in mar-
keting to identify how individuals value individual attributes
and characteristics of products. It is an experimental method in
which consumers are asked to rate or choose from different
combinations of attributes and can reveal consumers’ prefer-
ences and the relative importance of individual product attri-
butes.22-24 The conjoint design in our study focused on
secondary uses of electronic health information for cancer pre-
vention activities. We compared three attributes describing sec-
ondary uses of electronic health information: user (who would
be using your health information), use (the purpose of use), and

sensitivity of the information. In our conjoint experiment, we
investigated three possible users: university hospitals, public
health departments, and drug companies. In addition, we tested
three possible uses: research (“research new ways to prevent
cancer”), quality improvement (“evaluate how well your doctor
provides preventive cancer care”), and marketing (“identify
what kinds of patients will be interested in buying their cancer
prevention product”). Finally, we assessed two separate levels of
information sensitivity: lower (“your medical history”) and
higher (“your medical history and the results of a personal ge-
netic test that predicts your chance of getting cancer”).

We presented the following introduction to study partici-
pants before the conjoint experiment:

“Many doctors and hospitals are starting to use electronic
medical records instead of paper charts when they provide care.
Electronic medical records can also be used for other health care
and public health reasons. You will be shown some possible uses
of your electronic health information. In each case, you will be
shown what information will be used, who will use it, and what
they will use it for. Please indicate how willing you would be to
share your health information for each situation. Your name
would not be released.”

Our 3 � 3 � 2 conjoint design yielded 18 possible scenarios.
Each participant was randomly assigned to receive six of the 18
possible scenarios, and for each combination, the participant
was asked to rate his or her willingness to share personal health
information on a 1-to-10 scale (1 � not at all; 10 � very
willing).

The survey instrument also measured health status (single
item from the Behavioral Risk Factor Surveillance System 2010
questionnaire [short form 1]),25 health care access (insurance
status, usual source of care, and financial barriers to care), and
health care distrust.26 GfK Knowledge Networks provided us
with previously collected demographic information (age,
sex, race, ethnicity, income, educational attainment, and
metropolitan or rural residential status) on all study partic-
ipants. Finally, using a question adapted from the General
Social Survey,27 we asked each participant to rate his or her
confidence in various public and private organizations to
protect personal health information; respondents chose from
three categories: hardly any confidence at all, only some
confidence, and very high confidence.

Statistical Analysis
We compared participants with and without a history of cancer
using descriptive statistics (frequencies and proportions) and �2

tests. We conducted a conjoint analysis based on a main-effects
analysis-of-variance model. To compare the relative importance
of the three attributes (ie, use, user, and sensitivity) between
those with and without a cancer history, we first estimated a
part-worth utility value for each level of each attribute. We
considered the attributes with the largest part-worth utility
range to be the most important in explaining the variability in
outcome. The differences in importance weights between the
comparison groups were assessed by including all pairwise can-
cer status � attribute interaction terms in the linear regression
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models. Models also included the three test attributes, patient
race/ethnicity, a measure of high health care distrust (top quar-
tile), health status, measures of access to care, and other sociode-
mographic variables. We specified a baseline scenario in the
models where we hypothesized support would be the highest
(ie, sensitivity, low; user, university hospital; use, research).

We used generalized estimating equations with a working
independence correlation structure and robust (Huber-White)
variance estimation28 to account for the correlation of vignettes
nested within respondent induced by the study design. To ac-
count for survey nonresponse and the planned oversampling
scheme, we used post-stratification weights provided by GfK
Knowledge Networks. The weights in our analysis are calcu-
lated based on the differential probability of inclusion in the
online panel as a result of oversampling and undersampling of
certain populations (compared with an equal probability sam-
ple) and also planned oversampling and nonresponse among
those sampled for this study from the online panel. There were
few to no missing data (� 0.5% on all covariates); hence, anal-
yses were conducted on observed data only. We used Wald tests
to compare parameters. All tests were two sided, with a type I
error rate of 0.05. We conducted all analyses using SAS software
(version 9.3; SAS Institute, Cary, NC).

Results
We received responses from 3,336 of 5,119 invited panel mem-
bers, reflecting a response rate of 65.2%. We excluded 272

speeders and 119 individuals for whom data were missing on
whether they had a personal history of cancer, resulting in a
final sample size of 2,945. The characteristics of the study pop-
ulation are summarized in Appendix Table A1 (online only).
Of the 2,945 individuals in this sample, 187 (6.3%) had a
personal history of cancer (ie, cancer group), which is similar to
national estimates among adults (6.2%).29 Those with a history
of cancer were more likely to be older and white, have worse
health status, and report better access to care (ie, lower rates of
uninsurance, more likely to have a usual source of care, and less
likely to report cost barriers). Nonresponders were more likely
to be female and have lower income and less education. We
applied post-stratification weights to our analyses to account for
nonresponse bias.

Table 1 lists unadjusted means for each of the 18 health
information use scenarios. The highest rated scenario was the
same for cancer and noncancer respondents: a university hos-
pital using less sensitive electronic health information for re-
search (6.88 and 6.70, respectively). Both cancer and noncancer
participants rated this scenario as the one for which they were
most willing to share their own electronic health information.
Marketing uses were generally rated lower than other uses by
both cancer and noncancer participants.

Using conjoint analysis, we determined the importance
weights of the three factors in the experiment to participants:
use, user, and sensitivity of the information. For both cancer
and noncancer participants, use was the most important factor

Table 1. Willingness to Share Personal Health Information (unadjusted means)

Use and User Sensitivity

Willingness to Share Personal Health Information (mean rating)*

No History of Cancer History of Cancer P

Research

University hospital Low 6.70 6.88 .60

University hospital High 6.69 6.85 .66

Drug company Low 5.85 6.01 .66

Drug company High 5.77 6.37 .11

Public health department Low 6.04 6.05 .98

Public health department High 6.08 7.33 .002

Quality improvement

University hospital Low 6.25 6.32 .86

University hospital High 6.29 6.59 .39

Drug company Low 5.02 4.49 .22

Drug company High 5.26 5.78 .17

Public health department Low 5.80 5.66 .71

Public health department High 5.62 5.48 .71

Marketing

University hospital Low 4.85 5.08 .55

University hospital High 5.00 4.82 .63

Drug company Low 4.55 3.60 .024

Drug company High 4.54 4.84 .46

Public health department Low 4.51 4.56 .88

Public health department High 4.60 4.67 .85

* 1 � low; 10 � high.
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(45.6 and 67.1, respectively). However, for patients with can-
cer, sensitivity was a more important factor compared with
noncancer participants (importance weights, 29.8% v 1.2%).

Table 2 summarizes differences in participants’ willingness
to share health information for different uses, users, and sensi-
tivity of health information after adjusting for demographic
characteristics, health status, and health care access measures.
Overall, cancer and noncancer participants had a similar will-
ingness to share electronic health information (0.27; P � .42).
However, cancer participants were more willing to share than
noncancer participants when the information was more sensi-
tive (ie, inherited genetic information; 0.48; P � .015). Cancer
and noncancer respondents rated different uses (quality im-
provement, �0.14; P � .56; marketing, �0.13; P � .69) and
users (drug company, �0.02; P � .93; public health depart-
ment, �0.04; P � .87) similarly.

We also asked participants to rate their confidence in various
public and private institutions and organizations to secure their
health information (Table 3). Cancer and noncancer partici-
pants generally rated organizations similarly, expressing the
highest level of confidence in health care providers (ie, univer-
sity hospitals, physician offices, and pharmacies) and the least
amount of confidence in social media and Internet companies
(ie, Google and Facebook). However, cancer participants rated
the federal government and Google somewhat lower than non-
cancer participants and rated university hospitals somewhat
higher, although all of the differences were modest.

Discussion
As efforts grow to collect, store, and analyze big data in oncol-
ogy,6,7 understanding patient preferences regarding reuse of
electronic health information is essential to developing good
public policy. This study has two key findings. First, individuals
with a prior diagnosis of cancer are as willing to share their
health information as those without cancer. Their cancer his-
tory does not seem to make them more reticent to supporting
reuse of their health information. Second, the sensitivity of
health information is more important to individuals with a
prior diagnosis of cancer compared with individuals without a
prior diagnosis of cancer. For participants without cancer, sen-
sitivity was not at all important; for participants with a history
of cancer, sensitivity was the second most important factor (sec-
ond to the actual use). However, the direction of this effect was
opposite from what we hypothesized. It was the inherited ge-
netic information that made cancer participants more willing to
share. Perhaps cancer participants are eager to have their genetic
information used in an altruistic manner to benefit society.

Our study has several implications. First, similar to individ-
uals without cancer, individuals with a prior diagnosis of cancer
consider the purpose of health information reuse as the most
important determinant of their willingness to share. In contrast,
current policies emphasize the sensitivity of the information,
often defining sensitivity by whether information is identifiable
and whether it was collected in an encounter with the health
care system. If information is not considered sensitive, nearly all
uses are permitted. Our results suggest a need to revisit policies
on reusing health information if the goal is to align these poli-
cies with patient preferences (ie, promote research uses and

Table 2. Willingness to Share Health Information for Cancer
Versus Noncancer Participants by Health Information Use Attri-
butes

Variable �* P 95% CI

Conjoint attributes

Use: research Referent

Use: quality improvement �0.78 .001 �1.23 to �0.32

Use: marketing �1.92 � .001 �2.54 to �1.30

User: university hospital Referent

User: drug company �0.91 � .001 �1.36 to �0.47

User: public health department �0.54 .02 �1.01 to �0.08

Sensitivity: medical history Referent

Sensitivity: medical history
plus genetic results

0.53 .006 0.15 to 0.90

Cancer history � conjoint attributes

Yes 0.27 .42 �0.39 to 0.93

Yes � drug company �0.02 .93 �0.49 to 0.44

Yes � public health department �0.04 .87 �0.52 to 0.44

Yes � quality improvement �0.14 .56 �0.62 to 0.33

Yes � marketing �0.13 .69 �0.77 to 0.51

Yes � genetic results 0.48 .015 0.09 to 0.87

* Linear regression models using generalized estimating equations to account for
correlation of responses from each participant adjusting for race/ethnicity � at-
tribute interactions, age, education, income, living in a metropolitan area, insur-
ance status, usual source of care, cost barriers to care, and health status.
Outcome is willingness to share health information on a 1-to-10 scale (1 � not at
all willing to share; 10 � very willing to share).

Table 3. Confidence in Institutions and Organizations to Pro-
tect Health Information

Institution/Organization

Some or Very High
Confidence (%)

P

No History
of Cancer
(n � 2,758)

History
of Cancer
(n � 187)

Government

National Institutes of Health 87.9 89.3 .78

Local public health department 84.8 86.6 .62

Federal government 66.2 57.2 .040

Nonprofit organization

American Cancer Society 88.9 92.5 .31

Social media or Internet company

Google 36.2 26.2 .006

Facebook 21.0 17.1 .14

Health care company

Health insurer 68.2 65.8 .69

Pharmaceutical company 58.9 57.2 .32

Genetic testing company 71.0 71.1 .63

Health care provider

University hospital 89.2 94.7 .044

Physician office 93.9 96.3 .20

Pharmacy 88.1 86.6 .83
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limit marketing uses). Second, although policymakers, clini-
cians, and ethicists tend to add extra protections to genetic
information because of concerns over reidentification, discrim-
ination, and the unknown significance of certain findings based
on current knowledge,30 the cancer participants in our study
were more willing to share their information when inherited
genetic results were included. These ethical concerns are impor-
tant, and security and safeguards are essential to increasing pub-
lic trust in research and protecting patients, particularly when
involving genetic information. However, our findings suggest a
need to ensure that policies balance these privacy considerations
with the desire of patients to have their information used for
altruistic, socially beneficial purposes. Our policies on informa-
tion sharing have largely been determined by our intuitions,
which may be faulty, rather than empirically observed public
opinion; one prior study found that linking health information
to biologic samples did not influence patients’ consent prefer-
ences, whereas inclusion of socioeconomic information signif-
icantly reduced the proportion willing to forgo consent.17 In a
survey of patients at an academic medical center, 89% approved
of the university using anonymized genetic information for re-
search.31 Nonetheless, that does not mean patients do not
worry about their information being used against them. In a
study of individuals with a family history of colorectal cancer,
half were concerned about genetic discrimination if they were
to undergo genetic testing or if others found out about their
family health history.18

Our study has several important limitations. First, the study
was not originally powered to detect differences between cancer
versus noncancer participants. This limits our ability to test for
more complex interactions. Second, we do not know when the
respondents were diagnosed with cancer or the type of cancer.
Patients with a current or recent diagnosis of cancer or patients
with specific types of cancer with different levels of heritability
might have different preferences regarding reuse of their health
information. For example, cancers that are familial, more con-
sequential, or occur at a younger age might yield different views
about information sharing. Third, we tested only two different
levels of sensitivity in our conjoint experiment. Had we in-
cluded a broader range of possibilities, we might have found
that sensitivity was more or less important. Nevertheless, the
finding that cancer participants were more favorable toward
reuse of their health information when genetic information is
included is a novel finding. Fourth, we presented participants
with hypothetical scenarios rather than observing real-world

decisions. Therefore, we were unable to measure how actual
changes in behavior would be correlated with effect sizes in our
experiment. However, responses to hypothetical scenarios have
been shown to be highly predictive of behavior.32 In addition,
we used a controlled experimental design that is more likely to
reveal individual preferences than static survey questions.

Exploring how individuals with a history of cancer define
sensitivity and how important it is in shaping their preferences
on information reuse will be essential for good policy in this
area. This study suggests that similar to the general population,
individuals with a prior diagnosis of cancer are less concerned
about the sensitivity or user of their reused health information
and most willing to share their health information when it is put
to good use. Rather than focusing exclusively on the sensitivity
of information, as is the case with current regulatory policies,
future policies should more strongly consider social purpose
and further explore what information patients consider sensi-
tive.
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Appendix

Table A1. Participant Characteristics (unweighted percentages)

Characteristic No History of Cancer (n � 2,758) History of Cancer (n � 187) P*

Age, years � .001

18-29 13.9 0.0

30-44 22.2 4.3

45-59 33.2 24.1

� 60 30.7 71.6

Race/ethnicity .002

White, non-Hispanic 68.0 77.0

Black, non-Hispanic 14.7 15.5

Hispanic 17.3 7.5

Female sex 49.8 46.0 .31

Living in metropolitan statistical area 86.0 81.8 .11

Education .15

� High school 8.9 8.6

High school 28.7 34.2

Some college 31.0 23.5

� Bachelor’s degree 31.5 33.7

Income, $ .86

� 25,000 18.7 20.3

25,000-49,999 23.4 21.9

50,000-74,999 19.3 17.7

� 75,000 38.6 40.1

Insured 81.9 96.8 � .001

Has personal physician or other provider 74.3 94.1 � .001

Did not receive care in past year because of cost 16.9 9.1 .02

Fair/poor health status 15.7 28.3 � .001

* P values represent �2 tests of association.

Health Information PrivacyHealth Information Privacy

SEPTEMBER 2015 • jop.ascopubs.orgCopyright © 2015 by American Society of Clinical Oncology


	Are Patients With Cancer Less Willing to Share Their Health Information? Privacy, Sensitivity, a ...
	Introduction
	Methods
	Study Participants
	Experimental Instrument
	Statistical Analysis

	Results
	Discussion
	Acknowledgment
	References
	Appendix


