
Outbreak of hepatitis C virus infection associated with narcotics 
diversion by an hepatitis C virus–infected surgical technician

Amy E. Warner, MPHa,*, Melissa K. Schaefer, MDb, Priti R. Patel, MD, MPHb, Jan Drobeniuc, 
MD, PhDc, Guoliang Xia, MPH, MDd, Yulin Lin, MDd, Yury Khudyakov, PhDd, Candace W. 
Vonderwahl, BA, BSa, Lisa Miller, MD, MSPHa, and Nicola D. Thompson, MS, PhDe

aDivision of Disease Control and Environmental Epidemiology, Colorado Department of Public 
Health and Environment, Denver, CO

bPrevention and Response Branch, Division of Healthcare Quality Promotion, Centers for 
Disease Control and Prevention, Atlanta, GA

cAssay Development and Diagnostic Reference Laboratory, Division of Viral Hepatitis, Centers for 
Disease Control and Prevention, Atlanta, GA

dMolecular Epidemiology Laboratory, Division of Viral Hepatitis, Centers for Disease Control and 
Prevention, Atlanta, GA

eEpidemiology and Surveillance Branch, Division of Viral Hepatitis, Centers for Disease Control 
and Prevention, Atlanta, GA

Abstract

Background—Drug diversion by health care personnel poses a risk for serious patient harm. 

Public health identified 2 patients diagnosed with acute hepatitis C virus (HCV) infection who 

shared a common link with a hospital. Further investigation implicated a drug-diverting, HCV-

infected surgical technician who was subsequently employed at an ambulatory surgical center.

Methods—Patients at the 2 facilities were offered testing for HCV infection if they were 

potentially exposed. Serum from the surgical technician and patients testing positive for HCV but 

without evidence of infection before their surgical procedure was further tested to determine HCV 

genotype and quasi-species sequences. Parenteral medication handling practices at the 2 facilities 

were evaluated.

Results—The 2 facilities notified 5970 patients of their possible exposure to HCV, 88% of 

whom were tested and had results reported to the state public health departments. Eighteen 

patients had HCV highly related to the surgical technician’s virus. The surgical technician gained 

unauthorized access to fentanyl owing to limitations in procedures for securing controlled 

substances.

*Address correspondence to: Amy E. Warner, MPH, Colorado Department of Public Health and Environment, DCEED A-3, 4300 
Cherry Creek Dr South, Denver, CO 80246. Amy.warner@state.co.us (A.E. Warner). 

The findings and conclusions in this article are those of the authors and do not necessarily represent the official position of the Centers 
for Disease Control and Prevention.

Conflicts of interest: None to report.

HHS Public Access
Author manuscript
Am J Infect Control. Author manuscript; available in PMC 2016 January 01.

Published in final edited form as:
Am J Infect Control. 2015 January ; 43(1): 53–58. doi:10.1016/j.ajic.2014.09.012.

A
uthor M

anuscript
A

uthor M
anuscript

A
uthor M

anuscript
A

uthor M
anuscript



Conclusions—Public health surveillance identified an outbreak of HCV infection due to an 

infected health care provider engaged in diversion of injectable narcotics. The investigation 

highlights the value of public health surveillance in identifying HCV outbreaks and uncovering a 

method of drug diversion and its impacts on patients.
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Hepatitis C virus (HCV) transmission during health care procedures has been increasingly 

identified in the United States, with outbreaks occurring in a variety of health care 

settings.1,2 The majority of outbreaks have involved patient-to-patient transmission, largely 

though unsafe injection practices (eg, reuse of syringes); however, transmission from HCV-

infected health care personnel to patients from diversion of injectable narcotics has been 

documented as well.1,3–8 In these instances, diversion has involved some form of tampering 

with the injectable narcotic, exposing patients to a health care worker’s blood. As 

demonstrated by these outbreaks, drug diversion by health care personnel poses a serious 

threat to patient safety, potentially putting large numbers of patients at risk for acquiring 

infections.8,9

In late April 2009, Colorado state and local public health department officials conducted 

routine interviews10 with 2 patients newly diagnosed with acute HCV infection (index 

patients). Both patients denied traditional HCV infection risk behaviors or exposures, both 

had undergone a surgical procedure on consecutive days at the same hospital (facility A), 

and both had HCV genotype 1b infection. Public health officials initiated an investigation to 

(1) determine whether these patients acquired their infections at the facility, (2) identify the 

mode of transmission, (3) determine whether other patients were infected, and (4) prevent 

additional infections.

METHODS

Review of facility A records and identification of the infected surgical technician

Following interviews with the 2 index patients, state public health officials contacted facility 

A to request these patients’ medical records, a list of all patients who had undergone surgical 

procedures during the 6 days before the surgery date for the first index patient, and a list of 

personnel assigned to the index patients’ surgical procedures. At this time, facility A 

management indicated that they had recently dismissed a surgical technician owing to 

suspicion of narcotic drug diversion. In addition, facility A’s records indicated that the 

technician had tested positive for HCV antibodies (anti-HCV) on pre-employment 

screening.

Interviews with the surgical technician

This technician was contacted by a state public health official, who learned that the 

technician began working at an ambulatory surgical center in Colorado (facility B) 

following dismissal from facility A. Public health officials conducted interviews with the 

surgical technician to determine dates and locations of employment, whether narcotics 
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diversion had occurred, and relevant details of the diversion. Public health officials advised 

the technician to refrain from providing any patient care while the investigation was pending 

and received consent to obtain a blood sample for HCV, hepatitis B virus (HBV), and 

human immunodeficiency virus (HIV) testing.

Case finding and case definitions

Following the interview with the surgical technician, public health officials requested an 

expanded list of patients representing persons who had undergone surgery during the time 

that the surgical technician performed clinical duties at facility A or B (October 21, 2008, to 

April 22, 2009, for facility A and May 4, 2009, to July 1, 2009, for facility B).

In conjunction with public health officials, facilities A and B contacted patients by letter 

and/or phone to advise them of their potential exposure to HCV.11,12 Patients were offered 

free testing for HCV infection and serum alanine aminotransferase (ALT) levels through a 

contracted laboratory (as outlined below). Patients who tested positive for HCV infection 

were referred for follow-up care and medical management.

Colorado physicians and laboratories are required to report to the state or local health 

department any tests that indicate HCV infection.13,14 These reports are maintained within a 

state disease reporting system, from which the 2 index patients were identified for routine 

public health interviews. For this investigation, facilities A and B also reported positive and 

negative HCV infection test results to the state health departments for individuals who were 

tested through the contracted laboratory. The names and birth dates of these patients were 

matched to the state disease reporting system to identify patients already diagnosed with 

HCV infection and to determine whether HCV infection had been documented before the 

surgical procedure at facility A or B.

For all patients identified with HCV infection, public health officials assessed the patient’s 

medical history, previous hepatitis test results, risk factors for HCV infection, and date and 

time of surgical procedure through a review of the medical records from facility A or B and 

data captured in the disease reporting system.10 Patients were classified according to five 

case definitions developed for this investigation (Table 1).

Commercial laboratory testing of patients for HCV

Public health officials recommended that patients undergo testing for serum ALT levels and 

for the presence of anti-HCV, with confirmatory testing by a recombinant immunoblot assay 

(RIBA) when necessary. For patients who underwent their first anti-HCV test within 6 

weeks after the date of their surgical procedure, HCV RNA testing was also recommended. 

All patients found to have a positive anti-HCV or RIBA test result were tested for the 

presence of HCV RNA to identify ongoing infections. For those with detectable HCV RNA, 

HCV genotype testing was performed.

Molecular investigation of HCV

Serum specimens from patients identified to be HCV RNA-positive were forwarded to the 

Centers for Disease Control and Prevention (CDC), Division of Viral Hepatitis laboratory if 
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they were HCV genotype 1b (the same as the surgical technician) or an unknown HCV 

genotype and if, based on review of the disease reporting system or patient interview, the 

patient was not known to have HCV infection before the surgical procedure. A specimen 

submitted from the surgical technician was also forwarded to the CDC. At the CDC, serum 

samples were tested for HCV RNA by polymerase chain reaction (PCR) using the 

AMPLICOR HCV Test, version 2.0 (Roche Molecular Systems, Branchburg, NJ), with a 

lower limit of detection of ~50 copies/mL. Then HCV genotype was determined using the 

VERSANT HCV Genotype 2.0 Assay (LiPA) (Siemens Healthcare Diagnostics, Tarrytown, 

NY). Subsequently, the subgenotype was determined from a 300-nucleotide NS5B coding 

region of the HCV genome.15,16

The genetic relatedness of virus from the surgical technician and patients was determined by 

analysis of HCV quasi-species by sequencing a segment amplified from the E1-

hypervariable region 1 (HVR1) of the HCV genome (291 nucleotides in length), as 

described previously.12 The E1-HVR1 quasi-species sequences from the surgical technician 

and patient specimens were compared with each other, and also compared with the 

sequences of 5 randomly selected individuals with HCV genotype 1b infection from the 

Third National Health and Nutrition Examination Survey (NHANES III), a representative 

sample of the noninstitutionalized civilian population of the United States.17

Statistical analysis

The pairwise genetic distances of nucleotide quasi-species sequences were estimated with 

the DNADIST program in the PHYLIP package, version 3.68 (Joseph Felsenstein, 

University of Washington, Seattle, WA). Differences in the distributions of the HVR1 

genetic distances were compared using the ANOVA program in SAS for Windows, version 

9.3 (SAS Institute, Cary, NC). A P value <.05 was considered significant.

Facility A and B onsite evaluations

Public health officials conducted an onsite evaluation and review of infection control 

practices at facilities A and B. Surgical procedures at both facilities were observed, and 

selected personnel were interviewed to ascertain storage, preparation, and waste procedures 

for parenteral medication, with a focus on controlled substances (eg, fentanyl).

Human Subjects Review

The activities involved in this investigation constituted a response to an emerging public 

health problem to prevent and control the spread of HCV infection. As such, it was not 

subject to review by a Institutional Review Board.

RESULTS

Laboratory testing and interview with the surgical technician

The implicated surgical technician admitted to the theft of injectable fentanyl while working 

at both facility A and facility B. Testing of the blood specimen obtained from the surgical 

technician revealed the presence of HCV genotype 1b infection (the same genotype as the 2 
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index case patients), negativity for HIV infection, and vaccine-induced immunity to HBV 

infection.

The surgical technician described removing predrawn syringes of fentanyl from unattended 

anesthesia carts and replacing them with syringes that the technician had previously taken 

from a cart, used, and refilled with saline solution. The technician then left the area, self-

injected the fentanyl, and refilled the syringes with saline solution in anticipation of a future 

syringe swap. The technician reported engaging in this practice during assigned procedures, 

as well as for procedures to which she had not been assigned.

Before being employed at facility A in Colorado, the technician had worked at hospitals in 

Texas and New York. The Colorado Department of Public Health and Environment 

informed the New York State Department of Health and the Texas Department of State 

Health Services of the investigation underway in Colorado and of the technician’s locations 

of previous employment. The New York facility in which the technician previously worked 

also notified approximately 2800 patients of their possible exposure to HCV.18

Case finding

Two additional patients with newly diagnosed HCV infection were identified through cross-

matching of the state disease reporting system and a list of patients who had undergone 

surgery within the 6 days before the first index patient.

During the surgical technician’s employment at facilities A and B, 5970 patients underwent 

a surgical procedure and were subsequently recommended to be tested for HCV infection. 

Among the 4066 patients tested from facility A, 68 (1.7%) were found to have past or 

present HCV infection (ie, were anti-HCV positive), and among the 1183 patients tested 

from facility B, 17 (1.4%) had past or present HCV infection (Fig 1).

The 85 patients identified with past or present HCV infection (68 from facility A and 17 

from facility B) underwent HCV RNA testing and, if positive, HCV genotyping (Fig 2). 

Information from the state’s disease reporting systems and patient interviews indicated that 

39 patients had a history of HCV infection before their surgical procedure. Among the other 

46 patients, 13 had a HCV genotype other than 1b and were categorized as HCV-infected 

but not related to the technician, and 8 were HCV antibody-positive but RNA-negative and 

were classified as possible cases.

Molecular investigation

Serum from the remaining 25 HCV RNA-positive patients and the surgical technician were 

evaluated by quasi-species analysis at the CDC (Fig 2). The HVR1 quasi-species obtained 

from the surgical technician and 18 of the 25 HCV-infected patients formed a single distinct 

phylogenetic cluster (Fig 3), and these 18 patients were classified as confirmed cases. This 

cluster was significantly different from other genotype 1b quasi-species clusters identified 

from the other 7 patients and the 5 NHANES III participants (P < .001). The maximum 

nucleotide identity among 263 unique E1-HVR1 quasi-species sequences obtained from the 

surgical technician and the 18 patients ranged from 98.28% to 100%, whereas it ranged from 

87.29% to 92.78% when these sequences were compared with those obtained from 
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NHANES III participants and from 86.25% to 90.03% when compared with sequences from 

7 unrelated HCV-infected patients.

Evaluation of medication handling at facilities A and B

Facilities A and B used an automated medication dispensing machine and a locked cabinet, 

respectively, to secure controlled substances before dispensing. Access codes or keys were 

available only to authorized personnel, which did not include technicians. In facility A, each 

operating room had its own lockable anesthesia cart that remained in the room. The carts 

were maintained and filled by anesthesia personnel. Only anesthesia personnel and the 

charge nurses had keys to access these carts. At facility B, the nursing director or clinical 

manager stocked the anesthesia carts with a quantity of controlled substances sufficient for 

each day’s scheduled cases. Each anesthesiologist was responsible for his or her own cart, 

with an individual key, and that cart traveled with the anesthesiologist to each operating 

room.

At both facilities, anesthesia personnel stated that they often prepared medications, including 

controlled substances, in advance of patient arrival in the operating room, while another case 

was in progress. To aid in correct identification, medication syringes were labeled with 

preprinted and color-coded medication labels that were present on the top of the anesthesia 

cart. They were not labeled with the patient’s name or date/time of preparation. At both 

facilities, surgical technicians were frequently alone in the operating room while they were 

preparing the room for the next case. Anesthesia personnel at one of the facilities stated that 

there were times when controlled substances would be left on or in unlocked anesthesia carts 

when anesthesia personnel were not present in the room. Some personnel indicated that they 

believed these controlled substances were secure, even if they were left unlocked, when 

technicians or other personnel were present. At the other facility, personnel reported that 

anesthesia carts were always locked when anesthesia personnel were not in the room; 

however, at the conclusion of 1 surgical case observed by public health investigators, an 

anesthesia provider failed to lock the cart, which contained fentanyl, before exiting the 

room.

All 18 confirmed case patients underwent their procedure at facility A, and 13 (72%) 

underwent their procedure within a 5-week period during the technician’s 6 months of 

employment at this facility. Medical record reviews identified that all 18 patients underwent 

a procedure on a day when the technician was working, but the technician was documented 

to be an assigned member of the surgical team for only 10 of the 18 procedures (56%). All 

18 patients had documented receipt of fentanyl during their procedure.

DISCUSSION

This investigation identified a large outbreak of HCV infection associated with drug 

diversion by an HCV-infected surgical technician, who was able to gain unauthorized access 

to syringes filled with fentanyl. Patients were identified in the community through the public 

health disease reporting system and a public notification. The ensuing investigation 

indicated that the threat posed by the drug diversion extended beyond the procedures to 

which the surgical technician had been assigned.
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After pleading guilty to charges of tampering with a consumer product and illegally 

obtaining a controlled substance, the surgical technician was sentenced to 30 years in 

prison.19,30 Reports of HCV transmission due to drug diversion have been relatively rare in 

the United States, but include recent HCV infection outbreaks in Florida and New 

Hampshire.1–7 The most recent outbreak, initially identified in New Hampshire, involved a 

traveling radiology technician who infected at least 45 patients at 4 facilities in 3 states.7

Although HCV transmission attributed to drug diversion is seemingly rare, drug diversion 

by health care personnel is not uncommon.2–8,19,20 Drug diversion by health care personnel 

has broad public health implications, potentially putting large numbers of patients at risk for 

bloodborne6–8,18–20,24 and other infections.21–23 Consequently, when drug diversion of 

injectable medication by health care personnel is suspected or identified, it is imperative that 

health care management engage public health officials to evaluate the potential threat to 

patient safety, including the risk for transmission of infections.20

The surgical technician was able to access fentanyl because of limitations in procedures for 

securing controlled substances. This incident demonstrates the importance of adhering to 

requirements from the Drug Enforcement Administration (DEA) and the Centers for 

Medicare & Medicaid Services regarding security of controlled substances.25,26,31 A 

publication from the American Society of Anesthesiologists highlighted these requirements, 

including sample language for a hospital policy on anesthesia medication security.27 They 

emphasized that all controlled substances (eg, schedule II, III, IV medications) should be 

kept under lock and key at all times unless they are under the direct control of the 

anesthesiologist or other clinician involved in the immediate administration of the drug. As 

demonstrated by this outbreak and other recent outbreaks, the presence of other health care 

personnel does not guarantee the security of controlled substances.6,7 Key access should be 

limited only to those authorized individuals who stock or administer the medication. In 

addition, preparing medications as close as possible to the time of administration and 

properly labeling predrawn medications to include the patient’s name may make it more 

challenging for health care personnel to swap or tamper with medications.

After being dismissed from facility A, the surgical technician was quickly able to gain 

employment at a second facility within the same state. Two conditions contributed to this. 

First, reference checks from a current employer were not required. Second, unlike some 

types of health care personnel, such as physicians and nurses, surgical technicians were not 

required to be licensed in Colorado. Without professional licensing or registration, states 

have limited authority and fewer options to respond to complaints or pursue disciplinary 

action. Nonetheless, there are actions that can and should be taken if a health care provider 

is suspected of diverting controlled substances. These include external reporting to local law 

enforcement and the DEA.25 The DEA requires that registrants notify them of “the theft or 

significant loss of any controlled substance within one business day of discovery of such a 

loss or theft”.21 Furthermore, Colorado Board of Health regulations require health entities to 

notify the health department of “any occurrence in which drugs intended for use by patients 

or residents are diverted to use by other persons”.28 These actions can help prevent criminal 

activity and patient harm from occurring elsewhere.
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Following this investigation, several state-level policy changes were pursued. State public 

health officials created an enhanced protocol for responding to diversion reports involving 

an injectable drug. Although such reporting had been required previously, disease control 

personnel now receive and review these reports, matching the names of suspected 

perpetrators to the communicable disease and HIV disease reporting systems. Facility 

investigators ask additional questions to discern possible patient infection risks. Health 

department officials review each case to determine whether additional follow-up and patient 

notification are warranted. Since 2009, Colorado public health officials have reviewed 20–

40 reports per month to identify occurrences of injectable drug diversion, investigated 4 

instances of drug diversion, and conducted 2 additional patient notifications.

State statutes have been revised to require registration of surgical technicians in Colorado.29 

In addition, surgical technicians in the state are now required to provide written notice to the 

Department of Regulatory Agencies of any civil, criminal, or administrative actions taken 

against them within 30 days. Employers are required to check the database of registrants 

before allowing a surgical technician to work and to report disciplinary actions related to 

individual surgical technicians. In response to a request by an employer, the legislature also 

clarified that it is not unlawful “for an employer, when acting in good faith, to disclose 

information known about any involvement in drug diversion, drug tampering, patient abuse, 

violation of drug or alcohol policies, or crimes of violence…committed by a registrant who 

is an employee or former employee of the responding employer”.29 Given the state-to-state 

differences in health care personnel licensing and regulations, it is likely that identifying 

health care personnel with a past history of drug diversion will remain challenging, as has 

been recently illustrated.2,7,26

This report is subject to several limitations. The actual number of patients who acquired 

HCV infection from the surgical technician may be greater than the 18 confirmed case 

patients reported here. Public health officials did not receive test results for 674 individuals 

(11.4% of living patients) in the facility A and B cohort, and whether these patients were not 

tested or tested by a noncontracted laboratory is unclear. Further, sufficient information to 

conduct an epidemiologic analysis to identify any specific risk factors (eg, surgery-related 

factors) that facilitated HCV transmission to certain patients but not in others was not 

collected. Finally, it was not possible to explain why transmission was confirmed only 

among patients at facility A.

These findings highlight the value of robust public health surveillance for HCV infection 

and underscore the need for improved safeguards for controlled medications in health care 

settings. This outbreak likely would not have been detected without surveillance for acute 

HCV infection and tracking of positive HCV test results through the state disease reporting 

system.14 Through timely and comprehensive investigation of individual case reports of 

acute HCV infection, public health officials identified 2 patients who had undergone 

surgical procedures at the same hospital within days of each other. This finding prompted 

wider investigation and subsequent notification of almost 6000 patients who were 

potentially exposed to HCV during the receipt of surgical procedures at 2 health care 

facilities in Colorado. Mounting this large public health investigation required extensive 

resources and collaboration of federal, state, and local public health agencies, as well as the 
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2 health care facilities involved and their contracted laboratories. This outbreak led to 

changes in Colorado statutes aimed at reducing patient harms and infection risks associated 

with narcotic diversion and tampering, which may serve as a model for other states.
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Fig. 1. 
Outcome of recommended HCV testing for patients who underwent surgery during the 

technician’s employment at facilities A and B. Shaded boxes use total patients as the 

denominator for percentage; other boxes use patients tested as the denominator for 

percentage.
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Fig. 2. 
Epidemiologic findings and case classification of patients from facilities A and B found to 

have past or present HCV infection.
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Fig. 3. 
Phylogenetic tree of the E1-HRV1 genomic region from intra-host HCV variants sampled 

from 25 case patients, 1 surgical technician, and 5 randomly selected NHANES III 

participants.
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Table 1

Classification of cases and case definitions

Case classification Case definition

Confirmed case A patient with no known positive HCV test result before the date of implicated surgical procedure at 
facility A or B, a positive HCV test result ≥2 weeks after the surgical procedure, and genotype 1b HCV 
infection, with HCV viral sequences highly related to those of the HCV-infected surgical technician

Possible case A patient with no known diagnosis of HCV infection before the date of implicated surgical procedure at 
facility A or B, a positive HCV test result ≥2 weeks after the surgical procedure, and HCV genotyping 
and/or HCV viral sequencing could not be performed

HCV-infected–not related to 
surgical technician

A patient with a diagnosis of HCV infection before the date of surgical procedure at facility A or B, or 
HCV infection with a genotype not 1b, or genotype 1b HCV infection, with HCV viral sequences not 
highly related to those of the HCV-infected surgical technician

HCV-negative (not infected) A patient with no known diagnosis of HCV infection before the date of implicated surgical procedure at 
facility A or B, and who was both anti-HCV negative and HCV RNA-negative when tested during the 
investigation.

HCV status unknown A patient with no known diagnosis of HCV infection before the date of implicated surgical procedure at 
facility A or B, and who did not undergo HCV testing as part of the investigation.
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