
Bioterrorism and the Role of the Clinical Microbiology Laboratory

Elizabeth Wagar

University of Texas MD Anderson Cancer Center, Houston, Texas, USA

SUMMARY . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .175
INTRODUCTION . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .175
LABORATORY RESPONSE NETWORK. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .176
SELECT AGENTS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .177
AGENTS WITH HIGH RISK OF OCCUPATIONAL EXPOSURE AND PUBLIC ATTENTION . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .179
CLINICAL MICROBIOLOGY RISK ASSESSMENT FOR SELECT AND HIGH-RISK AGENTS. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .180
CLINICAL MICROBIOLOGY RESOURCES FOR MANAGEMENT OF BIOTERRORISM AND OUTBREAKS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .181
SENTINEL LABORATORY CHECKLISTS, EDUCATION, AND PERFORMANCE . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .182

Sentinel Laboratory Performance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .182
State activities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .182
Education . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .182
National exercises. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .182

Areas for Improvement in Sentinel Laboratories . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .184
NEW TECHNOLOGY AND BIOTERRORISM PREPAREDNESS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .184
RETHINKING MICROBIOLOGY LABORATORY SAFETY . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .185
CONCLUSIONS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .186
ACKNOWLEDGMENTS. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .186
REFERENCES . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .186
AUTHOR BIO . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .189

SUMMARY

Regular review of the management of bioterrorism is essential for
maintaining readiness for these sporadically occurring events.
This review provides an overview of the history of biological di-
sasters and bioterrorism. I also discuss the recent recategorization
of tier 1 agents by the U.S. Department of Health and Human
Services, the Laboratory Response Network (LRN), and specific
training and readiness processes and programs, such as the Col-
lege of American Pathologists (CAP) Laboratory Preparedness
Exercise (LPX). LPX examined the management of cultivable bac-
terial vaccine and attenuated strains of tier 1 agents or close mim-
ics. In the LPX program, participating laboratories showed im-
provement in the level of diagnosis required and referral of isolates
to an appropriate reference laboratory. Agents which proved dif-
ficult to manage in sentinel laboratories included the more fastid-
ious Gram-negative organisms, especially Francisella tularensis
and Burkholderia spp. The recent Ebola hemorrhagic fever epi-
demic provided a check on LRN safety processes. Specific guide-
lines and recommendations for laboratory safety and risk assess-
ment in the clinical microbiology are explored so that sentinel
laboratories can better prepare for the next biological disaster.

INTRODUCTION

Biological events that have caused significant mass morbidity,
mortality, and fear are well chronicled in human history. Out-

breaks of disease were recorded as early as 500 BC, when the
Plague of Athens, an unknown disease similar to typhoid fever,
may have caused as many as 100,000 deaths. A number of plagues
in Europe had significant effects on the development of gover-
nance and art. They ranged from the Antonine Plague (similar to
smallpox), which caused a death toll of 30% of the population
(165 to 180), to the Plague of Justinian (541 to 542) and the Black

Death (plague; 1346 to 1350), which resulted in mortality esti-
mates of as high as 70% of the population. The social impact was
phenomenal, leaving deserted towns that were never rebuilt and
are recorded only through archeology (1, 2).

Biological disasters have also occurred in modern times, rang-
ing from the yellow fever epidemic of 1793 in the United States to
plague in the Middle East in the early 1800s, cholera throughout
the 1800s, and smallpox in the Americas, as well as measles and
mumps. As vaccines were developed, other diseases became
prominent, including severe acute respiratory syndrome (SARS)
in 2002 and 2003, influenza in the 20th century, and Ebola, most
recently in West Africa in 2014. The features that distinguish mass
biological outbreaks from seasonal or routine infection cycles in-
clude sociological behaviors and population-based fear, especially
in earlier generations that did not have scientific knowledge to
explain and address the occurrences.

Early in the course of military history, it was recognized that
population-based fear could be used as a significant advantage in
warfare. This may have been observed independently, with or
without intent, on multiple occasions. For example, when Cortez
invaded Mexico, he did not deliberately introduce smallpox as a
biological warfare agent. However, the rapid decimation of the
population was an immediate contributor to the success of his
operation. Other independent occurrences include the use of dead
bodies infected with Yersinia pestis to contaminate wells in Italy
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(1155; Battle of Tortona) and the catapulting of the corpses of
dead soldiers in Bohemia in 1422. Recognition of the role of prim-
itive smallpox vaccination in the American Revolution allowed for
several successful campaigns. Attempted biological warfare by
Luke Blackburn, using smallpox-contaminated clothing, was re-
corded in the Civil War of the United States and was officially
banned in 1863 by U.S. Army General Order No. 100, which stated
that “The use of poison in any manner, be it to poison wells, or
food, or arms is wholly excluded from modern warfare” (1, 2).

As knowledge regarding microbiology developed, the use of
such agents, overtly or covertly, returned. In World War I, Bacillus
anthracis and Burkholderia mallei (agents of anthrax and glanders,
respectively) were considered for infection of horses and mules. In
1925, the United States signed the Geneva Protocol, which pro-
hibited the use of chemical or biological agents. This was not ap-
proved by Congress until 50 years later, during the era of the 1972
Biological Weapons Convention (2). In World War II, the United
States continued its studies and developed Ft. Detrick, MD, as a
site of biological research and development. The Cold War insti-
gated continued investigations in the United States and Russia.
Biological warfare was more formally defined as the conscious use
of biological and chemical agents deliberately chosen as weapons
because of their potentially injurious or lethal effects (1, 2). In
current dialogue, the deliberate effort to engage in biological war-
fare is called bioterrorism. The term applies when chemical and
biological terrorism is used as an overt or covert means to cause
harm for ideological, political, or financial gain.

LABORATORY RESPONSE NETWORK

The scope of this article is to describe current approaches used by
clinical microbiology laboratories to address agents associated
with bioterrorism and biological disasters. Clinical microbiology
specialists actually developed a coordinated national approach
prior to 9/11 and the anthrax bioterrorism attack of 2001. How-
ever, the ultimate outcome and development of the network sys-
tem were also markedly influenced by the anthrax bioterrorism
event.

A week following the attacks on the World Trade Center in
New York on 11 September 2001, letters laced with anthrax ar-
rived via the U.S. Postal Service at the offices of NBC News, the
New York Post, a Florida media outlet, and Senator Tom Daschle
in Washington, DC. Other mail was contaminated during the
postal service processing and infected other recipients. Twenty-
two cases of anthrax were identified (11 inhalational and 11 cuta-
neous cases); 5 of the inhalational cases were fatal (3).

Preceding this event and recognizing the potential for such an
attack, the Centers for Disease Control and Prevention (CDC), the
Federal Bureau of Investigation (FBI), and the Association for
Public Health Laboratories (APHL) developed the Laboratory
Response Network (LRN) in 1999 (http://www.bt.cdc.gov/lrn
/biological.asp; http://www.aphl.org/aphlprograms/preparedness
-and-response/partnerships-and-outreach/). The mission of the
LRN is to “maintain an integrated national and international net-
work of laboratories that are fully equipped to respond quickly to
acts of chemical or biological terrorism, emerging infectious dis-
eases, and other public health threats and emergencies.”

The LRN is typically presented as a pyramid (Fig. 1). At the base of
the pyramid are the sentinel laboratories. These are clinical microbi-
ology laboratories, where the primary identification of an infectious
agent typically occurs. These laboratories tend to be associated with

acute care hospitals or larger reference laboratories. There are thou-
sands of such laboratories in the United States. According to the
CDC, a sentinel laboratory is one “capable of analyzing or referring
specimens or samples that may contain microbiology agents or bio-
logical toxins” (http://www.bt.cdc.gov/lrn/biological.asp; http:
//www.aphl.org/aphlprograms/preparedness-and-response
/partnerships-and-outreach/). A sentinel laboratory is able to
perform high-complexity testing in accordance with the Clinical Lab-
oratory Improvement Amendments of 1988 (CLIA; Centers for
Medicare & Medicaid Services). Sentinel laboratory services are also
available from Department of Defense (DOD) laboratories and vet-
erinary diagnostic laboratories. In-house testing includes Gram stains
and at least one of the following: lower respiratory tract, wound, or
blood cultures (http://www.bt.cdc.gov/lrn/biological.asp; http:
//www.aphl.org/aphlprograms/preparedness-and-response
/partnerships-and-outreach/).

The responsibilities of a sentinel clinical laboratory include poli-
cies and procedures to refer diagnostic specimens or isolates of public
health significance to local or state public health laboratories. Also,
laboratory personnel must meet federal regulations for packing and
shipping of infectious agents. The laboratory should have policies and
procedures that reflect the “Sentinel Level Clinical Laboratory Proto-
cols for Suspected Biological Threat Agents and Emerging Infectious
Diseases” of the American Society for Microbiology (ASM) (http:
//www.asm.org/index.php/issues/sentinel-laboratory-guidelines). In
addition, the laboratory should maintain the testing outlined in the
ASM guidelines and demonstrate competency by participating in
proficiency testing or exercises. From a facility standpoint, the labo-
ratory should have a class II or higher certified biological safety cabi-
net. Also, the laboratory should comply with biosafety level II (BSL-2)
practices and applicable Occupational Safety and Health Administra-
tion (OSHA) regulations. Lastly, the laboratory should comply with
the rules and regulations of the Select Agent Program. Although sen-
tinel laboratories are not required to register with the Select Agent
Rule, they must be familiar with the Rule.

The second level of the pyramid is represented by confirmatory
reference laboratories. These are typically public health laborato-
ries, which may represent states, counties, or city services in large
metropolitan areas. There are approximately 160 reference labo-
ratories, whose role is to confirm or rule out suspected bioterror-
ism agents or emerging infectious agents. They have a responsi-
bility to produce high-confidence test results for threat analysis

FIG 1 CDC Laboratory Response Network (LRN): partners in preparedness.
(Adapted from the CDC [http://www.bt.cdc.gov/lrn/pdf/lrn-overview
-presentation.pdf].)
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and for interventions by public health authorities. At the apex of
the pyramid are the national laboratories that definitively charac-
terize samples and microbial isolates. The CDC and the U.S. Army
Medical Research Institute for Infectious Diseases (USAMRIID)
laboratory also have special containment areas with biosafety level
IV (BSL-4) facilities.

SELECT AGENTS

Since 1997, the United States has defined biological select agents as
agents derived from biological sources that can cause significant
harm to public health and safety. Select agents are listed by either the
U.S. Department of Health and Human Services (HHS) (those affect-
ing humans) or the U.S. Department of Agriculture (USDA) (those
affecting agriculture). The complete list of HHS and USDA select
agents and toxins can be found at http://www.selectagents.gov/Select
AgentsandToxinsList.html (4). Toxins of various types, bacterial in-
fections known to be spread easily and to have high morbidity and
mortality, and a variety of hemorrhagic and encephalitic viruses are
highlights of this list. Detailed information regarding the epidemiol-
ogy of these agents can be found in the work of Elschner et al. (5).

In October 2012, the select agent list was updated, and 13 tier 1
agents were identified (4). Tier 1 agents are those that are at higher
risk for causing high-consequence events. The criteria for a tier 1
agent are as follows: (i) the ability to cause a mass casualty event or
economic devastation, (ii) communicability or dispersibility, (iii)
a low infectious dose, and (iv) a history of interest in weaponiza-
tion. The 2012 update also added the SARS-associated coronavi-
rus and Chapare and Lujo viruses (Arenaviridae) to the list.

For the purposes of this discussion, I focus on the tier 1 select
agents, since these agents have come to the most recent attention
either as actual outbreaks or as presumed weaponized agents. The
tier 1 select agents are as follows: botulinum neurotoxins, botuli-
num neurotoxin-producing species of Clostridium, Ebola virus,
Francisella tularensis, Marburg virus, Bacillus anthracis, Burkhold-
eria mallei, Burkholderia pseudomallei, variola major virus (small-
pox), Yersinia pestis, and foot-and-mouth disease virus (aphtho-
virus). Botulinum neurotoxins and the Clostridium species that
produce them have been known for many years to be risks for
biological disasters. Their remarkable toxicity is related to the very
low dose required for the neurotoxin effect, which largely causes
muscle paralysis. The median lethal dose (MLD) is 0.3 to 1.2 ng/kg
of body weight intramuscularly and 10 to 13 ng/kg when delivered
via an aerosol route (6). Seven different immunotypes of botuli-
num toxins have been identified (7). Historically, poisoning was
from poorly heated food products; however, sporadic cases still
occur, such as the recent cases of wound botulism related to black-
tar heroin contamination in southern California (8). Also, within
the past 10 years, significant advances have occurred in our un-
derstanding of the four-step toxin inhibition of acetylcholine re-
lease from the presynaptic nerve terminal, which causes local
nerve inactivation. Recently, a large commercial market has made
several neurotoxins (three type A toxins and one type B toxin)
readily available globally (9). By creating a flaccid paralysis, these
toxins, when targeted appropriately, provide treatment for muscle
contraction disorders, such as dystonias. Cosmetic applications
are also a major use. The low MLD, availability, and easy admin-
istration warrant the tier 1 designation.

Another tier 1 select agent of particular note is Ebola virus. In
2014, the Ebola virus outbreak in West Africa caused massive num-
bers of deaths. Despite global interventions, the outbreak displayed

the difficulties in managing an epidemic of this type. As of December
2014, over 18,000 cases had been reported, and nearly 12,000 of
those were confirmed by laboratory testing. Over 6,800 deaths have
also been confirmed (http://www.cdc.gov/vhf/ebola/outbreaks/2014
-west-africa/case-counts.html). Ebola virus causes a form of hemor-
rhagic fever which begins with systemic clinical findings of fever, nau-
sea, diarrhea, and muscle pain over an incubation period of up to 21
days. Transmission is through body fluids. However, because Ebola
virus is an enveloped RNA virus, decontamination methods that dis-
rupt the envelope are effective. Four of the five strains of Ebola virus
are known to infect humans, including the Zaire strain represented in
the recent outbreaks (10, 11). Preliminary estimates also indicate that
very high viral loads are present in infected individuals (12). A quan-
titative investigation of RNA obtained from outbreaks indicated that
mortality is associated with a 2-log increase in viral load. There is
much to be learned from the recent Ebola epidemic. Ebola virus has a
relatively limited transmission mechanism, with transmission occur-
ring through body fluids. An even larger outbreak would have oc-
curred well before public health agencies implemented effective in-
terventions if Ebola virus were transmittable, for example, by aerosol.
As noted by Bill Gates on behalf of the global community, a cata-
strophic epidemic is one of the few disasters that could derail world
development (13). A more comprehensive discussion of preventative
measures for laboratory staff and health care workers, based on this
recent experience, is provided later in this article. Marburg virus was
originally linked taxonomically to Ebola virus because of its filamen-
tous form and other similarities in structure. However, it is antigeni-
cally and genomically distinct. A single species, Marburg marburgvi-
rus, is currently recognized. Significantly more research has been
completed on Marburg virus than on Ebola virus (14). The first
outbreak was noted in Germany and was related to zoonotic trans-
mission from research primates in 1967. Cases have since been
observed in Uganda, and although the animal reservoir is uncer-
tain (possibly bats), transmission occurs via body fluids. As more
was learned about this virus, it was separated from the Ebola virus
taxonomy (in 2001) (5, 11). Infection presents clinically as a hem-
orrhagic fever. The pathogenesis of Ebola and Marburg filoviruses
appears to affect the host immune system by infecting monocytes
and macrophages and producing a surplus of proinflammatory
cytokines. The cytokines in turn disrupt the vascular system sys-
temically (15).

Variola major virus, or smallpox virus, continues to be listed as
a tier 1 select agent. Variola major virus and a less pathogenic
related virus, variola minor virus, have caused epidemics through-
out recorded history. Typically, the incubation period is 12 days
for this large DNA poxvirus; it is easily spread both through con-
tact with fomites from the large macular lesions and through an
airborne route. The storied history of smallpox need not be re-
played here. However, it was a frightening and disfiguring disease
with high mortality and probably has afflicted humans for as
many as 10,000 years (16). Vaccination was developed from crude
preparations of lesions in the 18th century and became a common
practice in the 19th century and well into the 20th century. In
1979, the World Health Organization (WHO) declared the virus
eradicated. However, stocks persisted in the United States and
Russia as putative bioterrorism agents. The final disposition of the
stocks in Russia has never been confirmed. Also, the full DNA
sequence is available, and there is some fear concerning possible
regeneration of the virus or pathogenic viral components. As such,
it persists as a tier 1 select agent (5, 17).
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The World Health Organization has published an excellent
10-year review of the scientific research on variola virus (1999 to
2010) (18). In general, numerous molecular assays have been de-
veloped for smallpox and poxviruses. A total of 45 smallpox virus
strains recovered between 1940 and 1977, with various epidemi-
ologies, have been sequenced (19). The sequences were relatively
homologous, allowing for ease in molecular targeting and testing.
However, the sequence analysis may have been limited by the
strains available historically in the repository. Serological assays
are less well developed (18). Serological testing may allow further
epidemiological assessment of poxvirus groups. None of the mo-
lecular or serological tests have been developed fully and cleared
by regulatory agencies for use in general clinical microbiology
laboratories.

I briefly mention here the animal virus causing foot-and-
mouth disease, typically in cloven-hoofed domestic animals and
wild animal populations. The virus is an aphthovirus and an RNA
virus of the picornaviruses (20). Its primary risk is to the economy
and the agricultural industry (21). Widespread epidemics have
decimated domestic animal populations. It was probably first
noted as a disease of domestic animals in Europe, in 1514. At the
beginning of the 20th century, further work identified the caus-
ative agent as a virus. Foot-and-mouth disease virus is an RNA
virus of about 8,500 bases and is a species within the Picornaviridae
genus (21). As an unenveloped virus, foot-and-mouth disease vi-
rus can survive in a variety of zoonotic environments. It mutates
readily, and as a consequence, vaccination has been challenging.
Using inactivated vaccine preparations, the antibody response is
also often delayed, allowing for susceptibility after inoculation
(22). The last major outbreaks in the United States occurred in the
early 20th century, originating in Michigan and spreading to the
Chicago stockyards in 1914, causing a loss of $4.5 million dollars
at that time.

The remaining bacterial members of the tier 1 select agents
include a group of four infrequently isolated, fastidiously growing

Gram-negative bacteria and Bacillus anthracis. As cultivable
agents, these bacteria present special issues to sentinel laboratories
because they may first be identified at the “hands-on” level in a
hospital or reference clinical microbiology laboratory. Some are
fastidious and not immediately identified. Also, the use of auto-
mated identification equipment may lead to misidentifications as
well as contamination problems. Special consideration of the di-
agnostic features of the Gram-negative organisms may be valuable
for this group, as shown in Fig. 2. The Gram-negative bacteria to
be discussed include Francisella tularensis, Burkholderia mallei,
Burkholderia pseudomallei, and Yersinia pestis.

Francisella tularensis is the causative agent of the disease tula-
remia. Humans are typically infected through deer fly or tick vec-
tors as a zoonosis from rabbits, hares, and other wildlife (23, 24).
Tularemia has an ulceroglandular and fever presentation, and in-
fection is caused by a very small inoculum (10 to 50 organisms) (5,
25). Francisella tularensis subsp. tularensis is more pathogenic
than F. tularensis subsp. holarctica. Classically, there are six differ-
ent presentations: ulceroglandular (the most common), ocu-
loglandular, pneumonic, oropharyngeal, gastrointestinal, and ty-
phoidal (24). Francisella tularensis is unusual as an intracellular
pathogen given that it has a broad animal host range, from mam-
mals to reptiles and invertebrates. Humans tend to become in-
fected most commonly from mammalian hosts, hence the com-
mon name “rabbit fever.” It can be transmitted by arthropods as
well as environmental sources. It grows on chocolate agar but not
on blood agar or MacConkey medium. It is relatively inert, oxi-
dase negative, catalase negative (or weakly positive), and nonmo-
tile. A notable feature is that it is beta-lactamase positive. Molec-
ular diagnostics are complicated by the wide range of related
organisms found in the environment. Vaccines have been derived
from killed and attenuated sources, usually for veterinary pur-
poses. Weaponization techniques allowing the organism to be
aerosol dispersed, with survival times of up to 3 weeks, have been

FIG 2 Cultivable bioterrorism agents. BAP, blood agar plate; MAC, MacConkey plate.

Wagar

178 cmr.asm.org January 2016 Volume 29 Number 1Clinical Microbiology Reviews

http://cmr.asm.org


the reason for its serious consideration as a bioterrorism agent
(25).

Burkholderia mallei and Burkholderia pseudomallei are similar,
nonfermentative, fastidiously growing Gram-negative organisms.
These two organisms are the causative agents of glanders and me-
lioidosis, respectively. Melioidosis affects humans and animals
and can be acquired from a contaminated environment, usually
through percutaneous inoculation but also by inhalation and in-
gestion (5, 26). It is typically seen in Southeast Asia and Oceania. It
can have 40% mortality when presenting as septicemia. Glanders
primarily affects animals and can be transmitted from animal to
animal and from animal to human. Most cases currently occur in
relation to the agricultural or veterinarian work environment.
However, it was implicated in the first modern attempt at biolog-
ical warfare in World War I, when the Germans used it as a bio-
logical weapon against horses.

Burkholderia mallei is not an environmental pathogen com-
pared to its close relative, B. pseudomallei (5). Distinguishing these
two organisms in the clinical setting can be quite challenging,
especially given their infrequency of isolation. B. pseudomallei
grows on MacConkey medium and is motile (in contrast to B.
mallei, which is nonmotile and does not grow on MacConkey
medium). Both organisms show polymyxin B/colistin resistance.
An excellent recent review discusses the molecular mechanisms of
virulence in these two species (27). The B. mallei genome is smaller
than the B. pseudomallei genome. B. pseudomallei also has two
circular chromosomes. Most pathogenic mechanisms identified
allow the organisms to survive intracellularly and to evade host
immune responses.

Yersinia pestis is the etiological agent of bubonic plague. As
such, it is another tier 1 select agent with a significant history of
repeat plagues over hundreds of years. The plagues probably re-
fashioned the societal changes that occurred in medieval Europe.
Y. pestis is a member of the Enterobacteriaceae and is included with
two other Yersinia spp.: Yersinia enterocolitica and Yersinia pseu-
dotuberculosis. Yersinia pestis is primarily a rodent pathogen and is
usually transmitted by an infected flea but can be transmitted by
air, especially during pandemics (5, 28). It is found focally in an-
imal-flea reservoirs in the southwestern United States but oc-
curred as an outbreak in San Francisco as recently as the early
1900s, when plague erupted in Chinatown, and later, during the
renovation of the city after the earthquake of 1906 (28). It is a
plump Gram-negative bacillus with good growth at 48 h on blood
agar media but pinpoint growth at 24 h. It is a relatively inert
organism, being oxidase negative, rapid urea negative, and non-
motile at 22°C. The colonies have a “fried egg” appearance. The Y.
pestis genome was recently fully sequenced. It appears to be very
similar to that of Y. pseudotuberculosis, and some propose that it is
a recently derived clone that evolved 1,500 to 20,000 years ago
(29–31). More recent phylogenetic analysis indicates that Y. pestis
evolved in or near China and spread westward in multiple itera-
tions. In other words, the historically documented plagues actu-
ally reflect probable earlier behaviors of this pathogen (32). The
particular fears related to Y. pestis as a bioterrorism agent include
easy transmission as an airborne agent and its high mortality when
epidemic, especially if it is weaponized to enhance organism sta-
bility and antibiotic resistance.

Bacillus anthracis is a notorious tier 1 select agent, especially
given its close association with the events of 9/11 (33; http://www
.cdc.gov/anthrax/news-multimedia/lab-incident/index.html). In

the B. anthracis terrorist attack, the bacterium was distributed in a
fine particulate form that infected not just the mail recipients but
also other individuals whose mail was contaminated and postal
workers who handled the mail. B. anthracis is endemic to livestock
and survives for long periods as a desiccated spore, and infection
can appear clinically in the following three forms: (i) a cutaneous
form, (ii) gastrointestinal infection (rare), and (iii) pulmonary
edema (very high mortality). Zoonoses caused by anthrax are
found globally. The most typical presentation in humans is a skin
lesion, which is the result of exposure to animals or animal prod-
ucts containing anthrax spores. A large outbreak occurred in Af-
rica in the 1980s, with 10,000 human cases (34). The outbreak
emphasized the impact of exposure to domestic animals as well as
the importance of veterinary vaccination. Pathogenesis is caused
by elements on two virulence plasmids: pXO1 and pXO2 (34).
Both are essential for expressing toxicity (34). pXO1 contains
three genes that create toxin virulence, namely, the genes encod-
ing protective antigen (pag), lethal factor (lef), and edema factor
(cya). pXO2 contains a five-gene operon responsible for capsule
synthesis (34).

Among the cultivable bacteria on the list, B. anthracis is probably
identified the most easily and quickly by standard culture methods
(5). B. anthracis is a large Gram-positive bacillus that grows within
24 h on standard blood agar media. A distinguishing factor com-
pared to other Gram-positive bacilli with similar morphology is a
lack of hemolysis on blood agar plates. It is also positive for cata-
lase, is nonmotile, and is an endospore-forming organism. Mul-
tiple molecular methods have also been developed for identifica-
tion of B. anthracis, given the interest in developing field and
general laboratory applications for bioterrorism agents. Amplifi-
cation methods recently approved for emergency use include a
LightCycler PCR assay developed by Roche and film array multi-
plex PCR technology developed by Idaho Technologies and
BioFire. If it is not handled carefully, B. anthracis can create labo-
ratory safety incidents, such as that which occurred in 2014
at the CDC (http://www.cdc.gov/anthrax/news-multimedia/lab
-incident/index.html). However, the primary mode of dispersal
for bioterrorism incidents is the spore and spore toxin, not the
live, non-spore-forming bacillus. The spore is especially durable
under conditions of drying and aerosolization (5).

AGENTS WITH HIGH RISK OF OCCUPATIONAL EXPOSURE
AND PUBLIC ATTENTION

Simply considering the tier 1 agents does not adequately address
other issues related to contamination and exposures in the clinical
laboratory setting. Given the need to avoid occupational expo-
sures in the clinical microbiology laboratory, several additional
agents should receive high levels of attention among clinical mi-
crobiology laboratory directors. These organisms prove challeng-
ing to identify, and some have previously been considered select
agents.

Brucella spp. are an example. Brucella spp. are a group of small
Gram-negative coccobacilli that still are the most frequently re-
ported laboratory-associated bacterial infections (5, 35, 36). They
may have poor growth on blood agar media but are usually rec-
ognizable as oxidase positive and rapid urease positive (positive in
4 to 24 h, depending on the species). They are also catalase posi-
tive, with nonmotile growth. A dose of less than 5 CFU is sufficient
for initiation of infection and disease. Serology still plays an im-
portant role in exposure analysis for this organism. For diagnosis
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of systemic infections, molecular methods have been more chal-
lenging. However, several recently described approaches can in-
clude both recent and relapsed cases (37, 38). Given the delay in
early growth on standard culture media and the low infectious
inocula, there are opportunities for aerosol transmission before
the realization that an isolate is suspected to be Brucella. A recent
literature review indicates that most cases are due to aerosoliza-
tion of organisms during routine identification activities or un-
known circumstances compared to a defined laboratory accident
(36). A relatively low concentration of organisms (10 to 100 bac-
teria) can establish infection in humans. The three common spe-
cies, Brucella abortus, Brucella melitensis, and Brucella suis, cause
zoonoses that can be severe and chronic and cause spontaneous
abortions and fetal death in pregnant women. Laboratory person-
nel in the United States are at risk because these are uncommon
infections associated with nonspecific signs and symptoms. The
incubation period is 8 weeks, and high-risk exposure cases are
more likely to develop in cases of laboratory-acquired infection.

Another common bacterial species that can cause laboratory-
acquired infection is Mycobacterium tuberculosis. M. tuberculosis is
easily transmitted by low-inoculum aerosols and causes over 9
million new cases of human tuberculosis per year (39), with over 2
million deaths per year. The incidence of tuberculosis varies glob-
ally (39). It is 10- to 30-fold higher in Asia and Africa than in
developed countries. As an easily aerosolized bacterium, M. tuber-
culosis presents unique containment issues. Although the inci-
dence in the United States is low, at 10 per 100,000 persons, man-
agement within clinical laboratories to prevent occupational
exposure has always had a high priority (40). Mycobacterium spp.
are aerobic, nonmotile bacteria traditionally characterized by
their acid-alcohol-fast staining properties and unique culture re-
quirements. As a member of the Actinobacteria, M. tuberculosis is
derived from a Gram-positive lineage and an original soil-based
habitat (41). Close relatives include Nocardia and Rhodococcus.
Molecular investigations of this organism have been extensive
(42). Unique genes have been shown to promote infection with
this organism, as it causes intracellular infection of macrophages
(43). Testing for latent disease still requires the tuberculin skin test
or a gamma interferon release assay (44). Sputum analysis and
liquid culture are still recommended as standard methods for di-
agnosing active tuberculosis (44), but new tests are entering the
market. An example is the Xpert MTB/RIF assay produced by
Cepheid. This assay can detect M. tuberculosis and RIF, its multi-
drug resistance gene, in 2 h. Preliminary analysis showed a test
sensitivity of 77% for smear-negative, culture-positive patients
(45). However, most clinical laboratories either refer testing or
refer samples for identification. Also, respiratory specimens are
frequently received with clinical indications when tuberculosis is
being considered. Thus, the overall risk to laboratory personnel is
potentially decreased by this awareness of risk from the time of
specimen receipt. Despite its designation as a BSL-3 organism,
many laboratories engaged in M. tuberculosis testing have BSL-2
facilities that are designated by the CLIA laboratory director for
BSL-3 manipulation with the use of enhanced safety practices. In a
survey of over 1,000 clinical microbiology laboratories self-de-
fined as sentinel laboratories, only 20% had full BSL-3 capabilities
(40).

Finally, a former fungal select agent, Coccidioides immitis,
should be mentioned as a risk to laboratory personnel. C. immitis
and its close relative, Coccidioides posadasii, are pathogenic fungi

found in the dry desert regions of the Southwest United States and
Mexico (46). Like other occupational risk agents, it is easily aero-
solized from its barrel-shaped arthroconidial form and can sur-
vive harsh, dry environments for prolonged periods. Also, the
symptoms of infection can be nonspecific and may have a delayed
presentation (6 to 8 weeks). Coccidioidomycosis can mimic com-
mon respiratory infections, hence the common term for the dis-
ease, valley fever. However, in some ethnic populations, the infec-
tion becomes systemic, chronic, and difficult to treat (47). Until
October 2012, C. immitis was in fact considered a select agent by
the CDC, as a BSL-3 agent. It was removed from the select agent
list given recent advances in therapy and medical science. Clinical
laboratories in regions of endemicity also tend to have significant
experience with the likelihood of isolation and use of appropriate
exposure restrictions. However, it is responsible for an estimated
150,000 undiagnosed cases per year. When arising as an unrecog-
nized fungal infection acquired during travel, it can lead to labo-
ratory occupational exposure in regions where the agent is not
endemic (48; http://www.cdc.gov/fungal).

CLINICAL MICROBIOLOGY RISK ASSESSMENT FOR SELECT
AND HIGH-RISK AGENTS

The term “biosurveillance” has become the umbrella term for a
more comprehensive approach to bioterrorism and biological
events. Over time, the divisions between public health, veterinary
medicine, geopolitical events, and bioterrorism have become less
distinct (49). Clinical microbiology laboratories may be confused
regarding the numerous ways that their data can affect larger
events. They should be aware that clinical laboratory records tend
to fall within the detection step of data-driven biosurveillance
schematics. Laboratory records, whether internal (occupational
exposure) or external (epidemics or bioterrorism), are the most
frequent records used in evaluating an outbreak (49).

There are several mechanisms by which individual laboratories
may wish to develop an individualized risk analysis regarding their
role in biosurveillance, including (i) the military and bioterrorism
perspective, (ii) the public health standpoint, and (iii) the labora-
tory safety perspective. No one mechanism of risk management
prioritization covers all opportunities for recovery of a biologi-
cally dangerous organism in a given laboratory. However, a brief
discussion of these three aspects may guide clinical microbiology
laboratory directors in evaluating risks for their operation.

Biological warfare threats are described militarily as one of
three types of weapons of mass destruction: nuclear, chemical, and
biological (50). In assessments of technology requirements, cost,
and signature, biological weapons are relatively easy and cheap to
manufacture and are considered high risk. Conversely, however,
mechanisms such as vaccines may be available for protection of
troops and the population, depending on the agent selected. Bio-
logical weapons can also be used to purposefully attack animal and
plant food sources if introduced into a population. Weaponiza-
tion refers to a modification of the infectious agent or toxin in a
manner that makes it deliverable as an efficient weapon. An ex-
ample is the case of anthrax. Anthrax is not transmittable from
human to human, and its typical reservoir is domestic animals.
Humans may become infected, however, through cutaneous, in-
halational, or gastrointestinal exposure. Inhalational delivery is by
far the most efficient method, causing mortality in 80 to 100% of
humans infected by anthrax spores. A massive mediastinal respi-
ratory distress and, often, secondary septicemia and meningitis
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result in shock and death within 24 to 36 h (51). To become an
inhalational weapon, however, anthrax spores must be delivered
in a breathable form, which requires processing them in a way that
creates particulates of 5 nm or less (static-free). Once this is ac-
complished, 10,000 spores or fewer are sufficient to cause inhala-
tional disease. A gram of anthrax spores contains 1 � 108 spores. It
is not the purpose of this discussion to describe weaponization
techniques. However, the possibility of the anthrax spore being
aerosolized and its ability to survive in a dry powder, with a low
inoculum for fatal disease, make it an intrinsically high risk mili-
tarily for weaponization. The following four questions (50) assist
in assessing military risk. (i) Is the inoculum size (MLD) low? (ii)
Can the agent be delivered easily? (iii) Does it cause high mortal-
ity? (iv) Can the agent survive in harsh environments?

The ability to work effectively with outside agencies is critical
to the clinical microbiology laboratory’s response to a potential
bioterrorism agent. Guidance regarding data stream interaction
and reporting of bioterrorism agents from a military perspective
recently became more fully formed (52, 53). Even before wide-
spread awareness occurred with the anthrax attack, 153 cases of
actual or threatened use of bioterrorism agents were reported be-
tween 1990 and 1999 (54). That number has continued to in-
crease. The reporting mechanisms from sentinel laboratories to
federal, state, regional, and local agencies are important to our
vigilance regarding a bioterrorism attack.

Prioritization of risk for presentation of a biologically danger-
ous agent can also be assessed based on public health reporting,
the foundation of which is epidemiology. Public health activities
are related to a number of laboratory sciences (microbiology, tox-
icology, and behavioral and survey research). Reporting is the
foundation of the epidemiological sequence. The list of a state’s
reportable infectious agents is an excellent perspective from which
to evaluate the risk of receiving a highly infectious organism. Also,
the geography of a state often highlights important local infectious
agents. For example, Yersinia pestis is found as sylvatic plague in
the southwestern United States (55). As such, public health agen-
cies nationally record a typical number of cases that are higher in
the regions where rodent fleas infected with plague come into
human contact. Some parts of the country have an abundance of
“opportunity” for exposure based on geography. The southwest-
ern United States, for example, has higher prevalences of tulare-
mia, plague, anthrax, and coccidioidomycosis (56–58). As a con-
sequence, the clinical laboratories in these states may have a higher
risk for encountering these agents.

Population dynamics can also affect disease presentation and
should be part of an individual laboratory’s risk assessment. The
movement of disease is clearly described by plague contempo-
raries. Giovanni Villani of Florence reports in 1348 of plague:
“Having grown to vigor in Turkey and Greece, the said pestilence
leaped to Sicily, and Sardinia and Corsica” (59). Daniel Defoe
wrote in 1665 of the movement of the plague through the different
regions of London and the exodus of the wealthy from large cities
(60). Reading these early accounts is quite fascinating because of
their similarities to the human reactions to more recent outbreaks,
such as Ebola.

Other types of dynamics are more limited but also predictable.
Histoplasma capsulatum, for example, was suddenly common in
newly diagnosed HIV-positive patients in the western United
States in the 1990s. This yeast is typically encountered as a respi-
ratory pathogen in the Midwest. What happened? A midwestern

population had migrated to the cities of the West, in particular Los
Angeles and San Francisco, and become immunocompromised by
HIV, and activated H. capsulatum infection acquired elsewhere
became a prominent disease (61). Similarly, immigration across
national boundaries contributes to public health scenarios. An
example is the northern travel of Trypanosoma cruzi into the
southwestern United States (62). Each clinical microbiology lab-
oratory should build contemporary migrations and local migra-
tions into their assessment for presentation of infectious diseases
in their laboratory.

The third area to consider in a risk assessment by the clinical
microbiology laboratory director is laboratory safety. Some of the
microbiology laboratory safety considerations are very familiar.
The precautions based on biosafety level (BSL) are intrinsic to
managing risk within laboratory operations. The four BSLs each
have their own containment controls that include laboratory
practices, safety equipment, and facility requirements (63; http:
//www.cdc.gov/training/quicklearns/biosafety). Every laboratory
should begin with standard microbiological practices. Appropri-
ate equipment, including personal protective equipment (PPE),
and facility requirements are added for each higher risk category.
Several training modules and texts are available for easy reference
(63; http://www.cdc.gov/training/quicklearns/biosafety). How-
ever, the risk management in this model is always a baseline ex-
pectation and is based on the risk of the agent being managed.

If these practices are presumed to always be in place, why do
events still occur? A break in the BSL management process may be
only one cause. Considerable effort should be made by clinical
microbiology laboratory directors to also become familiar with
the other risk priorities, as described above. In addition, they
should have procedures in place for working with unknown high-
risk etiologic agents or newly discovered agents. What we have
learned about these additional procedures is discussed later in this
document, with reference to the recent Ebola virus infections in
the United States.

CLINICAL MICROBIOLOGY RESOURCES FOR MANAGEMENT
OF BIOTERRORISM AND OUTBREAKS

Shortly after the anthrax attack of 2001, professional societies and
government agencies came together to enhance the development of
resources for front-line sentinel laboratories. The American Society
for Microbiology (ASM) was in the forefront of this effort. Using the
expertise of its scientific membership, ASM created the template for a
bioterrorism readiness plan for sentinel laboratories (64). This docu-
ment provides a comprehensive outline for each laboratory. It in-
cludes a communication plan, a discussion of the Laboratory Re-
sponse Network (LRN), basic guidelines for bioterrorism agents,
packing and shipping instructions, an information checklist, instruc-
tions for handling of possible bioterrorism agents, information on
therapy for exposure, and a policy sign-off procedure. This compre-
hensive template now provides the basis for most clinical microbiol-
ogy laboratory bioterrorism preparedness plans. ASM continues to
keep this updated to meet developing scenarios. An overview of this
information is also available at http://www.asm.org/index.php
/guidelines/sentinel-guidelines.

The College of American Pathologists (CAP), the professional
organization for pathologists in the United States and Canada,
subsequently incorporated a requirement in its accreditation
standards requiring a bioterrorism preparedness plan for each
CAP-accredited clinical microbiology laboratory. CAP also cre-
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ated the Laboratory Preparedness Exercise (LPX), based on a
model of survey specimen distribution and grading. This exercise
was created in collaboration with the CDC and APHL and is dis-
cussed later in this article (40).

APHL (http://www.aphl.org) is the membership organization
representing public health and governmental laboratories. It
works with local, state, national, and international public health
laboratories to ensure high-quality public health laboratory sys-
tems. APHL was also integral to the initial development of the
LRN and worked closely with the CDC to accomplish this effort. It
currently has over 800 laboratory members. An important role for
APHL is the coordination of various state systems with the federal
system of laboratories. Also, APHL is an important partner in LPX
development.

The CDC is one of the major operational units of the U.S.
Department of Health and Human Services. The CDC identifies
and targets health problems and preventative mechanisms for dis-
ease. It provides reporting and statistical support and a national
surveillance operation, provides laboratory expertise to the public
health network, has an epidemiological investigative unit for in-
troduced and newly recognized diseases, and provides regular re-
ports of the latest surveillance and guideline information for all
areas of health, from smoking cessation to infectious diseases. The
CDC serves as the lead agency for the Public Health Service (PHS).
There are many resources on bioterrorism and biological disasters
available at the CDC website (http://www.cdc.gov).

In the United States, each state also has a public health network
designed for the public health needs of the individual state. These
needs can vary considerably, based on the geographic location of
the state, the population, adjacencies to other countries, climate,
occupational health and safety requirements, and agriculture and
manufacturing activities. Some states have local and regional pub-
lic health laboratories. California is an example of a state with
multiple public health laboratories: it has county-based public
health laboratories in some highly populated counties. Other
states use a centralized state public health laboratory (South Da-
kota) or may have integral connections to academic or federal
activities (Iowa). The reporting mechanisms begin with clinical
microbiology sentinel laboratories for each state’s reportable in-
fectious agent list. Reporting occurs first to the local/regional level,
then the state level, and finally the federal (CDC) level in most
common circumstances. Certain exigencies can occur which can
cause federal interests to work more closely with public health and
clinical laboratories at the local level.

Other resources exist at the federal level, including the
U.S. Army Medical Research Institute of Infectious Diseases
(USAMRIID) (http://www.usamriid.army.mil). USAMRIID has
BSL-4 laboratories that can work with other federal agencies for
serious BSL-4 outbreaks. USAMRIID also develops diagnostic as-
says. It was founded in 1969 to protect the military from biological
risks and has since become a scientific resource for the study of
bioterrorism agents. USAMRIID has expertise in testing vaccines
and aerosols as well as many BSL-4 agents. It works closely with
the U.S. Department of Health and Human Services. The Depart-
ment of Agriculture also has a research unit, the Agricultural Re-
search Service (ARS) (http://www.ars.usda.gov). This service
works with state and academic agricultural cooperative organiza-
tions to address agricultural research objectives. It also specifically
addresses some of the potential biological disasters that involve
agriculturally associated transmissions or targets.

SENTINEL LABORATORY CHECKLISTS, EDUCATION, AND
PERFORMANCE

Assessing preparedness for a biological emergency became a ma-
jor topic of discussion after the anthrax attack of 2001. A key
challenge is the level to which preparedness should be assessed
(65). In one method, structure (resources and staff) can be incor-
porated into routine checklists. The College of American Pathol-
ogists includes checklist items related to bioterrorism protocols
(66). Shortly after the anthrax outbreak, the CAP Commission on
Laboratory Accreditation recommended checklist items for bio-
terrorism that include “proper collection, transporting, handling,
testing, and shipping specimens collected from possibly exposed
patients” (66). Other approaches include the use of metrics, which
will depend somewhat on the frequency of bioterrorism organism
encounters and development of an audit system for biosafety pro-
cedures. Recently, the roles of the CLIA laboratory director and
sentinel laboratories were discussed explicitly from the biosecurity
perspective, including the requirement of a CLIA laboratory di-
rector to adhere to biosafety guidelines and public health report-
ing mechanisms (67). Also noted in that recent review is the lack of
biosecurity for select agents for international laboratories and
shipping companies.

Sentinel Laboratory Performance

State activities. There are various approaches to developing
preparedness through the use of test exercises at the state level.
These test exercises are sometimes confusingly referred to as
proficiency testing, a term used for federal CLIA purposes.
State public health policy may incorporate a test exercise in
response to this need (68). The Wisconsin State Laboratory of
Hygiene, located at the University of Wisconsin-Madison, has
an active program that defines a sentinel laboratory and pro-
vides proficiency testing exercises as a free service to clinical
laboratories in Wisconsin (http://www.slh.wisc.edu). The Wis-
consin program allows participation of clinical, environmen-
tal, and international customers. Several states additionally use
the LPX surveys (discussed below) to also assess performance
at the state level. Examples include newsletters (Maryland State
Public Health Laboratory) and summaries provided by the
Michigan Department of Community Health, Bureau of Lab-
oratories.

Education. Education has been an important component di-
rected toward performance. Clinical care physicians acknowledge
the importance of sentinel laboratories in the evaluation of poten-
tial bioterrorism and emerging infections (69). Clinicians have
been advised that education is warranted regarding awareness of
overt threats as well as the potential for covert actions. In request-
ing testing from the sentinel clinical microbiology laboratory, cli-
nicians additionally are advised to obtain optimal specimens. Lab-
oratories are educated to limit culture manipulation and to refrain
from viral culture. Also, they are advised to contact their local
public health laboratory and to restrict manipulation of certain
potential agents to a certified class II biological safety cabinet or a
laboratory with BSL-3 conditions (67). Laboratories are receiving
education using the continuously available resources of the CDC
and APHL. Automated and commercial biochemical identifica-
tion systems can be a source of contamination, in addition to often
providing misleading information (69). Education alone, how-
ever, is never a complete answer.

National exercises. As the LRN became more widely recog-
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nized, it also became imperative to develop more “real life” chal-
lenges that both educate and provide hands-on experience with
techniques. This approach incorporates both the educational and
test training and exercise aspects of managing potential bioterror-
ism agents. CAP, APHL, and the CDC collaborated in 2007 to
develop a bioterrorism response educational exercise, incorporat-
ing the sending of attenuated or vaccine strains of bioterrorism
agents, to achieve the following goals: (i) to provide LRN sentinel
laboratories with a realistic bioterrorism agent challenge exercise;
(ii) to provide an educational exercise that would test most aspects
of a clinical microbiology laboratory response, including (a) rul-
ing out and referral of potential bioterrorism agents by using ap-
propriate LRN sentinel laboratory guidelines, (b) notification by
the participating LRN sentinel laboratory to the appropriate local
LRN reference laboratory of a potential bioterrorism agent, (c)
packaging and shipping of organisms to the appropriate LRN ref-
erence laboratory (some laboratories provide actual shipping, and
others use checklist approaches), and (d) assessment of the knowl-
edge of appropriate laboratory protocols that address the safe han-
dling of highly pathogenic organisms; and (iii) to provide infor-
mation to state and local public health LRN reference laboratories
about gaps in the LRN sentinel laboratory system (40).

The CAP/APHL/CDC bioterrorism exercises were among the
first national programs to examine these capabilities for partici-
pating laboratories. Voluntary participant laboratories were sent
two mailings (LPXA and LPXB) a year. Subscribers were informed
that bioterrorism agents might be part of each challenge and that
sterilization or appropriate disposal of the provided agents was
required after performance of the exercise. Also, participating lab-
oratories were required to “opt in” to the LPX program by sub-
mitting a signed affidavit stating that the laboratory was equipped
with a certified class II biosafety cabinet and indicating that it
would comply with BSL-2 practices (40).

The organisms presented in the challenges in the first 2 years
were as follows: Bacillus anthracis (Sterne strain 34F2), Bacillus
megaterium, Burkholderia thailandensis, Yersinia pestis (CDC
A1122), Klebsiella pneumoniae, Aggregatibacter (Actinobacillus)
actinomycetemcomitans, Francisella tularensis subsp. holarctica
(NDBR 101), Aggregatibacter aphrophilus, Escherichia coli, Bru-
cella abortus (strain RB51; vaccine strain), Salmonella enterica se-
rogroup Typhimurium, Shigella sonnei, Yersinia enterocolitica, Co-
rynebacterium diphtheriae (nontoxigenic), Staphylococcus aureus,
and Malbranchea species. Between 1,100 and 1,200 laboratories
participated in each exercise (two per year). Participating labora-
tories included public health laboratories as well as sentinel labo-
ratories. Identification options ranged from full identification
through a series of acceptable options depending on the labora-
tory type, including full identification, genus-level identification,
determination of Gram-negative/positive morphology, determi-
nation of aerobic/anaerobic status, referral to rule out a bioterror-
ism agent, and detection of a nonbioterrorism agent (full identi-
fication not required) (40).

Options that could be selected for notification or reporting of
the results included the following: contact the appropriate local
LRN reference laboratory and follow its instructions, call the
CDC, refer the isolate to the normal commercial reference labo-
ratory, refer the isolate to the CDC, take no further action, and
“other.” Data on the time interval between specimen processing
and notification to an appropriate LRN reference laboratory
about an identified or suspected bioterrorism agent were also col-

lected, as well as identification procedures, including characteris-
tics and tests (40).

Satisfactory responses for challenges meant to alert laborato-
ries to a possible bioterrorism agent (B. anthracis, F. tularensis, and
Y. pestis) during the 2 years of the survey tended to show improve-
ment (Table 1) (40). For an agent meant to closely mimic bioter-
rorism agents, i.e., Burkholderia thailandensis (a mimic of B. pseu-
domallei and B. mallei), 28.1% of laboratories identified the
organism as B. pseudomallei, and 39.2% were not able to rule out
B. pseudomallei. The remaining participants identified this chal-
lenge as either B. thailandensis or a Gram-negative bacillus. In
cases where standard biochemicals are used, the identification
may depend on relatively few and esoteric features. For example,
B. thailandensis and B. pseudomallei are both motile, and B. mallei
is not. Also, B. thailandensis assimilates L-arabinose and adonitol
and does not assimilate dulcitol and erythritol, in contrast to B.
pseudomallei. What was learned from these exercises is that judg-
ing the capacity of a laboratory depends considerably on the ex-
pertise and facilities of each laboratory. Referral to a reference
laboratory may be the most acceptable response for laboratories
with more limited service. Reference laboratories also participated
in these surveys. The percentage of reference laboratories report-
ing themselves as reference laboratories tended to be similar to the
percentage performing full identification, although direct linking
of these data to demographics was not performed (40).

Some of the challenges included food and water pathogens
more familiar to clinical microbiologists (Salmonella and Shi-
gella). The laboratories tended to perform very well on these chal-
lenges and showed a familiarity with the appropriate testing
mechanisms. Similarly, Corynebacterium diphtheriae was well
identified and managed. Clearly, the more difficult organisms to
detect were the fastidious Gram-negative organisms, such as F.
tularensis and B. thailandensis. As training proceeds for sentinel
laboratories, perhaps these types of organisms should be empha-
sized more thoroughly. Also, it was evident that not all partici-
pants used some essential tests for identification. Catalase testing
for a Y. pestis isolate was “not performed,” for example, by 19.4%
of reporting laboratories. The aspect of appropriate test availabil-
ity for a sentinel laboratory may require examination by the col-
laborating organizations.

Another issue that needs to be addressed is the use of auto-
mated equipment to identify organisms. Currently, it is recom-
mended for sentinel and reference laboratories that agents sus-
pected of being bioterrorism agents should not be placed on
automated instruments. This recommendation may change as
new approaches, such as the use of film array technology panels
for bioterrorism, become more prevalent. However, in the in-
terim, while manual and automated identification procedures are

TABLE 1 Numbers of laboratories with acceptable identifications of
Bacillus anthracis, Yersinia pestis, and Francisella tularensis in the LPX in
2007 and 2008

Test organism

% satisfactory responses (no. of participants/total
no. of participants)

2007 2008

B. anthracis 90.1 (1,109/1,231) 99.9 (1,095/1,096)
Y. pestis 83.8 (1,028/1,227) 87.6 (1,135/1,296)
F. tularensis 86.6 (959/1,107) 91.6 (1,184/1,293)
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more traditional, it is recommended that manual identification
methods be used. In the 2008 Y. pestis challenge, 69.2% of labora-
tories applied automated detection on commercial systems, which
is a cause for concern.

Over time, sentinel laboratories showed improvement in their
understanding of the LRN and appropriate notification proce-
dures. The number of participants indicating that they would no-
tify their reference laboratories increased over time for the period
of 3 to 6 days, which may reflect an appropriate interval depending
on the organism examined. Also, the number of laboratories tak-
ing more than 10 days to report findings decreased over the same
2-year study (40).

Areas for Improvement in Sentinel Laboratories

In reviewing LPX results over time, there is a great deal of variation
in the level of service covered under the definition of a sentinel
laboratory. It may be relevant to examine the differences in more
detail in order to standardize sentinel laboratories. Among the
areas to consider for standardization are (i) the availability of re-
quired biochemical testing, (ii) the use of automated identifica-
tion systems, and (iii) an expectation of notification turnaround
time. Some of the tests used to fully identify the organisms asso-
ciated with bioterrorism appear to be increasingly unavailable
in clinical microbiology laboratories, as limited service has be-
come a cost-saving trend. An example from the LPX survey is the
use of catalase and urease tests, two key tests that need to be avail-
able for correct assessment of an unknown organism (40). If a
laboratory accepts the designation of sentinel laboratory, criteria
should include appropriate testing for the types of isolates antici-
pated. Also, there is considerable confusion over the use of auto-
mated identification methods for these types of agents. Many of
the microorganisms in this category are fastidious. They may be
overgrown by commensal flora and misidentified, or the algo-
rithms for identification in automated equipment may not pro-
vide an accurate response. Also, the use of automated equipment
provides the potential for contamination with a bioterrorism
pathogen. Sentinel laboratories should carefully consider how
they approach fastidious organisms as part of their procedures as
automated equipment is implemented and should avoid using
automated equipment for potential select agents. This recom-
mendation also applies to reference laboratories. Finally, all sen-
tinel laboratories should determine explicitly, as a part of their
procedure, the expected turnaround time for notification of a
public health laboratory of a potential bioterrorism agent. There
has been improvement in this aspect in the LPX surveys, but there
is still room for improvement.

The LPX surveys continue to be available through the CAP/
APHL/CDC collaboration and show improvement in the man-
agement of potential bioterrorism agents. Refinement of the exer-
cise could also be a goal as part of the standardization of laboratory
preparedness methods.

NEW TECHNOLOGY AND BIOTERRORISM PREPAREDNESS

Clinical microbiology laboratories are currently in the midst of
dealing with so-called “disruptive” technologies that may mark-
edly advance our ability to detect potential bioterrorism agents in
sentinel laboratories. These technologies include mass spectro-
photometry, provided as matrix-assisted laser desorption ioniza-
tion–time of flight (MALDI-TOF) mass spectrometry, and film
array and similar multiplex PCR technologies. The two commer-

cially available MALDI-TOF systems similarly use a wide-profile
mass spectrophotometric method to examine large biomolecules,
typically targeting proteins that can be used to identify select bac-
teria (70). Although an in-depth discussion of the technology is
not presented here, it is clear that mass spectrometry methods
allow discrimination of bacteria, including Francisella tularensis
subspecies and other organisms of bioterrorism interest (71, 72).
These methods have also been used to identify Burkholderia spe-
cies and Bacillus spores (73, 74). A significant issue with MALDI-
TOF mass spectrometry is the misidentification of select agents as
nonbioterrorism agents because the database does not include
select agents. Some laboratories have found it difficult to obtain
libraries including select agents (75). Currently, clinical microbi-
ology laboratories are in the process of implementing systems
available from bioMérieux/Vitek and Bruker. Depending on the
service, most are targeting a more rapid identification of blood
culture specimens. Some laboratories are also engaging in labora-
tory-developed testing using primary positive blood culture bot-
tles with successful CLIA validation to shorten the turnaround
time for bacterial identification. The issue of using automated
instrumentation for detection of suspected bioterrorism agents
looms on the horizon of clinical laboratory decision-making and
public health policy. The issue of contamination of automated
equipment arose in the management of Ebola cases in the United
States. Applying contamination stringencies to MALDI-TOF
methods may be the next issue.

In addition to MALDI-TOF mass spectrometry, film array and
other multiplex PCR techniques are being applied for the detec-
tion of bioterrorism agents. BioFire (formerly Idaho Technology)
and Roche have both received emergency use authorization from
the FDA for the purpose of identifying Ebola virus and other bio-
logical threats. The film array system uses advances in nanotech-
nology, including microfluidics, microelectronics, and microfab-
rication, to simplify molecular testing in a sample-to-result
automation. The pouch for testing is self-contained, giving the
added advantage of reducing the likelihood of cross-contamina-
tion of samples. The model of a single specimen per instrument
also provides constraints on the number of specimens that can be
tested at the same time. Analysis of melting curves for the PCR
products allows automated assay interpretation. The first success-
ful approach included a FilmArray respiratory panel that included
multiple viruses as well as bacterial representatives, including Bor-
detella pertussis and Mycoplasma pneumoniae (76). The Bio-
Threat-E FilmArray system includes individually packaged Bio-
Threat-E FilmArray pouches that include detection reagents for
27 targets and 17 pathogens. Multiple targets are provided for
Bacillus anthracis, Francisella tularensis, Brucella species, Rickett-
sia, Coxiella burnetii, Venezuelan equine encephalitis (VEE) virus,
Yersinia pestis, and orthopoxviruses. This system’s easy-to-use,
single-specimen pouch and wide array of detection targets have
the potential to bring the routine detection of select agents to the
level of the sentinel laboratory, and it was used recently for anal-
ysis of Ebola virus infection in the United States. The FDA has
approved four molecular tests for bioterrorism testing under
emergency circumstances, including the Department of Defense
EZ rRT-PCR assay (August 2014), the BioFire FilmArray bio-
threat panel (October 2014), the Roche LightMix Ebola Zaire
rRT-PCR system (December 2014), and the Cepheid Xpert test
(March 2015). The BioFire FilmArray panel is currently restricted
to use by the Department of Defense. Clearly, this market will
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continue to develop rapidly and may provide significant assistance
to sentinel laboratories in the detection of bioterrorism agents.
However, public health agencies at the state and national levels
will need to be involved to appropriately standardize reporting
and network considerations.

RETHINKING MICROBIOLOGY LABORATORY SAFETY

It is clear that laboratory safety is paramount to the management of all
highly infectious agents. In the earlier discussion of risk strategies, it
exists as one of the three primary approaches. The current BSL system
is the basis for all laboratory safety management in microbiology lab-
oratories. However, we learned new things with the recent Ebola virus
presentation in West Africa and in the United States. As a conse-
quence of the Ebola presentation in the United States, many sentinel
laboratories and health care institutions identified new safety issues
for Ebola. Also, the development of these procedures may provide a
template for the implementation of emergency laboratory services in
highly infectious settings.

Periodically, bioterrorism and biological disasters present as epi-
demics. Bioterrorism is a subset of these occurrences. Much can be
learned about bioterrorism management from these outbreaks.
Ebola virus, a cause of hemorrhagic fever, was the most recent such
outbreak. It is suspected that the index case for the Ebola virus out-
break of 2014 occurred in a young boy in Guinea in December 2013
after exposure to bats. Ebola is a viral disease with a fatality rate of 30
to 90%, depending on the virus species within the group of five spe-
cies associated with Ebola hemorrhagic fever (77). Large outbreaks in
sub-Saharan Africa occur for three species: Zaire ebolavirus,
Bundibugyo ebolavirus, and Sudan ebolavirus. In October 2014,
Baize et al. reported definitive identification of the West Africa
Ebola outbreak, through genome sequencing and phylogenetic
analysis, as deriving from a clade within Zaire ebolavirus (77).

The first WHO situation report describing the Ebola outbreak
was released in August 2014. Guinea, Liberia, and Sierra Leone
were already in a state of widespread and intense transmission.
The number of cases reported at that time was 3,052, with 1,546
deaths (78). On 2 October 2014, the total number of reported
cases had doubled, to 7,157 cases, with 3,330 deaths (78). By 5
November 2014, the WHO situation report described a total of
13,042 cases, with 4,818 deaths (78). Notably, a total of 546 health
care workers were known to have been infected at the time of that
report, and 310 of them died. Some of the early increase was prob-
ably related to improved reporting with the new heightened
awareness of the disease. However, the increases were remarkable.
The most recent written WHO situation report as of this writing
(25 February 2015) indicates that management of the outbreak is
working, with a total of 99 new confirmed cases that week and a
downward trend for new cases. However, it is clear that all aspects
of management have yet to be defined fully.

The CDC was similarly active in direct and supporting roles
throughout the Ebola outbreak (79). The CDC issued a level 3
warning for U.S. citizens to avoid travel to Guinea, Liberia, and
Sierra Leone. The CDC involvement heightened with the first re-
ported case in the United States, in Dallas, TX. The patient was
from Liberia and was visiting family. He died 8 October 2014, after
exposing two health care workers who subsequently recovered.
During the CDC and Texas public health management of this case,
it became apparent that significant gaps existed in current recom-
mendations for the handling of infectious diseases with high com-
municability from a blood source. The report from the CDC in-

dicates a total of 23,948 cases, with mortality of 9,729 cases (77,
79), as of 2 March 2015.

The current CDC recommendations for clinical laboratory
management can be found at the CDC website (http://www.cdc
.gov/vhf/ebola/healthcare-us/laboratories/index.html). Care cen-
ters are determined to be Ebola assessment hospitals or regular
health care facilities. Ebola assessment hospitals are designated
facilities that are prepared to receive, isolate, and evaluate a poten-
tial Ebola case while the need for Ebola testing is assessed. These
institutions also continue to provide care until an Ebola diagnosis
is confirmed or ruled out and until a discharge or transfer is com-
pleted.

Shortly after wide publicity of the first case in the United States, it
became clear that gaps in procedures existed for the safe management
of clinical laboratory testing on a patient suspected of infection with
this highly virulent blood- and fluid-borne viral pathogen. All labo-
ratories were directed to first comply with the OSHA Bloodborne
Pathogens Standard, a valuable specimen management document
(80). Performance of site-specific risk assessments was advised for all
clinical laboratories, including assessments of all work processes and
procedures, to determine potential exposure risks and to mitigate
these risks through engineering control, administrative controls, and
use of appropriate personal protective equipment (PPE). Additional
information regarding these controls and PPE can be obtained from
CLSI document M29-A4 (Protection of Laboratory Workers from Oc-
cupationally Acquired Infections; Approved Guideline, 4th ed.) (81).
Questions occurred regarding the safety of testing specimens on var-
ious types of laboratory equipment used for routine testing. The CDC
recommended the use of manufacturer-recommended disinfectants
or avoidance of use for testing equipment which generates an aerosol
(82). The CDC and FDA are working with vendors of laboratory
equipment to determine ways that disinfectants can be used and eval-
uated as part of the instrument review process.

Other specific considerations for safe laboratory testing in-
clude the use of closed collection systems and closed testing in-
strumentation without cap removal. Centrifugation poses a risk
for aerosolization and requires review. Use of automated blood
culture instruments also requires ensuring that the bottle from a
suspected Ebola patient is cleaned with disinfectant or that man-
ual incubation is performed in separate incubators. Point-of-care
testing can be considered an option restricted to suspected Ebola
patients. However, if the point-of-care instrumentation excludes
testing of critically ill patients, this is considered off-label use by
the FDA. A validation process for these instruments is necessary
for use with critically ill patients in this scenario. If a point-of-care
testing station is employed for use on suspected Ebola patients,
workers should remember to not overload the flow of the desig-
nated biosafety cabinet. Use of a Plexiglas shield can also be con-
sidered. Transport of specimens also poses risks. Primary speci-
mens should be handled with proper PPE and placed in a durable,
leakproof secondary container; pneumatic transport of specimens
should not occur. A specific travel plan for hand-carried speci-
mens to avoid high-traffic areas should be considered in cases
where high-risk specimens are to be moved.

As can be seen from the above discussion, several gaps may be
identified in a given health care facility. The best advice regarding
performing a robust risk assessment for highly virulent biospeci-
mens is available at several resources. These references provide
overall detailed information that well serves the development of a
biosafety plan for highly virulent infectious agents. The Health-
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care Infection Control Practices Advisory Committee (HICPAC),
convened by the CDC, has an in-depth guideline for isolation
precautions (82). Another excellent resource is a publication from
a CDC-convened Biosafety Blue Ribbon Panel, entitled “Guide-
lines for Safe Work Practices in Human and Animal Medical Di-
agnostic Laboratories” (83).

The question still remains, though: how does an individual
clinical microbiology laboratory director approach risk assess-
ment and gap analysis for highly virulent biospecimens? We may
soon hear more formal recommendations from the CDC. How-
ever, a place to begin for an individual clinical laboratory may be
the use of prospective failure mode and effects analysis (FMEA)
combined with a discrete quality management plan for unique
biological disasters, such as the Ebola outbreak.

FMEA is a management tool that prospectively reviews the
process map for receiving and testing highly virulent specimens.
FMEA is a generic risk assessment tool that can also be used for
many other risk questions. It provides a score in a prospective
fashion, based on the combined frequency at which a high-risk
event might occur, the visibility of a high-risk event, and the se-
verity of the risk outcome (84). A numerical score is applied to
each of the 3 factors and multiplied to provide an estimate of
high-risk nodes in a process (85).

Assume that a suspected highly virulent specimen (e.g., blood
from a suspected Ebola patient) is collected for a complete blood
count (CBC) and basic metabolic panel. In an individual laborat-
ory’s process, this may involve phlebotomy, transport, specimen
processing, testing, residual specimen management, and biologi-
cal disposal, as a simplification of the process. FMEA would review
each of these steps for opportunities for contamination from the
specimen. A CBC would have somewhat less risk, for example,
than use of some chemistry instruments, because most hematol-
ogy instruments do not require cap removal to perform the test-
ing. Potential corrective actions are then listed for each step (e.g.,
PPE for phlebotomy). By working through the process and iden-
tifying where risk can occur, each step in a process is accounted for
in the analysis rather than taking a scatter approach to biosafety
management. Similar processes within the clinical microbiology
laboratory can also be performed in this fashion.

The Biosafety Blue Ribbon Panel convened by the CDC in 2012
additionally provides an excellent outline for individual clinical
laboratories based on the elements found in a quality management
system (83). For each of the 12 quality system essentials (QSE),
specific biosafety considerations are provided. For example, in the
first QSE, “organization,” a clear reporting structure is established
for 24/7 reporting of safety incidents, and an organizational chart
for reporting is developed. Similar recommendations are pro-
vided for each of these familiar 12 QSEs. Background regarding
the quality management plan or system for those who would like
to review this activity can also be found in laboratory management
references (84). Combining a quality management system ap-
proach with FMEA provides an important risk assessment plan
while more formal guidelines regarding the importance of labo-
ratory biosafety are being developed by the CDC and other public
health agencies.

CONCLUSIONS

A periodic overview of bioterrorism is an important activity for
clinical microbiology laboratory directors, as highlighted by re-
cent outbreaks, such as the Ebola outbreak. An earlier review of

this topic clearly demarcated the history of bioterrorism and sev-
eral of the possible agents of bioterrorism (86). Additional activi-
ties and knowledge have been acquired since the 2001 anthrax
outbreak. These updates were reviewed here, including the recent
redefining of the tier 1 agents by federal authorities. I also exam-
ined mechanisms that clinical microbiologists can incorporate
into their risk assessments for bioterrorism in their laboratories. I
reviewed the mechanisms that clinical microbiologists use to stay
abreast of managing reporting requirements and specimen man-
agement in the face of significant changes in public health moni-
toring and microbiology testing technology. The performance of
the LRN was discussed through an assessment of sentinel labora-
tory performance, in particular via the LPX. Finally, the impor-
tance of internal laboratory safety review was emphasized through
a discussion of the recent Ebola epidemic. I cannot underestimate
the value of sentinel laboratories to public biological safety, and I
look forward to even more discussion with public health agencies
regarding safe biological laboratory practices.
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