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Abstract

With over 1.7 billion individuals engaged in social media, patients and consumers share more 

about their lives than ever before through wearable devices, smart phone applications, and social 

media outlets. This cornucopia of data offers significant opportunity for health researchers and 

clinicians to track and explore how digital presence contributes to patients’ health outcomes and 

use of health care resources. While patients readily share their information with online 

communities, it is imperative that they maintain a sense of autonomy over who has access to such 

data. Recent data breaches of major insurance companies and retailers illustrate the challenges and 

vulnerabilities related to information safety and privacy. Many Websites and mobile apps require 

users to agree to data policies, but how those data are mined, protected, utilized, and externally 

shared is frequently non-transparent, resulting in a climate of fear and distrust around all forums of 

digital information sharing. While such skepticism is perhaps justified, it should not deter health 

researchers from attempting to collect and analyze these novel data for the purpose of designing 

unique health interventions. By clarifying intent around digital data acquisition, simplifying 

consent procedures, and affirming a commitment to privacy, the authors contend that health 

researchers can partner with patients to transform the boundaries of scientific inquiry.
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Whatever, in the course of my practice, I may see or hear (even when not invited), 

whatever I may happen to obtain knowledge of, if it be not proper to repeat it, I will 

keep sacred and secret within my own breast.

--The Hippocatic Oath1

The Hippocratic Oath, uttered so earnestly by students as they enter and leave medical 

school, calls physicians to hold sacrosanct the privacy of every patient in all of its forms. In 

today’s digital era, a patient’s health and non-health information is more accessible and 

readily viewable than ever before, blurring the definition of what we previously called 

“private”. The potential for capitalizing on this electronic data for the purposes of health 

research and intervention is a tantalizing prospect. Although there will be logistical 

challenges to protecting individual patient information, we believe the potential benefits are 

worth the effort.

For example, an individual’s digital food and exercise log created in a free smartphone 

application could integrate with his medical record to demonstrate correlations with changes 

in body mass index (BMI), blood pressure, and hemoglobin A1c.2 The first sign of an 

impending manic episode or suicidal ideation in a patient with confirmed bipolar disorder 

could be caught by tracking and processing subtle changes in her language patterns on 

Twitter or Facebook.3 Similarly, though not yet a reality, we could imagine day when a 

sudden rise in someone’s online comments related to weapons or anger could trigger a 

digital violence prevention intervention.4 These examples illustrate meaningful clinical 

applications of digital information, but the full potential of these data will only reveal itself 

if patients become active, consenting partners in the process.

We have an opportunity as health researchers to actively request permission from patients to 

access their data in a manner that is safe, consensual, and transparent. By establishing a 

culture of transparency and consent around research and the acquisition of digital data, we 

harness the reality of the digital era to engage patients meaningfully in the world of health 

innovation. To establish such a culture, we must address the challenges and risks associated 

with data sharing, emphasize our commitment to patient privacy, reiterate the importance of 

patient consent, and call attention to the scope of research opportunity available to us.

The Scope of Data Sharing and Its Associated Risks

Over 1.7 billion individuals now access social media websites such as Twitter, Facebook, 

Pinterest, Instagram, and Snapchat, sharing more personal information with an exponentially 

larger network of individuals than ever before.5 Individuals regularly relinquish pieces of 

their “private” information, allowing companies the capability to access their demographics, 

pictures, and contacts. We are often reminded by news media that every digital move leaves 

a mark—even Google searches and wearable device updates (e.g., Fitbits) contribute to the 

individual user’s summative digital footprint.6 We recognize that the presence of so much 

digital information in our society has come at the price of some troubling growing pains. In 

the wake of the recent digital security breach of health insurance giant Anthem that left 80 

million patient medical records exposed in the United States (affecting 1 in 9 Americans), 

the concern for safety of medical information is justified.7 In 2014, there were notable high-
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profile digital security breaches involving Sony, Target, Home Depot, Android, and Apple, 

leaving previously “private” consumer information vulnerable to misuse.8,9 Similarly, a 

2010 report showed that among 101 common smartphone apps, 56 transmitted unique 

information about the phone and its user, such as age, gender, and location, to external third 

parties without the user having a mechanism to “opt out” of participation.10 To consider 

how we might capitalize on using digital data within health research, it is imperative that we 

remain mindful of the current and historical risks associated with such availability of 

information.

Committing to the Protection of Privacy

The efficiency and apparent ease provided by the online exchange of information comes at 

the price of potentially leaving both consumers and patients exposed. Since the stakes are so 

high, however, regulations around the development of newer electronic medical records 

have, in fact, strengthened existing security and privacy requirements under the Health 

Insurance Portability and Accountability Act (HIPAA), as set forth by the American 

Recovery and Reinvestment Act of 2009.11 In reaction to anecdotal reports of violations of 

HIPAA regulations on social media by healthcare providers, such as the case of an 

emergency responder posting pictures of patient injuries on Facebook, both legal and 

medical professionals have emphasized the legally protected status of patient information 

across all platforms, including social media.12–14 New “Hippocratic Databases” enable 

health enterprises to comply with privacy laws without impeding the sharing of data. 

Encryption and anonymization techniques can allow for data mining across a health 

database without revealing identities of individual patients.15 In contrast, regulations around 

non-health consumer privacy standards are less clear.

Some might posit that, given the risks, patients would be reluctant to allow their personal 

data to be shared with researchers. For many patients, however, the idea of their online 

health and non-health information being used for research purposes is acceptable and 

permissible, depending on the scope of the data shared and the nature of the recipient.16,17 

Insights from work in the burgeoning field of mobile health (mHealth) technologies suggest 

that patients are becoming more willing to share information collected through mobile 

sensors and other devices. Factors that affect willingness to share this information include 

the type of data shared, whether the shared information is seen by the patient prior to 

sharing, whether the patient has control over specific pieces of data shared, and whether the 

patient perceives that there is some inherent benefit to sharing.18 Patients desire a careful, 

selective approach in how health information is shared from their medical record, but they 

are also more willing to share health data with clinicians than with any other entitiy.19 The 

rise of the “quantified self” movement shows that patients are already taking strides to 

actively track their own diet, exercise, and other health patterns.20,21 This movement 

suggests that if health researchers were transparent about their intent regarding data 

acquisition and its potential use, patients would be open to “opting in,” sharing their digital 

information, and learning about what the data within their aggregated digital footprints 

illustrate.22
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Consent and Transparency Enable Data Sharing

Although people may be aware of how much personal information they make available 

online, they still blanche at the unanticipated manipulation of their data. A recent study of 

how emotions can be spread on social media created a significant amount of backlash in the 

lay press.23 In this study, Facebook researchers altered the algorithm for showing specific 

news stories or “posts” to 689,000 individuals (<0.1% of total users), manipulating the 

percentage of positive- or negative-valence material that appeared for a given user.24 They 

then examined the content of subsequent posts written by the user, ultimately showing that 

individuals exposed to less positive content were more likely to post negative material, and 

vice versa. Similarly, the taxi service Uber created a stir in 2014 by showing that they are 

able to predict infidelity, job interviews, and chemotherapy treatments of their consumers 

just by examining deviations from users’ travel trends.25

Why were these social and psychological studies so controversial? The public outcry 

revolved largely around the issue of lack of consent, of social media users and consumers 

being manipulated as research subjects without knowing they were participating in the 

experiment.23 When humans choose to participate in research, they want to make the active 

decision to do so. When they are otherwise included without providing consent, they feel 

akin to a lab rat, stripped of agency and control. Even as we share the mundane facets of our 

lives on social media and through mobile applications, people hold tightly to the concept 

that information shared still belongs to the individual sharing. Individuals frequently 

abdicate those rights by consenting to privacy agreements and other Terms of Use policies, 

but whether or not they have true understanding of the content and implications of those 

agreements is another matter entirely. To the credit of online developers, it should be noted 

that many company privacy policies do contain explicit language regarding their rights to 

collect, share, and target user information for the purposes of advertising. However, 

agreeing to convoluted legal jargon does not truly equate to informed consent. Some 

companies, such as Facebook, have recognized this dilemma and have moved to providing 

simpler, cleaner privacy policies. 26

As health researchers and clinicians know, a patient’s signature on a written consent 

document (or an online privacy policy, for that matter) should merely be a tangible proxy for 

that participant’s understanding of a medical procedure or research protocol. Since the 

Institute of Medicine’s 2004 publication Health Literacy: A Prescription to End Confusion, 

there has been increased emphasis on the importance of addressing health literacy as a 

broader entity that encompasses informed consent.27 A report on the progress of this 

initiative suggests that most people, regardless of literacy levels, are unable to remember or 

understand what is presented to them in the informed consent process for medical 

procedures. Many areas of needed improvement in the consent process have been identified, 

such as simplifying text, encouraging talk-back with patients, shortening consent 

procedures, and transitioning to visual aids. 28,29 We can use the challenges experienced 

within clinical medicine to inform how we approach consent within future, large-scale, 

digital research.
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Patients yearn for transparency with how their data are used.16,30 In the world of marketing 

and advertising, consumer data are mined constantly to target advertising to ideal buyers, 

largely without an individual consumer’s specific knowledge or consent. The Uber and 

Facebook case studies, among others, raise many questions around data, including what we 

truly are sharing, how we are consenting, who is monitoring the data collected, and how 

exactly those data are being used. Instead of staking claim to data that do not belong to us, 

we have an opportunity as health researchers to actively request permission from patients for 

access to their data in a manner that is safe and transparent, thereby creating a partnership of 

trust. A necessary corollary to this idea is that we must only use those data in the manner, 

time frame, and indication specified within the consent process. We will need to examine 

the ramifications of having digital data available beyond the specific scope of a given 

research project. In the current landscape, however, it is still imperative that research groups 

dispose of data after concluding the terms of their scientific inquiry. Similarly, if novel 

methodologies emerge for identifying patterns within data that alter the original scope of the 

consent process, we must have systems in place to inform patients of such changes.

Reasons to Embrace the Opportunity

The reasons for us to engage in this conversation are plentiful. Previously unattainable 

patient data will inform how regular, routine activities may contribute to the development, 

maintenance, and prediction of disease. By amassing and refining mobile and social media 

data from a large group of individuals, we can develop algorithms to predict the 

development of disease, predict healthcare utilization, track the spread of infectious illness, 

study health communication, and target public health messaging interventions. “Big data” 

constructs a platform from which to orchestrate a shift in our typical approach to healthcare 

research. Traditionally, clinical trials and evidence-based research are hypothesis-driven in 

their approach, using deductive reasoning to direct the answers to scientific questions. 

Instead, the depth and breadth of online data allows for an exploratory, hypothesis-

generating approach to health research, using inductive reasoning to gather patterns of 

information about health and health behavior. A recent survey by the PEW Research Center 

found that 70% of Americans “track” a health indicator for themselves or a loved one in 

some capacity.31 With over 70 million units of fitness tracking devices shipped in 2014, it is 

evident that individuals are beginning to embrace digital health tracking through mobile 

phone applications (e.g., Apple iHealth), “smart” watches (e.g., the Charge), and light-

weight, portable activity monitors (e.g., the Nike FuelBand).21,32 An anticipated criticism of 

using massive quantities of data for research is will be how to “hone the signal” – how will 

we determine the difference between white noise and meaningful health-related 

information? While this is no small feat, the giants in computer science, health informatics, 

and industry are paving that data-driven road, using algorithms to predict the spread of 

influenza using Google searches, track earthquake magnitude with Jawbone data, and 

capture Ebola hysteria on Twitter.33–35

Conclusion

Barring an apocalyptic collapse of the digital era, the online, cloud-based sharing of 

information will continue to expand. We do not yet know what information will be most 
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helpful for guiding the advancement of disease diagnosis, health maintenance, and medical 

intervention. It would be shortsighted of us, however, to ignore the potential wealth of health 

information contained within this fount of data. It is evident that a vast number of third 

parties collect information about patients and consumers, and will continue to do so, whether 

or not individuals truly desire their digital data to be gathered. We can, instead, create a 

culture of transparency that explicitly engages, enables, and empowers patients to become 

active participants in the digital era of health research. Clinicians and health scientists alike 

have taken strides in the past to protect patient privacy, but until now, we have only had to 

focus on health information. By forging a culture of proactive transparency and consent 

across data-gathering platforms in the digital age, we preemptively remove the worry that 

we might be wrongfully eavesdropping on patients and consumers. Instead of viewing 

privacy as a stumbling block when it comes to gathering data for research, we should see it 

as an opportunity to engage participants more fully in the types of research that can improve 

the health of all people in important and lasting ways.
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