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Bidirectional Data Collaborations in Distributed Research

Abstract
Introduction: The need for collaborations with bidirectional data exchange within and across distributed
research networks has increased.

Currently Existing Activities: This commentary will present currently publically available activities
including the Sentinel Initiative, the Patient-Centered Outcomes Research Network (PCORnet), and the
NIH Research Collaboratory.

Current Technical and Governance Challenges: Even with the advances made in this arena, several
technical and governance challenges remain including the evolution of clinically rich data sources and modes
of care, availability of longitudinal data resources through data linkage, and the processes to share data and link
data resources while ensuring privacy and proprietary control of data.

Perspective: These activities will require enhanced levels of trust between entities involved in the delivery of
healthcare (Trust 2.0) in addition to the trust health plans and health systems have with patients (Trust 1.0).
Recent public funding announcements and public access to data resources will likely improve the landscape of
bidirectional data collaborations in distributed research.
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Bidirectional Data Collaborations in Distributed 
Research

Kevin Haynes, PharmD;Nandini Selvam, PhD, MPH; Mark J. Cziraky, PharmDi

iHealthCore, Inc.

Introduction: The need for collaborations with bidirectional data exchange within and across distributed 

research networks has increased.

Currently Existing Activities: This commentary will present currently publically available activities 

including the Sentinel Initiative, the Patient-Centered Outcomes Research Network (PCORnet), and the 

NIH Research Collaboratory.

Current Technical and Governance Challenges: Even with the advances made in this arena, several 

technical and governance challenges remain including the evolution of clinically rich data sources and 

modes of care, availability of longitudinal data resources through data linkage, and the processes to 

share data and link data resources while ensuring privacy and proprietary control of data.

Perspective: These activities will require enhanced levels of trust between entities involved in the 

delivery of healthcare (Trust 2.0) in addition to the trust health plans and health systems have with 

patients (Trust 1.0). Recent public funding announcements and public access to data resources will likely 

improve the landscape of bidirectional data collaborations in distributed research.
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Introduction

Using health care data in the United States 

functions similarly to Heisenberg’s uncertainty 

principle—the more precise our access is into deep 

clinical data (e.g., vital signs, inpatient medication 

administrations) from a hospital or clinical record, 

the less breadth of clinical data across health 

systems (e.g., pharmacy claims, knowledge of clinical 

encounters across different health systems) we 

have on an individual, and vice versa. The current 

state of health care delivery in the United States 

presents a fragmented system in which patients 

traverse numerous providers, provider organizations, 

administrative payers, and patient-reported outcome 

(PRO) portals over time. This poses problems 

for advancing our understanding of important 

health care related activities, but also presents an 

opportunity to create a new paradigm based upon 

bidirectional data collaborations to close both the 

gaps in knowledge and the gaps in care.

There is an increasing need for bidirectional data 

collaborations across data sources to support 

regulatory decision-making (safety surveillance), 

research (comparative effectiveness research: CER), 

quality improvement, and—ultimately—clinical 

decision support. A national research network of 

integrated data is critical to the future success 

of these broad, overlapping activities. There are 

precedents across the United States of integrated 

care delivery systems,1 and networks designed to 

specifically address one particular activity (e.g., 

Sentinel Initiative’s ability to respond to safety 

surveillance).2 There is no national system established 

to support all three activities with integrated data 

provided from patients, clinical data from electronic 

medical records (EMRs) from individual providers 

or electronic health records (EHRs) from health 

systems, and administrative claims data from health 

plans. The need for integrated research and data 

networks will continue to grow as drug safety 

questions will increasingly come to rely on the 

collection of clinical data, CER will need to track 

patient outcomes longitudinally, and accountable 

care organizations will need to evaluate quality 

outcomes post discharge across multiple health 

systems.

Any activity involving the sharing or transferring 

of health data in a bidirectional manner requires 

increased levels of trust and transparency across 

organizations to maintain the high standards 

of privacy, security, and research integrity of 

personal health information that is expected by 

patients, providers, health plans, and regulators 

alike. Maintaining these high standards while 

simultaneously making innovations in the research 

environment by building new data sharing 

techniques will require a new level of trust among 

health plans and provider systems. Moreover, 

health plans and providers must remain mindful of 

the primary trust between themselves and their 

members or patients.

This commentary discusses the need for further 

integration across several existing research and data 

networks to improve both the depth and the breadth 

of the integrated data across health systems. The 

commentary illustrates these needs by highlighting 

the Food and Drug Administration’s (FDA) Sentinel 

Initiative, the Patient-Centered Outcomes Research 

Institute (PCORI) National Patient-Centered 

Outcomes Research network (PCORnet), and the 

National Institutes of Health (NIH) Health Care 

systems Research Collaboratory. Other examples 

of distributed data networks are emerging on 

a regular basis—i.e., the Academy of Managed 

Care Pharmacy (AMCP) Biologics and Biosimilars 

Collective Intelligence Consortium (BBCIC) and 

Reagan-Udall Foundation for the FDA’s Innovation 

in Medical Evidence Development and Surveillance 

(RUF-IMEDS)—but are not expanded on in this 

commentary.
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Currently Existing Activities

The FDA Sentinel Initiative, and the recently 

completed pilot program, Mini-Sentinel, were 

created in response to a congressional mandate in 

the FDA Amendments Act (FDAAA) of 2007. The 

Sentinel Initiative is designed to monitor the safety 

of regulated medical products by utilizing existing 

electronic health care data from multiple sources, 

including large repositories of administrative claims 

submitted by health care providers to insurance 

companies.3 This highly collaborative model 

between academic and private organizations has 

developed the capacity to rapidly respond to the 

FDA by performing active surveillance of marketed 

medical products, including drugs, biologics, and 

medical devices.4 The system serves as a model 

leveraging large sources of administrative data to 

address important drug safety questions, while 

preserving privacy by minimizing the transfer 

of protected health information and proprietary 

data. Data partners serve as full collaborators in 

implementing the safety surveillance and retain full 

autonomy in the control of their data, allowing the 

partners to determine their participation level in 

specific surveillance activities. The initiative is also 

fully transparent, with public access to the specifics 

of the common data model (CDM) creation and 

active safety-surveillance system tools.3 While the 

Initiative includes approximately 190 million patients 

in defined enrollment segments, the clinical depth of 

the data is limited. The majority of the data partners 

contribute administrative claims data electronically 

with access to medical records for validation 

studies. Among the Health Care Systems Research 

Network (HCSRN) data partners who have a long 

history of providing integrated data for research, 

there is diversity and differential access to deep 

clinical encounter level data (e.g., sites that own their 

hospitals).1 The ability to integrate administrative 

claims data from large health plans with clinical data 

from EHR systems will advance the ability of Sentinel 

to respond to medical product safety surveillance.

PCORI, authorized by the Patient Protection and 

Affordable Care Act (PPACA) of 2010, is tasked 

with providing evidence to assist patients, clinicians, 

purchasers, and policymakers to make better-

informed health decisions through the conduct 

of both observational and interventional CER. 

PCORI launched a funding initiative to support 

the development and sustainability of PCORnet, 

a national infrastructure of clinical data research 

networks (CDRNs) and patient-powered research 

networks (PPRNs).5 PCORnet CDRNs are built on 

a foundation of EHR data from health systems, 

providing electronic health information recorded 

during routine patient care.5 PCORnet PPRNs 

are registries of patients for the study of specific 

disease states of interest with the ability to collect 

PROs for large numbers of patients.6 The primary 

goal of phase 1 was to establish the necessary data 

infrastructure, largely building off of the lessons 

learned from the CDM developed for Sentinel 

through specific enhancements for providing 

deeper clinical data from health systems. PCORnet 

is entering phase 2, which will expand the network 

to broader participation. With the infrastructure 

aspect mostly complete, PCORI announced 

funding to identify the extent of overlap between 

patients in CDRNs and members in large health 

plans—largely to support demonstration projects 

and enhance network sustainability. PCORnet 

demonstration projects such as the Aspirin 

Dosing: A Patient-Centric Trial Assessing Benefits 

and Long-Term Effectiveness (ADAPTABLE) will 

require data integration with health insurance plans 

to capture events that occur at health systems 

outside of existing CDRN sites. Likewise the Obesity 

Observational Research Initiative will require access 

to longitudinal claims to properly characterize 

exposure and to capture health outcomes. PCORnet 
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has begun to integrate clinical data, from EMRs 

and EHRs, with Medicare data. The addition of 

administrative claims data from large health plans 

will advance the conduct of research, and ultimately 

will provide the best evidence to help patients and 

health care providers make informed decisions. A 

recent funding announcement demonstrates the 

recognition of the importance of the involvement of 

health plans.

The NIH Health Care Systems Research 

Collaboratory is supported by the Common Fund 

at the NIH to improve clinical trial conduct by 

creating a new infrastructure for collaborative health 

care system research, with the goal of ensuring 

that health care providers and patients can make 

decisions based on available clinical evidence.7 The 

Collaboratory has been focused on advancing the 

use of pragmatic clinical trials (PCTs), which seek to 

compare clinically relevant interventions in diverse 

patient populations.8 Currently the sites for the NIH 

Distributed Research Network (DRN) are different 

from the sites for pragmatic clinical trials within the 

Collaboratory. However, administrative claims data 

from large health plans can facilitate the conduct 

of large PCTs through the rapid characterization 

of baseline characteristics of individual patients or 

provider networks for cluster randomized trials,9 as 

well as providing the necessary longitudinal follow-

up using consistent data capture within defined 

enrollment periods. Mini-Sentinel and the Clinical 

Trials Transformation Initiative (CTTI) have proposed 

a framework for conducting clinical trials within a 

DRN.10

In summary, the goals—of Sentinel, to provide an 

active safety surveillance system for the FDA; of 

PCORnet, to provide an infrastructure to conduct 

patient-centered CER for PCORI stakeholders; and of 

the NIH Collaboratory, to provide a rich infrastructure 

to conduct clinical research—overlap in the need for 

longitudinal, integrated clinical data. Additionally, 

AMCP’s BBCIC11 and RUF-IMEDS12 are further 

examples of the growth in distributed database 

research. Legislative initiatives like the 21st Century 

Cures Act continue to promote the innovations 

necessary to improve research collaborations.13

Current Technical and Governance 
Challenges

The integration of large administrative health 

care data with the clinical data repositories of 

Sentinel, PCORnet CDRNs and PPRNs, and the NIH 

Collaboratory represents a first step in providing 

integrated data in a national infrastructure. Even with 

the continued development of PCORnet, a large 

number of health care delivery systems will remain 

outside of existing PCORnet CDRNs. Conversely, 

many smaller regionally based health plans remain 

outside of the Sentinel Initiative. Current challenges 

include the integration of clinically rich data sources 

with available longitudinal administrative data 

resources through data linkage, and the technical 

and governance processes to share data and 

link data resources while ensuring privacy and 

proprietary control of data. Table 1 highlights some 

of the technical and governance challenges.

Technical Challenges

The first technical challenge will be to keep pace 

with the evolution of health care delivery and the 

availability of data. For example, individuals obtain 

care through telemedicine programs, urgent care 

facilities, and clinical care within pharmacies.14 These 

clinical encounters may or may not be processed 

as administrative claims, or transmitted on health 

information exchanges, which would not allow these 

encounters to be observed in current distributed 

research environments. New sources of data will also 

be introduced that did not previously exist or were 

not able to be integrated into retrievable information 

systems (e.g., patient-recorded biometric data). 

Distributed research networks (DRNs) will need to 
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find ways to obtain the depth of clinical encounters 

outside of traditional observational research 

repositories as data sources and health care delivery 

evolve. From a technical perspective all organizations 

that collect health information maintain patient-

level identifiers that can be used directly or through 

anonymous linkage15 techniques to link data across 

data partners over defined periods.

A second technical challenge in developing a 

DRN is how to increase the person-time follow-

up as individuals move through health insurance 

companies. Individuals may change health insurance 

companies for a variety of reasons: open-enrollment 

decisions, change of employers, change to a 

spouse’s coverage, loss of employment resulting in 

subsequent enrollment in gap coverage insurance 

or Medicaid, and retirement resulting in coverage 

change or eligibility for Medicare. Additionally, 

legislative changes can alter the access to insurance 

coverage, providing another source of variability in 

the ability to follow individuals longitudinally. The 

existing fragmented payment system prevents 

obtaining long follow-up time in secondary data 

vital to many safety surveillance, CER, and quality 

improvement activities. Of particular note is the 

disruptive nature in longitudinal follow-up of payer 

administrative data when individuals become 

eligible for Medicare at age 65 or for chronic 

disease eligibility. Building the capacity to routinely 

and consistently link commercial claims data 

with Medicare data presents an opportunity to 

increase both the number of eligible members for 

an analysis and person-time available for follow-

up. From a technical perspective, the ability to link 

data longitudinally across data partners is possible 

either directly or through anonymous linkage15 to 

link data longitudinally as patients move from one 

administrative health plan to another, or from one 

health system to another.

A third technical challenge will be to include health 

care providers, health plans, and other related 

entities that historically have not utilized existing 

data or infrastructure in a collaborative manner 

for secondary safety surveillance, CER, and quality 

improvement activities. Developing the necessary 

education and the outreach efforts to these groups 

to demonstrate the important benefits realized by 

the use of a CDM in advancing evidence generation 

and improving data integration will be a challenging 

step in expanding a nationally representative 

research network. These efforts will require 

current leaders in bidirectional research networks 

Table 1. Governance and Technical Challenges

SENTINEL PCORNET
NIH  

COLLABORATORY

Longitudinal capture of clinical 
encounters over defined periods

+++ +* ++

Depth of clinical data ++* +++ ++*

Patient-reported outcomes (PROs) +* +++ ++*

Public health authority +++ – –

Data standardization +++ +++ +++

*Exception: Participating integrated delivery systems, such as Kaiser Permanente, differ from large administrative health plans in their ability  
 

outcomes (PROs).
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to identify the unique business needs of each of 

these organizations, to understand the factors that 

have limited or prevented their participation in 

collaborative research networks, and to develop an 

arrangement that is mutually beneficial to all parties.

Governance Challenges

The technical challenges of data linkage are 

relatively easy when compared to the governance 

challenges around data utilization. The first 

governance challenge for the research community 

will be to develop the methods to preserve patient 

privacy while creating a multipurpose DRN with 

the capability of utilizing data across data partners. 

Linkage strategies, such as anonymous linkage15,16 

and distributed regression,17-20 will likely need to be 

employed to protect patient privacy. These privacy 

preserving methods will be vital regardless of 

whether the activity is a public health surveillance, 

CER, or quality improvement activity.

The second governance challenge will be to provide 

data governance that protects the proprietary 

business interests of participating organizations that 

initially collect health care data. These organizations 

already exchange data in the forms of treatment, 

benefit, and operations; governance will need to 

protect the business case of each stakeholder who is 

engaged—to ensure that the data linkage activities 

will not adversely affect the business interests of 

the organizations involved. The research, provider, 

payer, and patient communities need to build the 

collaborations and engender the trust necessary to 

address the data needs for the betterment of public 

health, CER, and quality improvement.

Perspective

The recent PCORI board decision to fund up to 

two health insurance companies to demonstrate 

the value of payer data in providing longitudinal 

data is a step toward creating a national research 

infrastructure. Full engagement of the health plan 

stakeholders in patient-centered research is a 

major advancement toward an infrastructure that 

supports multiple safety surveillance, CER, and 

quality improvement initiatives. As we move toward 

a learning health care system that places increased 

demands on clinicians to electronically document 

the care provided, as patients begin to capture 

health data through wearable technology, and 

as payment models introduce new complexities, 

the demands on both the data governance and 

technical capacity to link data sources will become 

increasingly challenging. Collaboration with large 

regional or national health plans will be essential for 

broad access to longitudinal data.

The ability to link patients across health plans 

and ultimately into Medicare will be pivotal in the 

transformation of true longitudinal patient follow-

up and the ability to study long-term outcomes. 

If an investigator wants to study the effects of 

pediatric exposures on the onset of adult outcomes, 

the data networks available today are insufficient 

to address the discovery of these potential 

associations. Longitudinal data transformation 

will require additional governance to protect the 

proprietary business interests of the entities that 

initially collected the information. The decision by 

the Centers for Medicare & Medicaid Services (CMS) 

will allow innovators and entrepreneurs access to 

Medicare claims, which opens the door to potential 

further integration.21 Researchers will be granted 

access to the CMS Virtual Research Data Center 

(VRDC), which contains granular privacy-protected 

CMS data files. A major innovation will be to utilize 

the VRDC in extending the follow-up of commercial 

health plans to generate a longitudinal patient record 

ideally linked with clinical data from either PCORnet 

or other clinical data repositories.

The preservation of patient privacy will be 

paramount in building trust among patients for 
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these activities. These collaborations will need to 

involve researchers and governance resources across 

data resources—and not simply be an extraction 

of an entire data set, but establish clear data use 

agreements for bidirectional data exchange of the 

minimum data necessary to respond to an inquiry. 

Activities will need to clearly demonstrate benefit 

to public health through either active surveillance 

or the generation of comparative effectiveness 

of therapeutic modalities. Ethical and regulatory 

oversight will continue to evolve, as data queries will 

require access to multiple resources. Within health 

systems, observational clinical research is often 

performed within a single “covered entity” and can 

thus seek a waiver of informed consent according to 

the Health Insurance Portability and Accountability 

Act (HIPAA).22 Such protocols stress, according 

to the Institutional Review Board (IRB) process, 

that the research poses no more than minimal 

risk, and that the only risk is loss of confidentiality. 

In situations requiring data linkage with external 

resources to the specific covered entity, provisions 

such as anonymous linkage will be needed to 

maintain patient privacy.15,16 There are other examples 

of linking EMR data with claims data from health 

insurers while maintaining patient privacy through a 

trusted third party.23 Additionally, proposed changes 

to the Federal Policy for the Protection of Human 

Subjects (known as the “Common Rule”) will likely 

have an impact on the conduct of public health 

surveillance and observational clinical research 

in secondary data.24 Regardless of the strategies 

employed, major governance and technical 

innovations are essential to alleviate the burden and 

costs associated with conducting linkage for public 

health surveillance and clinical research.

The era of “big data” will shift from the discussion 

of how many patients or members are in the 

database, to how linked is the data to capture the full 

picture of the patient’s interactions with the health 

care systems, and over what period is the patient 

followed. Undoubtedly, health care will continue to 

need big data, but arguably in the form of “deeper 

data” to address clinical research questions and 

patient care. The question is how broad and deep 

are the data on an individual, both in terms of 

longitudinal follow-up and depth of detail on clinical 

encounters, with health systems. These are exciting 

times for both public health surveillance and patient-

oriented research as both funding opportunities and 

data access have increased. Now we need to build 

not only the infrastructure but the trust to conduct 

these large-scale data endeavors.
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