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Abstract

Background—~Use of secure messaging through patient portals has risen substantially in recent
years due to provider incentives and consumer demand. Secure messaging may increase patient
satisfaction and improve outcomes, but also adds to physician workload. Most prior studies of
secure messaging focused on primary care and medical specialties. We examined surgeons’ use of
secure messaging and the contribution of messaging to outpatient interactions in a broadly-
deployed patient portal.

Methods—We determined the number of clinic visits and secure messages for surgical providers
in the first three years (2008-10) after patient portal deployment at an academic medical center.
We calculated the proportion of outpatient interaction conducted through messaging for each
specialty. Logistic regression models compared the likelihood of message-based versus clinic
outpatient interaction across surgical specialties.

Results—Over the study period, surgical providers delivered care in 648,200 clinic visits and
received 83,912 messages, with more than 200% growth in monthly message volume. Surgical
specialties receiving the most messages were orthopedics/podiatry (25.1%), otolaryngology
(20.1%), urology (10.8%), and general surgery (9.6%); vascular surgery (0.8%) and pediatric
general surgery (0.2%) received the fewest. The proportion of outpatient interactions conducted
through secure messaging increased significantly from 5.4% in 2008 to 15.3% in 2010 (p<0.001)
with all specialties experiencing growth. Heart/lung transplantation (74.9%), liver/kidney/pancreas
transplantation (69.5%), and general surgery (48.7%) had the highest proportion of message-based
outpatient interaction by the end of the study.
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Conclusions—This study demonstrates rapid adoption of online secure messaging across
surgical specialties with significant growth in its use for outpatient interaction. Some specialties,
particularly those with long-term follow-up, interacted with patients more through secure
messaging than in person. As surgeons devote more time to secure messaging, additional research
will be needed to understand the care delivered through online interactions and to develop models
for reimbursement.

Keywords

Patient Portal; Secure Messaging; Patient Engagement; Consumer Health Informatics; Patient-
Provider Communication; Surgery

INTRODUCTION

Recent years have shown a trend toward increasing online communications between
healthcare organizations and the patients they serve. Many institutions have adopted patient
portals to facilitate such interactions. Patient portals are secure websites that provide patients
access to a variety of clinical data and administrative functions: most portals offer viewing
of portions of the electronic health record, the ability to communicate with providers, and
appointment scheduling. Secure patient-provider messaging is one of the features of portals
most widely used by patients [1-3], yet adoption among providers has been slow [4, 5]. In
recent surveys, a majority of patients desired to send messages to their providers [6-8], and
many patients preferentially select providers who make secure messaging available [9].
Studies at multiple institutions also reported high patient satisfaction scores with secure
messaging [10-13], including equivalent or higher satisfaction as compared to in-office
visits or telephone calls [11].

Secure messaging directly addresses the patient-provider communication core focus
identified by the Institute of Medicine for improving care quality and patient outcomes [14].
It may also be considered an evolving form of outpatient care—during secure message
exchanges, patients reported new problems and providers arranged further evaluation and
treatment [15-17]. Secure messaging can deliver clinical care that is complementary to
traditional outpatient encounters [11, 17, 18], increase frequency of communication between
patients and providers [19], and enable providers to better know their patients [19]. Patients
may also feel empowered and safe to discuss questions or concerns through messaging that
they would not bring up during an office visit [12, 17]. Studies within primary care or
medicine specialty practices demonstrated the potential for secure messaging to improve
health outcomes [20] while reducing healthcare system costs and resource utilization [21,
22].

Motivated by a mix of incentives including the Affordable Care Act and Meaningful Use
criteria, physicians are slowly adding secure messaging to their practices [23, 24], but few
studies have examined the use of secure messaging by surgical providers. Overall,
messaging volumes have risen concomitantly with increased availability of secure
messaging [25]. Primary care physicians and medical specialists use secure messaging at
rates approaching ten times that of their surgical colleagues [24, 25], with surgeons as a
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group ranked last in total usage among the specialties considered in one recent study [25].
Notably, these studies did not examine usage across surgical subspecialties, where variations
in practice patterns (e.g., duration of post-procedure follow-up, elective versus emergent
procedures) may alter the likelihood of using secure messaging.

In this study we examined surgeons’ use of secure messaging in the first three years after
deployment of a patient portal at a large academic health center. We compared secure
messaging use across surgical subspecialties and determined how secure messaging
contributes to the overall volume of surgical outpatient interactions.

DATA AND METHODS

Setting

This study was conducted at Vanderbilt University Medical Center (VUMC), a private, non-
profit, academic institution in Nashville, Tennessee, that provides primary and regional
referral care to adults and children. VUMC launched the My Health At Vanderbilt (MHAV)
patient portal in 2005, with implementation across the clinical enterprise completed in 2007.
All patients who receive medical care at VUMC may enroll online for access to MHAV,
which supports secure messaging with healthcare providers with whom the patient has an
established relationship, access to selected portions of the medical record, account and bill
management, and personalized health information [2].

MHAV was rolled out incrementally across individual clinical specialties, with physician
champions introducing the tool to providers and flyers posted in outpatient clinics promoting
MHAV to patients. Individual providers also became advocates, urging their patients to use
MHAV. Technical support personnel were available to patients, physicians, and staff as the
portal was introduced. Additional details regarding the policies and procedures used to
enhance patient and provider adoption have been previously published elsewhere [2].
MHAV currently has over 280,000 registered users with over 200,000 logins per month.

Members of the healthcare team are able to participate in secure messaging through
StarPanel, the electronic medical record used at VUMC. Patient-initiated messages from
MHAV are directed to provider or specialty-based message baskets, most of which are
managed by clinical care teams. The teams may include physicians, nurses, administrative
assistants, and allied health professionals within the same division, department, or other
clinical unit. All messages become part of the patients’ permanent medical records. When
patients initiate a message, the MHAV website cautions users that the average response time
is 1-2 business days, that medical emergencies should be handled by calling 911, and that
all communication is added to the patient’s medical record. The policies and procedures of
the messaging triage system and permanent record storage are described elsewhere [2].

Study Population

We determined the number of surgical clinic visits and patient-initiated MHAV message
threads sent to surgical providers between January 1, 2008 and December 31, 2010. This
time period was selected to examine the adoption of messaging after full deployment of

MHAV to adult and pediatric specialties. A message threadis a collection of related
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messages exchanged between a MHAV user and their healthcare providers (i.e., an initial
message and all replies). MHAV wsers consist of three groups: (1) patients who have
registered for MHAV, termed patients, (2) individuals whom a patient designates to access
MHAV on their behalf, termed delegates, and, (3) parents or guardians who have access to
their children’s health information through MHAV, called surrogates. Message threads
pertaining to multidisciplinary and administrative VUMC message baskets that could not be
assigned to a single specialty were excluded. Outpatient clinic visits were excluded if they
occurred in a multispecialty practice.

Data Collection and Analysis

We recorded the number of message threads sent to surgical providers during the study
period. For each message thread, we determined the message date, role of the message
sender (i.e., patient, delegate, or surrogate), surgical specialty of the receiving provider, and
patient demographics, including age at the time of thread initiation, gender, and race. To
understand the volumes of secure messaging relative to practice volumes, we also collected
information about VUMC surgical outpatient clinic visits during the same time period. For
each clinic visit, we recorded the encounter date; the age, gender, and race of the patient; and
the specialty of the surgical clinic in which the encounter took place. Each clinic was
assigned to one of 15 surgical specialties that reflected the departmental organization at
VUMC (Table 1). We defined an outpatient interaction as either an outpatient clinic visit or a
MHAV message thread, and we calculated the proportion of outpatient interaction conducted
through messaging.

We generated summary statistics of specialty assignment and patient demographics for all
outpatient interactions, overall and by type of interaction. Continuous variables were
summarized with medians and inter-quartile ranges and compared using Wilcoxon rank sum
test. Categorical variables were summarized as counts and frequencies and compared using
chi-squared test. For each month of the study period we determined the number of recipient
message baskets, message threads, unique patients using messaging, and outpatient clinic
visits. Wilcoxon rank sum test was used to compare usage rates (i.e., messages per month,
active users per month, messages per message basket per month) in 2008 and 2010. An
active userwas defined as a unique user who initiated at least one message in a given month.
The trend over time for messages per 100 active users per month was evaluated using two-
tailed Spearman’s rank-order correlation.

We also developed models of the differences in messaging use by specialty, controlling for
age, gender, race and time the initial message was sent. The time was calculated as the
number of months since the beginning of the study period. We used logistic regression, and
interacted month and specialty to allow assessment of changes in messaging use over time.
Continuous age was flexibly fit using a restricted cubic spline with four knots. Analyses
were conducted in GraphPad Prism 5 or R version 3.0.1. Models were fit in R using Irm
from the rms package [26].

This study was approved by the Vanderbilt University Institutional Review Board.
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In the three years after full portal deployment, 20,484 uniqgue MHAV patient portal users
(96% patients; 3% surrogates; 1% delegates) initiated 83,912 secure message threads to
surgical providers. Messages to surgical providers were initiated by 23.7% of all unique
MHAV users sending messages and represented 8.7% of all secure message threads
exchanged during the study period across the institution. The surgical message threads were
distributed across 412 unique provider message baskets. Patients participated in 648,200
outpatient surgical clinic encounters (24.4% of all outpatient clinic encounters) in 119
distinct VUMC clinics. We excluded 1,536 message threads (1.8%) and 5,708 (0.9%) clinic
visits that involved multi-specialty practices.

Patients across all surgical outpatient interactions (i.e., secure messages or clinic encounters)
were mostly female (51%) and Caucasian (73%), with an average age of 43.6 years.
Demographics were significantly different between patients cared for through secure
messaging versus clinic encounters (p<0.001 for gender, race and age; Table 1).

In aggregate, surgical specialties experienced near linear growth in the number of message
threads on a monthly and annualized basis, while the number of clinic encounters remained
relatively constant (Figure 1). The number of message threads per month more than tripled
over the study period, from 1001 (standard deviation (SD): 176) threads per month in 2008
to 3370 (SD: 315) per month in 2010 (p<0.001). This increase was paralleled by the number
of MHAV users initiating messages, growing from 668 (SD: 123) active users per month in
2008 to 2144 (SD: 178) per month in 2010 (p<0.001). As a result, the average number of
message threads per hundred active users per month increased only slightly during this
period (p<0.001; Table 2).

The number of messages received was highly variable across surgical specialties (Table 1;
Figure 1, black lines). Orthopedic surgery/podiatry received the greatest number of messages
per month in each of the three years (2008: 251 per month; 2009: 706 per month; 2010: 801
per month). Otolaryngology had the second highest volumes in each year, but increased
rapidly in annual volume such that it was no longer significantly different from orthopedics/
podiatry in 2010 (p=0.17). Pediatric general surgery was consistently the specialty with the
lowest utilization. Analysis of growth in message threads per 100 active users per month
revealed significant growth for six of 15 specialties (40%; Table 2), including cardiac
surgery, general surgery, heart/lung transplant surgery, liver/kidney/pancreas transplant
surgery, neurosurgery, and orthopedic surgery/podiatry.

Secure messages accounted for 11.5% of all outpatient interactions during the study period
and had significant yearly growth from 5.4% (SD: 0.8%) in 2008 to 15.3% (SD: 0.9%) in
2010 (p<0.001). All specialties experienced an increase in their proportion of message-based
interactions by the end of the study period (Figure 1). Liver/kidney/pancreas transplantation
was the specialty with the highest proportion of message-based interactions in 2008 (32.0%,
SD: 10.3) and 2009 (67.0%, SD: 3.4), but was surpassed by heart and lung transplantation
on a monthly basis at month 20 (August 2009) and on an annualized basis in 2010 with
69.5% (SD: 2.7) and 74.9% (SD: 5.3), respectively. These two transplantation groups and
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general surgery each received greater numbers of messages than had outpatient clinic visits
(i.e., proportion of messages exceeded 50%) during one or more months by the end of the
study. Cardiac surgery and pediatric general surgery conducted the smallest percentage of
outpatient interactions through messaging in all years.

In our regression modeling adjusted for age, gender, race and message date, the estimated
proportion of outpatient interactions accounted for by secure messaging for each specialty
(Figure 2) revealed heart/lung transplantation was the most likely to use messaging by the
end of the study period (82%), followed by liver/kidney/pancreas transplantation (75%),
general surgery (53%), and otolaryngology (34%); plastic surgery had the lowest probability
of using messaging (4.5%).

DISCUSSION

Patient portal research and studies of secure messaging to date have focused on use within
the context of primary care or medical specialties. In this study, we demonstrate widespread
adoption of secure messaging through a patient portal by a diverse set of surgical providers
and their patients. Annual messaging volumes for surgical providers more than tripled
during our study period to over 40,000 message threads in 2010. This increase was
paralleled by similar gains in the number of patient users initiating messages, while the
number of outpatient clinic encounters remained relatively stable. A near three-fold increase
in rates was also observed for use of messaging as a form of outpatient interaction, growing
from 5.4% of outpatient interactions in 2008 to 15.3% in 2010 (p<0.001). Notably, message
threads per hundred active users grew slowly over three years, increasing only 4.6% to an
average of 157 threads per month in 2010. These findings suggest that the principal driver of
increased message volume over time was recruitment of higher numbers of patient users,
rather than existing users sending more messages, validating similar trends reported
previously for non-surgical disciplines [25, 41].

Our analysis of messaging volumes of individual surgical specialties, which to our
knowledge has not been studied previously, identified wide variation across specialties. All
specialties except thoracic surgery experienced growth in message volumes over the study
period, yet rates of growth were highly variable. Similar variability across specialties has
been demonstrated previously for medical specialties at our institution and others [25, 41].
Many factors likely influence the number of messages received by a specialty, including
outpatient clinic encounter volume, provider comfort with technology and clinic workflow
[10, 27-29], encouragement or discouragement of providers [3, 30], promotion of messaging
to patients [3, 12, 30], the duration and frequency of follow-up perioperatively, patients’
clinical needs, and patient demographics and sociotechnical factors [31, 32]. The unique
message triage process at our institution, including the ability for each department to set its
own workflow and staffing practices, may also have contributed to the differences observed.

Overall growth in messaging volume was driven both by growth in the number of users as
well as increased messages per user. The number of users messaging increased by over a
factor of three during the study period. The number of messages per user grew significantly
for six of 15 specialties — in some cases by as much as 29.8% (i.e., heart/lung transplant) —
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but overall usage remained at approximately one to two messages per user per month. Thus
the greatest contributor to overall messaging growth was the increased number of users. The
reasons for growth in both the user population and the number of messages per user are
likely multifactorial. Provider support of secure messaging is a critical factor for sustained
patient use [42], so specialties with greater increases may have had larger numbers of
physician advocates. Other factors may include departmental policies or procedures that
aimed to increase use among existing patients and reinforcement after positive experiences
using secure messaging.

Growth in messaging volume lead to significant gains in the percentage of outpatient care
delivered through messaging across surgical specialties (Figure 1). In 2008, all surgical
specialists were more likely to conduct outpatient interactions through traditional clinic
encounters than to use secure messaging. By the end of the study period, however, providers
in three specialties (heart/lung transplantation, liver/kidney/pancreas transplantation, and
general surgery) were more likely to interact with their patients through secure messaging
than clinic encounters. The high usage of messaging by these three specialties may reflect
the need for long-term follow-up as well as complexity of care for these patients, who often
have multiple medical and surgical comorbidities. Additionally, studies of kidney transplant
patients indicate this patient population is highly open to using digital technologies in the
management of their health [33], and this may contribute to the messaging use patterns we
observed among the transplant specialties.

The marked rise in use of online secure messaging as a form of outpatient interaction
highlights changing preferences for patient-physician communication. Some studies suggest
patients use secure messaging in place of outpatient office visits, telephone calls or emails
[10, 18, 34], while other studies report the frequency of using these other forms of
communication was unaffected by the adoption of secure messaging [11, 35]. Our study
cannot rule out a rapid shift from using telephone calls to secure messaging, as calls are not
systematically recorded at our institution and cannot be evaluated for comparison. It is more
likely, however, that patients and providers have identified messaging as a preferred
communication medium for questions and concerns that might otherwise wait until the next
office visit [8]. The asynchronicity of secure messaging may also alleviate patient anxiety
over “bothering” their provider and allow patients to communicate at their convenience, even
outside of normal office hours [11, 15].

As regulatory and reimbursement policies combine with consumer demand to drive
availability and use of secure messaging systems, there is concern that providers will
become overwhelmed by the additional volume of messages [22, 27, 29]. Our study suggests
that while number of messages per active messaging user may not substantially increase
over time, surgical providers can still experience a substantial increase in the volume of
messages as increasingly more patients adopt messaging as a means of communication.
Whether this will have significant impact on providers’ workload and attitudes is an area
warranting further study.

Surgeons, who are often reimbursed in bundled payments for the surgery and all
perioperative care [36, 37], may particularly benefit from increasing patient use of secure
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messaging for preoperative counseling and postoperative follow-up. Opportunities to
improve outcomes, reduce costs, and optimize surgeons’ practice efficiency may come
about, for example, by increasing revenue-generating consultations in place of postoperative
appointments conducted online [5] or by improving patient adherence to pre- and post-
operative care instructions through online reminders [38]. In addition, with proposals to
compensate providers for online care having already been developed [39] and billing codes
announced [40], payers may soon reimburse providers for their use of secure messaging and
other online care delivery platforms.

This study has limitations. Our data comes from a single medical center with a locally-
developed patient portal, which has its own unique features, policies and procedures [2].
These conditions may limit the generalizability of our findings, although our portal shares
many features and policies with some widely-deployed commercial portals, which are being
increasingly adopted to meet Meaningful Use criteria. In addition, although MHAV was in
operation for several years prior to the study period, accounts for children and their
surrogates became available only one year prior to the study period. The messaging
utilization patterns observed for pediatric providers may thus reflect early adopter behavior,
and the timing of pediatric MHAV deployment may account for the low rates of message-
based encounters for pediatric general surgery.

We only included message threads in our analysis that were initiated by patients or their
surrogates or delegates. Messages initiated by providers and semi-automated messages, such
as prescription refill reminders were excluded. Additionally, when assigning message
threads to a surgical specialty, we included only the initial specialty contacted by the patient
and did not account for transfer of messages to other specialties. The assigned specialty was
assumed to be actively involved in the patient interaction, even if only to make a referral. As
a result of these exclusions, our study likely underestimates the total messaging activity that
occurred in the portal.

Our outpatient encounter data set did not contain patient identifiers, and thus, in regression
analysis, we were unable to cluster message threads or outpatient encounters involving the
same patient. The estimated standard errors in the model are likely affected by patient-level
correlation. Our findings are likely minimally affected by this limitation given the high level
of significance in the observed p-values.

We were also unable to incorporate outpatient interactions involving telephone calls and
email messages during the study period. At VUMC, telephone calls and email messages are
not systematically recorded across specialties, preventing accurate accounting of their
numbers. Email communication was not expected to contribute significantly to outpatient
interaction volumes given institutional policies that discourage or prohibit email interactions.
With the increasing number of communication modalities available, it will be important for
future studies to address the entire spectrum of communication options and characterize
what features and circumstances influence patient selection of communication modality.
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CONCLUSIONS

To our knowledge, this study is the first to focus on surgeons’ use of secure messaging
through a patient portal. We have demonstrated that surgical providers and their patients
rapidly adopt secure messaging after portal deployment and that messaging use contributes
significantly to the total number of outpatient interactions. Notably, in only three years after
broad portal availability, the volume of secure messaging exceeded outpatient clinic
encounters for some surgical specialties at our institution. Surgical providers in aggregate
did substantially less messaging than primary care and medical specialty providers, and wide
variation in rates of messaging use were identified across surgical specialties, likely
reflecting differences in practice patterns.

As more surgical practices adopt this technology under the pressures of Meaningful Use
incentives, national regulations, and consumer demand, it will be imperative to determine
the workload implications of messaging growth and identify opportunities to maximize
process efficiency. Delineation of the types of care delivered through secure messaging is
also needed to guide reimbursement models that appropriately compensate surgeons for their
time and clinical effort.
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Figure 1. Surgical Specialty Use of Secure Messaging and Encounter Volume
Message volume per month (black solid line) and outpatient clinic encounter volume (gray

solid line) are plotted on the left y-axis at logarithmic scale. The percentage of all outpatient
interactions accounted for by secure messaging (black dotted line) is plotted on the right y-
axis at linear scale. Months are along the x-axis. The specialties are ordered left-to-right,
top-to-bottom, by highest percentage of outpatient interactions conducted by secure
messaging at the end of the study period. (Mofe: Monthly message volumes below 10 per
month are represented by a break in the plotted line.)

Surg Endosc. Author manuscript; available in PMC 2017 April 01.

Page 12

General Surgaery

B & 3 8

3 89 R2BVRAMNTNNE

Urology

e e ]
FB0
60
AM—/_V_M—/-\’ e

1 ’\’—'_‘J_‘_"/‘—'_'\_'—/_"—

20

e e e

369 12BUANTINAE

Thoracic Surgary

B & B8 B

36 9 121518 MTN\B

Cardiac Surgery
100
A~
Lao
Lo

Wm

3601215182147 0BX



Shenson et al. Page 13

1duosnuepy Joyiny 1duosnuely Joyiny 1duosnuepy Joyiny

1duosnuely Joyiny

109 —+— Colorectal —+— Otolaryngology
—=— General —o— Pediatric General Surgery
—¥— Heart/Lung Transplant —e— Plastic Surgery
<+ Liver/Kidn/Panc Transplant % Thoracic
—— Neurosurgery —¥— Trauma o
B e Oncology 4 Urology >
—— Orthopaedics/Podiatry *— Vascular Eeal o*

Estimated Probability of Messaging

Figure 2. Likelihood of Messaging Use across Surgical Specialties by Month

Time (Months)

Probability estimates were calculated from logistic regression models controlling for age,

gender, race, and time of initial message.
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Patient Demographics and Specialty Distribution of Outpatient Interactions, 2008-10.

Outpatient Clinic Visits

Table 1

Message Threads

*
(N=648,200) (N=83,912) P Value
Gender <0.001
Male 323098 (49.8%) 34678 (41.3%)
Female 325102 (50.2%) 49234 (58.7%)
Race < 0.001
African American 72718 (11.2%) 4499 (5.4%)
American Indian/Eskimo 1138 (0.2%) 60 (<0.1%)
Asian/Pac. Islander 8334 (1.3%) 338 (0.4%)
Caucasian 463181 (71.5%) 72521 (86.4%)
Hispanic/Latino 16388 (2.5%) 586 (0.7%)
Unknown 86441 (13.3%) 5908 (6.1%)
Age < 0.001
47 (20, 62) 52 (41, 60)
Specialty <0.001

Cardiac Surgery

Colorectal Surgery

General Surgery

Heart/Lung Transplant
Liver/Kidney/Pancreas Transplant
Neurosurgery

Oncologic Surgery
Orthopedic Surgery/Podiatry
Otolaryngology

Pediatric General Surgery
Plastic Surgery

Thoracic Surgery

Trauma

Urology

Vascular Surgery

64859 (10.0%)
11133 (1.7%)
17228 (2.7%)
2867 (0.4%)
5225 (0.8%)
35293 (5.4%)
12949 (2.0%)

183255 (28.3%)

81537 (12.6%)
13634 (2.1%)

103518 (16.0%)
6509 (1.0%)
10738 (1.7%)

79507 (12.3%)
19948 (3.1%)

853 (1.0%)
1260 (1.5%)
8080 (9.6%)
4904 (5.8%)
8057 (9.6%)
5057 (6.0%)
2601 (3.1%)
21099 (25.1%)
16877 (20.1%)
179 (0.2%)
3006 (3.6%)
756 (0.9%)
1426 (1.7%)
9075 (10.8%)
680 (0.8%)

*
Significance testing was performed using chi-squared test for gender, race and specialty, and by Wilcoxon rank-sum test for age.
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