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ABSTRACT
....................................................................................................................................................

New models of healthcare delivery such as accountable care organizations and patient-centered medical homes seek to improve
quality, access, and cost. They rely on a robust, secure technology infrastructure provided by health information exchanges (HIEs)
and distributed research networks and the willingness of patients to share their data. There are few large, in-depth studies of US
consumers’ views on privacy, security, and consent in electronic data sharing for healthcare and research together.
Objective This paper addresses this gap, reporting on a survey which asks about California consumers’ views of data sharing for
healthcare and research together.
Materials and Methods The survey conducted was a representative, random-digit dial telephone survey of 800 Californians, per-
formed in Spanish and English.
Results There is a great deal of concern that HIEs will worsen privacy (40.3%) and security (42.5%). Consumers are in favor of
electronic data sharing but elements of transparency are important: individual control, who has access, and the purpose for use of
data. Respondents were more likely to agree to share deidentified information for research than to share identified information for
healthcare (76.2% vs 57.3%, p< .001).
Discussion While consumers show willingness to share health information electronically, they value individual control and privacy.
Responsiveness to these needs, rather than mere reliance on Health Insurance Portability and Accountability Act (HIPAA), may im-
prove support of data networks.
Conclusion Responsiveness to the public’s concerns regarding their health information is a pre-requisite for patient-centeredness.
This is one of the first in-depth studies of attitudes about electronic data sharing that compares attitudes of the same individual to-
wards healthcare and research.

....................................................................................................................................................
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BACKGROUND AND SIGNIFICANCE
New models of healthcare delivery such as learning healthcare sys-
tems, accountable care organizations, and patient-centered medical
homes rely on robust, secure networks to share health data electroni-
cally in order to focus on the individual needs and preferences of pa-
tients, improve the quality of care, and reduce unnecessary
expenditures.1 The resulting electronic healthcare data are also valu-
able for research.2 The federal government has invested substantially
in health information technology through Title XIII of the American
Recovery & Reinvestment Act of 2009, also called Health Information
Technology for Economic and Clinical Health (HITECH),3 which pro-
vided funding for health information exchanges (HIEs) and distributed
research networks through AHRQ. In addition, Health Information
Technology for Economic and Clinical Health (HITECH) Act of the
American Recovery and Reinvestment Act of 2009, funded the
Patient-Centered Outcomes Research Institute, which promoted the
development of clinical distributed research networks (CDRNs) and pa-
tient-powered research networks for comparative effectiveness and
patient-centered outcomes research.4,5

Two types of health data networks have emerged to provide such
an infrastructure. First, distributed research networks (DRNs)6 allow
researchers to access aggregated data and run analytics, while data
do not leave the local organizations, which are therefore able to retain
control of their own data.7,8 These distributed networks may help re-
duce security, legal, and privacy concerns, and encourage participa-
tion by data owners who retain control over access to their data.9

Examples include the Electronic Medical Records & Genomics Network
(eMERGE), HMO Research Network (HMORN), the patient-centered
SCAlable National Network for Effectiveness Research (pSCANNER)
and 10 other CDRNs from PCORnet.8,10 [Each CDRN has an article in
this issue of JAMIA, http://jamia.bmj.com/content/21/4.toc] Second,
health information organizations (HIOs) oversee and govern the
electronic movement of health-related information among unrelated
organizations according to nationally recognized standards in an
authorized and secure manner (http://www.nachc.com/client/
Key%20HIT%20Terms%20Definitions%20Final_April_2008.pdf). HIOs
facilitate HIE functions such as ePrescribing, lab result reporting, on-
line access to health information for patients, exchange of summary of
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care documents between electronic health records (EHRs) systems,
and transmission of data for syndromic surveillance and registries.
There are 161 HIOs nationally.11

Under HITECH, states undertook efforts to clarify processes regard-
ing HIE and propose policies governing the use of HIE. One of the
areas of great debate has been the approach to consent for HIE. While
HIPAA may allow this sharing between treating providers, there has
been concern expressed by some privacy advocates that the public
might not feel comfortable with electronic data sharing without per-
mission/authorization.

California has a particularly active HIO landscape with 16 commu-
nity HIOs organizing exchange among unaffiliated health organization
(http://www.ucdmc.ucdavis.edu/iphi/Programs/cheq/hieactivity.html)
and 14 enterprise HIOs focused on exchange primarily within an inte-
grated delivery network.12 California’s state-level efforts have high-
lighted several areas critical to HIE. One such effort was the California
Privacy and Security Advisory Board, a public–private collaborative or-
ganized by the California Health and Human Services Agency’s Office
of Health Information Integrity (CalOHII) in 2007, to obtain input from
healthcare organizations and stakeholders in order to recommend pol-
icies regarding health data privacy, including consent for HIE, and se-
curity. In addition, CalOHII supported three demonstration projects to
test opt-in and opt-out HIE consent options to learn about the adminis-
trative processes involved, not specifically to assert regulatory or legal
requirements on HIE.13

The success of networks is dependent on public support and will-
ingness to share health data, which requires an understanding of the
patients’ and consumers’ views and preferences, and the construction
of policies that fulfill those expectations. Numerous studies have found
that there is a low overall awareness among the general public about
how medical records are used for research purposes.14–16 There is
evidence that patients are willing to share electronic data found in
EHRs and personal health records for research17–20 but concerns
about privacy of personal medical record information have per-
sisted.14,21–25 Several surveys have reported equivocal findings re-
garding patients’ concerns about whether EHRs worsen or improve
privacy and security.26,27 These concerns may be a barrier to con-
sumer acceptance of electronic health data sharing and research.28,29

There are a few surveys that specifically include questions regard-
ing individuals’ views about electronic HIE. An analysis of data from
the 2007 Health Information National Trends Survey (n ¼7674) found
that over half of respondents rated HIE as very important.30 The
Cornell National Social Survey (n¼ 1000) found that 48% of patients
believed HIE would worsen privacy and security and 19% thought it
would improve privacy.23

Few researchers have compared the views of the same individual
on sharing of data for healthcare (a.k.a. HIE) and for research. There
is little reason to assume that patient opinions are similar regarding
these two purposes. A study on attitudes of patients living with HIV/
AIDS found that trust was correlated to willingness to share personal
health information with primary treating clinicians, but this willing-
ness did not extend to non-clinical staff or other organizations such
as community resource providers or public health.31 Distinguishing
patient opinions regarding data sharing is important for designing ef-
fective technology-enabled, person-centered care models and sup-
porting individually-approved research use of data. Without this
critically important attention to individual needs for privacy, security
and trust in healthcare institutions and providers, people may selec-
tively fail to divulge relevant health information to their healthcare
providers.32

This paper addresses this gap, reporting on a survey of California
consumers’ views of privacy and security of health data networks.
This study is among the first to investigate whether patients’ views on
the likelihood of consent and permission requirements for data-shar-
ing differ for healthcare and for research uses.

OBJECTIVES
The primary research questions addressed by the survey reported
here were:

1. What is public opinion in California regarding privacy and security
of electronic HIE?

2. What is public opinion in California regarding privacy and security
of electronic health data sharing for research?

3. Are there differences in views about, and the likelihood of con-
senting to, electronic health data sharing for healthcare and for re-
search purposes?

MATERIALS AND METHODS
The data were collected through a Computer Assisted Telephone
Interviewing software application from January 22 to February 23,
2013. A random sample of 39 854 California area code phone num-
bers was acquired from Scientific Telephone Samples using the equal
probability of selection method.33 The database consisted of 45% cell
phones (wireless only or wireless mostly) and 55% landlines (landline
or mixed mode) representing the distribution of phone use in the
state.34 For calls to landlines, interviews were conducted with any
adult whereas for calls to cell phones interviews were conducted with
the adult owner of the cell phone number. During the first half of data
collection, the sample was more heavily female and older. In order to
better balance gender and age during the latter weeks of data collec-
tion, interviewers asked for youngest adult male first, youngest adult
female second, and finally any adult. The interviews were conducted
in either Spanish or English by bilingual interviewers. The survey was
anonymous and no identifying information other than gender and zip code
was collected. The study was approved by the Institutional Review Board at
San Francisco State University (where K.K.K. was employed at the time the
research was conducted) and deemed exempt from informed consent
requirements.

The survey instrument was developed initially from themes identi-
fied in previously completed patient focus groups that included: altru-
ism and personal benefit from data sharing, data security, justice and
social responsibility of organizations conducting research, trust, and is-
sues around consent and authorization.20 The requirements of in-
formed consent for research put forth by the common rule (US
Department of Health and Human Services. 45 CFR 46. Fed Regist
1991;56:28012), which governs the research informed consent pro-
cess recognizes the need to present information about confidentiality/
privacy, individual choice, individual benefits/risks, and potential bene-
fits to others, so that candidates can determine whether or not to par-
ticipate. These three concepts of privacy, choice, and societal benefit
were posed as tradeoffs in order to explore the balance of values rep-
resented. In addition to newly constructed questions, other items re-
lated to privacy, security, HIE, EHR, and health research were selected
from the literature.18,23

HIE involves technologies designed to support the capture and shar-
ing of electronic information for healthcare purposes including EHRs.
Four survey items addressing whether EHRs and HIE affected the privacy
and security of medical information were posed. (Survey questions
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H3–H6). HIE was described as medical information shared electronically
between the places where a patient receives medical care. Privacy and
security were described as follows: Having a say in who can collect, use
and share your medical information has to do with the privacy of your
records. Having safeguards (including the use of technology) in place
has to do with the security of your medical records.

The requirements of informed consent for research put forth by the
common rule (US Department of Health and Human Services. 45 CFR
46. Fed Regist 1991;56:28012), which governs the research informed
consent process recognizes the need to present information about
confidentiality/privacy, individual choice, individual benefits/risks, and
potential benefits to others, so that candidates can determine whether
or not to participate. These three concepts of privacy, choice, and so-
cietal benefit were posed as tradeoffs in order to explore the balance
of values represented. A number of questions regarding identified data
for healthcare and de-identified data were also posed.

In order to explore the relationship between requiring permission
and likelihood of consent for healthcare and research, we presented
four items: 1) permission for healthcare (Survey question H8). The
opt-out choice was considered not requiring permission while the two
opt-in choices, opt-in and opt-in with break the glass, were collapsed
into a permission required category; 2) consent for healthcare (Survey
question H7) with four response categories were collapsed to likely
and unlikely; 3) permission required for research: using the data in
Table 3, the “Ask Permission First” responses were collapsed into a
permission required category. “There is no need to get your permis-
sion” was coded as a permission not required category; and 4) con-
sent for research (Survey question R3). Responses were collapsed to
likely and unlikely.

Finally, standard demographics and technology experience ques-
tions used in other national surveys were included.35,36 The survey
was assessed for content validity by the authors. It was pre-tested for
clarity through in person or phone interviews with six diverse individ-
uals ranging in age (18–80), education (high school to masters de-
grees), race/ethnicity (Latino, Asian, White, and Black), and gender
(male, female). The survey consisted of 28 items plus demographic,
health status, and technology use items and was translated into Spanish
by bi-lingual, experienced telephone interviewers (See Online
Supplement for Survey Questions Online Supplement).

The analysis consisted of tabulation of response frequencies and
descriptive statistics for all questions. Statistical significance of differ-
ences in views on data sharing for healthcare and for research was as-
sessed using McNemar’s chi-square for discordant pairs with two-
sided p< .05. Analyses were conducted using IBM SPSS v. 21. Survey
response quality was assessed by calculating four AAPOR-recom-
mended rates: response (number of complete interviews over eligible
candidates), contact (proportion of cases in which a candidate was
reached), cooperation (proportion of interviews of those contacted), and
refusal (proportion of interviews that are refused/incomplete).37

RESULTS
The survey obtained information from 800 adult respondents who were
California residents. The overall response rate was 14.0%, comprised of
14.4% landline, and 13.5% wireless, which is in line with those reported
in national, random digit dialed surveys.36 The contact rate was 97.2%,
cooperation rate was 14.4%, and refusal rate 83.2%. Fifty-six surveys
were conducted in Spanish. The interview took an average of 15.39 min.
The survey showed good reliability (28 items, Cronbach’s a¼ 0.77).

Table 1 compares survey respondents with the general California
and U.S. population. Respondents are more likely to be 65 years or

older, 25.0%, 95% CI (22.0-28.0), and college educated, 48.0%, 95%
CI (44.5-51.5), than the general California or US populations. The sam-
ple is less ethnically/racially diverse than the state, white 56.0%, 95%
CI (52.6-59.4), but more diverse than the US population.

The California sample shows similar technology use characteristics
to respondents in recent national Pew surveys. A substantial minority
of respondents are using the Internet to communicate about their
health: 44.5% have emailed their doctor or nurse. A small group
(13.2%) has used the Internet to connect to other patients for support
or information, and only 10.9% have participated in an online patient
community such as a chat room or social networking site.

Research Question 1. What is public opinion in California regarding
the privacy and security of electronic health information
exchange?
There is variability in public opinion regarding how EHRs and HIE tech-
nologies affect privacy and security. The majority of people have a
negative view of technology’s impact on both privacy and security but
a substantial minority has the opposite view (See Figure 1). 40.3% of
respondents think HIE worsens privacy while 28.9% think it improves
privacy. 42.5% believe it worsens security. More than half of respon-
dents (52.4%) believe EHRs worsen privacy compared to 22.0% who
think it improves privacy. 42.7% believe EHRs worsen security.

To assess preferences for consent for HIE, three options were of-
fered (Question H8). Eleven percent selected opt-out which allows ac-
cess to data unless the individual expressly prohibits access. Twenty-
three percent preferred opt-in alone, which requires that individuals
expressly agree to data sharing. Sixty-six percent preferred opt-in with
“break the glass” which allows access to data without agreement only
in an emergency.

Research Question 2. What is public opinion in California regarding
privacy and security of electronic health data sharing for research?
50.8% strongly agreed or somewhat agreed with statement one that
societal benefit was more important than privacy, suggesting roughly
equal value placed on protecting individual privacy and societal bene-
fit. Regarding the second statement, 69.8% strongly or somewhat
agreed, a majority valuing individual control over societal benefit
(Table 2).

Respondents were asked about sharing unidentified data through
an electronic research network. Respondents were asked to rate six
factors in terms of importance (Question R4). All six factors were
deemed very important by the majority (Figure 2). Security and privacy
received the highest ratings and were very important to over three-
quarters of respondents.

The second question regarding participation is research network
dealt with consent to share data for research based on organization
conducting the research (Question R5). The likelihood of consenting to
share information in a research network varied based on the organiza-
tion conducting the research. None of the types of organizations listed
achieved a very high likelihood of consent from a majority. But, re-
spondents were most likely to consent if asked by a hospital and least
likely if asked by an insurance companies (Figure 3).

Results regarding consent for sharing of unidentified electronic data
for research (Survey question R6) is shown in Table 3. The vast majority
prefer to be asked for permission first (86.7%) with small percentages
endorsing the view that no was permission needed (7.9%) or that infor-
mation not be used at all (4.5%). Within the permission categories, re-
spondents most preferred providing consent before each project
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Table 1: Representativeness of Survey Sample

Representativeness of Sample

Variable % (N ) Survey Sample 95% CI California* USA*

Total Responses 100.0 (800)

Gender

Female 53.0 (424) (49.5-56.5) 50.3 50.8

Age, years

18–64 72.0 (576) (68.9-75.1) 83.0 85.8

65 and older 25.0 (200) (22.0-28.0) 17.0 14.2

Race/Ethnicity

White (not Hispanic/Latino) 56.0 (448) (52.6-59.4) 39.7 63.0

Hispanic/Latino 22.9 (183) (20.0-25.8) 38.1 16.9

Asian/Pacific Islander 8.0 (64) (6.1-9.9) 6.6 5.3

Black 4.6 (37) (3.1-6.1) 14.1 13.1

Mixed/Other 4.9 (39) (3.4-6.4) 3.6 2.4

Native American 1.1 (9) (0.4-1.8) 1.7 1.2

Education

Up to high school 23.9 (191) (20.9-26.9)

Technical training/some college 27.6 (216) (24.5-30.7)

College degree or higher 48.0 (384) (44.5-51.5) 30.3¶ 28.2¶

Geography

Urban 90.6 (673) (88.6-92.6)

Veteran 11.8 (94) (9.6-14.0) 7.8 0.1

Income

Median household income in (dollars)$ 50 000–60 000 61 632 52 762

Online Technology Use (%) Survey Sample 95% CI US

Internet 86.9 (695) (84.6-89.2) 85#

Email 95.1 (661) (93.6-96.6) 92^

Ever used email to contact your doctor or nurse 44.5 (294) (41.1-47.9)

Used the internet to connect with other patients 13.2 (92) (10.9-15.5) 15.8!

Ever participated in an online patient community 10.9 (76) (8.7-13.1) 8!

Ever shared your own health information for a research project
via online patient community (of those in online community)

9 (11.8) (9.6-14.0)

Have an account for a personal health record 21.0 (168) (18.2-23.8)

*2007–2011 American Community Survey 5-year Estimates. Available at http://quickfacts.census.gov, Accessed 15 August 2013
¶Population 25 years of older.
$Dollars.
#http://www.pewinternet.org/Static-Pages/Trend-Data-(Adults)/Whos-Online.aspx Spring 2013 Survey.
^http://www.pewinternet.org/Reports/2011/Search-and-email/Report.aspx 2011 data.
!http:/pewinternet.org/Reports/2013/Health-online.aspx.
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(44.8%) and least preferred providing a one-time general permission
(10.0%).

Research Question 3. Are there differences in views about and the
likelihood of consenting to electronic data sharing for healthcare
and research purposes?
Respondents believe that sharing data from electronic medical records
greatly improves the quality of both medical care and medical re-
search (on a scale of 1¼ greatly improve to 5¼ greatly worsen) with
no significant difference between the two purposes, M¼ 0.03,
SD¼ 1.22, 95% CI (�0.06 to 0.12), t (727)¼ 0.70, p¼ .48.
(Questions H2 and R1)

The vast majority would require permission to share data for
both healthcare and research (83.7%) (Table 4). There was a small
but statistically significant difference between the proportion that
would require permission for healthcare versus research
(McNemar’s p¼ .02, all cells had expected frequency >5). Almost
half were likely to consent to both healthcare and research uses of
their electronic data (49.0%) but significantly fewer would consent
for healthcare, (McNemar’s p< .0001, all cells had expected fre-
quency >5). A substantial minority were likely to consent to neither
(15.3%).

DISCUSSION
Privacy and Security of EHR and HIE
The results reported in this study represent an in-depth investigation
of California consumers’ views of electronic data sharing and expands
upon evidence from other national surveys that have included a few
similar questions. With regard to privacy and security in research
question 1, we asked separately about EHR and HIE while Ancker’s
Cornell study asked about privacy and security together.23 Our study
found more positive views in general, but differences in views on pri-
vacy and security as distinct concepts. In our study, more people
thought EHR would improve privacy (22%) and improve security (37%)
than in Ancker’s study (18% for combined privacy/security concept).
Similarly, our study found more people thought HIE would improve pri-
vacy (28.9%) and security (30.6%) compared to Ancker (19% for com-
bined privacy/security concept). Although we found differences in
views about privacy and security, it is unclear whether respondents
fully understand the difference between the two concepts.

The Health Information National Trends Survey found that the value
of HIE was linked to perceived ability of the healthcare provider to
safeguard health information.30 A California Healthcare Foundation
survey that found a majority of adults express discomfort (42%) or un-
certainty (25%) about their de-identified health information from EHRs

Figure 1: Effect of Health Information and Electronic Health Records on Privacy and Security (Response categories range
from greatly improve to greatly worsen from left to right. Percentages may not add up to 100% due to rounding.)

Table 2: Attitudes on Privacy and Research

Agreement (percent of respondents)

General Attitudes on Privacy and Research Strongly
agree

Somewhat
agree

Somewhat
disagree

Strongly
disagree

Do not
know/Refused

Research that could be beneficial to people’s health
is more important than protecting people’s privacy

15.9 34.8 22.0 24.8 2.6

An individual’s right to control use of their medical
information is more important than the possible
benefits of medical research

32.4 37.4 19.0 7.9 3.4
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being shared with insurance plans, researchers, companies, and
others.38 Consumers are still uncomfortable with privacy and security
of electronic sharing of data for healthcare purposes. Generally, shar-
ing for healthcare purposes implies that the data are identified. Even
de-identified data sharing is not immune to privacy and security con-
cerns, and building public trust in uses of HIPAA de-identified data is
necessary.39

Privacy and Security of Research Data Sharing
We report that respondents value individual control over societal bene-
fit, but societal benefit over privacy. This finding might appears con-
trary to the expectation that most people would exert control over their
information in order to protect their privacy. However, these three con-
cepts are distinct. Some may elect to disclose private information to

another party, while others prefer to withhold information that might
not compromise privacy if they had control over this information (e.g.,
elect not to disclose race or ethnicity). Other authors have reported
that people expect some form of societal gain to occur from the shar-
ing of their health information.16 The requirements of informed con-
sent for research put forth by the common rule itself recognize the
need to present information about confidentiality (related to privacy),
voluntariness (individual choice), individual benefits/risks, and poten-
tial benefits to others, so that candidates can determine whether or
not to participate (US Department of Health and Human Services. 45
CFR 46. Fed Regist 1991;56:28012). These issues warrant greater
scrutiny in future research.

People’s views on sharing of data for research are affected by pri-
vacy and security, but other factors also come into play. Trust in the

Figure 2: Factor in Sharing Electronic Health Information in Research Networks (Response categories range from very
important to very unimportant from left to right. Percentages may not add up to 100% due to rounding.)

Figure 3: Likelihood of Consent by Type of Requesting Organization (Response categories range from very likely to very
unlikely from left to right. Percentages may not add up to 100% due to rounding.)
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organization conducting the research is an important consideration in
whether to participate in research data sharing. The other three factors
(seeing the information, purpose of research, and kind of research)
can be interpreted as elements of transparency. A majority of respon-
dents believe these are important in their decision. Grande reported
that the purpose of personal health information sharing was signifi-
cantly associated with willingness to share: research use was associ-
ated with greatest willingness, and marketing or quality improvement
with lowest.40

The likelihood of consent to share information in a research network
varied based on the organization conducting the research with the high-
est likelihood associated with a hospital or university, followed by doctors
and government agencies. The lowest likelihood was associated with
biotechnology, pharmaceutical, and insurance companies. These findings
are similar to the results reported from a recent study on sharing EHR

data for research, which found the willingness to share was greatest for
a university hospital, followed by a public health department, and lowest
for a pharmaceutical company.40 Attitudes regarding sharing of genomic
information have shown a similar pattern.41,42

Forms of Consent
There are a variety of forms of consent for data sharing which have
been suggested including opt-in, opt-out, and variations of these
types.43 The opt-in form of consent for HIE was clearly preferred with
89% selecting either opt-in or opt-in with break the glass, but almost
a quarter of respondents would prohibit sharing data without consent
even in an emergency. This aligns with findings from a New York sur-
vey that found great support (90%) for opt-in “break the glass” access
to HIE data.44 The differences may be attributable to the difference in
response categories offered: we asked for mutually exclusive catego-
ries (opt-in, opt-in with break the glass, and opt-out) while the New
York survey asked for yes/no/do not know for the one form of consent
alone.

The form of consent for electronic sharing in research is also im-
portant to consumers. This question in our survey was adapted from a
Canadian survey by Willison.18 Californians’ preferences were ordered
in the same way as those of Canadians, with consent for each study
as the most often preferred and no use of data as the lowest.

Differences in Views Regarding Data Sharing for Healthcare and
Research
We found that respondents were more likely to agree to share deiden-
tified information for research than to share identified information for
healthcare. This suggests that individuals want control over electronic
access to health information. They overwhelmingly believe it is impor-
tant to be asked permission for both research and healthcare uses but
there are greater differences in beliefs about consent. They differenti-
ated between healthcare and research uses of data, and opinions re-
garding one use cannot be assumed to predict opinions regarding the
other. Interestingly, respondents reported they were actually less likely
to consent to healthcare use of their data. This may be due in part to

Table 4: Comparison of permission and consent for healthcare and research

N¼ 774 Require Permission to Share
Data for Healthcarea, n (%)

Do Not Require Permission to
Share Data for Healthcare, n (%)

Require Permission to Share Data for Researchb 623 (87.3) 61 (8.2)

Do Not Require Permission to Share Data for
Research

37 (5.0) 23 (3.1)

N¼ 776 Likely to Consent to Share
Data for Healthcarec, n (%)

Not Likely to Consent to Share Data
for Healthcare, n (%)

Likely to Consent to Share Data for Researchd 380 (49.0) 211 (27.2)

Not Likely to Consent to Share Data for Research 66 (8.5) 119 (15.3)

aIn order to have your medical information automatically shared for medical care, some organizations ask for your permission. Which of the follow-
ing choices for permission would you most prefer a) To have information automatically shared unless you say not to, b) To be asked to share infor-
mation before sending it, or to be asked except if there is a medical emergency.
bIn terms of using information from your EHR that is sent electronically to medical researchers, which statement best reflects your opinion: a) Ask
permission first, b) No need to get permission.
cIf you were offered the choice to have your medical information automatically shared electronically with the different places where you receive
medical care, how likely would you be to agree to it? a) Very or somewhat likely, b) Very or somewhat unlikely
dIf medical researchers asked to use your unidentified medical information from your electronic medical record how likely or unlikely would you be
to agree to that? a) Very or somewhat likely, b) Very or somewhat unlikely

Table 3: Preferences in Consent Options for Research

In terms of using information from your
electronic health record that is sent
electronically to medical researchers,
which statement best reflects your
opinion:

%

This information should not be used at all 4.5

Ask Permission First:

They should get your permission before each
research project

44.8

They should get your general permission, and
periodically re-contact you to check that you
still agree

31.9

They should get your general permission just once 10.0

There is no need to get your permission. Just use it. 7.9
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the inclusion of identifiers in healthcare data leading to increased con-
cern about potential breach of privacy.

HIEs should consider consumers’ preferences in the construction
and operation of their networks.45 Compliance with HIPAA or state
regulations regarding sharing of PHI, which primarily addresses data
for healthcare may not fulfill consumers’ concerns about privacy and
security related to electronic data sharing. This is highlighted by the
finding that consumers are less willing to share their data for health-
care than for research. For DRNs these findings suggest that con-
sumers are in favor of electronic data sharing for research. The forms
of consent and the ability to assert some individual control, who has
access to network functions, the research purpose for which data are
accessed, and other elements of transparency are all important to
consumers. Construction of policies and practices that respond to
these concerns may improve the acceptance and support of DRNs and
HIEs by consumers.

Limitations
This study was designed as a statewide survey to help inform
California policy making and the stakeholder-informed design of the
Scalable National Network for Effectiveness Research DRN.46 Although
the demographics of the survey sample are similar to the general pop-
ulation in some respects, there are important differences which may
limit the generalizability of the findings to either California or the USA.
In particular, the sample is older and has a relatively high education
level with almost half the respondents having college or post-graduate
education. These respondents may have differential professional and
academic exposure to issues related to healthcare privacy, policy, and
technology. In addition, comparisons between surveys that use differ-
ent questions or methods are fraught with difficulties. The comparisons
discussed here were limited to questions that were the same or very
similar, posed in large surveys. Previous surveys that include questions
about electronic health data sharing usually only include a few ques-
tions, limiting our ability to compare our results with the extant
literature.

CONCLUSION
Electronic networks for healthcare and research have the potential to
enhance knowledge about cost effective, high quality patient-centered
care and the efficient conduct of clinical research. Patient acceptance
is critical given the national investment in data sharing infrastructure,
federal funding for distributed research networks, and the recently an-
nounced National Patient Centered Clinical Research Network which
emphasizes patient-researcher partnership.47 Understanding of views
and preferences regarding electronic sharing of health information,
and in particular, the important variation in views between individuals,
is a pre-requisite to the effective design of network governance and
acceptance and trust of the network by the public.
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