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AbstrAct

Objective: to explore the privacy and security of 
free medication applications (apps) available to 
canadian consumers.

Methods: the authors searched the canadian 
itunes store for iOs apps and the canadian Google 
Play store for Android apps related to medication 
use and management. Using an Apple iPad Air 2 
and a Google Nexus 7 tablet, 2 reviewers gener-
ated a list of apps that met the following inclu-
sion criteria: free, available in English, intended 
for consumer use and related to medication man-
agement. Using a standard data collection form, 
2 reviewers independently coded each app for 
the presence/absence of passwords, the storage 

of personal health information, a privacy state-
ment, encryption, remote wipe and third-party 
sharing. A cohen’s Kappa statistic was used to 
measure interrater agreement.

Results: Of the 184 apps evaluated, 70.1% had 
no password protection or sign-in system. Per-
sonal information, including name, date of birth 
and gender, was requested by 41.8% (77/184) 
of apps. contact information, such as address, 
phone number and email, was requested by 25% 
(46/184) of apps. Finally, personal health informa-
tion, other than medication name, was requested 
by 89.1% (164/184) of apps. Only 34.2% (63/184) 
of apps had a privacy policy in place.

Conclusion: Most free medication apps offer very limited authentication and privacy protocols. As a 
result, the onus currently falls on patients to input information in these apps selectively and to be aware 
of the potential privacy issues. Until more secure systems are built, health care practitioners cannot fully 
support patients wanting to use such apps. Can Pharm J (Ott) 2017;150:60-66.

Pharmacists need to 
pay close attention to 
the mobile health apps 
they recommend to 
patients, especially the 
privacy and security of 
apps for medication 
management.

Introduction
Canadians are moving online and taking per-
sonal health information with them. There are 
more than 165,000 mobile health applications 
(mHealth apps) on the market, including apps 
for physical activity, disease management and 
medication adherence.1 According to the 2014 
National Physician survey, more than 20% of 
Canada’s primary care physicians and 10% of 
specialists have recommended mHealth apps 
to patients.2 Many of the mHealth apps include 
some aspect of personal health information to 
help track everything from prescription renew-
als and medical appointments to blood glucose 

or activity levels. By using these apps, individu-
als can update or manage their health status, 
allowing the health care system to potentially 
operate more efficiently and cost-effectively. 
However, health information is highly private 
and personal and therefore needs to be secured.

Health professionals cannot assume mHealth 
apps are designed to secure private informa-
tion. At the individual user level, passwords are 
an important but not always available feature in 
mHealth apps. Before health professionals can 
recommend an mHealth app, we need confirma-
tion that patients can secure their own data reli-
ably and that databases remain secure. Research 
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Les pharmaciens 
doivent faire très 
attention aux 
applications mobiles 
de santé qu’ils 
recommandent aux 
patients, en particulier 
aux questions de 
confidentialité et de 
sécurité liées aux 
applications de gestion 
des médicaments.
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already shows us that inadequate user identifica-
tion and authentication are major contributors 
to privacy breaches and data insecurity.3

This study analyzes the privacy and security 
of free medication apps available to Canadians. 
While apps that help patients manage medica-
tions require the input of sensitive information, 
the privacy and security of those apps have not 
been clearly explored. Without careful attention 
to this growing area, Canadians who use medi-
cation apps remain at risk of losing privacy in 
the vital area of their own health care.

Background

mHealth and medication apps
mHealth is a term increasingly used for health 
care–related practices supported by mobile 
technologies. The World Health Organiza-
tion defines mHealth as a “medical and public 
health practice supported by mobile devices, 
mobile phones, patient monitoring applications, 
personal digital assistants and other wireless 
devices.”4 The promise of mHealth is that it pro-
vides health care professionals, patients, govern-
ments and other stakeholders with a new way to 
use health resources more effectively.

Mobile health and wellness tools are big 
business. Take the massively popular MyFit-
nessPal, which was recently sold to the fitness 
company Under Armour for a reported $475 
million (US).5 At the time of sale, MyFitnessPal 
had more than 80 million registered users who 
had used the app or website to track calories 
consumed and burned throughout the day. The 
growth in mHealth is also seen in online mar-
ketplaces such as Apple’s iTunes store, where the 
number of medical, health and fitness apps grew 
rapidly, from 9000 apps in 2011 to 43,000 apps in 
2013 and then to 165,000 apps in 2015.1,6,7

Medication apps include pill reminders, dose 
trackers, apps for ordering pharmacy refills and 
medication lists. In 2013, Dayer et al.8 identified 
160 medication adherence apps in the US Apple 
iTunes and Google Play stores, close to half of 
which were free. Almost all the apps provided 
medication reminders and alerts, about a third 
tracked missed doses and a quarter allowed 
users to sync or export their personal health 
data. Considering that an estimated 6% of all 
mHealth apps now provide medication informa-
tion or reminders,1 medication apps are a cat-
egory needing careful attention.

Regulating medication apps
To complicate matters, mHealth apps such 
as medication listing or reminder apps fall 
into a regulatory grey zone. In Canada, medi-
cal devices are subject to the Medical Devices 
Regulation and the Food and Drugs Act.9,10 
Regulated devices are those that help with the 
diagnosis, treatment, prevention and mitigation 
of disease (e.g., electrocardiogram), that restore 
or modify bodily functions or structures (e.g., 
pacemaker) or that can be used in the diagno-
sis and care of pregnancy (e.g., pregnancy test). 
The benefit of regulation is that it dictates how 
manufacturers must handle complaints, report-
ing and recalls. The challenge, however, is that 
in much of the world, the regulations governing 
medical devices were drafted before the rapid 
growth of the mHealth industry. This means 
little to no oversight for the mHealth apps that 
do not fall easily within the definition of a medi-
cal device.

In recent years, regulators such as Health 
Canada and the U.S. Food and Drug Adminis-
tration have made clear their intent to regulate 
only mHealth tools that fit within the traditional 
definitions of a “medical device,” such that the 
tool is an accessory to a regulated medical device 
or that it converts a mobile device, such as a 
smartphone, into a regulated medical device.11,12 
Early examples have included the AliveCor 
Mobile ECG smartphone case that converts a 
smartphone into an electrocardiograph and the 
Withings Wireless Blood Pressure Monitor that 
converts a smartphone into a blood pressure 
meter. Meanwhile, medication apps that merely 
collect or track a user’s list of medications fall 
outside any definition of a medical device and 
remain unregulated.

KNOWLEDGE INtO PrActIcE 

 • Health professionals cannot assume mobile health apps are designed 
to secure private information.

 • Of the 184 free medication apps available in canada, only a third have 
a privacy policy in place.

 • Most free medication apps do not give the user the option to secure 
the personal health information that they enter into the app.

 • Health care professionals and organizations need to put pressure on 
developers of medication apps to ensure that privacy and security is a 
priority.
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Keeping medication apps private
Another aspect of regulation is privacy. Medi-
cation apps collect sensitive personal health 
information such as the medications a patient 
is taking and a record of treatment adherence. 
Federally in Canada, the Personal Informa-
tion Protection and Electronic Documents 
Act (PIPEDA) applies to organizations that 
are engaged in commercial activities, such as 
software developers and app developers who 
collect, use and disclose health information.13 
Exceptions are Ontario, New Brunswick and 
Newfoundland, which have legislation deemed 
similar enough to allow for an exemption from 
PIPEDA. In Ontario, for example, the Personal 
Health Information Protection Act (PHIPA) 
outlines how health care professionals, organiza-
tions and information technology providers can 
collect, use and disclose personal health infor-
mation such as medication information.14,15

The challenge of trying to apply legislation 
such as PIPEDA or PHIPA to an mHealth app is 
that there is no clear category for mHealth devel-
opers, unless the developer has created a product 
that helps a health information custodian such as 
a health care professional manage personal health 
information. The legislation is even less clear when 
someone downloads an mHealth app from another 
province or country.16 The result is that individuals 
who choose to use an mHealth app like a medica-
tion reminder app cannot assume medical device 
regulations or privacy legislation will protect them.

Locking down medication apps
Although people’s awareness of data security is 
increasing, between 40% and 60% of smartphone 

users still do not secure their phones, with the 
most common reasons being to be identifiable 
to emergency personnel, to allow a lost phone 
to be returned and because the user believes 
there is no sensitive data on the phone.17-19 In 
fact, since people put personal information on 
smartphones frequently, that data can be even 
more valuable—and more vulnerable—than 
what is on a desktop at home or the office. Most 
people routinely lock their desktop but do not 
realize the importance of protecting their smart-
phone with a simple, 4-digit PIN or passcode. 
The inclusion of sensitive medication data adds 
to the need to ensure privacy.

The risks are more than simple speculation. 
In 2015, Dehling et al.20 published an analysis of 
24,405 health-related apps and identified 12 cat-
egories of app risk, with medication apps being 
at the highest risk of damage due to data leaks, 
manipulation or loss. Without more transpar-
ency, patients and health care providers will not 
feel confident that medication apps are safe and 
secure. Thus, we need to mark medication apps 
as a security priority in the mHealth space. The 
objective of this study was to examine the pri-
vacy and security of medication apps available 
on the Canadian market to identify areas for 
improvement.

Methodology
To identify English-language mHealth apps 
used for medication management, 2 authors 
(J.B., K.W.) generated a list of apps for review. 
We searched the Canadian iTunes store for iOS 
apps using an Apple iPad Air 2 and searched 
the Canadian Google Play store for Android 
apps using a Google Nexus 7 tablet. We used 
the following search terms for both sites: medi-
cation management, medication reminder, pill 
reminder, medication tracker and electronic 
health record.

The 2 reviewers downloaded all apps that 
appeared to be related to medication use onto the 
study devices. In cases in which an app was avail-
able in both iOS and Android, the app was down-
loaded onto both devices, and differences were 
noted. We included apps that contained some 
aspect of personal health information related 
to medications, were available in English, were 
intended for consumer use and were available 
free of charge. We excluded all paid apps and any 
app that did not contain or imply any personal 
health information (e.g., an alarm clock app with 

MIsE EN PrAtIQUE DEs cONNAIssANcEs 

 • Les professionnels de la santé ne doivent pas supposer que les 
applications mobiles de santé sont conçues pour sécuriser les 
renseignements privés.

 • Parmi les 184 applications de gestion des médicaments gratuites qui 
existent au canada, un tiers seulement disposent d’une politique de 
confidentialité. 

 • La plupart des applications gratuites de gestion des médicaments ne 
donnent pas le choix aux utilisateurs de sécuriser les renseignements 
médicaux personnels qu’ils entrent dans l’application. 

 • Les professionnels de la santé et les organisations médicales doivent 
faire pression sur les développeurs d’applications de gestion des 
médicaments pour que la confidentialité et la sécurité soient des 
questions prioritaires.
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no medication information). Personal health 
information, as defined by PHIPA, includes any 
identifiable information related to the mental or 
physical health of an individual. In other words, 
this would entail identifiable information such as 
a name or email plus medical information such 
as family health history, doctor’s notes, health 
card number and diagnosed illnesses.21

Two authors independently evaluated all 
downloaded apps using a standard data collection 
form. We coded for the presence or absence of the 
following information: privacy policy; encryp-
tion; remote wipe; third-party sharing; optional/
mandatory password; medication list; medica-
tion alerts; alert/reminder privacy; medical con-
ditions; allergies; personal information such as 
name, gender, date of birth, contact information; 
health provider name; insurance information; 
physical measurements such as height, weight 
or blood pressure; and optional payment. After 

coding was completed, we measured interrater 
agreement using Cohen’s Kappa statistic.

Results
We identified a total of 455 free apps from the 
Canadian Apple iTunes store and the Google 
Play store, including 184 apps that met our inclu-
sion criteria. The ratings agreement was 0.796 
and 0.853, for Apple and Android, respectively, 
with most differences in opinion occurring over 
interpretations of the privacy policies.

Of the 184 free medication apps evaluated 
(Table 1), more than two-thirds (70.1%, 129/184 
apps) did not have any type of password protec-
tion or sign-in system. Of the 29.9% (55/184) of 
apps that did have some measure of user authen-
tication, we identified 39 that required users to 
log in using an email and password combination 
at first use. In addition, of the 184 apps evaluated, 
12 apps had the option of turning on a password 

Table 1 summary of the privacy and security of free medication apps available in canada (n = 184)

apple iOS  
apps (n = 93)

android  
apps (n = 91)

Total  
(N = 184)

security and privacy features of medication apps  

 Password protection available 35 (37.6%) 20 (22%) 55 (29.9%)

  Mandatory password 28 15 43

  Optional password 7 5 12

  Mandatory email and password combination 25 14 39

 Medication alerts available 72 (77.4%) 80 (87.9%) 152 (82.6%)

  Private alerts (e.g., hidden from lock screen) 11 9 20

type of information collected by medication apps

 Personal information: name, gender, date of birth 44 (47.3%) 33 (36.3%) 77 (41.9%)

 contact information: address, email, phone no. 29 (31.2%) 17 (18.7%) 46 (25%)

 Health information (other than medication names) 82 (88.2%) 82 (90.1%) 164 (89.2%)

 Optional provider sharing (e.g., email to provider) 2 (2.2%) 4 (4.4%) 6 (3.2%)

Privacy policies of medication apps

 Privacy policy available 40 (43%) 23 (25.3%) 63 (34.2%)

  Encryption of collected information 10 8 18

  remote wipe of collected information 1 0 1

  third-party sharing a possibility 24 11 35

 Privacy policy absent 53 (57%) 68 (74.7%) 121 (65.8%)
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feature—either as 4-digit PIN or an unrestricted 
password of the user’s choosing (e.g., our default 
password was “kg”).

Most free medication apps had an alert or 
reminder tool that would help the user with 
medication adherence. More specifically, 82.6% 
(152/184) of the apps evaluated had the option 
of turning on a reminder/alert. Of those 152 
apps, 132 had a public alert. This meant that the 
pop-up was visible on the lock screen and the 
medication name was displayed. Only 20 had 
private alerts where the medication name was 
not displayed or could be changed for privacy.

We also evaluated the apps for the types of 
information collected, in particular, personal 
information, contact information and health 
information. Of the 184 apps evaluated, 41.8% 
(77/184) requested personal information such as 
name, gender or date of birth. Moreover, at least 18 
apps required this information for the app to func-
tion. Contact information (such as address, email 
or phone number) was requested in 25% (46/184) 
of apps, being mandatory in at least 4 apps. Health 
information included insurance number, personal 
health card number, disease measurements, aller-
gies, conditions and medication names and sched-
ules. The majority (89.1%, 164/184) requested 
health information other than medication name. 
In addition, the information collected by these 
apps can be shared with health care practitioners 
in 3.2% (6/184) of the apps evaluated, with no 
information available about the level of security or 
encryption present during these transfers.

Last, the privacy policies in the evaluated 
apps were coded for the presence/absence of 
encryption, remote wipe and third-party shar-
ing. Of the 184 free medication apps evaluated, 
only one-third (34.2%, 63/184) had a privacy 
policy available. Within the 63 privacy policies, 
18 stated that the information collected by the 
app would be encrypted, 1 mentioned remote 
wipe was used for data removal and 35 said the 
information collected may be shared with third-
party companies.

Discussion
More than two-thirds of free medication apps 
available to Canadians lack basic security mea-
sures such as password protection or a privacy 
policy, despite collecting sensitive personal 
health information. Even more concerning, 
while 89% of free medication apps ask for addi-
tional health information such as a diagnosis 

or a disease measure, only 40% ask for identi-
fying information and 19% mention data shar-
ing, raising concerns that many medication apps 
are actually collecting and sharing data with 
third parties without user knowledge. Further, 
only 10% of apps mentioned that the data are 
encrypted, and only 1 app allowed the user to 
remotely wipe data in the event of phone loss or 
theft. One of the most private and secure apps 
appears to be Pill Manager (Healthnet), which 
has a mandatory PIN, an alert that can be hid-
den and a privacy policy stating it is encrypted 
and has no third-party sharing.

What is most concerning about our findings 
is that despite the expectation that users will pro-
tect their own data, most free medication apps 
do not give the user the option to secure the 
personal health information that they enter into 
the app. The ongoing privacy concerns mean 
clinicians need to be careful when recommend-
ing medication apps to patients, and developers 
need to step up their game.

Research in the crucial area of mHealth app 
security and privacy is scant but does support 
our study’s findings. A recent evaluation of 
Android diabetes apps found that 81% of apps 
reviewed did not have a privacy policy, slightly 
higher than our findings of 66%.22 Similarly, a 
study of bipolar disorder apps for the Android 
and Apple devices found that while 50 collected 
personal data, 76% did not have a privacy policy 
and only 38% required a user account or pass-
word, which was slightly higher than the 30% in 
our study.23 Finally, the review by Dayer et al.8 
identified that only 3% of 160 U.S. medication 
apps were compliant with the U.S. federal pri-
vacy legislation known as the Health Insurance 
Portability and Accountability Act (HIPAA).8 In 
the 2014 Global Privacy Enforcement Network 
sweep of 1211 mobile apps, which included 
mHealth apps, reviewers found that only 1 in 
7 apps offered a clear explanation of how they 
were collecting, using and disclosing personal 
health information.24 Without more transpar-
ency, patients and health care providers will not 
feel confident that medication management apps 
are safe and secure.

Ideally, all apps that allow users to store medi-
cation information will give users the option of 
securing their data using multifactor authenti-
cation through the use of 2 or more authentica-
tion options such as a fingerprint with a PIN. 
Medication apps should include plain-language 
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privacy statements that clearly indicate if data 
are being shared with third parties and which 
data. Other important security measures should 
include remote wipe, encryption, timeouts after 
a number of unsuccessful authentication tries 
and secure PIN/password resets. On the back 
end, sensitive data such as passwords, finger-
prints, medication lists and disease markers 
should also be stored in encrypted (and authen-
ticated) form and made inaccessible to other 
untrusted/unsecured software. In addition, only 
hashes of passwords, fingerprint data and pat-
terns locks should be stored for further protec-
tion. Cryptographic keys, such as those used for 
sensitive data encryption, should also be stored 
securely and generally made inaccessible to 
users and other untrusted/unsecured software. 
Finally, medication apps need to support multi-
party authentication both on the device and over 
secure clouds to allow patients control over who 
may access their data, including clinicians and 
caregivers.

This study did have its limitations, as it was not 
feasible to evaluate all medication apps intended 
for consumer use. We limited our sample group 
to apps that were available on the Canadian 
iTunes and Google Play stores, free to use and in 
English. Hence, other medication apps, includ-
ing paid apps or apps in another language, may 
include better security measures and privacy 
policies. To manage the study’s weaknesses, we 

chose apps from both iOS and Android systems, 
which allowed us to have a more complete pic-
ture of what apps are currently available. We also 
ensured that the apps downloaded were inde-
pendently evaluated by 2 authors and that the 
interrater agreement was measured, strengthen-
ing our results. Future research could examine 
the maximum amount a patient is willing to pay 
for an app and to assess if paid medication apps 
have better security measures in place than free 
apps.

Conclusion
Our medication information, in the wrong 
hands, has the potential to affect our personal 
relationships, employment and well-being. Of 
the 184 free medication apps available in Can-
ada, all contain sensitive medication informa-
tion, 89% collect additional health information 
and only a third have a privacy policy in place. 
Looking to the future, health care profession-
als and organizations need to put pressure 
on mHealth developers to build systems that 
secure medication data. When designed to be 
secure and private, medication apps have the 
potential to improve the health of Canadians 
by improving how we use medications. Until 
then, it will be very difficult for health care 
providers to support patients in adopting the 
growing number of mHealth apps for medica-
tion management. ■
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