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Abstract

Big data in medicine--massive quantities of health care data accumulating from patients and
populations and the advanced analytics that can give it meaning--hold the prospect of becoming an
engine for the knowledge generation that is necessary to address the extensive unmet information
needs of patients, clinicians, administrators, researchers, and health policy makers. This paper
explores the ways in which big data can be harnessed to advance prediction, performance,
discovery, and comparative effectiveness research to address the complexity of patients,
populations, and organizations. Incorporating big data and next-generation analytics into clinical
and population health research and practice will require not only new data sources but also new
thinking, training, and tools. Adequately used, these reservoirs of data can be a practically
inexhaustible source of knowledge to fuel a learning health care system.

Netflix, the popular entertainment company, is known for making useful movie suggestions
to its customers. In 2006, the company embarked on a project to further improve its ability
to predict which movies its customers would like.[1] Through an open competition, Netflix
offered a $1 million prize to the group that most improved on Netflix’s traditional approach,
which was based on conventional statistics.

The Netflix strategy for improving service was interesting, in part, for what it did not do.
Netflix did not hire psychologists to develop conceptual models of the factors that influence
an individual’s viewing experience. It did not test hypotheses about the theory of choice or
the determinants of genre preference. It did not perform randomized controlled trials to
compare ways of presenting information to customers.

Instead, Netflix chose to exploit its data. Netflix provided competitors for the prize with 100
million ratings submitted on almost 18,000 movie titles by almost 500,000 people. The
winning teams not only focused on how each person rated movies, but also importantly
discovered that an individual’s ratings were influenced by factors such as whether the person
ranks many movies at a time (which tended to accentuate positive or negative preferences) or
by the overall popularity of a movie across raters at a particular point in time. Ultimately, the
winners produced an algorithm that increased accuracy of predicting ratings by 10 percent.

The Netflix competition exemplifies a data-driven approach that is emerging from a new era
of big data. Big data has been described as the rapidly increasing size of available data, the
speed with which it is produced, and the ways in which it is represented.[2] It also can refer
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not only to the data but to the possibilities of discovering new knowledge by leveraging
massive data collections in novel ways. The analytic methods for big data typically depart
from traditional statistics and hypothesis testing, and incorporate techniques such as
machine learning, a form of artificial intelligence that employs advanced mathematical and
computational systems to reveal information from the data, commonly for the purpose of
prediction and discovery.

Learning from large, complex data is becoming routine in commercial enterprises. Many
companies use immense quantities of information available to them from purchases,
searches, and social media to model consumer behavior. Advanced data management and
analysis is exemplified by leading information companies, including Google, Facebook, and
Amazon,[3] and government organizations, such as the National Security Agency (NSA).[4]

Google leverages the information from trillions of individual pages on the Internet and
develops programs and formulas to produce search results that match, within seconds, its
users’ needs.[5] Amazon not only employs its data collections to accurately suggest products
to its customers, but has improved its predictive analytics to the point that it now has a patent
for anticipatory shipping, a method that one day could lead to the shipping of products
customers are expected to buy based on previous orders and other factors.[6] The NSA is
creating methods to provide real-time analyses to rapidly characterize and assess social
communications, with the ability to handle trillions of connections.[4] The NSA, Google,
Facebook, and others exemplify the use of new approaches such as graph analyses, a method
of portraying data in three-dimensional space and as nodes and edges rather than rows and
columns. The analysis of this web of information can highlight relationships and the
structure of associations, such as those that exist in social networks.[7] In medicine, such
methods may improve classification of disease, reveal ways to determine the influence of
particular physicians on practice patterns, or predict a patient’s clinical events.[8,9]

This article discusses the need for the clinical research enterprise to expand its approaches to
generating new clinical and population health knowledge. The approaches, which will
involve systematically collecting and harvesting big data from many different sources, will
require new thinking, new training, and new methods and tools.

The Stakes

The current medical research enterprise cannot keep pace with the information needs of
patients, clinicians, administrators, and policy makers. The flow of new knowledge is too
slow, and its scope is too narrow. The medical research community’s delay in adopting big
data approaches has left it particularly ill prepared for a precision medicine future that is
designed to provide personalized information and individualized care.[10]Medicine aspires
to a learning health care system, but is failing to rapidly learn from the data being generated
through the course of clinical care.

For anyone who is ill and for those providing care to them, the uncertainties almost always
outweigh what is known. Patients and clinicians often have too little information to
determine in specific instances which strategies to avoid because they fail to provide
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benefits, and which to embrace because they are most likely to produce outcomes that the
patient values. When evidence does exist for a particular decision, it often is not applicable
to the person in need. Moreover, the data generated in every day medical practice is largely
wasted. To better inform decisions, we urgently need better personalized predictions about
prognosis and response to treatments; a deeper understanding of the complex factors and
their interactions that influence health at the level of the patient, the health system, and
society; enhanced approaches to detecting safety problems with drugs and devices; and more
effective methods of comparing prevention, diagnostic, and treatment options.

Medical practice and clinical research are still largely anchored in producing new knowledge
through studies that tend to narrow the research question and avoid complexities of real-
world practice. Clinical trials, for instance, often exclude complicated patients--those who
may have several medical ailments and complex regimens--who are typical of patients that
are seen in medical offices. These studies are most commonly focused on a single question,
are commonly expensive, and take years to complete. Moreover, most studies are poorly
equipped to explore how various factors may interact to influence the result for a particular
patient. Meanwhile, data generated every day, for a variety of practical purposes, could serve
as a practically inexhaustible source of knowledge to fuel a learning health care system.
However, to date, these data are largely wasted as a source of research and rarely
investigated, in the course of medical research, with big data analytics.

Despite the potential of big data approaches, the progress in medical research methods
pertinent to big data has largely been sequestered in the more basic sciences such as
bioinformatics, which has a vibrant community of researchers who employ computers as
their laboratories and elevate data science to a foundational skill.[11] They apply novel
approaches to massive troves of biological data and, as early adopters of open science, share
data assets and provide ample opportunities for cross-pollination of ideas and techniques.
Until medicine develops a robust clinical research community that embraces these
contemporary opportunities and fully realizes the promise of big data, the large gap between
the available evidence, what is needed and what could be generated will persist.

New Thinking

The integration of new approaches will require new thinking on the part of medical
authorities regarding the ways in which this type of health and health care research can best
contribute to the productivity of the research enterprise.[12-14] Clinical medical research
has often subordinated insights that are derived empirically from existing data to those that
are based on theory and experiment. Studies that start with exploiting data are often
considered inferior to those that first formulate a hypothesis stemming from a presumptive
understanding of mechanism. However, many types of research questions can be addressed
before understanding the direct cause of disease — or can even provide insights that
eventually lead to an understanding of mechanism.

For example, researchers can use approaches that are designed to reveal clusters of patient
groups that might suggest new taxonomies of disease based on how similar they are
according to a broad range of characteristics, including outcomes.[10] It may be, for
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instance, that based on biological, clinical, behavioral, and outcomes data there are many
more types of diabetes than previously appreciated. The empirical classification could be
shown to have value in selecting treatment strategies and predicting outcomes. This
knowledge can be useful even in advance of understanding the underlying mechanisms of
disease and response to therapy. In fact, in medicine there is precedent for discovering
effective therapies (e.g., aspirin) before knowing why it produced a benefit.

Advances in prediction are possible simply by learning from the data and creating
approaches that are highly reproducible and consistently perform well in different settings
and with different patients. Amazon can predict customer preferences without knowing why
customers have those preferences--and the prediction is useful even without a deep
knowledge of why patients have those preferences. Similarly, using methods of signal
detection, data-driven research may identify better ways to detect safety problems with drugs
and devices prior to understanding the underlying cause.[15] The same may be true with
predicting epidemics.

New big data methods can turbocharge powers of observation in health care. In the same
way the microscope enhanced eyesight, sophisticated mathematical and computational
approaches can augment what can be “seen” and understood from massive amounts of data.

Inductive Reasoning

The new way of thinking can embrace inductive reasoning and pattern recognition on an
equal basis with deductive reasoning.[16] Much of contemporary medical research involves
deductive reasoning, which starts with a general theory and a hypothesis evolving from it,
and pursues studies to test conceptual models. Inductive reasoning and pattern recognition,
in contrast, begin with observations and builds to specific conceptual models or creates tools
that have utility in informing decisions. They key is to test the consistency of the results and
ensure the validity of the conclusions.

Many medical research leaders have legitimately been skeptical of empiric work preceding
theory due to the possibility of false positive conclusions. For prediction, discovery and
signal detection, the value of inductive reasoning and pattern recognition can be self-evident
from the value of the information that is generated. If a new method of prediction is better
than the current method, then the results should allay concerns about the provenance of the
method.

The concern about inductive reasoning is particularly important in settings seeking to infer
causal relationships. False positive findings from investigations into genomic associations
that started with the data are indeed an example of the hazard of pursuing knowledge about
causation without theory.[17] This issue in not solely about big data approaches, though the
multiple comparisons in big data approaches may accentuate the risk of false positive
conclusions. And yet, experts are not precluding the possibility that big data approaches can
ultimately assist in revealing causal relationships, which would enable the comparison of the
effectiveness of therapies in real-world use across a diversity of patients that characterize
usual medical practice.[18] Nevertheless, the inductive process, for the purpose of
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understanding causation, is often less certain and conclusions are often expressed in terms of
confidence levels rather than as definitive conclusions. Findings can make us more or less
confident about whether one factor causes another. For example, no one would conduct a
human experiment to test whether smoking causes cancer, but the empiric data offers a
strong confidence in the causal relationship. Scientists have developed and refined criteria to
help with these types of inferences.[19] We will need to develop criteria that govern the
ways to interpret results from millions and trillions of observations that are relevant to
decision-making at the bedside. The validation of these results will be critical to instill
confidence in their utility in studies the involve causation, such as comparative effectiveness
studies.

Complexity

Another issue is the need for new thinking about the importance of research that can account
for the complexity of patients and medical decision making. The current paradigm and the
available methods often involve a reductionist framework that ultimately fails to provide
information that is primed for the complexities of patients and medical practice.
Reductionism states that a system can be defined by the sum of its parts and described by its
individual components--an approach that likely cannot capture the complexity of the human
body, disease, and health care delivery systems. Complex interactions can lead to emergent
phenomena that cannot be predicted directly and result from many related factors. The
prototypical example is the snowflake, whose appearance cannot be directly predicted by the
temperature or clouds--but is a result of the interactions of those influences and others.

Although this broader type of thinking is prevalent in systems biology, it has not yet entered
mainstream clinical medical research. The convergence could occur through the vision
promulgated by Leroy Hood, a pioneer in molecular biology and systems biology, who has
written that patient-activated social networks, big data, and systems medicine, in concert
with advanced analytics, is leading to “medicine that is predictive, preventive, personalized,
and participatory.”[20] Big data approaches can retain the complexity of the data and
illuminate the ways that biological, demographic, clinical and environmental factors interact
with each other to influence risk and outcomes.

Machine Learning And Other Advanced Analytic Techniques

The advances in big data will require openness by researchers, funders, and end-users to
employing machine learning, data mining, and machine-based algorithms. These techniques,
which are already prevalent in biological sciences, use computer programs that help
scientists reveal patterns and relationships that might not otherwise be appreciated or
anticipated. The researcher can search for patterns without knowing what may emerge. This
approach is very different from developing a research project around a specific question and
requires stringent methods to validate findings to ensure they are not occurring by chance.

Such investigations are common in other fields, such as astronomy. Joe Bredekamp, senior
science program executive at NASA Science Mission Directorate, has written that “The
scientific discovery process [in astronomy] is increasingly dependent on the ability to
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analyze massive amounts of complex data generated by scientific instruments and
simulations. Analysis is rapidly becoming the bottleneck, if not chokepoint, in the process.
This situation has motivated needs for innovation and for fostering of collaborations with the
computer science and technology community to bring advances in those fields to bear on the
scientific investigations.”[21] Medicine is facing these same challenges and is slowing
responding by placing an emphasis on ways to increase the speed and fidelity of what can be
learned from data.

Machine learning can also circumvent the confirmation bias that can contaminate
investigations directed by scientists with strong, pre-existing ideas. Machine learning can
provide input similar to that of a truly independent expert. The results of these types of
analyses still need to be evaluated and interpreted by scientists with content expertise in
medicine, but they can accelerate the ability to generate useful knowledge.

Another area that needs new thinking surrounds the imperative to use data generated from
everyday life. An aspiration of big data practitioners is to leverage data that has low costs of
production and is readily available. For example, the vast amount of potential information
that is continuously generated from patient experience with health and health care remains
untapped. A premise of big data is that those daily interactions, captured through medical
encounters, health behaviors, and other data produced for a variety of purposes can be the
source material for vast amounts of medical research that can ultimately meet the needs of
future patients, clinicians, and other health care professionals. There is the potential to learn
from each patient, but only if there is a commitment to making the data available and
organizing it appropriately. The new thinking has to embrace the importance of not wasting
this potential source of knowledge. The essence of a truly learning health care system will be
to learn from its daily experience.

New Training

Medicine is an information profession, and the underlying basis of investigation must
increasingly include data science. There is a need to invest in strengthening the skills of
clinical investigators, very few of whom are thoroughly trained in data science. New terms
such as Hadoop (a programming framework that supports the processing of massive data
across many computers), unsupervised learning (analyses that seeks to find hidden patterns
within the data), graph analytics (analyses that use graphs to understand relationships and
patterns), and natural language processing (analyses enabling computers to derive meaning
from human language and thus to extract knowledge from documents) will need to become
part of the research lexicon. Such terms will need to become a part of medical curricula,
including those used in distance learning and the discourse of knowledge communities.

Informatics skills will also be necessary, given the need to understand how to best generate
the reagents (the data) for this research. Curricula for investigators will need to evolve to
produce the human capital and cross-field collaboration necessary to pursue this work. New
academic tracks will need to be considered as well as new funding mechanisms for
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previously unconventional research and the integration of new types of expertise into clinical
departments. In addition, clinicians’ mindsets must change such that they are more
comfortable with the evidence that is generated from these new approaches.

New Methods And Tools

Even with new thinking, implementation will not be possible without practical methods and
tools, customized for issues germane to medicine. Conventional methods have been very
useful, but researchers often contort their questions to fit methods that may not adequately
accommodate complexity. New methods of classification, methods of describing disease that
go beyond the diagnostic labels we have historically inherited, that are better suited to
incorporating this complexity are needed and could allow interventions to be customized for
each group. Variations of these methods abound in other fields, but are conspicuously absent
in mainstream medical research.

Beyond the development of these tools, health care leaders need to direct attention toward
implementation. The new tools need to not only incorporate novel approaches, but also have
the capacity for easy and useful application. A path toward achieving this might be through a
research commons where massive data assets can reside and where investigators can share
and refine tools to interpret them, as has been done in other fields by services such as
ZENODO,[22] created by the European Commission’s Open AIREplus project. Similar
initiatives are being developed by Optum Labs and the Health Care Cost Institute, and there
will likely be more over time.[23,24]

These analytic methods and tools may depend on a variety of approaches including
geometric data organization and visualization, analytic algorithms, Bayesian networks and
graphical models, spatiotemporal analytics, and high-dimensional modeling and
interference. These words and concepts, representing advanced analytic strategies, will be
unfamiliar to most people involved in clinical research, and their widespread use will require
training and incorporation into standard software packages.

The importance of methods and tools to analyze these massive data collections was
highlighted in Frontiers in Massive Data Analysis, a National Research Council (NRC) of
the National Academies Press report published in 2013.[18] The report emphasizes this
urgent need and draws attention to complex interactions and causal relationships that might
emerge from big data efforts. In particular, it describes the necessity of combining
algorithmic (mathematical) and inferential (statistical) perspectives. According to the report,
“Harnessing massive data to support causal inference represents a central scientific
challenge” and, to date, “causal modeling in massive data has attracted little attention.” This
guidance has relevance to other approaches to interpreting data as it addresses scalability,
complex interactions, and the spatiotemporal characteristics of the data. The document also
highlights the need to develop methods that can be used to draw conclusions about
causation, which signals the NRC’s recognition that such methods may be useful for
comparative effectiveness studies.

Health Aff (Millwood). Author manuscript; available in PMC 2017 June 05.



1duosnuen Joyiny 1duosnuey Joyiny 1duosnuen Joyiny

1duosnuep Joyiny

Krumholz Page 8

Challenges

Data assets are growing, but major gaps remain in the quality and quantity of data. In
addition, privacy issues mandate the need to balance security of the data with the desire to
share them. The imperative is to find ways to safely share data because open science and
data sharing are essential to providing the opportunity for replication.[25,26]

Validation of findings becomes an essential component of the research as broad-based
investigations include many different analyses. Perhaps the biggest impediment is a medical
research culture that has demonstrated little interest in the adoption of new methods.

Insularity of research teams also slows progress. This type of work requires interdisciplinary
collaboration and deep investments in learning languages and customs across disciplines.

What The Future Could Hold

Big heterogeneous data have overwhelmed the human researcher’s intuitive ability to see
correlations using classical statistical methods. Thus, there is a vital need for algorithms that
enhance medical practice and public health — and help researchers discover important
relationships. The challenge is to develop algorithms such as those that promote an
understanding about which of the hundreds or thousands of dimensions of data are
correlated unexpectedly, which are correlated trivially, and which are not correlated. For
example, in understanding the factors that are related to a patient’s recovery after surgery,
advanced algorithms can produce predictions of the results, incorporating biological,
clinical, demographic, and psychosocial information in addition to physician, hospital,
health care system, and geographic factors.

In addition, many of these factors are connected to and interact with other factors in ways
that are poorly understood. Moreover, recovery can be described in different ways, based on
symptoms, function, resource use, and survival. When a patient has an adverse outcome,
which of the many dimensions of data are important and which can be ignored? In the past,
researchers would seek to identify a parsimonious set of variables, well chosen for their
likely relationships with what is being studied, and minimize the complexity to isolate a
single effect--as if health and disease could be understood through the illumination of single
effects.

Novel approaches that leverage these data assets could initiate an era of remarkable new
insights that transform medicine. They could extend the ability to pursue classes of problems
such as prediction and signal detection. Such information could allow the preemption of
health care problems and properly target interventions. In the same way that Amazon does
anticipatory shipping, health providers could do anticipatory interventions as the data begin
to indicate that patient risk is rising.

The potential of big heterogeneous data to help understand causal relationships should also
be considered. For example, research could support studies to compare outcomes of different
treatments. Better characterization of patient profiles could elevate the ability to control for
factors that can confound studies and lead to false conclusions. With better profiling of
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individuals, it would be possible to match patients who are and are not treated in certain
ways to determine the effect of specific strategies. Given that it is not possible to conduct
enough trials to cover all the types of patients, methods that leverage actual experience could
be critical to producing evidence applicable to the full range of patients.

In our research team’s own research, we are discovering the value of using machine learning
techniques. For example, we have used these methods to phenotype hospitals, defining
groups that have similar profiles and performance. In one study, we evaluated the way that
hospitals abandoned an expensive medication that was shown to be potentially harmful and
found very different patterns among hospitals, with some groups characterized by rapid
change in practice in response to new information about the drug and others changing more
slowly.[27] The insights about the hospitals were only possible with comprehensive data and
advanced analytics that revealed similarities among hospitals that otherwise would not
appear to be alike.

We also used massive data collections from a large number of hospitals and employed
automated routines to classify hospitals based jointly on their financial and clinical
performance.[28] We determined value phenotypes among groups of hospitals, exposing
similarities among institutions that, on the surface, did not appear to have much in common.
[27,28] The next step is to understand what hidden factors influenced the similar
performance. This type of analysis opens the way for investigations of the determinants of
these differences, perhaps leveraging methods that have illuminated factors that produce
positive deviance and ultimately developing interventions to improve performance.

These types of investigations are amenable to queries and may better exist in interactive

formats. In the future, the products of scientific inquiry may evolve from a static journal

publication to a more dynamic platform for presenting and updating results. This type of
interactive platform could enhance the relevance of the research to decision makers who
want to know how the results change in response to changes in some parameters, as they
seek to customize the information to their needs.

To achieve this future, there is a need for initiatives, such as the big data to knowledge
centers being funded by the National Institutes of Health,[29] to provide funding for
interdisciplinary teams of researchers, in collaboration with patients and other stakeholders,
to produce new methods and tools. Progress will occur rapidly if the value of the
information from the new research is clear, the products improve the health of patients, and
perhaps even improve the value of health care.

Conclusion

This is a historic moment in medicine. There is a remarkable opportunity to promote
medicine as an information science and strengthen the foundations of a learning health care
system, defined by the Institute of Medicine as one “designed to generate and apply the best
evidence for the collaborative healthcare choices of each patient and provider; to drive the
process of discovery as a natural outgrowth of patient care; and to ensure innovation, quality,
safety, and value in health care.”
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To achieve this vision, it is imperative to fundamentally augment the ability to learn from
experience and produce knowledge with the speed, efficiency, relevance, and quality
necessary to fulfill the needs of patients, clinicians, researchers, policy makers, and health
care systems. Massive repositories of potential knowledge, populated by data from health
care visits, devices, administrative claims, and biospecimens, are increasingly available.

The promise of massive data assets lies not merely in their size, but in the way they are used.
For the clinical medical research enterprise to achieve its potential, it needs to catch up with
the world around it and reflect the complexity within it. Adequately used, these reservoirs of
data can be a practically inexhaustible source of knowledge to fuel a learning health care
system.
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