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Abstract Ever since the advent of Smartphones,
Smartphone applications (SAs) are revolutionizing the
contemporary medicine. Smartphone application which
was created in view of swift communications among the
general public has now intruded the medical fraternity. But
the ethics for using these applications to transfer patients’
medical records through SA is bewildering among the
medical professionals (MPs).
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A questionnaire-based electronic survey was done using
SurveyMonkey™ among the medical professionals
(MPs). Two hundred seven medical professionals of var-
ious hierarchy participated. Many of the participants
were Indian MPs (n = 176) (Fig. 1). Of the 207 MPs,
few participants skipped critical questions, pertaining to
medical ethics (n = 10) and consent from the patients to
transfer the images and health records (n = 6). To a
surprise, many doctors did not get consent to share the
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medical records through Smartphone application (SA)
(n = 119; 59.20%). Though MPs share the patient’s
medical records with their colleagues (n = 117;
56.80%), they preferred to do it in a closed group and
also with data encryption (n = 73; 35.27%). Of the 89
participants who did not share patient details in SAs,
thought that they would do so if the SAs had end to
end data encryption (n = 77; 86.52%). There was a
slight increase in getting consent from the patient to
share details in SAs among the MPs from others coun-
tries (Fig. 2) compared to Indian MPs [1, 2].

Even though MPs started using SA in their routine
medical and surgical practice, ranging from simple text
message broadcasting to opinion seeking and giving,
many fail to adhere to medical ethics and consent tak-
ing. Before MPs face major medico-legal issues, poli-
cies regarding sharing of medical records on SAs have
to be strengthened. The Health Insurance Portability and
Accountability Act, General Medical Council had given
policies regarding sharing of patients’ details in elec-
tronic forms [3]. But if it is for SAs, this becomes

perplexing.
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Fig. 1 Bar chart showing
percentage (%) of Indian MPs
who share (Yes) and do not share
(No) the patients’ details through
SAs

Fig. 2 Bar chart showing
comparison between Indian MPs
and others MPs in getting consent
form to share the patients’ details
in SAs
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