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Abstract

Diagnosis and treatment of diabetes changed little from the Middle Ages through the early 19th century, when the first
chemical test for the condition was developed. In the 20th century, advances in diabetes management gained momentum with
home-use diagnostic devices and mass-produced insulin. In the 2 Ist century, technological developments around diabetes are
advancing so rapidly that a small, discrete system of medical devices that serve as an artificial pancreas are now possible. In
this article, we assert that medical device interoperability and cyber security are necessary preconditions for safe, effective,

and reliable widespread use of the artificial pancreas system.
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Being a doctor before the 20th century was not an enviable
job, especially when treating people with diabetes. There
were no labs with analyzers, latex-free exam gloves, or sani-
tizing hand gel. In 1776, a physician’s tools were a cup and
taste buds, because physicians tasted a patient’s urine to see
if it was sweet, just as doctors had in the Middle Ages (the
first chemical tests for diabetes were not developed until the
early 19th century). This diagnostic method led to the phrase
we use today to refer to the chronic disease: diabetes (siphon)
mellitus (honey). Diabetes mellitus is most common form of
the disease. It is caused by a deficiency of the pancreatic hor-
mone insulin, which results in the body’s inability to metabo-
lize sugars and starch. Sugars therefore accumulate or “spill
over” into the blood and urine. The buildup of sugar in urine
led to the sweetness detected during the unenviable taste test.

Insulin as a treatment for diabetes was shown to be a via-
ble option in the early 1920s, and Eli Lilly and Company
began bulk manufacturing of insulin later that decade. Dip
strips to test for sugar in urine (generically known as “clinis-
trips” or “clinistix”) were introduced in the 1940s. Blood
glucose monitoring for home use did not reach the market
until the 1960s and 1970s, with fairly bulky and complex
devices such as the Ames Reflectance Meter that relied as
much on technique as on science to obtain a valid result.
Fortunately for patients, today the market is awash in small,
discrete, battery-powered diagnostic devices and disposable
test strips that take very little technique to use and provide a
reliable result.

The blood glucose monitoring systems used today are
able to automatically determine blood glucose levels from a
sub-microliter amount of blood placed onto a disposable
chemistry pad. The results are time-stamped and stored,
often with additional user-entered contextual information.
The devices are able to store hundreds of results and later
upload the results wired or wirelessly to external software.
There are also continuous glucose monitors (CGMs) that use
subdermal sensors connected to small electronic devices
contained inside a patch adhered to the abdomen. CGMs
typically measure glucose in the interstitial fluid to estimate
the amount of glucose in the blood and the rate and direction
of change in glucose levels.

Similarly, delivery of insulin has transitioned from reus-
able glass syringes with hypodermics the user had to sharpen
to high-tech insulin infusion pumps capable of near-continu-
ous delivery of minute amounts of fast-acting insulin. Insulin
pumps today are also small and discrete, and are capable of
collecting and sharing large amounts of the user’s health
data.
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Current ongoing development of the various devices used
in the monitoring and treatment of diabetes mellitus includes
continued efforts to increase the precision and accuracy of the
handheld and CGM devices as well as insulin delivery.
However, current methodologies are likely near the limit of
what is technologically possible, especially in the home
environment.

Flexible circuit boards, better and smaller batteries, and
glucose-sensitive inks are some of the concepts typically
mentioned when discussing future diabetes management
technology leaps. The more likely next step, however, is
the interconnection of diabetes management devices.
Interconnection of the devices takes advantage of the informa-
tion collected by spot-monitoring blood glucose (SMBG)
devices, CGMs, and insulin pumps. Each of these devices
already collects a vast amount of a diabetic’s health informa-
tion at various points in time during the day, week, or month.
Most of these devices already contain hardware and software
capable of transmitting the stored information wirelessly using
either Bluetooth (BT) or Wi-Fi technologies. The question for
the near future concerns the risks and benefits associated with
the collection and connectivity of all of that information.

The tie that binds the devices and information into a
system is software: software in the devices (firmware or
embedded software), mobile apps, Fog software, and cloud
(a network of remote servers hosted on the Internet) soft-
ware. A good deal of software exists already that graphs
data from these devices, generates mealtime or titration rec-
ommended amounts for insulin delivered, alerts users of
current or predicted hazardous situations based on results,
and allows clinicians to have a better patient history record.
Tightening the bonds between the various devices and soft-
ware leads us closer to the elusive goal of an artificial pan-
creas.' Realization of an artificial pancreas, while not an
implant, could bring people with diabetes closer to a life
where daily interaction with each device is minimized: the
CGM and insulin pump exchange information with soft-
ware that analyzes the information and sends insulin deliv-
ery adjustments to the insulin pump, all with little interaction
from the user.

But there are costs and risks associated with such a useful
system. Additional research and development (via use of
mathematical modeling) to improve use of CGM and SMBG
data in relation to the body’s reaction to glucose and insulin
are necessary. The ability to tailor a software application to
each individual patient is also needed. Furthermore, success
for such a system hinges on reliable communication infra-
structures; reliable, accurate, and correct data inputs; and the
ability to seamlessly swap out disposables and worn out
equipment during the life of the user. The devices in an arti-
ficial pancreas system must be interoperable.

Interoperability is the ability of 2 or more systems to interact
and exchange usable electronic data. For the current article,
interoperability is further defined as the concept of demonstrat-
ing a system is safe with a user performing and verifying

configuration and connections, while using the device within
the manufacturer’s original intent. Interoperability allows for
information and devices in the system to be shared and inter-
changed seamlessly. Information about the patient, status of
therapy, and status of devices can be shared within the system
and with anyone who has access to the system. For systems
with a cloud-based component, the sharing is limited only by
the number of individuals with access to the data.

Regardless of whether there is a cloud-based aspect to an
artificial pancreas solution, such a solution will undoubt-
edly rely on wireless connectivity. One only needs to look
at devices offered by Medtronic, DexCom, Roche, Lifescan,
and OmniPod to find wireless diabetes management
devices. There are also groups such as the Personal
Connected Health Alliance providing a framework and
guidance on use of wireless communication standards to
aid these manufacturers in developing interoperable
devices.” The advent of inexpensive and energy efficient
communication components like Bluetooth Smart (or low
energy) facilitate the creation of wireless devices and, thus,
wireless networks.> Within the user home, wireless data
hubs such as the Qualcomm Life 2Net hub provide a com-
mon point for collecting data and passing it to cloud-based
software or databases.* In short, the future of wireless
health networks is already here.

With a system of networked devices that have direct
impact on daily (and sometimes hourly) health of a person
with diabetes, security of the network and the associated
information becomes critical from a safety perspective. A
wireless or cloud-based system can be hacked to control the
connected devices or the data from the devices. Ransomware
is a newer form of hacking and may spread more widely than
remote control of devices.’ In these malicious ransomware
attacks, the devices in a system or the associated data could
be made unusable until a ransom is paid. As yet, there are no
known cases of ransomware associated with medical devices.
Furthermore, the most likely targets of ransomware attacks
are devices connected to hospital networks (consider all hos-
pital infusion pumps suddenly shutting down).® The failure
of manufacturers to incorporate adequate cyber and physical
security measures in home use medical devices could lead to
the artificial pancreas system becoming a viable target for
hackers.” But designing and developing these systems con-
sumes resources—measured in both time and dollars—and
consumes even more if addressed reactively rather than
proactively.

Should the dream of an artificial pancreas be dropped due
to fear or should researchers and manufacturers simply plow
full ahead? Neither. A reasoned, risk-based approach incor-
porating continual learning and improvement can help find
acceptable risk associated with an artificial pancreas. As with
any medical device, risks are inherent; continually driving
risks to a level accepted by supporters and users of devices
allows us to use thermometers and first aid equipment; pro-
vides delivery of lifesaving drugs and immunizations; and
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creates the environment and tools to support surgical proce-
dures. All of these medical devices help provide for healthier
and longer lives—despite the risks associated with each.
Cyber threats are simply another risk that must be considered
and thoughtfully addressed in the development and delivery
of interoperable and interconnected medical devices.

The US Food and Drug Administration (FDA) has
increased its consideration of cyber risks during its pre-
market review of medical devices. The FDA also has provided
guidance associated with cyber risks and suggestions for how
manufacturers should address them.'®'" Application of
existing cyber security practices and standards in the med-
ical device industry can also be useful, especially for the
software tying a medical device system together. However,
the application of these standards may require careful
consideration before use, because in terms of user safety,
the health care and life sciences areas in which these
devices are used is less forgiving than typical consumer
electronics.

The rate of change in how diabetes mellitus is diagnosed,
monitored and treated has increased significantly since the
1940s. The near-term future of these devices likely includes
some of the first artificial pancreas systems comprised of
wireless interoperable devices and associated cloud-based
software. For these first-time systems to be successful, cyber
and physical security measures must be included in the
design from the beginning; otherwise, manufacturers will
pay much higher costs in terms of patient safety, regulatory
agency enforcement actions, lawsuits, reputational damage,
and system remediation costs. Perhaps in another 50 years
these early systems will be looked on and considered about
as palatable as tasting urine is considered today. To support
the evolution of these systems, we must ensure the systems
of today and the near future provide consistent, reliable, and
accurate performance and information. Cyber security is piv-
otal in ensuring these goals.
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