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A B S T R A C T

Purpose
To inform the evolving implementation of CancerLinQ and other rapid-learning systems for oncology
care, we sought to evaluate perspectives of patients with cancer regarding ethical issues.

Methods
Using the GfK Group online research panel, representative of the US population, we surveyed 875
patients with cancer; 621 (71%) responded. We evaluated perceptions of appropriateness (scored
from 1 to 10; 10, very appropriate) using scenarios and compared responses by age, race, and
education. We constructed a scaled measure of comfort with secondary use of deidentifiedmedical
information and evaluated its correlates in a multivariable model.

Results
Of the sample, 9% were black and 9% Hispanic; 38% had completed high school or less, and 59%
were age$ 65 years. Perceptions of appropriatenesswere highest when consent was obtained and
university researchers used data to publish a research study (weighted mean appropriateness, 8.47)
and lowest when consent was not obtained and a pharmaceutical company used data for marketing
(weighted mean appropriateness, 2.7). Most respondents (72%) thought secondary use of data for
research was very important, although those with lower education were less likely to endorse this
(62% v 78%; P , .001). Overall, 35% believed it was necessary to obtain consent each time such
researchwas to be performed; this proportion was higher among blacks/Hispanics than others (48%
v 33%; P = .02). Comfort with the use of deidentified information from medical records varied by
scenario and overall was associated with distrust in the health care system.

Conclusion
Perceptions of patients with cancer regarding secondary data use depend on the user and the
specific use of the data, while also frequently differing by patient sociodemographic factors. Such
information is critical to inform ongoing efforts to implement oncology learning systems.

J Clin Oncol 35:2315-2323. © 2017 by American Society of Clinical Oncology

INTRODUCTION

Advances and public investments in health in-
formation technology have promoted the in-
creased adoption of electronic health records,1

inspiring development of systems to leverage
these data to transform cancer care.2 The National
Academy ofMedicine has emphasized the concept
of rapid-learning systems that harness patient
data collected during routine care to drive the
process of discovery, making research a natural
outgrowth of clinical practice and quality im-
provement part of a continuous virtuous cycle.3

Although promising, this vision blurs the
traditional distinction between clinical practice,

quality improvement, and research, necessitating
careful consideration of ethical limits on data
use.4-6 To avoid harm and promote respect for
persons, those implementing such systems must
develop an appropriate process for notification
and/or consent and create trustworthy systems
governing data use. Although the current legal
and regulatory structures for use of patient in-
formation allow for uses of deidentified patient
data for research, what is legally permissible2 may
not always be perceived as ethically appropriate.
We know little about patients’ perspectives on
these issues. Existing evidence suggests that trust
is critical7-9; privacy concerns persist despite the
implementation of the Health Insurance Porta-
bility and Accountability Act (HIPAA).10 Many
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individuals prefer consent or the ability to restrict access to their own
data11-14; use, user, and sensitivity affect patients’ attitudes,15-17

and attitudes may differ by demographic characteristics18 or
nationality.19

We know even less about how patients with cancer view the
use of their information, but there is reason to believe their
perspectives may differ from those of the general public. In one
early survey, patients with breast cancer were less likely than others
to think that a computerized database of medical records was
a good idea in general but were also more likely than others to
endorse such a database for research purposes if it was anony-
mized.20 A more recent post hoc analysis of a general population
survey suggested that patients with cancer may be more willing
than others to allow access to sensitive data.21

Given that the potential of a rapid-learning system is par-
ticularly great in complex fields such as oncology,22 the American
Society of Clinical Oncology is actively developing a real-world
rapid-learning system for oncology care known as CancerLinQ.
CancerLinQ draws data from full electronic medical records in real
time, with a primary focus on quality improvement but also with
the expectation of allowing secondary data use for research,
moving considerably beyond what has been accomplished by
cancer registries to date. Understanding perspectives of patients
with cancer is critically important for the evolving implementation
of CancerLinQ and other rapid-learning systems for oncology care.
Therefore, we elicited perspectives of patients with cancer re-
garding the ethical implementation of rapid-learning systems in
oncology care in a national survey study.

METHODS

Sampling and Data Collection
After approval by the University of Michigan Institutional Review

Board, we used the GfK Group online research panel to recruit non-
institutionalized adult patients with cancer of any site other than skin
(which we excluded because of the high prevalence of nonmelanomatous
skin cancers, where the patient experience is typically quite different from
that in other cancers) to respond to our survey. To sample the population,
GfK sampled households from its KnowledgePanel, a probability-based
Web panel designed to be representative of the US population.

GfK randomly recruits panel members through probability-based
sampling using address-based methods with information from the US
Postal Service Delivery Sequence File. Recruitment includes geographic
stratification, whereby Census Block Groups with high-density minority
communities are oversampled and ancillary information about addresses is
used to target households on the basis of age. As described in the analysis
section, specific adjustments are applied to compensate for any over-
sampling that is carried out to improve the demographic composition of
the panel.

Households are provided with access to the Internet and hardware if
needed. After initially accepting the invitation to join the panel, partici-
pants are asked to complete a short initial profile survey that includes
demographic and other basic information to allow for appropriate
sampling and weighting for future surveys. Panel members are notified by
e-mail or through their online member page of survey opportunities.23-25

GfK provides modest incentives (such as raffles for cash and other prizes)
to encourage participation and create member loyalty. The typical survey
commitment for panel members is one 10- to 15-minute survey per week.

Our survey involved two stages: initial screening to confirm cancer
diagnosis and eligibility followed by themain survey for eligible respondents.

In November 2015, after a pretest to ensure instrument validity and integrity,
875 patients believed eligible on the basis of GfK records were sampled, of
whom 643 (73.5%) completed the screening questions; 621 (96.6%) of these
respondents qualified for the main questionnaire (by confirming they were
adults with a history of nonskin cancer). In keeping with standard practices
of GfK, e-mail reminders to nonresponders were sent on days 3 and 6 of the
field period.

Measures
Full questionnaire content is available in the Data Supplement. Pa-

tients self-reported sex, age, race/ethnicity, educational attainment, em-
ployment, and insurance status. They also reported cancer site, year of
diagnosis, stage at diagnosis, treatments received, and whether they had
ever been told the cancer was incurable, had spread to other parts of their
body, or was metastatic. They reported their general overall heath using the
Short Form-126 and their satisfaction with health care using an item from
a previous study7 derived from the VA TRIAD (Translating Research Into
Action for Diabetes) study.27 They reported whether any of their physicians
used electronic medical records and whether they were concerned about
the privacy of electronic medical records. They reported their general
distrust of the health system using the Revised Health Care System Distrust
nine-item scale,28 and they reported whether they were generally con-
cerned about personal privacy in the United States today (using a four-
point scale grouped for analysis; high, very concerned; moderate, some-
what concerned; or low, a little or not at all concerned). They reported
whether they had heard of HIPAA and whether they were aware that
“under some circumstances, your medical record could be used in some
research studies without your permission.”

We evaluated perceptions of appropriateness of several detailed
scenarios relating to secondary use of electronic health information, using
items adapted from a prior study.16 Respondents were first told: “Many
doctors and hospitals are starting to use electronic medical records instead
of paper charts when they provide care. Electronic medical records can also
be used for other health care and public health reasons. You will be shown
some possible uses of electronic health information. In each case, you will
be shown what health information will be used, who will use it, and what
they will use it for. Please indicate how appropriate is the use of health
information in each situation.” They were then shown (in random order)
four scenarios that varied the terms relating to consent (explicit or not) and
use/user (university researchers who publish results in a medical journal
versus drug company that uses information to sell more of its drug).
Responses ranged from 1 (not at all appropriate) to 10 (very appropriate).

We evaluated patients’ perceptions regarding the competing con-
siderations of the need for research using secondary data and the need to
gain consent for data use by asking them: “Whenmedical researchers study
the causes of diseases, the effectiveness of medications, or ways to improve
medical care, it is often necessary for them to use medical records from
hospitals, doctors’ offices, or other health care institutions. With the
development of electronic health record systems, it is also possible to
collect this information and remove details that identify patients (such as
name and date of birth), before providing the information to researchers.
When this kind of research is done, no personally identifiable health
information is given to the researcher. In your opinion, how important is
it…

a. To be able to conduct this kind of medical research?
b. For doctors to get a patient’s permission to use their medical record

each time their medical record is used for this kind of research, even if
it means that a great deal of research will not be done?

c. For there to be a way to share a patient’s medical records with re-
searchers to do this kind of researchwithout having to ask permission
each time?

d. For doctors to ask a patient at least once whether researchers can use
their medical record for all future research of this kind?”

Responses were rated from critically important to not at all important
using a 5-point scale.
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Table 1. Weighted Characteristics of the Study Sample

Characteristic No. %

Sex
Male 266 42.77
Female 355 57.23

Age, years
Mean 65.8
Median 67.4
25th-75th percentiles 57.5-75.7

Race/ethnicity
White, non-Hispanic 487 78.43
Black, non-Hispanic 56 9.04
Other, non-Hispanic 12 1.86
$ Two races, non-Hispanic 13 2.15
Hispanic 53 8.53

Education
, High school 57 9.18
High school 182 29.39
Some college 183 29.54
Bachelor’s degree or higher 198 31.89

Employment
Full time 128 20.65
Part time 49 7.88
Unemployed, temporarily laid off, or on leave 11 1.88
Disabled 68 10.93
Retired or retired/working part time 327 52.73
Student only or student/working part time 7 1.07

Homemaker or homemaker/working part time 30 4.79
Financial status (household income), $
, 10,000 28 4.44
10,000-29,999 90 14.37
30,000-49,999 105 16.98
50,000-74,999 116 18.65
75,000-99,999 100 16.20
100,000-149,999 116 18.57
$ 150,000 67 10.79

Insurance status
None 6 0.97
Private insurance 186 30.03
Medicare 171 27.5
Private insurance and Medicare marked 147 23.66
Medicaid 35 5.64
TRICARE/VA/CHAMP-VA 57 9.19
Indian Health Service 1 0.11
State-sponsored health plan 8 1.23
Other government program 7 1.11
Do not know 2 0.31

Cancer type
Breast 163 26.24
Prostate 122 19.72
Lung 31 5.07
Colorectal 45 7.2
Uterus 40 6.43
Bladder 19 3.14
Thyroid 29 4.68
Kidney 19 3.05
All others 153 24.47

Years since cancer diagnosis
Mean 10.8
Median 7.5
25th-75th percentiles 3.4-14.6

Stage at diagnosis
I 197 31.72
II 93 15.06
III 49 7.94
IV 43 6.99
Do not know 238 38.29

(continued in next column)

Table 1. Weighted Characteristics of the Study Sample (continued)

Characteristic No. %

Belief that one is currently cancer free
Yes 497 79.98
No 67 10.84
Do not know 56 9.05
Did not answer 1 0.13

Diagnosis of incurable or metastatic disease
Yes 114 18.41
No 506 81.46
Did not answer 1 0.13

Treatment received
Surgery 483 77.77
RT 233 37.56
IV chemotherapy 187 30.1
Oral chemotherapy 76 12.19
Endocrine therapy 113 18.13

Overall health
Excellent 46 7.49
Very good 192 30.94
Good 233 37.59
Fair 122 19.7
Poor 27 4.29

Satisfaction with health care
At least somewhat satisfied 556 89.55
Neither satisfied nor dissatisfied or worse 64 10.45

Health care system distrust scale
Overall
Mean 26.8
Median 26.4
25th-75th percentiles 22.3-30.0

Competence
Mean 10.9
Median 10.4
25th-75th percentiles 8.4-11.9

Values
Mean 15.9
Median 15.0
25th-75th percentiles 13.1-18.0

General level of privacy concerns
High (very concerned) 184 29.7
Moderate (somewhat) 281 45.2
Low (only a little or not concerned) 152 24.4
Did not answer 1 0.2
Do not know 3 0.5

Do any physicians use electronic medical records
Yes 444 71.58
No 22 3.57
Do not know 152 24.53
Did not answer 2 0.33

Concerned about privacy of electronic medical records
Agreed 379 60.94
Disagreed 241 38.92
Did not answer 1 0.14

Heard of HIPAA
Yes 441 70.98
No 110 17.64
Do not know 69 11.06
Did not answer 2 0.33

Aware that medical record could
sometimes be used without permission

Yes 149 24.05
No 369 59.46
Do not know 100 16.06
Did not answer 3 0.43

NOTE. Complex survey weights applied (details provided in Appendix).
Abbreviations: CHAMP-VA, Civilian Health and Medical Program of the De-
partment of Veterans Affairs; HIPAA, Health Insurance Portability and Ac-
countability Act; IV, intravenous; RT, radiotherapy; VA, Veterans Affairs.
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Finally, given prior work suggesting that comfort was the ultimate
patient-centered outcome of interest in this setting,8 we assessed comfort
using a four-point scale from very uncomfortable to very comfortable with
different situations “where someonemight wish to use yourmedical records,
after removal of identifying data like your name and date of birth.” The
specific situations are detailed in Appendix Figure A1 (online only) and Data
Supplement as well as in Appendix Tables A1 and A2 (online only).

Statistical Analysis
Complex survey weights supplied by GfKwere applied for all analyses

(including models) to ensure that the respondent sample was represen-
tative. The dimensions included in the weighting included sex, age, race/
ethnicity, education, census region, home ownership status, metropolitan
area, and Internet access (Appendix, online only).

Descriptive statistics were generated for the sample overall and by the
three key subgroups suggested in prior literature as potentially meaningful:
age ($ 65 v , 65 years), race/ethnicity (black or Hispanic v not), and
educational status (at least some college v high school or less).

A scaled measure of comfort was then developed using the sum score of
the nine items (each scored from 1 to 4). Item internal consistency (Cronbach’s
a) and factor analysis were used to confirm a one-factor solution.

The scaled measure of comfort was the dependent variable in
a multivariable linear regression model, after theoretically prespecifying
the following as independent variables: age, sex, race/ethnicity, education,
financial status, years since diagnosis, incurable/metastatic disease, and
current health status. A second model added mechanistic factors of health
care system distrust, general privacy concerns, and awareness that sec-
ondary use is sometimes already permitted.

RESULTS

The weighted analytic sample was 57% female and racially diverse,
with 9% black and another 9% Hispanic (Table 1). Overall, 38%

had completed high school or less education, and 59% were age
$ 65 years. Most (80%) believed they were currently cancer free,
and themost common cancer types were breast (26%) and prostate
(20%). Health status was excellent or very good for 38%. A vast
majority (90%) were at least somewhat satisfied with health care. A
majority (72%) reported that their physicians used electronic
medical records; 30% expressed high concern about privacy in
general, and 61% were concerned about privacy of electronic
medical records. Mean distrust in the health care system was 26.8
on a validated scale ranging from 0 to 45. Most were aware of
HIPAA (71%), but only 24%were aware that secondary use of their
health informationwas already permissible in certain circumstances.

Overall perceptions of appropriateness (Table 2) were
highest in the scenario where consent was obtained and university
researchers were using the data to publish a research study
(weighted mean appropriateness, 8.47); perceptions varied by
education in this scenario, with those having higher education
rating appropriateness higher (8.7 v 8.2; P = .03). For that same
scenario, appropriateness scores fell to 5.6 when consent was not
explicitly obtained, and racial minorities rated appropriateness
lower than whites, as did younger compared with older patients.
Scores were lowest in the scenario where consent was not ob-
tained and a pharmaceutical company was using the data for
marketing (2.7), with no variations observed by race, age, or
educational status.

Table 3 demonstrates perceptions of patients with cancer
regarding the balance between needs for secondary use of data for
research and consent for that use. A majority (72%) thought it
critically or very important to be able to conduct this kind of
research, although those with lower education were less likely to
endorse this than those who had attended at least some college

Table 3. Perceptions of Patients With Cancer Regarding Balancing Needs for Secondary Use of Data for Research and Consent for That Use

Need

Percentage (SE) of Patients Rating As Critically or Very Important

Overall

Age (years) Race/Ethnicity Educational Status

$ 65 , 65 P
Black or
Hispanic

Nonblack,
Non-Hispanic P Higher Lower P

To be able to conduct this
kind of medical research

71.65 (2.24) 73.45 (2.95) 69.11 (3.42) .34 68.94 (6.25) 72.15 (2.39) .62 77.59 (2.65) 62.12 (3.78) , .001

For doctors to get
a patient’s permission to
use their medical record
each time their medical
record is used for this
kind of research, even if it
means that a great deal
of research will not be
done

35.49 (2.36) 33.68 (3.13) 38.08 (3.59) .35 48.33 (6.42) 32.51 (2.55) .02 32.79 (3.08) 39.79 (3.67) .14

For there to be a way to
share a patient’s medical
records with researchers
to do this kind of
research without having
to ask permission each
time

41.30 (2.43) 40.77 (3.21) 42.07 (3.70) .79 33.08 (5.58) 42.59 (2.69) .14 43.38 (3.19) 38.01 (3.72) .28

For doctors to ask a patient
at least once whether
researchers can use their
medical record for all
future research of this
kind

71.29 (2.25) 69.90 (3.08) 73.27 (3.25) .45 72.41 (5.81) 70.69 (2.48) .79 71.30 (2.99) 71.26 (3.39) .99

NOTE. Complex survey weights applied (details provided in Appendix).
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(62% v 78%; P , .001). Only 35% believed it necessary to obtain
consent each time such research was to be performed; this pro-
portion was higher among blacks/Hispanics than others (48% v
33%; P = .02). Most believed that consent should be obtained at least
once (71%), and this did not vary by age, race, or educational status.

Comfort with the use of deidentified information from
medical records varied depending on the specific situation, as
summarized in Table 4, and also differed in some cases by age, race,
and/or educational status. A large majority were comfortable
($ 88%) when hospitals were the users, except when the data were
being used for marketing. A vast majority were also comfortable
with university research (91%). When drug companies were the
users, a somewhat lower but still substantial proportion were
comfortable (84%), except when the data were being used for
marketing (62%). Fewer were comfortable when insurance
companies were users, particularly if data were being used to
determine coverage or reimbursement (52%).

The scaled single measure of comfort was highly internally
consistent (a = 0.91). Removing any single item reduced internal
consistency, so a sum score scale was created (Appendix Fig A1).
On multivariable analysis (Table 5), this scaled comfort outcome
was significantly related to the Healthcare Distrust Scale (0.2
decrease in comfort for each point increase in distrust; P # .001).

DISCUSSION

This large national survey reveals that perceptions of patients with
cancer of secondary data use are highly dependent on the ultimate user
and the specific use of the data and frequently differ by age, race, and/or
educational status of the respondent. Most patients with cancer ap-
preciate the importance of secondary uses of data for research, butmost
also believe that consent should be obtained at least once. Comfort with
the secondary use of aggregated and deidentified information from

Table 4. Comfort of Patients With Cancer Regarding Access to Information in Different Situations

Situation

Percentage (SE) of Patients Rating As Very Comfortable or Comfortable

Overall

Age (years) Race/Ethnicity Educational Status

$ 65 , 65 P
Black or
Hispanic

Nonblack,
non-Hispanic P Higher Lower P

a. A local hospital
interested in providing
people with information
about how they might
benefit from its program
to prevent cancer

87.68 (1.57) 90.41 (1.74) 83.78 (2.85) .04 88.01 (3.75) 87.78 (1.76) .96 85.86 (2.22) 90.58 (1.99) .12

b. A local hospital
interested in making sure
cancer patients are
getting the right
treatments

91.51 (1.47) 94.45 (1.43) 87.31 (2.84) .01 90.97 (3.47) 91.54 (1.66) .88 89.76 (2.13) 94.30 (1.67) .10

c. A local hospital
interested in marketing
itself to nearby patients
for cancer treatments

58.81 (2.44) 61.58 (3.20) 54.86 (3.73) .17 65.71 (5.68) 57.25 (2.71) .19 55.12 (3.23) 64.69 (3.62) .05

d. Researchers at
a university conducting
a study about cancer

91.46 (1.24) 92.58 (1.54) 89.84 (2.07) .28 91.23 (2.80) 91.53 (1.41) .92 91.49 (1.62) 91.42 (1.94) .98

e. A drug company that will
use the information to
help guide the
development of new
treatments for cancer

83.81 (1.67) 86.03 (1.96) 80.66 (2.89) .11 83.77 (3.74) 84.45 (1.87) .87 83.14 (2.23) 84.88 (2.46) .60

f. A drug company
interested in
understanding which
cancer patients benefit
from a drug it produces

84.43 (1.71) 86.37 (1.98) 81.68 (3.00) .18 85.41 (3.58) 84.98 (1.92) .92 83.26 (2.32) 86.32 (2.45) .37

g. A drug company
interested in marketing
new drugs and other
health care products to
patients with cancer

62.16 (2.42) 64.39 (3.21) 58.99 (3.67) .27 62.33 (6.09) 62.44 (2.67) .99 55.12 (3.26) 73.39 (3.14) , .001

h. An insurance company
interested in making sure
cancer patients receive
the most recommended
car

78.99 (1.99) 81.09 (2.47) 76.00 (3.26) .21 79.48 (5.21) 79.73 (2.14) .97 75.95 (2.71) 83.85 (2.78) .05

i. An insurance company
interested in determining
which cancer treatments
are eligible for coverage
or reimbursement

52.41 (2.48) 53.64 (3.27) 50.64 (3.74) .54 53.46 (6.40) 52.66 (2.72) .91 50.26 (3.25) 55.84 (3.78) .26

NOTE. Complex survey weights applied (details provided in Appendix).
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medical records is high for research use but lower for use in marketing.
Those seeking to implement rapid-learning systems in oncology care
should consider these findings when determining how best to regulate
data use and communicate with patients about the wide-scale de-
ployment of these systems, their implications for privacy and autonomy,
and their potential to yield meaningful benefits for patients.

Our findings in this population of patients with cancer are
consistent with those of other studies29 that have noted that racial
and ethnic minorities may be particularly concerned about consent
to any participation in research. Given the egregious historical
trespasses inflicted upon such groups,30,31 along with recent at-
tention to situations where inadequate respect was demonstrated
for those whose routinely collected tissues proved essential to
major medical advances,32 it is hardly surprising to observe that
nearly half of the black or Hispanic patients in our sample desired
consent to be obtained every time data were to be used for research.
For rapid-learning systems to succeed, it is imperative to de-
velop culturally sensitive forms of communication that clarify the
protections in place and distinguish the currently proposed ac-
tivities, which may actually finally yield data necessary to in-
dividualize care in ways that benefit racial and ethnic minorities,
from the historical forms of covert research that failed to respect
these groups, perpetuated inequities, and placed a disproportionate
share of the burden of clinical research on the most vulnerable.

Similarly, the observation that less educated patients may be
less likely to perceive the importance of secondary data use for
research is also important. It suggests that explicitly articulating
how such systems are designed to minimize risks and maximize
benefits to society may help to illuminate the inherent promise of
the virtuous cycle of rapid-learning systems to those whomight not
necessarily find it intuitive or obvious in the way that those
privileged to have been exposed to greater education might.

Finally, distrust was a key correlate of comfort of patients with
cancer, consistent with prior research in other populations.7,29

Therefore, efforts to build trust seem essential to ensure the
success of the promising concept of rapid-learning systems. After
all, the observation that a majority of patients believe that consent
should be obtained at least once even in the setting of legally
permissible use of deidentified data for research is striking; this
poses an important challenge to those implementing rapid-
learning systems. Outreach to explain the nature and intent of
rapid-learning systems may be particularly important, and at-
tention to various reasons patients might distrust the system as
a whole should be a key consideration when designing in-
terventions along these lines.

Although this study has strengths, including a high re-
sponse rate from a national sample of diverse patients with
cancer, it also has limitations. First, patients in this study were
presented with hypothetical scenarios; future research involving
patients in real-world rapid-learning systems will be important
to evaluate perceptions of actual experiences. Second, those who
participate in an online research panel might have more fa-
vorable attitudes toward research and fewer concerns about
privacy than others, although the subgroup differences and
differences in comfort across different scenarios should not be
affected by this. Third, a vast majority of patients included were
currently cancer free; the attitudes of those who have active
disease merit further directed study. Fourth, we did not collect
information on the setting of cancer care; future research should
investigate whether attitudes differ among those seen in academic
centers and community settings. Finally, by using a questionnaire
administered once in time, this study could not evaluate whether
attitudes and comfort might evolve if patients are provided with
greater information and/or the opportunity to deliberate with

Table 5. Multivariable Model of Scaled Composite Measure of Comfort of Patients With Cancer With the Use of Deidentified Information From Medical Records

Parameter

Demographic Models Mechanistic Models

Estimate (SE) P Estimate (SE) P

Intercept 23.4 (1.8) , .001 25.5 (1.7) , .001
Age at survey 0.04 (0.02) .08 0.03 (0.02) .19
Male v female 20.2 (0.5) .63 0.06 (0.47) .89
Nonwhite v white 0.2 (0.7) .78 20.4 (0.7) .55
At least some college v less 1.0 (0.6) .08 1.1 (0.6) .06
Income group, $
0-24,999 v $ 100,000 21.0 (0.8) .23 20.7 (0.8) .37
25,000-49,999 v $ 100,000 21.2, (0.7) .10 21.2 (0.7) .11
50,000-99,999 v $ 100,000 20.05 (0.7) .94 20.1 (0.7) .85

Years since cancer diagnosis 20.03 (0.03) .22 20.01 (0.03) .61
Incurable/metastatic: no v yes 1.1 (0.6) .06 .63 (0.59) .29
SF1
Excellent v poor 2.4 (1.45) .10 1.2 (1.4) .39
Very good v poor 20.1 (1.2) .93 20.9 (1.2) .47
Good v poor 0.02 (1.2) .99 20.6 (1.1) .59
Fair v poor 0.16 (1.3) .90 20.5 (1.2) .68

Healthcare Distrust Scale (centered at 26) 20.2 (0.05) .001
Privacy concern
Low v high 0.8 (0.7) .28
Medium v high 20.3 (0.6) .65

Awareness of medical record use
without expressed permission: no v yes

20.2 (0.5) .74

NOTE. Complex survey weights applied (details provided in Appendix).
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their peers. Further research using deliberative democracy
approaches33,34 to generate informed and considered opinions
is particularly important to evaluate this critical unanswered
question.

In summary, our study provides the first large-scale national
data to our knowledge regarding perceptions of patients with
cancer regarding the ethical implications of secondary uses of
data for research in the context of the rapid-learning systems
that are being developed for oncology care. Such information is
critical to inform ongoing efforts to ensure that system imple-
mentation succeeds in engaging patients and earning their trust
and support. Particular attention is warranted in the areas
identified where patient expectations for ethical acceptability
diverge from what is legally required.
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Appendix

Sample Weighting
Significant resources and infrastructure are devoted to the recruitment process for the KnowledgePanel (KP) so that the

resulting panel can properly represent the adult population of the United States. Not only is this representation achieved with
respect to a broad set of geodemographic distributions, but hard-to-reach adults—such as those without landline telephones or
Spanish language–dominant individuals—are recruited in proper proportions as well. Consequently, the raw distribution of KP
mirrors that of US adults fairly closely, barring occasional disparities that may emerge for certain subgroups as a result of differential
attrition rates among recruited panel members.

For selection of general population samples from KP, however, a patented methodology has been developed that ensures the
resulting samples behave as an equal probability selection method sample from the panel. Briefly, this methodology starts by
weighting the entire KP to the benchmarks secured from the latest March supplement of the Current Population Survey along
several dimensions. This way, the weighted distribution of KP perfectly matches that of US adults, even with respect to the few
dimensions where minor misalignments may result from differential attrition rates.

Typically, the geodemographic dimensions used for weighting the entire KP include: sex (male or female), age (18 to 29, 30 to
44, 45 to 59, or $ 60 years), race/ethnicity (white/non-Hispanic, black/non-Hispanic, other/non-Hispanic, $ two races/non-
Hispanic, or Hispanic), education (, high school, high school, some college, or $ Bachelor’s degree), census region (Northeast,
Midwest, South, or West), household income (, $10,000, $10,000 to , $25,000, $25,000 to , $50,000, $50,000 to, $75,000, or
$ $75,000), metropolitan area (yes or no), and Internet access (yes or no).

Using the above weights as the measure of size for each panel member, in the next step, a probability proportional to size
procedure is used to select study-specific samples. It is the application of this probability proportional to size methodology with the
measure-of-size values listed in the previous paragraph that produces fully self-weighing samples from KP, for which each sample
member can carry a design weight of unity. In instances like our survey, where the study design focuses on a subgroup of the overall
KP (patients with cancer other than skin cancer), this approach is intended to produce a final weighted sample that reflects the
characteristics of the overall population of patients with cancer other than skin cancer.

Table A1. Study-Specific Poststratification Weights

No. of Patients

Range of Weights

Minimum Maximum Mean Median Coefficient of Variation

Percentile

SumFirst 99th

621 0.315 4.912 1.000 0.824 72.069 0.330 4.524 621.000

NOTE. Trimming, 0.48% to 99.36%; design effect, 1.5194.
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Table A2. Benchmarks for Patients Age 18 Years or Older With Cancer Other Than Skin Cancer

Characteristic Frequency % Cumulative Frequency Cumulative %

Sex
Male 1,534.112 43.02 1,534.112 43.02
Female 2,031.828 56.98 3,565.94 100.00

Age, years
18-44 251.3653 7.05 251.3653 7.05
45-54 416.1553 11.67 667.5206 18.72
55-64 804.7927 22.57 1,472.313 41.29
65-74 992.8051 27.84 2,465.118 69.13
$ 75 1,100.821 30.87 3,565.94 100.00

Race/ethnicity
White/non-Hispanic 2,803.708 78.62 2,803.708 78.62
African American/non-Hispanic 319.5081 8.96 3,123.216 87.58
Other or $ two races/non-Hispanic 141.4291 3.97 3,264.645 91.55
Hispanic 301.2945 8.45 3,565.94 100.00

Region (based on state of residence)
Northeast 728.9372 20.44 728.9372 20.44
Midwest 748.7907 21.00 1,477.728 41.44
South 1,324.91 37.15 2,802.638 78.59
West 763.3022 21.41 3,565.94 100.00

MSA status
Nonmetro 554.7824 15.56 554.7824 15.56
Metro 3,011.157 84.44 3,565.94 100.00

Educational status
, High school 334.0592 9.37 334.0592 9.37
High school 1,038.154 29.11 1,372.213 38.48
Some college 1,043.037 29.25 2415.25 67.73
$ Bachelor’s degree 1,150.69 32.27 3,565.94 100.00

Income, $
, 25,000 504.5546 14.15 504.5546 14.15
25,000-49,999 769.1637 21.57 1,273.718 35.72
50,000-74,999 658.8188 18.48 1,932.537 54.19
$ 75,000 1,633.403 45.81 3,565.94 100.00

Home with Internet access
No 738.0046 20.70 738.0046 20.70
Yes 2,827.935 79.30 3,565.94 100.00

NOTE. Data adapted from KnowledgePanel.
Abbreviations: MSA, metropolitan statistical area.
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Fig A1. Creation of a scale measure of comfort. As stated in the Methods section, a scaled measure of comfort was developed using the sum score of nine items (each
scored from 1 to 4). These nine items inquired regarding different situations “where someonemight wish to use your medical records, after removal of identifying data like
your name and date of birth.” The nine situations included: local hospital interested in providing people with information about how they might benefit from its program to
prevent cancer; local hospital interested in making sure patients with cancer are getting the right treatments; local hospital interested in marketing itself to nearby patients
for cancer treatments; researchers at a university conducting a study about cancer; drug company that will use the information to help guide the development of new
treatments for cancer; drug company interested in understanding which patients with cancer benefit from a drug it produces; drug company interested in marketing new
drugs and other health care products to patients with cancer; insurance company interested in making sure patients with cancer receive the most recommended care; and
insurance company interested in determining which cancer treatments are eligible for coverage or reimbursement. Item internal consistency (Cronbach’s a) and factor
analysis were used to confirm a one-factor solution. Exploratory factor analysis suggested that 60% of the pooled variance for the nine items was explained by a single
factor, with only marginal improvement with additional factors. The scale was unimodal, with a mean of 26.9, and ranged from the scale floor of 9 to its ceiling of 36. (A)
Scree plot; (B) variance explained.
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