Exchanging Identifiable Health
Information Among Health

Departments: A Route Through
the Legal Maze

See also Begley et al., p. 1272.

Widespread access to and
use of identifiable health in-
formation (IHI) are essential to
public health practice, especially
for interventions designed to
control communicable condi-
tions like HIV, other sexually
transmitted infections, and tu-
berculosis. Yet, these data rep-
resent some of the most sensitive
patient health information for
which misuses or wrongful dis-
closures raise serious privacy
concerns. As a result, patients,
health care providers, and poli-
cymakers have routinely sought
strong privacy protections
through law for these (and other)
types of data. One of the major
foci of health information pri-
vacy laws is the prohibition
of disclosures of IHI without
patient authorization, subject
to limited exceptions. Notable
among these exceptions are
exchanges to federal, tribal,
state, or local public health
authorities (PHAS).1 To assure
ready access to communicable
disease data, the Health
Insurance Privacy and Portability
Act (HIPAA) Privacy Rule” and
virtually all patient-centered pri-
vacy laws allow sharing of
IHI from health care providers to
PHAs (and their partners) without
patient authorization. This ex-
ception makes possible the free
flow of health data that are
the lifeblood of public health

. 3
prevention and control measures.
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‘What about privacy pro-
tections related to the use and
disclosure of THI within and
between PHAs? Although these
agencies have an outstanding
track record of maintaining
confidentiality, do privacy laws
authorize or restrict their further
uses or releases of IHI to
fulfill public health missions
and objectives? In this issue of
AJPH, Begley et al., from
the Centers for Disease Con-
trol and Prevention (CDC)
National Center for HIV/AIDS,
Viral Hepatitis, STD, and
TB Prevention, and the National
Nurse-led Consortium,
present their findings on legal
opportunities and obstacles
to enhanced data sharing
within and among state and
local PHA:s.

The primary dilemma they
address is both perceived and real.
PHAs across the country regu-
larly face contrived or actual legal
objections to cross-use or sharing
of THI for laudable public health
purposes on grounds that indi-
vidual privacy may be infringed.
These objections seem to make
little sense. In most cases, existing
privacy laws and policies already
allow the unauthorized disclo-
sure of IHI from health care
providers to PHAs. Why should
PHAs who lawfully possess the
data not be able to use them
for any public health purposes
they see fit? The problem
extends from a lack of

uniformity among an array of
state statutory and regulatory laws
that (1) feature poorly worded
or limiting provisions, (2)

apply restrictive measures to
certain types of IHI, (3) fail to
explicitly address potential

data uses or sharing, or (4) are
simply misinterpreted by

legal counsel or others perhaps
concerned more about protect-
ing privacy than the public’s
health. Collectively, these
issues can stymie public health
data exchanges.

Despite acknowledged limi-
tations in the scope of their as-
sessment, the authors’ extensive
research and tables go a long
way toward providing a clearer
path to enhanced data practices
within and between health de-
partments. For example, they
illustrate how current state-based
general legal allowances for
“uses” and “releases” of THI
within and between PHAs
facilitate cross-jurisdictional
communicable disease control
interventions. Still, some attor-
neys may opine that non-
consensual exchanges between
departments are unlawful
in states where disease-specific
laws are silent on their
permissibility despite general
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legal allowances. This type

of ill-fated guidance displaces
long-standing public health
data norms in favor of patient
privacy to the detriment of
communal health and with

no appreciable privacy benefit.

SEEKING SOLUTIONS
TO IDENTIFIED
IMPEDIMENTS

Still, there are lawful ways
around existing legal impedi-
ments. To avoid all privacy laws
in any form, PHAs can attempt to
de-identify the data so individual
patients are unknown. Working
with limited data sets may also
meet privacy norms in many
cases. Alternatively, PHAs can
garner advanced individual au-
thorization for multiple uses or
releases of IHI, which may satisfy
most privacy laws. This tech-
nique may be particularly useful
when PHASs are engaged in
covered functions as hybrid en-
tities under the HIPAA Privacy
Rule. These techniques may
placate privacy concerns, but
they can be onerous or expensive
for departments and contrary
to public health purposes if in-
dividuals whose data are sought
do not consent.

SYNERGY BETWEEN
DATA PRIVACY AND
PUBLIC HEALTH

Among principle findings
presented by Begley et al. is that
free-flowing public health data

ABOUT THE AUTHOR

James G. Hodge Jr is with the Center for Public Health Law and Policy, Sandra Day
O’Connor College of Law, Arizona State University, Phoenix.

Correspondence should be sent to James G. Hodge, Jr., JD, LLM, Center for Public Health
Law and Policy, Sandra Day O’Connor College of Law, Arizona State University, 111 E.
Taylor St., MC 9520, Phoenix, AZ 85004-4467 (e-mail: james.hodge.1@asu.edu).
Reprints can be ordered at hitp://ww.ajph.org by clicking the “Reprints” link.

This editorial was accepted May 10, 2017.

doi: 10.2105/AJPH.2017.303911

Hodge Editorial 1207


mailto:james.hodge.1@asu.edu
http://ww.ajph.org

AJPH EDITORIALS

State or Local Public Health Agencies (PHAs)

.

A public health organization operated by state or local
government. MSPHPA § 1-103(14).

Protected Health Information (PHI)
Any information that relates to an individual’s physical or mental health status,
condition, or treatment, which (a) reveals the identity of the individual whose health
care is subject to the information, or (b) where there is a reasonable basis to believe
such information could be utilized to reveal the individual’s identity. MSPHPA § 1-
103(12).

Legitimate Public Health Purpose (LPHP)
A population-based activity or individual effort primarily aimed at the prevention of
injury, disease, or premature mortality, or the promotion of health in the community,
including (a) surveillance and epidemiological research, (b) developing public health

Disclose
PHI may not be disclosed
without the specific, informed
consent of the individual (or
representative) who is the
subject of the information,
except under narrow
circumstances. Disclosures
without informed consent by
secondary recipients may only

policy, and (c) responding to public health needs and emergencies. MSPHPA § 1-

§6-101 et seq.

Individuals have the right to access, inspect, copy, and amend their PHI subject to
reasonable limitations. PHAs must maintain the accuracy of the information. MSPHPA

103(9). be made:
1. directly to the individual,
2. toappropriate federal
I I agencies or authorities,
Acquire Use Store 3. tohealth care per'sonnell
PHI shall only be acquired where (1) it PHI may be held, where necessary in medical
relates directly to a LPHP, (2) it is PHI shall be used salely for maintained, or retained, emergencies
reasonably likely to achielve such LPHPs that are directly provided physical and ’
purpose, and (3) the purpose cannot related to the purpose for technical security 4. pursuanttoa court order
otherwise be achieved with non- which tI;eniAnstLrEzt;o;\{voa]s safeguards are undertaken. sought exclusively by PHAs
i1d0e1ntiﬁable information. MSPHPA § 2- acquirec. : MSPHPA § 5101 et seq. in light of a clear danger to
: an individual or the public
health,

5. toappropriate agencies
performing health oversight
functions, or

Fair Information Practices . :
6. toidentify a deceased

Criminal and Civil Penalties

Various criminal penalties and civil enforcement mechanisms are provided to protect 4
individuals who are harmed by violations of the Act, including unauthorized
disclosures by PHAs, public health officials, and other persons.

MSPHPA § 4-101 et seq.

individual, determine the
manner of death, or
provide information where
the deceased is a
prospective organ donor.

Source. Adapted from Gostin et al.®

FIGURE 1—The Model State Public Health Privacy Act (MSPHPA)

uses and releases are legally sup-
ported in most cases, provided
that PHAS retain the confiden-
tiality of IHI within the broader
public health system. These
takeaways are highly inter-
connected. Protecting the pub-
lic’s health is synergistic with
assuring adequate privacy pro-
tections. Individuals alone cannot
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assure the public’s health.*
Conversely, PHAs cannot suffi-
ciently advance communal
health if individuals fearful of
privacy infringements reject
public health programs (e.g.,
screening and testing, partner
notification) or decline medical

services (e.g., HIV or other tests).

Before the use of anonymous

testing for HIV in the 1980s,
many at-risk adults would not
be tested for fear of privacy in-
vasions.” The interrelatedness
of privacy and public health is
time-tested, empirically proven,
and a primary driver of public
health laws and policies nation-
ally. Itis an architectural lynchpin
of the HIPAA Privacy Rule and

multiple other privacy laws, in-
cluding the Model State Public
Health Privacy Act (MSPHPA).

MODEL STATE PUBLIC
HEALTH PRIVACY ACT

Developed initially in 1999
under the auspices of CDC and
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other partners, and later folded
into the comprehensive Turning
Point Model State Public Health
Act of 2003, MSPHPA pro-
visions reflect the findings by
Begley et al. (and in some in-
stances are incorporated into the
state laws they studied). As out-
lined in Figure 1 (published
originally in a modified format in
the Journal in 2001°), PHAs need
extensive access to IHI and broad
authority to use or release such
data for cross purposes within and
between like agencies. However,
disclosures of such data outside
PHAEs are tightly controlled,
similar to many states’ laws
governing these data exchanges.

Drafters of the MSPHPA
rejected disease-specific laws
proliferating across states (at the
center of the study by Begley
et al. in place of uniform privacy
safeguards for IHI that preserve
the ability of PHAs to act for the
common good.

Although the legal assessment
by Begley et al. was purposefully
limited to reviewing use and

release provisions governing data
held by PHAs, provisions of the
MSPHPA go further to assure
adequate privacy safeguards
through a series of fair in-
formation practices. Designed to
help maintain the privacy of
public health information with-
out unreasonably burdening
PHAEs, these practices

1. require justification for IHI
acquisitions and uses tied to
accomplishing legitimate
public health purposes;

2. publicize the types of infor-
mation acquisitions sought
by PHAs;

3. allow individual inquiries
about nonpublic health
disclosures of their IHI;

4. give persons rights to access,
inspect, and copy their IHI; and

5. mandate that PHAs adhere
to privacy and security
safeguards.

States seeking to remedy pri-
vacy impediments while assuring
adequate protections may seek

reforms based on the provisions
of the Model Act. As touted by
Begley et al., lessening the array
of disease-specific laws in any
jurisdiction may facilitate greater
data sharing within and between
PHA:s. Incorporation of the
MSPHPA could essentially re-
place myriad condition-specific
public health data laws with

a consistent privacy framework.
The net outcome is the enhanced
promotion of public health
coupled with respect for indi-
vidual privacy in an increasingly
national electronic public health
data infrastructure. AJPH
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In our comment on the July
issue of AJPH, we focused on the
following question: why do we
do what we do? We suggested
that the role of public health is to
maintain a relentless focus on
the health of populations, on
the causes of morbidity and
mortality, and on persistent in-
tergroup differences that chal-
lenge population health.' Today,
informed by an excellent ac-
companying editorial by
Buekens,” we ask an ancillary
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question: what does it take to do
what we do?

The health of populations
clearly depends on the hard
work of those whose primary
responsibility is indeed safe-
guarding public health. It de-
pends as well, however, on the
engagement of others, across all
sectors, whose work also in-
fluences the health of pop-
ulations. It depends on the work
of those whose primary re-
sponsibility is ensuring the

availability of educational op-
portunities that can pave the way
for health across the life course,
those who are responsible for
ensuring transportation options
that reduce air pollution and

needless accidental injury, and
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those who are responsible for the
economic structures that pro-
mote, or discourage, economic
mobility. What does it take, then,
for those of us in public health
to engage these other sectors
toward a healthier world?
Informed by Buekens, we
suggest two answers. First, we
need to communicate clearly and
consistently the importance of
health as a consideration in all
decisions made by these other

sectors that produce health.
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