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Editorial

Cloud computing is the practice of using a network of remote 
servers on the Internet to store and process data, rather than a 
local server or a personal computer. This term was coined by 
Compaq Computer in 1996.1 Internet of Things (IoT) is a 
concept of devices being embedded with network connectiv-
ity that enable these objects to collect and exchange data 
without human intervention.

Cisco Systems has estimated that in 2020 all of the people 
and things connected to the Internet will generate 600 
zettabytes (1 zettabyte = 1 trillion gigabytes) of data.2 
Today’s cloud models are not designed for the volume, vari-
ety, and velocity of data that the IoT generates.3 Soon cloud 
computing for medical devices will not be able to keep up 
with the data volume and costs generated by IoT devices. 
Cloud computing will also be unable to provide adequately 
rapid data transfer in specific situations, such as intensive 
care and emergency medicine, as well as autonomous closed-
loop systems maintaining physiologic homeostasis. Cloud 
computing systems will become increasingly strained and 
networks will increasingly decentralize selected computing 

processes to be located at or nearby the medical IoT sensors, 
which are collecting the data.4 The network architectures of 
the future or handling the convergence of the cloud-based 
Internet, mobile computing, and IOT data will be fog com-
puting and edge computing.5 Cloud computing is preferred 
over fog computing when complex analyses of the data are 
needed and when security maintenance for a single data 
repository (compared to multiple distributed repositories) is 
preferred.6

Fog computing and edge computing are new paradigms 
for data analysis and storage that add an additional layer of 
computing power between the cloud and a device, such as a 
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Abstract
The Internet of Things (IoT) is generating an immense volume of data. With cloud computing, medical sensor and actuator 
data can be stored and analyzed remotely by distributed servers. The results can then be delivered via the Internet. The 
number of devices in IoT includes such wireless diabetes devices as blood glucose monitors, continuous glucose monitors, 
insulin pens, insulin pumps, and closed-loop systems. The cloud model for data storage and analysis is increasingly unable 
to process the data avalanche, and processing is being pushed out to the edge of the network closer to where the data-
generating devices are. Fog computing and edge computing are two architectures for data handling that can offload data from 
the cloud, process it nearby the patient, and transmit information machine-to-machine or machine-to-human in milliseconds 
or seconds. Sensor data can be processed near the sensing and actuating devices with fog computing (with local nodes) 
and with edge computing (within the sensing devices). Compared to cloud computing, fog computing and edge computing 
offer five advantages: (1) greater data transmission speed, (2) less dependence on limited bandwidths, (3) greater privacy 
and security, (4) greater control over data generated in foreign countries where laws may limit use or permit unwanted 
governmental access, and (5) lower costs because more sensor-derived data are used locally and less data are transmitted 
remotely. Connected diabetes devices almost all use fog computing or edge computing because diabetes patients require a 
very rapid response to sensor input and cannot tolerate delays for cloud computing.
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medical sensor or effector. The added layer is in close prox-
imity to the data source. These architectures reduce the 
amount of data that must be sent to and received from remote 
servers on the cloud and facilitate immediate use of data that 
must be acted on within milliseconds of collection.7 Fog 
computing may be useful for new paradigms in medical data 
analysis and remote health monitoring, such as analysis of 
big data, privacy aware distributed learning, and citizen sci-
ence projects, to the extent that specific projects require 
immediate analysis of data.

What Are Fog Computing and Edge 
Computing?

The term fog computing was coined by Cisco Systems in 
2014.8 The term fog computing was used because fog is a 
cloud that is close to the ground. Fog computing for medical 
devices concentrates processing “down to earth” near the 
patient or where the sensor is collecting data rather than 
almost entirely up in the cloud.

The term edge computing has been used since around 
2002.9 An edge medical device collects data and also pro-
vides an entry point into a network or the Internet. The edge 
computing paradigm shifts control of a network’s services 
away from central nodes (defined as the core) to the other 
extreme, which is the sensor itself (defined as the edge) 
rather than to servers or nodes. Edge computing has also 
been referred to as dew computing.10

The difference between the two architectures is the locus 
of where the additional computing power is located.11 Fog 
computing assigns computing power down to the level of a 
local area network (which is a set of interconnected comput-
ers within a limited area) where data are processed within a 
hub, node, router, or gateway and then transmitted to the 
appropriate devices. A smartphone can serve in this capac-
ity.12 Edge computing, however, assigns processing power 
and communication capabilities of a data-gathering device 
directly into the device itself, which can be a sensor, a detec-
tor, an embedded system, or a smart object, and in some 
cases data are sent to a nearby a server. Fog computing gen-
erally uses open standard technologies whereas edge com-
puting may use open or proprietary technologies.13 Although 
there is overlap between the two architectures, in this article 
a system with a proprietary computing node at the edge of 
the network node is defined as using edge computing.

A fog computing node or an edge computing device, 
which combine sensing with the type of computing that is 
performed in a fog computing node, can each become a min-
iature analytics center for a local device or set of local devices 
and can perform many narrowly defined processes including 
exchange of data within milliseconds and thinning out data 
for long-term storage on the cloud or else short term storage 
in a fog hub or edge device.14 Many medical actuator devices 
need to respond immediately to sensor data in milliseconds 
and cannot wait minutes for sensor data to be sent around the 

world, analyzed in the cloud, and then sent back.3 Fog com-
puting and edge computing are useful when the goal is 
instantaneous analysis of data followed by instantaneous 
generation of a rules-based command. These two architec-
tures can allow medical sensor data can be put to use imme-
diately, which will result in improved outcomes.

Edge computing could potentially be preferable to fog 
computing in that it contains fewer potential failure points. 
Each sensor or medical device in the network would be inde-
pendently programmed and would determine what type of 
information should be stored locally and what would need to 
be sent to the cloud for further use.15

How Do Fog Computing and Edge 
Computing Differ From Cloud 
Computing?

Compared to cloud computing, fog computing and edge 
computing offer five advantages. First, even with their mas-
sive computing power for advanced analytics, cloud servers 
are often far away and slow to respond, whereas local pro-
cessors can deliver information within milliseconds or sec-
onds.16 Data transmission from a sensor to a cloud server is 
typically multiple hops whereas sensors clients usually con-
nect to fog nodes through a single hop.13 Cloud computing, 
unlike fog computing, is subject to jitter, which is defined as 
a variation in the delay of received packets.13 Some data are 
most useful immediately after they are collected, but days or 
even minutes later, they may be less useful, and uploading all 
data to the cloud for analysis can degrade some of their 
value.17 Second, local computing devices (both fog hubs and 
medical edge devices) can function in places where signifi-
cant bandwidth or reliable broadband Internet are not always 
available or where long transmission paths can interfere with 
reliability. Third, health care data that are collected and ana-
lyzed within a local network in proximity to a patient are 
more likely to remain private and secure than when they are 
uploaded to a remote server. Fourth, for data collected in for-
eign countries, cloud storage and data analysis may be lim-
ited in some countries by legal regulations18 or subject to 
access by foreign governments according to local laws.19 
Fifth, local computing is less costly than remote computing 
because transmission costs generally exceed computation 
costs.4

Fog and edge computing can overlap in their functions 
and both can coexist within a single network of devices. In a 
fog computing paradigm, a device can transmit critical data 
to a nearby fog node for immediate analysis and response 
back to the device within milliseconds or seconds. A device 
can also transmit other data that can wait for a few minutes to 
a larger aggregation fog node that manages several IoT 
devices, and will pass the rest of the data (such as some med-
ical billing data, lab results data, and appointment data) up to 
the cloud for long-term storage and analysis at a later date.3 
Data from the fog node or the fog aggregation node can be 
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sent to the cloud for storage and analysis.20 In an edge com-
puting paradigm, devices can perform specific computations 
and communicate with each other. They can also transmit 
data to a node (known as a mobile edge computing server) 
for selected aggregation and responses, and from there the 
data are transmitted to the cloud.21 Determination of which 
tasks go to a local fog or edge node and which go to the cloud 
depends on the application.

Three potential barriers to distributed data processing per-
formed by fog or edge computing devices, which might be 
limited in computational power, include: (1) formatting med-
ical data from various sources to a common architecture and 
also preserving privacy if data are to be shared; (2) balancing 
greater data abstraction to facilitate limited local storage 
against lesser abstraction to facilitate productivity; and (3) 
identifying unreliable data from isolated defective sensors or 
wireless transmitters.22

Diabetes Devices Currently Using Fog 
Computing

The definition of a diabetes sensor in this article is a device 
that responds to physiological signals in a patient with diabe-
tes and transmits resulting impulses with or without a display 
feature. The definition of diabetes data in this article is a set 
of converted physiological measurements with related con-
textual information (including time and date), rather than 
raw sensor data (such as current, voltage, resistance, and 
optical power). By this definition conversion of raw sensor 
data to a physiological parameter, would not automatically 
constitute an edge computation. For example, in the case of 
blood glucose monitoring, the conversion of raw sensor cur-
rents to BG values would not be considered to be an edge 
computation. Unless some sensor signal conditioning and 
calibration is allowed, then almost every diabetes sensing 
device will be defined as using edge computing even if the 
converted data are transmitted to an open source fog comput-
ing node.

Increasingly, wearable and portable diabetes devices are 
offering Bluetooth communication into a smartphone or tab-
let which serves as a portable fog computing hub by per-
forming some basic analytic processes and also sending the 
monitored information to the cloud.23 Few medical devices 
at this time transmit data directly to the cloud. Wireless por-
table diabetes devices can transmit data to the cloud by way 
of a fog computing node, such as a portable smart device 
(like a smartphone) or a desktop hub, router, or gateway sys-
tem. These devices include blood glucose monitors, insulin 
pens, continuous glucose monitors, insulin pumps, and 
closed-loop artificial pancreas systems (which are comprised 
of a continuous glucose monitor and an insulin pump work-
ing together) (see Figure 1). Other wireless monitors that can 
be used by diabetes patients include blood pressure cuffs, 
weight scales, oximeters, ECGs, temperature monitors, and 
even wearable tracker devices with global positioning 

system capabilities.24 The disadvantage of fog computing 
with these types of medical monitors is that the patient can-
not upload data for real-time analytics if their smartphone or 
hub device is broken or not charged.

Some older blood glucose monitors do not upload data 
automatically and require a cable to connect with a hub 
device or a computer. These systems are not true fog comput-
ing devices but rather asynchronous telemedicine systems 
and they will not report analyzed patterns requiring a 
response until a patient or health care professional performs 
the uploading process. Over the past few years, such prod-
ucts have been replaced for the most part by monitors with 
wireless communication capabilities. An uploading process 
using a cable connection would typically not occur until a 
patient is scheduled to see their physician, at which point the 
patient would probably not have seen their data analyzed on 
the cloud and would probably not have received maximum 
benefit from the analytical capability of a device that can 
transmit data to the cloud for rapid analysis. Because of the 
risks of delayed notification, over the past decade the trend in 
medical device development is overwhelmingly away from 
asynchronous telemedicine25 and toward fog computing to 
automatically upload data in real time.26

In the United States continuous glucose monitoring data 
can be delivered to a patient in real time with a personal sys-
tem or retrospectively with a professional system. The two 
marketed personal system sensors, which are approved by 
the FDA, include Dexcom G5 Platinum (Dexcom, San 
Diego, CA) and Medtronic Enlite (Medtronic, Dublin, 
Ireland). These systems transmit through fog computing 

Figure 1.  Hierarchy of sensors, fog computing, and cloud 
computing for wireless diabetes devices. This figure shows (1) 
diabetes devices with sensors, which include a blood glucose 
monitor, smart insulin pen, continuous glucose monitor, and 
insulin pump—and these last two devices operating together 
can constitute a closed-loop or artificial pancreas system (green 
background); (2) fog computing nodes, which include smart 
devices, hubs, routers, and gateways (pink background); and 
(3) cloud servers, which use Internet-based computing (yellow 
background).
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protocols to a smartphone or monitor and from there to the 
cloud. The professional versions of these two products also 
transmit via fog computing protocols. The Abbott Libre 
Flash (Abbott Diabetes Care, Alameda, CA) is approved 
only for retrospective review, and this product uses either a 
Bluetooth transmitter to connect with a reader that functions 
as a hub and transmits to the cloud where a detailed portrayal 
of continuous glucose readings can be studied. Several new 
BG Monitors transmit to a smartphone, hub, reader, but none 
directly to the cloud.

Optimal patient management requiring computation by 
virtually any diabetes sensor potentially requires an auto-
matic response which might have to be immediate in many 
cases. Although some slowly changing medical sensor data 
do not require immediate analysis and can wait for minutes 
or even days for analysis, that is not the case for diabetes 
data, which are best used in real time. Most diabetes devices 
need to provide information whenever the patient with dia-
betes or the health care professional needs measurements, 
and not just when the patient has Internet access to data 
stored and analyzed in the cloud. Therefore, connected dia-
betes devices almost all use either fog computing or edge 
computing or a combination of the two architectures. Glucose 
values and insulin doses can require an immediate response 
and therefore require automatic analysis and uploading into 
the cloud with fog computing or edge computing processes.27 
Sensor-integrated pump systems, like the 530G and 630G by 
Medtronic Diabetes and closed loop artifical pancreas sys-
tems like the 670G by Medtronic Diabetes contain a continu-
ous glucose monitor that is reporting discrete glucose levels 
to an insulin infusion pump every five minutes, but glucose 
sensor information is measured continuously. The glucose 
information along with additional types of information from 
accelerometers, and other sensors can be combined to deliver 
a recommended insulin infusion rate that can change almost 
continuously in response to changes in the metabolic 
milieu.28 In such a system, it is necessary for decisions to be 
made locally with a processor located either worn by or car-
ried by the patient (or somehow in the vicinity of the patient 
at all times) rather than by a cloud-based server which is 
going to suffer from potential delays in processing or tempo-
rary data dropout in case of data transmission problems.29 
Artificial pancreas systems in use and under development all 
use fog or edge computing systems.

Other Medical Devices Currently Using 
Edge Computing

Edge computing is currently used in several other medical 
closed-loop systems besides diabetes systems, where the 
sensor input is designed to affect the actuator output, includ-
ing (1) cardiac pacemakers; (2) cardiac defibrillators; (3) 
investigational closed-loop mechanical ventilation systems30 
which are not yet on the market; (4) the Sedasys closed-loop 
anesthesia delivery system that was approved by FDA but 

taken off the market because of poor sales;31 and (5) brain 
function which can be modulated with closed-loop stimula-
tion.32 Edge computing is suited for closed-loop systems that 
use smart sensors to maintain physiologic homeostasis, but 
the approach is adopted only to a limited extent currently 
because few autonomous closed-loop systems have been 
developed and approved by the FDA.33 This approach would 
be suitable for an intensive care unit or an emergency medi-
cal department where acutely ill patients can require immedi-
ate responses to changes in their condition. Edge computing 
is achieved by connecting a system’s sensors to small, local 
control systems that handle processing, and communication. 
The result of edge computing can be rapid machine-to-
machine communication or machine-to-human interaction. 
This paradigm (compared to fog computing) takes localized 
processing farther away from the network right down to the 
sensor by pushing the computing processes even closer to the 
data sources.34 The sensor can then either send information 
directly to another edge device, up to a fog node, or to the 
cloud. By using edge computing, instead of doing the bulk of 
processing in a centralized server or a distributed local server, 
each device on the network would play its own role in pro-
cessing the information.

Future Trends in Managing Data 
Generated by the Medical IoT

By 2019, 45% of IoT-created data are expected to be stored, 
processed, analyzed, and acted on close to, or at the Edge of, 
the network.35 The OpenFog Consortium was founded in 
November 2015 by representatives from ARM, Cisco, Dell, 
Intel, Microsoft, and Princeton University.36 Its goal is to 
develop an interoperable fog computing architecture with 
sufficient latency, bandwidth, and security to support intelli-
gence at the edge of the IoT, including autonomous and self-
aware machines, things, devices, and smart objects. The 
organization now has over 50 member organizations.37 The 
Edge Consortium was founded in November 2016 by repre-
sentatives Huawei Technologies Co, Ltd, Shenyang Institute 
of Automation of Chinese Academy of Sciences, China 
Academy of Information and Communications Technology 
(CAICT), Intel Corporation, ARM, and iSoftStone.38 Its 
goals are to strengthen the edge computing industry by: (1) 
promoting open cooperation (which can include develop-
ment of unified terminologies and architectures); (2) nurtur-
ing the industry’s best practices; and (3) advancing sound 
and sustainable development of edge computing.39

Edge computing will become increasingly important as 
the next step beyond fog computing. This paradigm will be a 
key part of the new 5G Mobile Communication System that 
is under development.22 The 5G (or fifth generation) mobile 
network system will provide faster service with shorter 
latency and lower power consumption than is possible with 
the currently used 4G (or fourth generation) system.40 Edge 
computing is expected to be a key enabler of processes where 
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a rapid response to sensor input is necessary, such as wireless 
health monitoring, virtual reality, self-driving cars, robotics, 
drones, and finding lost children. As the amount of data gen-
erated by the IoT increases, including diabetes-related data, 
the need for distributed computing based on fog computing 
and edge computing architectures will progressively increase.
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Technology; IoT, Internet of Things.
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