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Abstract

Purpose of review—The goal of this review was to examine how often researchers report 

participants’ online engagement using paradata (i.e. intervention usage metrics) when describing 

the outcomes of online behavioural HIV prevention and care interventions. We also highlight the 

utility of paradata collection and analysis in future technology-based trials.

Recent findings—We focused on studies indexed on PubMed and published between January 1, 

2016 and March 31, 2017 that reported the development and testing of online behavioural 

interventions for HIV prevention and/or care. Of the 705 extracted citations, six met study criteria.

Summary—Only one study reported paradata reflecting participants’ engagement with a 

technology-based intervention. Researchers should systematically collect and analyze paradata to 

strengthen the evidence-base for technology-based interventions (do they work?), advance the use 

of behaviour change theory across modalities and platforms (how/why do they work?), and inform 

reach and scale-up efforts (for whom do they work?). Researchers may also rely on paradata to 

examine dose-response relationships due to user engagement, to identify replicable core 

components linked to behaviour change outcomes, to allocate resources judiciously and drive 

down development costs, and to pool these metrics for use in future meta-analyses.
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Introduction

Individuals increasingly rely on online information as learning tools that aid in their 

decision-making. As a result, HIV prevention and care researchers have made efforts for 

more than a decade to develop HIV prevention and care interventions in these digital 
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mediums. Several reviews show an increase in the number of technology-based HIV 

prevention and care interventions developed and evaluated, with mounting evidence 

suggesting that these behavioural interventions are acceptable and efficacious in promoting 

behaviour change [1–4]. Although intervention outcomes have primarily relied on analyses 

by group assignment, this approach has limitations. Most notably, the evaluation of 

technology-based interventions often assume that participants’ engagement is equitable 

within the study arms and stable for the duration of the trial.

Compared to in-person and computer-based interventions delivered in supervised settings 

(e.g., clinics, schools), researchers have less control of participants’ engagement with 

technology-based interventions that provide flexibility for when and where they are 

accessed. Technology-based interventions typically consist of one or more components (e.g., 

personalized content, participation in forums, interactive or gamified activities, videos, 

geospatial links to local resources) that are presented to users using various platforms and 

modes of delivery (e.g., SMS, WebApps, social media, and/or native apps) across 

interventions. Data on where and how users access and move through an intervention may 

be automatically collected as users log on to the system (e.g., user’s operating system, 

browser, and type of device) and use its different components (e.g., timestamps in system 

logs to quantify time spent using the intervention) to assess online engagement [5–6]. These 

metrics, referred by Couper et al. [5] as paradata, can be used as “auxiliary data that capture 

details about the process of the interaction with the online intervention.” (p. 2). Paradata 

have been used to gauge the proportion of participants who accessed the intervention and 

remained on protocol for the online study (i.e., adherence), the frequency (i.e., exposure) and 

amount of time (i.e., engagement) spent on an intervention and its components, and the types 

of components used by participants (i.e., usage). Crutzen et al. [7], for example, noted the 

value of using Google Analytics as a tool that can quantify user behaviour within a sexual 

health website and characterize traffic to their website.

Within the larger public health literature on online engagement, paradata metrics have 

allowed researchers to show that increased intervention engagement is associated with 

stronger treatment effects on study outcomes and increased participant satisfaction and 

retention [8–12]. Within the HIV literature, however, efforts to understand how participants’ 

engagement with Technology-based interventions is linked to HIV prevention and treatment 

outcomes remain underdeveloped. To this end, the goal of this review was to examine how 

often researchers reported metrics that describe participants’ engagement, to examine 

whether these metrics were associated with trial outcomes, and to highlight the utility of 

paradata collection and analysis in future online behavioural interventions for HIV 

prevention and care.

Methods

We searched PubMed from 1/1/2016 to 3/31/2017, using the following keywords and MeSH 

terms in combination: sex/intercourse/coitus/unprotected/condomless anal intercourse; Pre-

Exposure Prophylaxis or PrEP; Post-Exposure Prophylaxis or PEP; test/testing; prevention; 

engagement; antiretroviral virus/antiretroviral agents/antiretroviral therapy/highly active 

antiretroviral therapy/HAART/ART; medication adherence. Among articles and abstracts 
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identified through these searches, we focused on studies that reported the pilot test or large 

scale efficacy trial of a behavioural intervention for HIV prevention and/or care that utilized 

internet and/or smartphone-based technology as a primary component of the intervention. 

We excluded publications that: 1) did not include a clear intervention, or 2) did not include 

an HIV-specific outcome (e.g. focused exclusively on pregnancy or other STIs). We also 

excluded studies that relied solely on text-based technologies (e.g., mobile phone text 

messaging; SMS) as those interventions would have no online interface from which to derive 

meaningful paradata. Of the 705 articles extracted, six met criteria for inclusion in our 

review [13–18].

The use of paradata in technology-based HIV behavioural trials

Only one study, published by co-authors of this review, reported paradata [13]. Baltierra et 

al. used data from a one-month pilot trial (healthMpowerment) focused on 15 young (ages 

20–30) Black men who have sex with men and transgender women, 9 of whom were living 

with HIV. The mobile-optimized intervention was designed to reduce sexual risk behaviours 

by including theoretically-informed risk reduction content, encouraging online community 

interaction between users, and promoting engagement through gamification features (e.g., 

quizzes, rewards, self-assessments). Baltierra et al. [13] measured participants’ engagement 

in the pilot trial using Google Analytics to record the number of visits to the intervention, 

overall time spent on the intervention, time spent on specific sections of the intervention, and 

number of gamification points for completing intervention activities (e.g., submitting health 

questions, completing quizzes, contributing to a message board conversation).

Google Analytics data indicated that the site had 544 visits over the four weeks of the trial, 

with a mean number of 20 pages viewed per participant per session. Overall time spent on 

the intervention over the four weeks of the trial varied: 2 participants never used the 

intervention (0 seconds), 2 participants logged on for less than an hour, 4 participants 

interacted between 1–5 hours, and 5 participants engaged for more than 5 hours (range 5–13 

hours). Additional analysis of paradata metrics used time spent on specific sections of the 

intervention to identify the most popular activities: the forum (used by 11 of 15 participants) 

and quizzes (used by 9 of 15 participants). Participants’ self-reported intervention 

satisfaction was associated with the number of completed quizzes (r =.83) and total time 

spent on site (r=.65).

A large-scale RCT of the healthMpowerment intervention is now underway. Although the 

evaluation of intervention effects using traditional statistical methods will examine the 

overall efficacy of the intervention based on treatment assignment, secondary analyses of 

healthMpowerment’s paradata will help advance the field when examining whether 

differential efficacy on study outcomes arose based on participants’ time spent on the site 

(i.e., dose-response effect) and/or engagement with different intervention components.

How can paradata analyses advance the field?

Paradata can help scholars identify what intervention components should be kept, removed, 

or redesigned between versions of their technology-based intervention [19–20] or prior to 
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scale-up and dissemination. For instance, similar to Baltierra et al. [13], examining paradata 

from a pilot trial may indicate what components are most engaging, popular, and associated 

with satisfaction with the intervention. Paradata may also afford researchers the opportunity 

to evaluate whether core activities central to the intervention need to be revisited in design 

and/or content to ensure fidelity to the behavioural theory guiding the intervention. For 

example, do participants spend most of their time in activities focused on shifting social 

norms (e.g., forums, message boards) without engaging in self-appraisal (e.g., journaling, 

quizzes) or skill-building activities (e.g., games and challenges)? In sum, paradata can 

support researchers decisions about how to best invest study resources, promote fidelity with 

the theoretical framework guiding the intervention, and achieve maximum participant 

engagement and satisfaction to increase the intervention’s efficacy.

Examination of paradata can also facilitate understanding of participant use patterns (i.e. 

participant behaviours within the intervention and technology used to access the 

intervention) [9, 12]. For example, do active contributors show greater intervention effects 

than “lurkers” (those who view others’ posts but do not contribute original material 

themselves [21])? If so, researchers can work with designers and developers to refine the 

intervention to include persuasive cues that encourage participants’ active engagement with 

the intervention. Conversely, if “lurkers” show similar intervention effects [22–23], then 

design resources may be moved elsewhere.

Another promising use for paradata in online health interventions could be modelled after a 

commonly-used technique on ecommerce websites: store users’ browsing histories to 

recommend other relevant products or services. Similar principles could be used to route 

participants to unexplored and/or relevant content within a technology-based HIV 

intervention. Given the nascent use of machine learning to promote user engagement in 

technology-based HIV interventions, future research examining whether paradata can be 

used in real-time to deliver tailored content and inform more effective navigation are 

warranted.

The potential of paradata as an innovation catalyst in our field raises important conceptual 

questions regarding the measurement of participants’ exposure to a technology-based 

intervention and offers opportunities to reconsider how to examine interventions’ effects on 

outcomes of interest. Compared to in-person interventions where behavioural activities are 

typically sequential (i.e., all participants are exposed to the same order of intervention 

content and activities), many technology-based interventions are designed to promote 

maximum engagement by allowing nonsequential content navigation. Building an 

intervention with a non-directive sequence might contribute to its vitality and popularity, 

especially if it is designed to feature user-generated content (e.g., forums, message threads, 

sharing of images), to embed social media elements (e.g., Twitter feeds), or incorporate 

other interactive online tools (e.g., online test locators or other widgets). If trial participants 

choose when, how, and for how long they engage with a technology-based intervention, can 

we truly say that all participants within the same treatment arm are systematically exposed 

to the same intervention? Could participants require varying amounts of temporal 

engagement and/or personalized content to reach similar behavioural effects from an 

intervention? These nuances are not currently considered when evaluating the effects of 
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technology-based HIV prevention and treatment interventions in the traditional randomized 

controlled trial framework, where the primary analysis often focuses on comparing 

outcomes in the intervention arm to those in the control condition. Future research 

examining how scholars can use paradata to address these differential exposures is 

warranted. Undoubtedly, data science methods and statistics, often used to analyse big data 

in bioinformatics, could help address these issues and accelerate our understanding 

regarding who benefits most from technology-based behavioural interventions.

Timelines for the design and implementation of randomized controlled trials for technology-

based HIV interventions often do not align with real-world technology advancement [24]. 

Undoubtedly, the deployment of market-driven technologies outpaces researchers’ ability to 

integrate and test these innovations in clinical trials due to timeline, regulatory, and funding 

considerations. As a result, technology-based HIV prevention and treatment interventions 

lag behind participants’ standards for web- or app-based functionality and technology. To 

appeal to and sustain the attention of research participants, researchers should consider 

whether real-time paradata can inform when to introduce new intervention activities and/or 

content (e.g., version update) to a study. Mohr and colleagues [24], for example, have 

proposed the Continuous Evaluation of Evolving Behavioral Evaluation Intervention 

Technologies (CEEBIT) as a method to reduce delays in making data-driven decisions 

regarding an intervention’s efficacy, and accelerating researchers’ ability to innovate in their 

design. Within the CEEBIT framework, researchers can introduce updates (e.g., new content 

or new activity) to an intervention over time and determine whether a new version (e.g., 

version 2.0 vs 1.0) is superior by examining paradata and real-time tracking of outcome 

data. Participants in the inferior version (e.g., version 1.0) would then be re-allocated to an 

upgraded condition (e.g., version 3.0). This comparative process between versions would 

continue until none of the active versions of the intervention meets inferiority criteria. 

Although beyond the scope of this review, future research examining whether designs like 

CEEBIT could address some of the methodological concerns faced by researchers deploying 

technology-based HIV prevention and treatment interventions is warranted.

Conclusion

Paradata analyses have promise to accelerate technology-based HIV interventions in several 

important areas. We encourage researchers to develop aims and hypotheses regarding the 

relationship between participant engagement and intervention outcomes as they develop 

their research protocols. During the design phase of their interventions, researchers should 

work with their developers to map out what paradata they wish to collect as part of their 

trial. Moreover, given that paradata is often generated through process logs (e.g., users’ 

timestamped actions within a site), careful consideration on how these data should be 

structured to be meaningful and useful for future analysis is vital. For example, researchers 

and developers should critically evaluate whether their intervention will have a timeout 

feature whereby the participant is automatically logged out after a period of inactivity. 

Without a timeout feature, usage data pertaining to temporal engagement may become 

skewed and unusable.
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As an emergent field, paradata analyses will require multidisciplinary collaborations 

between experts in intervention development, bioinformatics and biostatistics. Building on 

lessons learned from big data analytics in e-commerce and social media [25–26], these 

partnerships will be critical to determining what and how paradata will be collected and 

analyzed. Finally, researchers are strongly encouraged to report usage metrics as part of their 

study protocols and primary findings paper for their online trial. Availability of these data 

may allow for pooling of metrics across online trials, inform which user engagement metrics 

should be measured across technology-based interventions, and inform meta-analyses in this 

area.

Technology-based interventions are designed to reach large numbers of participants across 

diverse regions, increase access to HIV prevention and treatment tools, and promote iterative 

learning. Beyond traditional outcome analysis (e.g., differences in outcomes between 

treatment conditions) used in clinical trial designs, researchers should systematically collect 

and analyze paradata to examine whether online engagement creates dose-response 

relationships within their trials. Paradata analyses also may help identify how use of specific 

intervention components may lead to behaviour change, offer insights into what components 

to include across modes of delivery, and provide opportunities to compare the efficacy of 

specific components across trials. These data could advance the field of behaviour change 

theory for online interventions. This would have cost-saving implications by helping 

researchers more effectively allocate financial and technological resources when designing 

new interventions, and reduce churning components shown to be ineffective across studies. 

Future research in this area is encouraged.
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Key points

• Paradata have been associated with differential treatment outcomes in online 

health behavior interventions, yet they remain under examined and 

underreported in technology-based HIV prevention and care interventions.

• Researchers should work with programmers and statisticians to identify and 

quantify usage metrics during the intervention design phase, and propose 

analyses to examine these analytics as indicators of intervention feasibility, 

exposure and usage.

• Paradata analyses might help identify how components lead to behaviour 

change, offer insights into what components to include across modes of 

delivery, and provide opportunities to compare the efficacy of specific 

components across trials.
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