ARTICLE

Practical device-independent quantum
cryptography via entropy accumulation
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Device-independent cryptography goes beyond conventional quantum cryptography by
providing security that holds independently of the quality of the underlying physical devices.
Device-independent protocols are based on the quantum phenomena of non-locality and the
violation of Bell inequalities. This high level of security could so far only be established under
conditions which are not achievable experimentally. Here we present a property of entropy,
termed “entropy accumulation”, which asserts that the total amount of entropy of a large
system is the sum of its parts. We use this property to prove the security of cryptographic
protocols, including device-independent quantum key distribution, while achieving essentially
optimal parameters. Recent experimental progress, which enabled loophole-free Bell tests,
suggests that the achieved parameters are technologically accessible. Our work hence pro-
vides the theoretical groundwork for experimental demonstrations of device-independent

cryptography.
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evice-independent (DI) quantum cryptographic protocols

achieve an unprecedented level of security—with guar-

antees that hold (almost) irrespective of the quality, or
trustworthiness, of the physical devices used to implement them!.
The most challenging cryptographic task in which DI security has
been considered is quantum key distribution (QKD); we will use
this task as an example throughout the manuscript. In DIQKD,
the goal of the honest parties, called Alice and Bob, is to create a
shared key, unknown to everybody else but them. To execute the
protocol, they hold a device consisting of two parts: each part
belongs to one of the parties and is kept in their laboratories.
Ideally, the device performs measurements on some entangled
quantum states it contains.

In real life, the manufacturer of the device, called Eve, can have
limited technological abilities (and hence cannot guarantee that
the device’s actions are exact and non-faulty) or even be mal-
icious. The device itself is far too complex for Alice and Bob to
open and assess whether it works as Eve alleges. Alice and Bob
must therefore treat the device as a black box with which they can
only interact according to the protocol. The protocol must allow
them to test the possibly faulty or malicious device and decide
whether using it to create their keys poses any security risk. The
protocol guarantees that by interacting with the device according
to the specified steps, the honest parties will either abort, if they
detect a fault, or produce identical and secret keys (with high
probability).

Adopting the DI approach is not only crucial for the paranoid
cryptographers; even the most skilled experimentalist will
recognise that a fully characterised, stable at all times, large-scale
quantum device that implements a QKD protocol is extremely
hard to build. Indeed, implementations of QKD protocols have
been attacked by exploiting imperfections of the devices®™.
Instead of trying to come up with a “patch” each time an
imperfection in the device is detected, DI protocols allow us to
break the cycle of attacks and countermeasures.

The most important (in fact necessary) ingredient, which forms
the basis of all DI protocols, is a “test for quantumness” based on
the violation of a Bell inequality®~. A Bell inequality'®!! can be
thought of as a game played by the honest parties using the device
they share (Fig. 1). Different devices lead to different winning
probabilities when playing the game. The game has a special
“feature”—there exists a quantum device which achieves a win-
ning probability @, greater than all classical, local, devices. Hence,
if the honest parties observe that their device wins the game with
probability w, they conclude that it must be non-local'l. A recent

Alice: Input xe {0, 1}

Output ae {0,1} ﬂ'
Bob: Input ye {0, 1}

Output be {0, 1}
Win: a®b=x-y

y b

Fig. 1 The Clauser-Horne-Shimony-Holt game34. Alice and Bob input bits,
separately, into their parts of the shared device. Each part of the device
supplies an output. The game is won if a @ b=x-y. The optimal winning
probability in this game for a classical device is 75%. A quantum device can
get up to approximately 86% by measuring the maximally entangled state
|@+) = (]00) + |11))/v/2 with the following measurements: Alice’s
measurements x =0 and x =1 correspond to the Pauli operators ¢, and o,,
respectively, and Bob's measurements y=0 and y =1 to (o, + ¢,)/V/2 and
(6, — 6,)/V/2, respectively
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sequence of breakthrough experiments have verified the quantum
advantage in such “Bell games” in a loophole-free way'?>~1* (in
particular, this means that the experiments were executed without
making assumptions that could otherwise be exploited by Eve to
compromise the security of a cryptographic protocol).

DI security relies on the following deep but well-established
facts. High winning probability in a Bell game not only implies
that the measured system is non-local, but more importantly that
the kind of non-local correlations it exhibits cannot be shared: the
higher the winning probability, the less information any eaves-
dropper can have about the devices’ outcomes. The tradeoff
between winning probability and secret randomness, or entropy,
can be made quantitative!>1°,

The amount of entropy, or secrecy, generated in a single round
of the protocol can therefore be calculated from the winning
probability in a single game. The major challenge, however,
consists in establishing that entropy accumulates additively
throughout the multiple rounds of the protocol and use it to
bound the total secret randomness groduced by the device.

A commonly used assumption!”~2! to simplify this task is that
the device held by the honest parties makes the same measure-
ments on identical and independent quantum states in every
round i€ {1, ..., n} of the protocol. This implies that the device is
initialised in some (unknown) state of the form ¢®7, ie., an
independent and identically distributed (i.i.d.) state, and that the
measurements have a similar structure. In that case, the total
entropy created during the protocol can be easily related to the
sum of the entropies generated in each round separately (as
further explained below).

Unfortunately, although quite convenient for the analysis, the i.
i.d. assumption cannot be justified a priori. When considering
device-dependent protocols, such as the BB84 protocol?, de
Finetti theorems®>** can often be applied to reduce the task of
proving the security in the most general case to that of proving
security with the iid. assumption. This approach was unsuc-
cessful in the DI scenario, where known de Finetti theorems®>~26
do not apply. Hence, one cannot simply reduce a general security
statement to the one proven under the ii.d. assumption.

Without this assumption, however, very little is known about
the structure of the untrusted device and hence also about its
output. As a consequence, previous DIQKD security proofs had
to address directly the most general case?’~2°. This led to security
statements which are of limited relevance for practical experi-
mental implementations; they are applicable only in an unrealistic
regime of parameters, e.g., small amount of tolerable noise and
large number of signals.

The work presented here resolves this situation. First, we
provide a general information-theoretic tool that quantifies the
amount of entropy accumulated during sequential processes
which do not necessarily behave identically and independently in
each step. We call this result the “Entropy Accumulation Theo-
rem” (EAT). We then show how it can be applied to essentially
reduce the problem of proving DI security in the most general
case to that of the i.i.d. case. This allows us to establish simple and
modular security proofs for DIQKD that yield tight key rates. Our
quantitative results imply that the first proofs of principle
experiments implementing a DIQKD protocol are within reach
with today’s state-of-the-art technology. Aside from its applica-
tion to security proofs, the EAT can be used in other scenarios in
quantum information such as the analysis of quantum random
access codes.

Results
In the following, we start by explaining the main steps in a
security proof of DIQKD under the ii.d. assumption using well-
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established techniques. We then present the EAT and show how
it can be used to extend the proof and achieve full security (i.e.,
without assuming an i.i.d. behaviour of the device).

Security under the independent and identically distributed
device assumption. The central task when proving the security of
cryptographic protocols consists in bounding the information
that an adversary, called Eve, may obtain about certain values
generated by the protocol, which are supposed to be secret. For
QKD, the appropriate measure of knowledge, or rather uncer-
tainty, is given by the smooth conditional min-entropy>’
HZ. (K|E), where K is the raw data obtained by the honest
parties, E the quantum system held by Eve, and € a parameter
describing the security of the protocol. The quantity H, (K|E)
determines the maximal length of the secret key that can be
created by the protocol. Hence, proving the security amounts to
establishing a lower bound on H,, (K|E). Evaluating H, (K|E)
can be a daunting task, as the adversary’s system E is out of our
control; in particular, it can have arbitrary dimension and share
quantum correlations with the users’ devices.

Most protocols consist of a basic building block, or “round”,
which is repeated a large number, #, of times; in each round i, the
classical data K; is generated. The structure of a DIQKD protocol
is shown in Box 1. The i.i.d. assumption means that the raw key
K} =Ki, ... ,K, can be treated as a sequence of ii.d. random
variables K;. That is, all the K; are identical and independent of

0.8 i

Amount of secret
randomness H (A|E)

1
0.76 0.78 0.8 0.82 0.84
Winning probability o

Fig. 2 Secrecy for the Clauser-Horne-Shimony-Holt game vs. winning
probability. The amount of secret randomness is quantified by the
conditional von Neumann entropy H(A|E). As soon as the winning
probability is above the classical threshold of 75% some secret randomness
is produced. The analytical bound' is stated as Eq. (2)

i.i.d. device

X, a X, @

one another. The eavesdropper has side information E; about
each K;. In this case, the total conditional min-entropy
H . (K{’|Ef) can be directly related to the single-round
conditional von Neumann entropy H(K;|E;) using the quantum
asymptotic equipartition property’! (AEP), which asserts that

Hin (KT [EY) 2 nH(KIE) — e/, (1)
where ¢, depends only on ¢ (see the Methods section).

To get a bound on H:, (K}|E}), we therefore need to analyse
the secrecy, H(K;|E;), resulting from a single round of the
protocol. Depending on the considered scenario, a lower bound
on H(K;|E;) can be found using different techniques. For discrete-
and continuous-variable QKD, for example, one can use the
entropic uncertainty relations*>*3, When dealing with DIQKD, a
quantum advantage in a Bell game implies a lower-bound on
H(K;|E;) as discussed above.

The Clauser-Horne—Shimony-Holt (CHSH) game34 (pre-
sented in Fig. 1) forms the basis for most DIQKD protocols.
For this game, a tight bound on the secrecy as a function of the
winning probability in the game was derived!®. The bound
implies that for any quantum state that wins the CHSH game
with probability @, the entropy evaluated on the state of the
system after the game has been played is at least

H(Ki|E) > 1 —hG% 16w(w — 1) +3)» (2)

where Ah(-) is the binary entropy function. This relation is shown
in Fig. 2.

To compute the bound on H(K;|E;), Alice and Bob need to
collect the statistics they observe while running the protocol and
estimate the winning probability @ appearing in Eq. (2); assuming
the ii.d. structure this is easily done using Hoeffding’s inequality.

The conclusion of this section is the following. The i.i.d.
assumption plays a crucial role in the above line of proof: it allows
us to reduce the problem of calculating the total secrecy of the
raw key created by the device to that of bounding the secrecy
produced in one round. Instead of dealing with large-scale
quantum systems, we are only required to understand the physics
of small systems associated with just one round (as in Eq. (2)).
The AEP appearing as Eq. (1) does the rest.

Extending to full security. Assuming the device behaves in an
iid. way goes completely against the DI setting by imposing a
severe and even unrealistic restrictions on the implementation of
the device. In particular, the assumption implies that the device
does not include any, classical or quantum, internal memory (i.e.,

General device

X3 ag X, a4 X ag X; a X, a, X3 ag X, a4 X ag

Ll LN LN LN LN AN

Y1 by Y2 by Y3 by Vs by Y5 bs Yo by Ys by

Independent and identical behaviour e Sequential interaction ««=====ssseenmneaaaaas >

Fig. 3 An independent and identically distributed device vs. a general one. An independent and identically distributed (i.i.d.) device (left) is initialised in
some (unknown) i.i.d. state 6®"; each “small device” is described by one copy of the same bipartite state ¢ and all copies are measured in the same way. A
general device (right) is described by a bipartite quantum state p; in contrast to the i.i.d. case, any further division into subsystems is unknown. During the
protocol, the state is measured through a sequential process: Alice and Bob use the device in the first round of the protocol and only then proceed to the
second round, and so on
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For every round i € [n] do Steps 2-4:
Alice and Bob choose X Y; at random.
They input X;Y; to the device and record the outputs A, B,.
Alice sets Kj=A;

NN

winning probability, wt, they abort.

and B.

Box 1 | Device-independent quantum key distribution protocol (simplified example)

Given: A device for Alice and Bob that can play the chosen Bell game repeatedly

5. Parameter estimation: Alice and Bob estimate the average winning probability in the game from the observed data. If it is below the expected

6. Classical post processing: Alice and Bob apply an error correction protocol and a privacy amplification protocol (both classical) on their raw keys K

its actions in one round cannot depend on the previous rounds)
and cannot display time-dependent behaviour.

Our main contribution can be phrased as follows.

Theorem (Security of DIQKD, informal): Security of DIQKD in
the most general case follows from security under the i.i.d.
assumption. Moreover, the dependence of the key rate on the
number of exchanged signals, n, is the same as the one in the i.i.d.
case, up to terms that scale like 1/1/n. The key rates are plotted
below.

We now explain the above theorem and how it is derived in
more detail. A general device is described by an (unknown)
tripartite state pg, o,z where the bipartite quantum state pg, o, is
shared between Alice and Bob and pg belongs to Eve, together
with the measurements applied to pg, 5, when the device is used.
No additional structure is assumed (see Fig. 3).

As mentioned above, the standard DIQKD protocol proceeds
in rounds (recall Box 1): Alice and Bob use their components in
the first round of the protocol and only then proceed to the
second round, etc. We leverage this structure to bound the
amount of entropy produced during a complete execution of the
protocol.

To do so, we prove a generalisation of the AEP given in Eq. (1)
to a scenario in which, instead of the raw key K} = Kj, ... , K,
being produced by an ii.d. process, its parts K; are produced one
after the other. In this case, each K; may depend not only on i-th
round of the protocol but also on everything that happened in
previous rounds (but not on the subsequent ones). We explain
our tool, the EAT, in the following.

The entropy accumulation theorem (EAT). We describe here a
simplified and informal version of the EAT, sufficient to under-
stand how it can be used to prove the security of DI protocols; for
the most general statements see the Methods section.

We consider processes which can be described by a sequence of
n maps My, ... , M,, called “EAT channels”, as shown in Fig. 4.
Each M; outputs two systems, O; which describes the
information that should be kept secret, and S;, describing some
side information leaked by the map, together with a “memory”
system R;, which is passed on as an input to the next map M.
The systems S} describe the side information created during the
process. A further quantum system, denoted by E, represents
additional side information correlated to the initial state in the
beginning of the considered process. The systems O} are then the
ones in which entropy is accumulated conditioned on the side
information S} and E.

To bound the entropy of Of, we take into account global
statistical properties. These are inferred by tests carried out by the
protocol on a small sample of the generated outputs. To
incorporate such statistical information, we consider for each
round an additional classical value C; computed from O; and ..
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Additionally, in each step of the process, the previous outcomes
07! are independent of future information S; given all the past
side information S\™'E. By choosing O; and S; properly, this
condition can be satisfied by sequential protocols such as DIQKD.

The EAT relates the total amount of entropy to the entropy
accumulated in one step of the process. The latter is quantified by
the minimal, or worst-case, von Neumann entropy produced by
the maps M; when acting on an input state that reproduces the
correct statistics on C; i.e., states that satisfy M;(c), = freq(c})
where freq(c}) is the empirical statistics, or frequency distribu-
tion, on C defined by freq(c?)(c) = M

To state the explicit result, we define a “min-tradeoff function”,
fmin» from the set of probability distributions over C to the real
numbers; fni, should be chosen as a convex differentiable
function which is bounded above by the worst-case entropy just

described:

fmin (freq(c})) < H(O4|S;E). (3)
An event Q2 is defined by a subset of C" and we write
Pa = > acalPorsie.ci—e) for the probability of the event £2 and

]
— > _|dXd| @ porspcr=a

Ple =
p en

(4)

for the state conditioned on £2. We further define a set Q over the
set of frequencies such that for all ¢, freq(c}) € £ if and only if
c] € 2.

Theorem (EAT, informal): For any EAT channels, an event £
such that £ is a convex set, and a convex min-tradeoff function
for which fuin (freq(c})) > t for any freq(c}) € 2,

He, (O}|S{E)>nt — vi/n,

min (5 )
where the conditional smooth min-entropy is evaluated on py,
and v depends on the values ||Vfninl| ., €, po, and the maximal
dimension of the systems O;.

Equation (5) asserts that, to first order in n, the total
conditional smooth min-entropy is at least n times the value of
the min-tradeoff function, evaluated on the empirical statistics
observed during the protocol (and hence linear in the number of
rounds). In the special case where the EAT channels are
independent and identical, the EAT is reduced to the quantum
AEP; Eq. (5) is thus a generalisation of Eq. (1).

DIQKD security via the EAT. To gain intuition on how the EAT
can be applied to DIQKD, note the following. Define the maps
M to describe the joint behaviour of the honest parties and their
respective uncharacterised device while playing a single round of
a Bell game such as the CHSH game. Let 2 be the event of the
protocol not aborting or a closely related event, e.g., the event that
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the fraction of CHSH games won is above some threshold wr.
The state for which the smooth min-entropy is evaluated is pjq,
i.e,, the state at the end of the protocol conditioned on not
aborting. This implies, in particular, a bound on H¢, (K}|E).

Furthermore, the condition on the min-tradeoff function stated
in Eq. (3) corresponds to the requirement that the distribution of
C; equals cf, which ensures that the entropy in Eq. (3) is evaluated
on states that can be used to win the CHSH game with probability
or. Thus, in order to devise an appropriate min-tradeoff
function, we can use the relation appearing in Eq. (2); the exact
details are given in the Methods section. This results in a tight
bound on the amount of entropy created in each step of the
protocol. In this sense, we reduce the problem of proving the
security of the whole protocol to that of a single round.

Using the EAT we get a bound on Hj,, (KﬂE) which, to first
order in n, coincides with the one derived under the iid.
assumption and is thus optimal. The final key rate r = ¢/n (where
£ is the length of a key) produced in a DIQKD protocol depends
on this amount of entropy and the amount of information leaked
during standard classical post-processing steps. We plot the
results for specific choices of parameters in Fig. 5.

To calculate the key rate, one must have some honest
implementation of the protocol in mind; this is given by what
the experimentalists think (or guess) is happening in their
experiment when an adversary is not present. It does not, in any
way, restrict the actions of the adversary or the types of
imperfections in the device. We consider the following honest

wvm

Initial
state

RO R1 Rz an Rn
B IR
/N /N

o S 0, S, o, S,
—_—— ——— —
U U A3
c, C, c,

Fig. 4 Sequential processes. Each map in the sequence M; outputs O,
which describes the information that should be kept secret, and S;
describing some side information leaked by the map, together with a
“memory” system R;, which gets passed on to the next map M;.s. In each
step, an additional classical value C; is calculated from O; and S;

a 1 T T T T T
— n=10"
08F N e n=10" |1
L ---n=10°
N N
o 061+, n=10" |+
4@ \\ .
q>)‘ \\\ '..".
2 04F .. -
02k “\ i
0 1 | ) 'S b
1 3 5 6.5 7.1

Quantum bit error rate Q (%)

implementation, but the analysis can be adapted to any other
implementation of interest.

In the realisation of the device, in each round, Alice and Bob
share the two-qubit Werner state pg, o, = (1 — v)|@" ) ("] +
vl/4 resulting from a depolarisation noise acting on the
maximally entangled state |@T). In every round, the measure-
ments for X;, Y;€{0, 1} are as described in Fig. 1 and for Y;=2
Bob’s measurement is o,. The winning probability in the CHSH
game (restricted to X;, Y;€ {0, 1}) using these measurements on
£QsQs 18 Dexp = [2 +v2(1 - 1/)] /4. The quantum bit error rate
Q = Pr[A;#B;|(X;, Y;) = (0,2)] for the above state and measure-
ments is given by Q=v/2.

The key rate r is plotted in Fig. 5. For n=10', the curve
essentially coincides with the rate achieved in the asymptotic i.i.d.
case!”. Since the latter was shown to be optimal'?, it provides an
upper bound on the key rate and the amount of tolerable noise.
Hence, for large enough n our rates become optimal and the
protocol can tolerate up to the maximal error rate Q=7.1%. For
comparison, the previously established explicit rates? are well
below the lowest curve presented in Fig. 5, even when the number
of signals goes to infinity, with a maximal noise tolerance of 1.6%.
Moreover, our key rates are comgarable to those achieved in
device-dependent QKD protocols>>.

Discussion

The information theoretic tool, the EAT, reveals a novel property
of entropy: the operationally relevant total uncertainty about an
n-partite system created in a sequential process corresponds to
the sum of the entropies of its parts, even without an indepen-
dence assumption.

Using the EAT, we show that practical and realistic protocols
can be used to achieve the unprecedented level of DI security. The
next major challenge in experimental implementations is a field
demonstration of a DIQKD protocol. This would provide the
strongest cryptographic experiment ever realised. The work pre-
sented here provides the theoretical groundwork for such
experiments. Our quantitative results imply that the first proofs of
principle experiments, with small distances and small rates, are
within reach with today’s state-of-the-art technology, which
recently enabled the violation of Bell inequalities in a loophole-
free way.

Methods

We state here the main theorems of our work and sketch the proofs. Using the
explicit expressions given below, one can reproduce the key rates presented in
Fig. 5.

b 1 T T T T T
_O=0.5°/o -
] N i Q=25% [
--- Q=5%
~
o 0.6 i
i
% .....
< 04 4
02 e
0
10° 107 10® 10° 10" 10" 1018

Number of signals n

Fig. 5 Key rate in a DIQKD protocol. The plots show the key rate r as a function of a the quantum bit error rate Q and b the number of signals n. The
completeness error, i.e., the probability that the protocol aborts when using an honest implementation of the device, e.g., due to statistical fluctuations, was
chosen to be eg, = 10~2. The soundness error, which quantifies the maximum tolerated deviation of the actual protocol from a hypothetical one where a
perfectly random and completely secret key is produced for Alice and Bob, is taken to be ety = 107°. Both of these values are considered to be realistic
and relevant for actual applications. The rates are calculated using Eq. (35) which is derived in the Methods section

| (2018)9:459

| DOI: 10.1038/541467-017-02307-4 | www.nature.com/naturecommunications 5


www.nature.com/naturecommunications
www.nature.com/naturecommunications

ARTICLE

The formal statement and proof idea of the EAT. In this section, we are
interested in the general question of whether entropy accumulates, in the sense that
the operationally relevant total uncertainty about an n-partite system O} corre-
sponds to the sum of the entropies of its parts O,. The AEP, given in Eq. (1),
implies that this is indeed the case to first order in n—under the assumption that
the parts O; are identical and independent of each other. Our result shows that
entropy accumulation occurs for more general processes, i.e., without an inde-
pendence assumption, provided one quantifies the uncertainty about the individual
systems O; by the von Neumann entropy of a suitably chosen state.

The type of processes that we consider are those that can be described by a
sequence of channels, as illustrated in Fig. 4. Such channels are called EAT
channels and are formally defined as follows.

Definition 1 (EAT channels): EAT channels M, : Ri_; — R;O0;S;C;, for i€ [n],
are CPTP (completely positive trace preserving) maps such that for all i € [n]:

1. C; are finite-dimensional classical systems (random variables). O;, S;, and R;
are quantum registers. The dimension of O; is do,.

2. For any input state 6p,_ g, where R’ is a register isomorphic to R;_;, the output
state op,0,5,cr = (M; @ lg)(or,_,r) has the property that the classical value
C; can be measured from the system 60,5, without changing the state.

3. For any initial state p}p  the final  state pPorsicie =
((Trg, o My o ... o M) ®1lg)ph p fulfils the Markov chain condition
07! < SI7IE « §; for each i€ [n].

In the above definition, O™! <> S{"'E < §; if and only if their conditional
mutual information is 0, I(0}™" : §;|S{'E) = 0.

Next, one should find an adequate way to quantify the amount of entropy which
is accumulated in a single step of the process, i.e., in an application of just one
channel. To do so, let p be a probability distribution over C, where C denotes the
common alphabet of Cy, ... , C,, and R’ be a system isomorphic to R;_;. We define
the set of states

Zi(p) = {ooscrr = (Mi @ Ir)(zr ,r) : ©)
7€ D(Ri_; @ R')andoc, = p},
where o, denotes the probability distribution over C with the probabilities given by
(dog o)
The tradeoff functions for the EAT channels are defined below.
Definition 2 (Tradeoff functions): A real function is called a min- or max-
tradeoff function for M; if it satisfies

: < i 1SR
fmm (P) = ﬁelg,f(p) H(O, ‘S,R )n (7)
or
Suux(p) > sup H(O/|S),. "
o€Zi(p)

respectively, and if it is convex or concave, respectively. If the set X;(p) is empty,
then the infimum and supremum are by definition equal to « and —x, respectively,
so that the conditions are trivial.

To get some intuition as to why the above definition is the “correct” one,
consider the following classical example. Each EAT channel outputs a single bit O;
without any side information §; about it; the system E is empty as well. Every bit
can depend on the ones produced previously. We would like to extract randomness
out of the sequence Of; for this we should find a lower bound on H;, (Oi’)

We ask the following question—given the randomness of O; which is already
accounted for, how much randomness does O, contribute? One possible guess is
the conditional von Neumann entropy H(O,|0;) = E,, o,[—log Pr(0z]01)]. If,
however, O, is uniform while O, is fixed when O, = 0 and uniform otherwise, then
H(0,|0y) is too optimistic; the amount of extractable randomness is quantified by
the smooth min-entropy, which depends on the most probable value of O,0,, and
not by an average quantity as the von Neumann entropy.

Another possible guess is a worst-case version of the min-entropy
HY:¢ = min,, o, [—log Pr(o2]01)]. This, however, is too pessimistic; when the O;’s
are independent of each other, the extractable amount of randomness behaves like
the von Neumann entropy in first order, and not like the min-entropy.

We therefore choose an intermediate quantity—
min,, E,, [—logPr(0;|01)] = min,, H(O,|O; = 0y). That is, this quantity is the von
Neumann entropy of O,, evaluated for the worst-case state in the beginning of the
second step of the process. The min-tradeoff function defined above is the
quantum analogue version of this.

Informally, the min-tradeoff function can be understood as the amount of
entropy available from a single round, conditioned on the outputs of the previous
rounds. Since we condition on the previous rounds, one can think of the
randomness of the current round as independent from past events. Intuitively, this
suggests that, by appropriately generalising the proof of the AEP, one can argue
that the entropy that is contributed by this independent randomness in each round
accumulates.

The formal statement of the EAT is as follows.
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Theorem 3 (EAT, formal): Let M; : Ri_; — R;O;S;C; for i€ [n] be EAT
channels, p be the final state, £2 an event defined over C", pq, the probability of £2 in
p, and pyq, the final state conditioned on €. Let &€ (0, 1).

FOr finin» a min-tradeoff function for {M;}, 2 = {freq(c})|c} € 2} convex,
and any ¢ € R such that fu, (freq(c})) > ¢ for any ¢} € C" for which Pr [cﬂpg>0,

Hiy (OISTE) >t — v/ ©)

where

(10)

v =2(log(1 +2do,) + [||Vfminll . |) V1 — 21og(e; - po).

Similarly, for fyax a max-tradeoff function and ¢ € R such that fuax (freq(c})) < ¢
for any ¢ € C” for which Prc], >0,

Hy o (OF[STE)

Q<nt7v\/ﬁ. (11)

P

The two most important properties of the above statement are that the first-
order term is linear in #n and that ¢ is the von Neumann entropy of a suitable state
(as explained above). This implies that the EAT is tight to first order in n.

We remark that the Markov chain conditions are important, in the sense that
dropping them completely would render the statement invalid.

We now give a rough proof sketch of the Hf,; case; the bound for HY,,, follows
from an almost identical argument. The proof has a similar structure to that of the
quantum AEP3!, which we can retrieve as a special case. The proof relies heavily on
the “sandwiched” Rényi entropies>®’, which is a family of entropies that we will
denote here by H,, where a is a real parameter ranging from 3 to «, and which
corresponds to the max-entropy at a = 3, to the von Neumann entropy when a=1,
and to the min-entropy when a = .

The basic idea is to first lower bound the H’,

¢ in term by H, using the following
general bound313840;

H i (A1B)> Ho (AlB) — ——O(log(1/€)). (12)
Then, we lower bound the H, term by the von Neumann entropy using the
following®3°:

H,(A[B)>H(A|B) — (a — 1)O((logda)?). (13)

Now, we could simply chain these two inequalities and apply them to

H (O‘f|SzE). However, this would result in a very poor bound due to the
O?‘(log dy) ) term in Eq. (13), which in our case would be O(n?). To get the bound
we want, we need to reduce this term to O(n); choosing a ~ 1+ ﬁ would then
produce a bound with the right scaling.

The trick we use to achieve this is to decompose Ha(O;‘|S;'E) into n terms of
constant size before applying Eq. (13). In the quantum AEP3, this step is
immediate since the state is i.i.d. Here, we must use more sophisticated techniques.
Specifically, we use the following chain rule for the sandwiched Rényi entropy to
decompose H, (0}|S!E) into n terms:

Theorem 4: Let py, p be a density operator on R ® A; ® By and M =
Ma,p,r be a CPTP map. Assuming that py p 4,5, = M(phy,p,) satisfies the
Markov condition A, B;<B,,we have

H,(A,|B, )p+ igf H,(A;|B2A 1B, )M(w) < Hy(A1A, ‘Ble)pA, (14)

where the infimum ranges over density operators wga, 5, on R @ A; ® B;.
Moreover, if p% .5, 18 pure, then we can optimise over pure states wra, s, -
Implementing this proof strategy then yields the following chain of inequalities:
Hin (OF[SIE),,

min

1
>H, (O}[S}E),~ — Ollog(1/e))

. , 1
> Z(})ﬁl‘f Ha(OiSiR) jpy () — ﬁo(log(l/‘?))
' , 1 (15)
> Z inf H(OiIS:R) py, ()~ — O(log(1/¢))

—n(a— I)O((logdo‘)z)
> Zing(OAS,-R')M‘(w)70(\/5).

However, this does not yet take into account the sampling over the C; subsystems.
To do this, we tweak the EAT channels M; to output two extra systems D; and D;
which contain an amount of entropy that depends on the value of C; observed. To
define this, let g be an affine lower bound on fin, let [gmin, gmax] be the smallest
interval that contains the range of g, and set g := } (gmin + gmax)- Then, we define
D;: C; — CDD; as

Di(X) =) (elXle) - [6) (el @7(c)

c

(16)
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Given:
D—device that can play the CHSH game repeatedly
m € Ny —number of blocks
Smax € Ny —maximal length of a block
y € (0, 1]—probability of a test round
wexp—expected winning probability in the honest implementation
Sest € (0, D—width of the statistical confidence interval

Box 2 | Entropy accumulation protocol (based on the CHSH game)

1. For every block j € [m] do Steps 2-10:
2 Seti=0and (= 1.
3 If i < Smax:
4 Seti=i+1.
5. Alice and Bob choose T;€{0, 1} at random such that Pr(T; =1) =y.
6. If T;=1 Alice and Bob choose inputs X; € {0,1} and Y; € {0,1}.
7 If T;=0 they choose inputs X;€ {0, 1} and Y;=2.
8 Alice and Bob use D with X;Y; and record their outputs as A; B
9 If T;=0 Bob updates B; to Bj= L.
10 If T;=1they set G; = w(A;,B;,X;,Yi) and i = Spa + 1.
1. Alice and Bob abort if 35y G < [@exp(T— (1= 7)™) — est] - m.

where 7(c) is a mixture between a maximally entangled state and a fully mixed state
such that the marginal on D; is uniform, and such that H, (D,-‘B,-)T 0= g—4g(8)
(here &, stands for the distribution with all the weight on element ¢). To ensure that
this is possible, we need to choose dp, large enough, and it turns out that setting
dp, = [2IM¢l~] suffices. We can then define a new sequence of EAT channels by
M,‘ = D,' [9) M,’.

Armed with this, we apply the above argument to our new EAT channels. On
the one hand, a more sophisticated version of Eq. (12) yields:

Hy, (O7|SE), > H,(O1D}[S;ED),

(17)
—ng +nt — O(\/ﬁ)log(#ﬂ)
On the other hand, the argument from Eq. (15) can be used here to give
H (01D [S{ED?), g — O(y) (log(dods ). (19

Combining these two bounds then yields the theorem.
We remark that some of the concepts used in this work §eneralise techniques
proposed in the recent security proofs for DI cryptography®.

Entropy accumulation protocol. To analyse the key rates of the DIQKD protocol,
we first find a lower bound on the amount of entropy accumulated during the run
of the protocol, when the honest parties use their device to play the Bell games
repeatedly. To this end, we consider the “entropy accumulation protocol” shown in
Box 2. This protocol can be seen as the main building block of many DI crypto-
graphic protocols.

The entropy accumulation protocol creates m blocks of bits, each of maximal
length spax. Each block ends (with high probability) with a test round; this is a
round in which Alice and Bob play the CHSH game with their device so that they
can verify that the device acts as expected. The probability of each round to be a
test round is y. The rest of the rounds are generation rounds, in which Bob chooses
a special input for his component of the device. In the end of the protocol, Alice
and Bob check whether they had sufficiently many test rounds in which they won
the CHSH game. If not, they abort.

We note that the protocol is complete, in the sense that there exists an honest
implementation of it (possibly noisy) which does not abort with high probability.
Denoting the completeness error, i.e., the probability that the protocol aborts for an
honest implementation of the devices D, by &7, one can easily show using
Hoeffding’s inequality that for an honest i.i.d. implementation £f, < exp (—Znﬁgsl).

Next, we show that the protocol is also sound. That is, for any device D, if the
probability that the protocol does not abort is not too small, then the total amount
of smooth min-entropy is sufficiently high.

The EAT can be used to bound the total amount of smooth min-entropy,
H (AUB}|XIYPTVE) |, created when running the entropy accumulation
protocol, given that it did not abort. Here 1 denotes the expected number of rounds
of the protocol and ¢ is one of the security parameters (to be fixed later).

Below we use the following notation. For each block j & [m], A; denotes the
string that includes Alice’s outputs in block j (note that the length of this string is
unknown, but it is at most syay). E/,Xj, and )_"} are defined analogously. To use the

| (2018)9:459

EAT, we make the following choices of random variables:

0; — 4;B; (19)
§i— XY T (20)
Ci — Cj (21)
E—E. (22)

The event £ is the event of not aborting the protocol, as given in Step 11 in Box 2:

Q=1 CP| Y 1<[mep (L= (1=7)™) = 8] -m (23)
jG=1
The EAT channels are chosen to be
M : Ry — RABXY,C, (24)

where M; describes Steps 2—10 of block j in the entropy accumulation protocol
(Box 2). These channels include both the actions made by Alice and Bob as well as
the operations made by the device D in these steps. Note that the Device’s
operations can always be described within the formalism of quantum mechanics,
although we do not assume we know them. The registers R;_; and R; hold the
quantum state of the device in the beginning and the end of the j'th step of the
protocol, respectively.

Lemma 5: The channels M; described above are EAT channels.

Proof. For the channels to be EAT channels, they need to fulfil the conditions
given in Definition 1. We show that this is indeed the case. First, C; are classical
registers with G € {0,1, L} and dz x d < 6. Second, G is determined by the
classical registers A;, B;, X;, Y;, T; as shown in Box 2. Therefore, C; can be calculated
without modifying the marginal on those registers. The third condition is also
fulfilled since the inputs are chosen independently in each round and hence
Al...j—lBl‘.,j—l — Xl...j—lYl.,.j—lTl.,.j—lE — XIYJT:I trivially holds.

To continue one should devise a min-tradeoff function. Let p be the probability
distribution describing C;. We remark that due to the structure of our EAT
channels, it is sufficient to consider p for which p(1) + p(0) =1 — (1 — y)™=
(otherwise the set X defined in Eq. (6) is an empty set).

The following lemma gives a lower bound on the von Neumann entropy of the
outputs in a single block.

Lemma 6: Let 5 = w be the expected length of a block and h the binary
entropy function. Then,

L 11
H(ABXTTR) 3[1 —h(frE 160" (0 — 1) +3>}, (25)

where the entropy is evaluated on a state that wins the CHSH game, in the test
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Fig. 6 The construction of the min-tradeoff function fi,. The plot shows the
values of the min-tradeoff function on a slice p(0) + p(1) =1— (1 —y)™=

round, with probability
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Proof sketch. The amount of entropy accumulated in a single round in a block is
given in Eq. (2) in the main text. To get the amount of entropy accumulated in a
block, one can use the chain rule for the von Neumann entropy. The result is then

> Y (1= -l +1/T6w(@ — 1) +3)], @7)

1€ [Smax]

where the pre-factors (1 — )@~ are attributed to the fact that the entropy in each
round is non-zero only if the round is part of the block, i.e., if a test round was not
performed before the i'th round in the block, and w; denotes the winning
probability in the i'th round (given that a test was not performed before).

The value of each @; is not fixed completely given . However, by the
operation of the EAT channels the following relation holds:

o (1= (1=p)™)= Y r1=9)" Vo

1€ [Smax]

(28)

above constraint. Using standard techniques, e.g., Lagrange multipliets, one can see
that the minimal value of this entropy is achieved for ;= " for all i and the
lemma follows.

The bound given in the above lemma can now be used to define the min-
tradeoff function fiin (p). As the derivative of the function plays a role in the final
bound, we must make sure it is not too large at any point. This can be enforced by
“cutting” the function at a chosen point p, and “gluing” it to a linear function
starting at that point, as shown in Fig. 6. p; can be chosen depending on the other
parameters such that the total amount of smooth min-entropy is maximal.
Following this idea, the resulting min-tradeoff function is given by

g(p) =

5 e € [#51 ,
9
(W (1) < A1)
Tl s, 500 + (8060 - e @], 50) p)>50)
(0

Let ep4 be the desired error probability of the entropy accumulation protocol. We
can then use Theorem 3 to say that either the probability of the protocol aborting is
greater than 1 — g, or the following bound on the total smooth min-entropy holds:

Hiin

(ABIXPYPTYE), > e (e, ex)

(€2)

= %'nopt(ESieEA)ﬁ
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Fig. 7 Entropy rate for entropy accumulation protocol. #opi(@eyp) for y=1,
Smax =1 and several choices of Sest, N, €ea, and 5. We optimise the rates
over all parameters which are not explicitly stated in the figure. The dashed
line shows the optimal asymptotic (n — o) rate under the assumption that
the devices are such that Alice, Bob, and Eve share an (unknown) i.i.d. state
and n - oo

where

1P, Pt €5, €e) = fnin (P, 1) — ﬁZ(log(l +2-6™=)

e ®] ) T 2To8er <),

n((uexp(l - (1 - 7)smax) - 565[1}3!1 557£e)~

(32)

Nopt(€s:€) = max .

i<h(<52

To illustrate the behaviour of the entropy rate 7., we plot it as a function of the
expected Bell violation @y, in Fig. 7 for y = 1 and spmay = 1. For comparison, we also
plot in Fig. 7 the asymptotic rate (n — «) under the assumption that the state of the
device is an (unknown) i.i.d. state. In this case, the quantum AEP appearing in
Eq. (1) implies that the optimal rate is the von Neumann entropy accumulated in
one round of the protocol (as given in Eq. (2)). This rate, appearing as the dashed
line in Fig. 7, is an upper bound on the entropy that can be accumulated. One can
see that as the number of rounds in the protocol increases, our rate 77, approaches
this optimal rate.

For the calculations of the DIQKD rates later on, we choose sy,.x = F‘ . For this
choice, the first-order term of 7y, is linear in n and a short calculation reveals that
the second-order term scales, roughly, as \/n/y.

Our DIQKD protocol, shown in Box 3, is based on the entropy accumulation
protocol described above. In the first part of the protocol Alice and Bob use their
devices to produce the raw data, similarly to what is done in the entropy
accumulation protocol. The main difference is that Bob’s outputs always contains
his measurement outcomes (instead of being set to L in the generation rounds); to
make the distinction explicit, we denote Bob’s outputs in the DIQKD protocol with
a tilde, B}.

We now describe the three post-processing steps, error correction, parameter
estimation, and privacy amplification, in more detail.

Error correction. Alice and Bob use an error correction protocol EC to obtain
identical raw keys K, and Ky from their bits A}, B}. In our analysis, we use a
protocol, based on universal hashing, which minimises the amount of leakage to
the adversary*!*2, To implement this protocol, Alice chooses a hash function and
sends the chosen function and the hashed value of her bits to Bob. We denote this
classical communication by O. Bob uses O, together with his prior knowledge
BIXTY!T!, to compute a guess A? for Alice’s bits A”. If EC fails to produce a good
guess, Alice and Bob abort; in an honest implementation, this happens with
probability at most e.. If Alice and Bob do not abort, then they hold raw keys
Ky = A} and Ky = A} and K, = Kg with probability at least 1 — egc.
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Box 3 | DIQKD protocol (based on the CHSH game)

Given:
D—device that can play the CHSH game repeatedly
m € Ny —number of blocks
Smax € Ny —maximal length of a block
y € (0, 1]—probability of a test round
wexp—expected winning probability in the honest implementation
Sest € (0, D—width of the statistical confidence interval

PA—privacy amplification protocol with error probability epa

0

> el Ci<[@exp(1 = (1= 7)™™) = Best] - .

defined in Eq. (9).

EC—error correction protocol which leaks leakgc bits and has error probability egc

1. For every block j € [m] do Steps 2-8:

2 Seti=0and G = L.

3 If i < Smax:

4, Seti=i+1.

5. Alice and Bob choose T; € {0, 1} at random such that Pr(T;=1)=y.
6 If T;=1 Alice and Bob choose inputs X; € {0,1} and Y; € {0,1}.

7 If T;=0 they choose inputs X;€ {0,1} and Y;=2.

8 Alice and Bob use D with X; Y; and record their outputs as A, B;.

Error correction: Alice and Bob apply the error correction protocol EC on the outputs A] and é;’, communicating O in the process. If EC aborts they
abort the protocol. Otherwise, they obtain raw keys denoted by Ka and Ks. R
10. Parameter estimation: Using B} and Kz, Bob sets C; = w(A), B;, X;, Y;) for the blocks with a test round at round i and C; = L otherwise. He aborts if

1. Privacy amplification: Alice and Bob apply the privacy amplification protocol PA on K, and Kg to create their final keys K4 and Kg of length ¢ as

Due to the communication from Alice to Bob, leakg bits of information are
leaked to the adversary. The following guarantee holds for the described protocol*?:

. - 1
leakpc < Hg™ (A}[B{ X[ Y] T}) + log <§>

(33)
for e5 = €'5c + exc and where H;™ (A7|BiX7 Y T?) is evaluated on the state in
an honest implementation of the protocol. If a larger fraction of errors occur when
running the actual DIQKD protocol (for instance due to adversarial interference)
the error correction might not succeed, as Bob will not have a sufficient amount of
information to obtain a good guess of Alice’s bits. If so, this will be detected with
probability at least 1 —egc and the protocol will abort. In an honest
implementation of the device, Alice and Bob’s outputs in the generation rounds
should be highly correlated in order to minimise the leakage of information.

Parameter estimation. After the error correction step, Bob has all of the relevant
information to perform parameter estimation from his data alone, without any
further communication with Alice. Using B" and Kg, Bob sets C] =
WCHSH (A,‘, B;, X;, Y,) = WCHSH (KB,‘, B;, X;, YZS fqr the blocks with a test round
(which was done at round i of the block) and C; = L otherwise. He aborts if the
fraction of successful test rounds is too low, that is, if
e Gi<[@ep(1 = (1= 7)™) = 6] - m.

As Bob does the estimation using his guess of Alice’s bits, the probability of
aborting in this step in an honest implementation, e}y, is bounded by &, + exc.

Privacy amplification. Finally, Alice and Bob use a (quantum-proof) privacy
amplification protocol PA (which takes some random seed S as input) to create
their final keys Ky and Kg of length #, which are close to ideal keys, i.e., uniformly
random and independent of the adversary’s knowledge.

For simplicity, we use universal hashing®® as the privacy amplification protocol
in the analysis below. Any other quantum-proof strong extractor, e.g., Trevisan’s
extractor*, can be used for this task and the analysis can be easily adapted.

The secrecy of the final key depends only on the privacy amplification protocol
used and the value of Hj;, (A7|X} Y] T"'OE), evaluated on the state at the end of the
protocol, conditioned on not aborting. For universal hashing, for every epa,&,€(0, 1),
a secure key of maximal length

1
¢ =Hy (AT|XY] T} OE) — 2log— (34)
€PA

is produced with probability at least 1 —epp — &

Correctness, secrecy, and overall security of a DIQKD protocol are defined as
follows*:

Definition 7 (Correctness): A DIQKD protocol is said to be &cor-correct, when
implemented using a device D, if Alice and Bob’s keys, Kx and Kp respectively, are
identical with probability at least 1 — o, That is, Pr(KAiKB) < €corr-
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Definition 8 (Secrecy): A DIQKD protocol is said to be &g.-secret, when
implemented using a device D, if for a key of length I,
(1 — Pr[abort]) H/’RAE —py, ®pEH1§ €sec, where E is a quantum register that may
initially be correlated with D.
£sec in the above definition can be understood as the probability that some non-
trivial information leaks to the adversary®’. If a protocol is e op-correct and &qe.-
secret (for a given D), then it is ey, -correct-and-secret for any egyp > €corr + Esec-
. Definition 9 (Security): A DIQKD protocol is said to be EISEKD* £QKD> ;) -secure
if:
1. (Soundness) For any implementation of the device D it is e -correct-and-
secret.
2. (Completeness) There exists an honest implementation of the device D such
that the protocol does not abort with probability greater than 1 — efyp.-

Below we show that the following theorem holds.
- Theorem 10: The DIQKD protocol described abpve is ( exp €qxp» é)—secure,
with ey < €rc +epa + & + €pa, EQrp < €fc + €fa T €rC, and

£=%nope(es/4, exa + €xc)

—leakgc — 3log<1 —4/1— (35/4)2> —y(n+t)

—/n+t 2log7\/1 —2log((es/4 — /&) - (era + €xc))
—2log(epa),

(35)

where t = y/—m(1 — y)*loge,/2y? for any & € (0, 1).

We now explain the steps taken to prove Theorem 10. The completeness part
follows trivially from the completeness of the “subprotocols”.

To establish soundness, first note that by definition, as long as the protocol does
not abort it produces a key of length ¢. Therefore, it remains to verify correctness,
which depends on the error correction step, and security, which is based on the
privacy amplification step. To prove security we start with Lemma 11, in which we
assume that the error correction step is successful. We then use it to prove
soundness in Lemma 12.

Let £2 denote the event of the DIQKD protocol not aborting and the EC
protocol being successful, and let p i xnynrnonj be the state at the end of the
protocol, conditioned on this event.

Success of the privacy amplification step relies on the min-entropy
H (AT)Xryy Tf?E)M being sufficiently large. The following lemma connects
this quantity to Hy, (A{B} X[ Y T{E),
Eq. (31) above.

Lemma 11: For any device D, let p be the state generated in the protocol right
before the privacy amplification step. Let j|; be the state conditioned on not
aborting the protocol and success of the EC protocol. Then, for any ega, €xc, €5

, on which a lower bound is provided in
)
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e € (0, 1), either the protocol aborts with probability greater than 1 —éegs — €gc or

Hs;in (A;"X{'Y{'T{IOE)])‘Q Z% : rlopt(gs/47 €gA + 6'EC)

—leakgc — 310g(1 —\/1- (85/4)2)
—y(n+1t)

—/n+t 210g7\/1 — 210g((£5/4 — V&) - (era + SEc)).

(36)

Proof sketch. Before deriving a bound on the entropy of interest, we remark that
the f is chosen such that the probability that the actual number of rounds in the
protocol, N, is larger than the expected number of rounds » plus t is €. The above
value for ¢ can be derived by noticing that the sizes of the blocks are i.i.d. random
variables which take values in [1, 1/y].

The key idea of the proof is to consider the following events:

1. £: the event of not aborting in the entropy accumulation protocol. This
happens when the Bell violation, calculated using Alice and Bob’s outputs
(and inputs), is sufficiently high.

2. £: Suppose Alice and Bob run the entropy accumulation protocol, and then
execute the EC protocol. The event £2 is defined by £ and Kp = Af.

3. £: the event of not aborting the DIQKD protocol and Kz = A}.

The state p), then denotes the state at the end of the entropy accumulation
protocol conditioned on £.

Using a sequence of chain rules for smooth entropies® and the fact that
3 . — N " 1 S 3
ParxryrTrEl = PArxryiTiEIQ (B} and B} were traced out from p and p, respectively),
one can conclude

H,o (A7|X7 Y] TYOE) i (AB| X} Y] TYE)

e
_ >H}
Pla — Pla

—Hphax (B}| TYE) "o —leakgc (37)

—3log<1 —y/1— (85/4>2>4

Hiux (BYITVE)
when T; = 0, which happens with probability y. The exact bound can be calculated
using the EAT and is given by

na can be bounded from above. The intuition is that B;*L only
|2

£
4

Hiox (BY|TYE), < y(n+1)
+/ntt 210g7\/1 — 2log((es/4 — /&) - (era + €xc))-

(38)

The above steps together with Eq. (31) conclude the proof.

Using Lemma 11, one can prove that our DIQKD protocol is sound.

Lemma 12: For any device D let p be the state generated by the DIQKD
protocol. Then either the protocol aborts with probability greater than 1 —egs —
€gc Or it is (egc + €pa + &5)-correct-and-secret while producing keys of length ¢, as
defined in Eq. (35).

Proof sketch. Assume the DIQKD protocol did not abort. We consider two
cases. First, assume that the EC protocol was not successful (but did not abort).
Then Alice and Bob’s final keys might not be identical. This happens with
probability at most egc. Otherwise, assume the EC protocol was successful, i.e.,
Kg = Al In that case, Alice and Bob’s keys must be identical also after the final
privacy amplification step.

The secrecy depends only on the privacy amplification step, and for universal
hashing a secure key is produced as long as Eq. (34) holds. Hence, a uniform and
independent key of length ¢ as in Eq. (35) is produced by the privacy amplification
step unless the smooth min-entropy is not high enough or the privacy
amplification protocol was not successful, which happens with probability at most
Epa + &

According to Lemma 11, either the protocol aborts with probability greater than
1 - ¢ega — €gc or the entropy is sufficiently high to create the secret key.

The expected key rates appearing in Fig. 5 in the main text are given by r = £/n.
The key rate depends on the amount of leakage of information due to the error
correction step, which in turn depends on the honest implementation of the
protocol as mentioned above. To have an explicit bound, we consider the honest
implementation described in the main text. Using Eq. (33) and the AEP, one can
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show that the amount of leakage in the error correction step is then given by

leakge < (n+1t)- [(1—7)h(Q) + rh(wesp)]
/T 4log(2v2+1) \/210g<8/(8’EC —2\/57)2) (39)

Hog(8/(¢sc)” +2/(2 — ¢50)) +log (1),

To get the optimal key rates, one should fix the parameters of interest
(e-g- qxp> €qxp> and 1) and optimise over all other parameters.

DI randomness expansion. The entropy accumulation protocol can be used to
perform DI randomness expansion as well. In a DI randomness expansion pro-
tocol, the honest parties start with a short seed of perfect randomness and use it to
create a longer random secret string. For the purposes of randomness expansion,
we may assume that the parties are co-located, therefore, the main difference from
the DIQKD scheme is that there is no need for error correction (and hence there is
no leakage of information due to public communication).

In order to minimise the amount of randomness required to execute the
protocol, we adapt the main entropy accumulation protocol by deterministically
choosing inputs in the generation rounds X;,Y;€{0,1}. In particular, there is no use
for the input 2 to Bob’s device, and no randomness is required for the generation
rounds. Aside from the last step of privacy amplification, the remainder of the
protocol is essentially the same as the entropy accumulation protocol.

The plotted entropy rates in Fig. 7 are therefore also the ones relevant for a DI
randomness expansion.

Since we are concerned here not only with generating randomness but also with
expanding the amount of randomness initially available to the users of the protocol,
we should also evaluate the total number of random bits that are needed to execute
the protocol. Random bits are required to select which rounds are generation
rounds, i.e., the random variable T}, to select inputs to the devices in the testing
rounds, i.e., those for which T; = 0, and to select the seed for the quantum proof
extractor used for privacy amplification. All of these can be accounted for using
standard techniques and so we omit the detailed explanation and formulas.

Data availability. No data sets were generated or analysed during the current
study.
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