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Abstract
Genetic data contain sensitive health and non-health-related information about the individuals and their family members.
Therefore, adopting adequate privacy safeguards is paramount when processing genetic data for research or clinical
purposes. One of the major legal instruments for personal data protection in the EU is the new General Data Protection
Regulation (GDPR), which has entered into force in May 2016 and repealed the Directive 95/46/EC, with an ultimate goal of
enhancing effectiveness and harmonization of personal data protection in the EU. This paper explores the major provisions
of the new Regulation with regard to processing genetic data, and assesses the influence of such provisions on reinforcing the
legal safeguards when sharing genetic data for research purposes. The new Regulation attempts to elucidate the scope of
personal data, by recognizing pseudonymized data as personal (identifiable) data, and including genetic data in the catalog of
special categories of data (sensitive data). Moreover, a set of new rules is laid out in the Regulation for processing personal
data under the scientific research exemption. For instance, further use of genetic data for scientific research purposes, without
obtaining additional consent will be allowed, if the specific conditions is met. The new Regulation has already fueled
concerns among various stakeholders, owing to the challenges that may emerge when implementing the Regulation across
the countries. Notably, the provided definition for pseudonymized data has been criticized because it leaves too much room
for interpretations, and it might undermine the harmonization of the data protection across the countries.

Background

Recent advancements in genomics and bioinformatics have
led to vast amounts of genomic data being generated in
clinical and research settings. In order to obtain a better
understanding of these data and identify potential correla-
tions between diseases and underlying genetic factors,
sharing genomic data in research and clinical settings is
deemed necessary [1, 2]. In the view of increasing data-
sharing practices, the importance of adopting adequate legal
protection for data subjects when using individual-level
genomic data has been stressed. Sharing identifiable geno-
mic data is a form of processing personal data, and as such
would fall within the scope of data protection laws [3].

Genetic data contain unique information about the data
subjects and their blood relatives, highlighting the significance
of adopting adequate privacy protection measures when pro-
cessing genomic data [4, 5]. Adopting adequate privacy pro-
tections for genomic data has been endorsed by the
establishment of the International Declaration on Human
Genetic Data, which was issued on 16 October 2003 by
UNESCO as complementary to its Universal Declaration on
Human Genome and Human Rights from 11 November 1997.

In the light of international human rights, regimes that
endorse privacy rights in general and genomic privacy
rights in particular, laws, and regulations at the EU level
have been established in order to provide enforceable legal
instruments in protecting the privacy of individuals. In the
European Union, protection of personal data has been
pursued by establishing the Directive 95/46/EC of the
European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data
and on the free movement of such data (hereafter the
“Directive”). The Directive was established in order to
ensure the lawful and fair processing of personal data via
information technology. The Directive is only meant to
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apply to “personal data” and is meant to exclude data that
are not “directly or indirectly” identifiable or that are con-
sidered to be anonymous. The Directive stipulates that the
processing of personal data should not be incompatible with
the original purposes of data collection and that the data
should only be kept for as long as is necessary to achieve
those purposes.

In 2009 the European Commission embarked on mission
to reform the Directive. The ultimate goal of the reform was
to make the Directive more effective with regard to the
advancements in information communication technologies,
which have remarkably transformed collection, storage, and
transfer of high volumes of data across borders. In addition,
the Directive could not introduce harmony and consistency
in the data protection realm in the EU, as it was transformed
into national laws and this resulted in 27 different, national,
versions of the Directive. Therefore, the replacement of the
Directive by a new Regulation, which is directly enforce-
able in all member states has been pursued. In January 2012
the European Commission released a “Proposal for a reg-
ulation of the European Parliament and of the Council on
the protection of individuals with regard to the processing
of personal data and on the free movement of such data”.
There were later amendments to the Proposal voted on by
the European Parliament on 12 March 2014. After this, the
Council agreed to a common approach on a revised text of
the Proposal on 15 June 2015 and a period of trialogue
between the three EU bodies (Commission, Parliament, and
Council) started. After negotiations between the three EU
bodies, on 15 December 2015 the European Parliament, the
Council, and the Commission reached an agreement on the
new data protection rules. The EU General Data Protection
Regulation (hereafter the “Regulation”) has been introduced
with the ultimate goals of harmonizing data protection
across the EU, and facilitating the flow of information
across borders and enhancing privacy protection. On 4 May
2016, the official text of the Regulation was published in the
EU Official Journal in all the official languages. While the
Regulation entered into force on 24 May 2016, it shall apply
from 25 May 2018.

In this paper, we will analyze impact of four elements
within GDPR on the processing of genomic data for
research purposes. These elements include the definition
and scope of personal data; recognition of genetic data
within the special categories of personal data; processing
personal data under the research exemption; and conditions
and safeguards for processing data under research exemp-
tions. To this purpose, we will critically review the pertinent
provisions on the GDPR in contrast to the relevant provi-
sions of the Directive. Our discussions will benefit from the
arguments provided by the exiting commentaries, and
position statements of research organizations and profes-
sional bodies.

Definition and scope of personal data

The concept of “personal data” is a key concept in the fra-
mework of the Regulation. Once data have been recognized
as personal data under the Regulation, processing of the
data should be pursuant to the main principles laid out in
Article 6. Previously, the definition provided by the
Directive has been criticized because of a lack of clar-
ifications regarding the scope of personal data in a number
of aspects, including a distinction between anonymized vs.
anonymous data [6] and the status of key-coded or pseu-
donymized data.

In the definition provided by GDPR, the core elements of
the definition from the Directive have been maintained,
mainly defining personal data as “any information relating to
an identified or identifiable natural person (“data subject”)”.
However, in the catalog of identifiers, the definition provided
by the Regulation includes “genetic” (Article 4.1), which was
not included in the Directive’s definition of personal data.
Although “genetic” has been generally included as an
example of identifier factors, one can consider that this will
only apply to identifying genetic factors [7].

Furthermore, the Regulation does not distinguish between
anonymized and anonymous data, when explaining the scope
of the personal data in Recital 26. Previously, a distinction
between anonymous data (data that never were identifiable)
and anonymized data (data that were rendered anonymous)
has been proposed in the literature. Beyleveld argues that
rendering personal data anonymous should indeed be con-
sidered as “processing” data. Therefore, such data should fall
within the scope of data protection regulation and the act of
anonymization should be considered “processing” for the
purpose of data protection regulations [8]. This approach
resonates with the advice from the Article 29 Data Protection
Working Party (hereafter the “Working Party”; the Article 29
Data Protection Working Party, which has been set up under
this Directive, is a group that regularly issues statements on
matters relevant to the Directive and has been highly influ-
ential in providing interpretations for the Directive’s provi-
sions. The Working Party is composed of representatives
from the Member States’ Data Protection Authorities, the EU
Commission, and the EU Data Protection Supervisor, which
is an independent authority), which states “Anonymization
constitutes a further processing of personal data; as such, it
must satisfy the requirement of compatibility by having
regard to the legal grounds and circumstances of the further
processing”. The GDPR therefore excludes processing data
for statistical or research purposes from the scope of data
protection, if the data are rendered anonymized. Important
implication of this provision will be that individuals will not
be entitled to data protection rights, if their data are collected
in identifiable manner but later rendered anonymized. One
example is when data are collected in a clinical setting in an
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identifiable manner, and anonymized later on to be used for
various purposes either by private or public parties. Although
anonymized data are considered non-personal for the purpose
of GDPR, still individuals may be concerned that how the
data extracted from them will be used and for which
purposes.

Pseudonymization

For the first time, the Regulation defined the concept of
pseudonymization. According to Article 4(5), “Pseudony-
mization” means the processing of personal data in such a
manner that the personal data can no longer be attributed
to a specific data subject without the use of additional
information, provided that such additional information is
kept separately and is subject to technical and organiza-
tional measures to ensure that the personal data are not
attributed to an identified or identifiable natural person’'.
Considering the existing controversies around the status of
pseudonymized data for the purpose of data protection
regulation, and the diversity in approaches toward pseudo-
nymization [9], the efforts made in the new Regulation to
delineate the concept are particularly important for data-
sharing practices important.

In Recital 26, the Regulation asserts that pseudonymized
data should be considered personal data if it could be
attributed to a natural person by the use of additional
information. Moreover, in the assessment of the identifia-
bility of the data “all the means reasonably likely to be used,
such as singling out, either by the controller or by another
person” should be taken into consideration. This will open
the door for varying interpretations on what would con-
stitute the “all the means reasonably likely to be used”, and
how the criteria for identifiability should be determined. It is
conceivable that the pseudonymization of data, if accom-
panied by appropriate measures that make re-identification
unlikely, renders data anonymized or result in adopting
lighter regulatory provisions in comparison to identifiable
data [10]. This approach resonates with the Article 29
Working Party opinion on the concept of personal data: “…
using a pseudonym means that it is possible to backtrack to
the individual, so that the individual’s identity can be dis-
covered, but then only under predefined circumstances. In
that case, although data protection rules apply, the risks at
stake for the individuals with regard to the processing of
such indirectly identifiable information will most often be
low, so that the application of these rules will justifiably be
more flexible than if information on directly identifiable
individuals were processed” [11].

Recognizing pseudonymized data in the Regulation as
personal data will affect the practices of those research
studies that are currently considering pseudonymized data
as non-personal data. One example is epidemiological

research, which extensively use key-coded or pseudony-
mized data, and, depending on the applicable national laws,
currently considers pseudonymized data as non-identifiable.
As Van Veen points out: “As pseudonymized or key-coded
data are the working vessel of registry-based research, this
new definition of personal data could have very negative
consequences for research. It would mean that one would
have to fall back on the research exception in many more
cases than at present, with all the bureaucracy that might be
attached to the permission for use of the exception” [12].
This is expected to be a significant change in Member States
such as the Netherlands, where pseudonymized data, under
certain conditions, have been considered to fall outside the
scope of the definition of personal data [13]. Similarly, as
Rumbold and Pierscionek point out, “The United Kingdom
Information Commissioner’s Office currently treats pseu-
donymized data as anonymous where it is used by a third
party who does not possess the requisite key code.” [14]
Indeed, the lack of clear provisions in the Directive toward
pseudonymized data allowed for broad interpretations in
Member States’ laws of the scope of such definitions. In
addition, the existing heterogeneity in pseudonymization
methods used across Member States could be seen as a
potential challenge in implementing the pertinent provisions
concerning pseudonymization and hinder cross-border
genomic data-sharing [13].

Recognition of genetic data within the
special categories of personal data

Regulation has marked certain categories of personal data as
sensitive, and this entails higher protection and stricter
requirements for the processing of such data. According to
Recital 51: “Personal data which are, by their nature,
particularly sensitive in relation to fundamental rights and
freedoms merit specific protection as the context of their
processing could create significant risks to the fundamental
rights and freedoms.”

Recognizing special categories of data by the Regulation
was not unprecedented, as the Directive has adopted a
similar approach on this matter. Article 8 of the Directive
contained a general prohibition on processing personal data
that reveal racial or ethnic origin, political opinions, reli-
gious or philosophical beliefs, trade-union membership, and
the processing of data concerning health or sex life. As is
further explained by Working Party in the Advice paper on
Special Categories of Data (sensitive data), the definition
included not only data that by its nature contains sensitive
information, but also data from which sensitive information
with regard to an individual could be concluded.

GDPR, in contrast, explicitly recognizes the sensitive
nature of genetic data collected in a variety of settings.
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In Article 9, an adjusted definition of special categories of
personal data has been provided that includes genetic data
and biometric data, among others. Inclusion of genetic data
in the catalog of sensitive data is in line with the opinion of
majority of Working Party members. At the national level,
some Member States included genetic data and biometric
data in their catalog of special categories of personal data
[15]. Establishing stricter requirements for processing
genetic data seems appropriate, in the view of the heigh-
tened concerns regarding potential misuses of genetic data,
which could result from increased availability of genetic
data.

In addition, Article 4(13) provides a definition for genetic
data and in Recital 34 further explains that, “analysis of
biological sample” includes in particular chromosomal,
deoxyribonucleic acid (DNA), or ribonucleic acid (RNA)
analysis, or the analysis of other elements that enables
equivalent information to be obtained. This definition
implies that not only genetic information that drive from
DNA materials, but also genetic information that could
result from analysis of other materials such as molecular
and biological materials will be recognized as genetic data
for the purpose of GDPR. The questions remain about the
status of other types of genetic information that may not
result from analysis of biological materials, but other
sources such as “genealogical information gathered through
various questionnaires” [16].

A point to consider is how to distinguish genetic data
from the biological material from which they are derived.
Such clarification is particularly important for biobanks and
those researchers who aim for sharing biological samples
that potentially contain genetic information. The Regulation
and Articles delineating the scope of the Regulation do not
discuss this point. In the absence of clear provisions in the
Regulation concerning biological samples, one way to
achieve clarity is to look to interpretations. One approach is
since the ultimate intention of the Regulation is to protect
personal data, a broad interpretation should be applied,
which could allow for the inclusion of all sources, including
biological samples that contain genetic data. However,
given the definition provided for genetic data in the Reg-
ulation which explicitly states “data” (not samples), it will be
hard to maintain such a broad interpretation [17].

Processing personal data and special
categories of data under the research
exemption

Processing sensitive data under specific conditions has been
addressed in Article 8 of the Directive. Accordingly, sen-
sitive personal data could be processed if the explicit con-
sent of the data subject has been obtained. Otherwise, the

processing of sensitive data could be carried out “for reasons
of substantial public interest”, if “suitable safeguards” were
in place. Although research has not been explicitly included
as a reason for processing sensitive data in Article 8, recital
34 of the Directive mentions scientific research as a
potential example of “reasons of substantial public interest”
that could be utilized by the Member States when imple-
menting the Directive.

In practice, processing sensitive data under the exception
of “public interest” has been done under strict conditions,
which were set by the Member States. However, fulfilling
such conditions appeared burdensome, thus rendering the
processing under “public interest” exception less favorable.
As Paul Quinn notes: “Whilst the public interest option in
Directive 95/46/EC allows states to legislate for the possi-
bility of using personal health data for scientific research
without consent, the conditionality that is required means
that such options cannot be considered as “constraint-free”.
Imagine for instance conditionality that requires an extre-
mely high level of pseudonymization. Another requirement
may (depending upon the jurisdiction in question) require
that approval is sought and obtained from a national,
regional, or organizational ethics body” [18].

Adopting a new approach toward processing personal
data for research purposes was one of the most controversial
topics in the course of making the new Regulation. While
the Commission’s proposal was similar to the Directive’s
approach for processing personal data, the later amend-
ments voted on by the European Parliament on 12 March
2014 laid out considerably stricter conditions for such
processing. According to the amended version of the Par-
liament, in the absence of consent from data subjects, pro-
cessing of data concerning health for research purposes
should only be allowed if it serves a “high public interest”
and if “that research cannot possibly be carried out other-
wise” (Article 81(2a)). The proposed amendments on the
Commission’s draft by the Parliament fueled massive con-
cerns among the biomedical and health research commu-
nity, who saw the proposed requirements as a barrier to
research [19–21]. The pertinent provisions, and especially
Articles 81 and 83 concerning the use of health data
including genetic data for research purposes, were exten-
sively discussed by the European Council afterwards.
Ultimately, the final text of the Regulation adopted a more
research-friendly approach. According to the new Regula-
tion, a “research exemption” has been recognized under a
number of Articles.

First, while processing special categories of data has
been generally prohibited, Article 9.2(j) of the Regulation
permits processing of special categories of personal data
when it is necessary for archiving purposes in the public
interest, scientific or historical research purposes, or sta-
tistical purposes in accordance with article 89(1).

152 M. Shabani and P. Borry



This could occur without the explicit consent of the data
subject having been obtained as long as this is permitted
under EU or Member State law and appropriate safeguards
are in place. It should be noted that the GDPR recognizes
the challenges of obtaining specific consent for research
purposes at the time of data collection, therefore provided
that data subjects should be allowed to give consent to
certain areas of scientific research (Recital 33). The Reg-
ulation states that “Member States may maintain or intro-
duce further conditions, including limitations, with regard to
the processing of genetic data, biometric data or data con-
cerning health” (Article 9.4). Member States, therefore,
could aim for stronger protections for genetic data by
requiring stricter conditions for processing genetic data for
research purposes. However, maintaining varying require-
ments by Member States will undermine a goal of harmo-
nization of legal framework for processing genetic data
within the EU. This is particularly challenging, given the
importance of collaborative genetic research, which entails
cross-border processing of genetic data. On a similar note,
in Recital 53, the Regulation warns Member States that they
should not use this discretion in a way that “hamper the free
flow of personal data within the Union when those condi-
tions apply to cross-border processing of such data.”

Second, the research exemption could provide a legal
basis for the secondary processing of personal data, some-
thing that could also be provided by the “further processing”
provisions. Accordingly, Recital 50 indicates that further
processing for archiving purposes in the public interest, for
scientific and historical research purposes or for statistical
purposes should be considered to be compatible processing.
This means that retrospective use of genetic databases will
be allowed, thus optimizing the use of already collected data
for future research purposes. However, where further pro-
cessing of personal data is desired, the principles of trans-
parency and fairness should be respected. In particular, the
data subjects should receive the relevant information
regarding that further processing in advance (Article 13(3)).
Therefore, researchers who obtained the data from the data
subjects and aim for further processing of data for scientific
research purposes should ensure that the data subjects
receive the relevant information prior to further processing.
Such requirement shall not apply “where the provision of
information to the data subject proves to be impossible or
would involve a disproportionate effort” (Recital 62).

Third, Article 6 lays out the grounds for the lawful
processing of personal data without consent, including but
not limited to the condition when “processing is necessary
for the purposes of the legitimate interest”. A similar
approach has been adopted in the conditions set for trans-
ferring personal data to third countries under Article 49(1),
where that transfer can be carried out in the absence of
consent when “necessary for the purposes of compelling

legitimate interests pursued by the controller that are not
overridden by the interests or rights and freedoms of the
data subject.”

Although processing for research purposes is not expli-
citly listed under “legitimate interests”, the further expla-
nation provided by Recital 47 and Recital 113 could
potentially provide sufficient grounds to process personal
data for research purposes. This interpretation resonates
with the opinion of the Article 29 Working Party on the
notion of Legitimate Interest, where this opinion includes
scientific research as a legitimate interest (subject to
appropriate safeguards) [22].

Concerning the definition of scientific research, it is
worth noting that the Regulation favors a broad interpreta-
tion, which will effectively broaden the scope of national
laws [23]. According to Recital 159, “the processing of
personal data for scientific research purposes should be
interpreted in a broad manner including, for example,
technological development and demonstration, fundamental
research, applied research, and privately funded research.”
Therefore, both private and publicly funded research could
benefit from the research exemption provisions under the
Regulation. However, concerns regarding potential misuse
of research exemption by commercial actors has led some
such as Biobanking and BioMolecular resources Research
Infrastructure—European Research Infrastructure Con-
sortium (BBMRI-ERIC)’s to argue in favor of specifying
research exemption to scientific research seeking public
interest [24]. Since the contribution of both public and
private entities in advancement of biomedical research is
essential, the GDPR’s approach in inclusion of both private
and publicly funded research may be seen beneficial as far
as the research’s objectives align with the public interests
and the procedure of data processing is transparent.

Conditions and safeguards for processing
data under the research exemption

Derogations from data subjects’ rights have been introduced
when processing data for scientific research purposes.
Article 89(2) of the new Regulation allows Member States
to provide for derogations from the rights referred to in
Articles 15 (right of access), 16 (right to rectification), 18
(right to restriction of processing), and 21 (right to object).
Recital 156, however, provides a longer list of derogations
that could be made by Member States, including “deroga-
tions with regard to the information requirements and
rights to rectification, to erasure, to be forgotten, to
restriction of processing, to data portability, and to object
when processing personal data for archiving purposes in
the public interest, scientific, or historical research pur-
poses or statistical purposes.”
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Article 89(1) outlines some conditions for processing
personal data under the research exemptions. Accordingly,
processing of personal data for scientific research purposes,
among others, shall be subject to appropriate safeguards.
However, it has been primarily left to the Member States to
define the term “safeguards”. Similarly, in the framework of
the Directive the term “safeguards” was mentioned on sev-
eral occasions; however, a clear definition of the nature of
such safeguards was not provided. In response, the Working
Party stressed the importance of further delineating the
definition of safeguards, and illustrating it with examples:
“Organizational and technical safeguards could, for exam-
ple, include measures such as the introduction of Informa-
tion Security Managements Systems (e.g., ISO/IEC
standards) based on the analysis of information resources
and underlying threats, measures for cryptographic protec-
tion during storage and transfer of sensitive data, require-
ments for authentication and authorization, physical and
logical access to data, access logging and others.”

Article 89(1) mentions “pseudonymization” as a measure
that can be taken in order to ensure respect for the principle
of data minimization. Given that the use of identifiable data
is important at times such as for epidemiological research
[21, 25], pseudonymization can be a restricting factor for
use of genetic data under research exemption. Importantly,
when there are other safeguards in place, then it should be
possible to use identifiable data for research purposes,
without consent. These safeguards could include govern-
ance mechanisms such as obtaining approval from ethics
committees or data access committees, who are tasked with
making an assessment of research proposals. Such oversight
shall take into account considerations of the potential risks
for data subjects prior to researchers being granted access to
their data, and to ensure the benefits of the research out-
weigh the associated risks.

Regardless, in order to reduce the risks of re-identifica-
tion, particularly in processing genomic data, adopting
controlled-access models has been widely suggested.
Controlled-access or managed-access models would allow
maintaining a level of control on downstream uses of the
research databases, through conducting access review by
specialized access committees that oversee the incoming
data access requests and assess them for the purpose of
approval or disapproval [26]. Furthermore, the access
committees could vet the data users and only grant access to
bona fide researchers. As Ohm puts it: “Researchers should
be allowed to release full, unscrubbed databases to ver-
ifiably trusted third parties, subject to new controls on use,
and new penalties for abuse” [27].

Other alternative models include archiving and proces-
sing data in safe havens, encryption and key management,
and technical and organizational security measures. It is
worth noting that the dynamic nature of the field and

advancements in bioinformatics call for regular updates to
ensure adequate safeguards [28].

Concluding remarks

The Regulation took a similar approach regarding the scope
of personal data. However, for the first time, GDPR eluci-
dated the term “pseudonymization” and provided a defini-
tion. The Regulation asserts that pseudonymized data are
considered identifiable and will fall within the scope of the
personal data. Moreover, pseudonymization has been
introduced as an example of measures that could be used by
data processors when processing sensitive data, such as
genetic data, on the basis of the research exemption provi-
sion. Although the clarification about pseudonymization is
important, some uncertainties still remain regarding the
impact of the pertinent provisions on current practices, for
instance, in relation to adequate minimum standards of
pseudonymization. Moreover, it remains to be seen how this
would change governance mechanisms concerning sharing
de-identified genomic data, such as the consent and the
oversight mechanisms.

The new Regulation has recognized the research
exemption for processing personal data on a number of
occasions, and therefore presented a research-friendly
approach. Accordingly, in the absence of consent, perso-
nal data, including sensitive data, could be further processed
for scientific research purposes and under the conditions set
out in Article 89. Considering the increasing attention being
directed toward data-sharing for scientific research pur-
poses, the rules set forth by the Regulation regarding the
research exemption are of paramount importance.

The provisions set forth for processing personal data
under the research exemption could supplement the existing
binary approach toward data protection, namely consent or
anonymization. [29] Notably, such a binary approach does
not respond to the demands of biomedical research, which
needs high volumes of data in a fast and easily accessible
manner. According to the Regulation, using data for
research purposes and sharing it for downstream uses
require adopting further organizational safeguards, which
go beyond the consent or anonymization approaches.
Nevertheless, the Regulation does not elaborate further on
such safeguards, leaving it primarily to the Member States
to adopt adequate safeguards and conditions for processing
data under the research exemption.

In light of the identified ethical and legal concerns
associated with using genetic data for research purposes, we
stress the importance of safeguards, which could provide a
level of control on further processing of data for research
purposes in an on-going manner. This will establish addi-
tional controls that limit data access to authorized users.
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A similar approach has been adopted in a recent report on
the Collection, linking and use of data in biomedical
research and health care by Nuffield Council on Bioethics,
which notes, “Because of the risk of misuse and con-
sequential privacy infringement, de-identification, and
consent measures may be supplemented by further gov-
ernance arrangements” [30]. Competent oversight bodies
such as ethics committees and data access committees are in
the best place to hold control over the access and use of
data. By establishing adequate oversight mechanisms from
the outset in the process of personal data processing, the
ultimate goal of the new Regulation in terms of “privacy by
design” will be facilitated, in which data protection safe-
guards will be built into the products and services from the
earliest stage of development.

However, it is important to ensure the existing and
emerging oversight bodies are equipped with adequate
expertise regarding using and sharing genomic data and are
aware of the associated informational risks. In order to
achieve this, soliciting the attitudes of the involved parties
regarding the associated risks would be necessary. Thereby,
the overall governance of personal data processing will go
beyond legal requirements, and will take into account the
pertinent individual or social concerns that may not be
explicitly outlined in the legal provisions. In addition, the
oversight of personal data processing should keep pace with
recent developments in the field of data science, bioinfor-
matics, and genetics, among others. The risks associated
with emerging technologies and the safeguards in protecting
the privacy of data subjects should be treated as moving
targets. Otherwise, the safeguards will become obsolete and
unable to safeguard data subjects in an adequate manner.

Finally, increasing cross-border data-sharing underlines
the importance of the harmonization of legal frameworks
concerning personal data protection. One of the main goals
of the Regulation has been to achieve this by harmonizing
the personal data protection landscape across EU. However,
concerns remain regarding the real impact of the Regulation
on unifying the individual, national regulations toward
processing genetic data for research purposes, across
Member States. Arguably, the Regulation still leaves room
for varying interpretations, for instance, concerning the
safeguards that should be established and also in setting
further conditions for processing genetic data on the basis of
the research exemption provisions. In a position statement,
BBMRI-ERIC stressed the significance of ensuring that
“Member State-specific derogations are not invoked to
block, delay, or otherwise unduly frustrate cross-border data
exchange for research purposes”. In addition, negotiating
sector-specific codes of conducts by professional bodies is
suggested as a way to reach harmonization across EU [24].
Further research could explore how Member States will

adjust their national laws in the coming 2 years in pre-
paration for enforcing the Regulation in 2018.

Main points

•Recognizing pseudonymized data as personal data by
GDPR introduces clarifications to the status of pseudony-
mized data. Still, the provided definition leaves room for
further interpretations on what are the sufficient methods of
pseudonymization and when data are fully considered non-
identifiable.

•Allowing Member States’ to set further limitations on
processing genetic data for research purposes may hamper
cross-border processing of genetic data and undermine
harmonization of data protection within the EU, if those
limitations and conditions vary.

•GDPR emphasized pseudonymization as a safeguard when
processing data under research exemption. Other safe-
guards, such as organizational measures and oversight by
competent bodies, should be further utilized as they may
better suit to the purpose of governance of research at times.
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