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Abstract

When obtaining samples from biobanks, resolving ethical and legal concerns is a time-consuming task where researchers need
to balance the needs of privacy, trust and scientific progress. The Biobanking and Biomolecular Resources Research
Infrastructure-Large Prospective Cohorts project has resolved numerous such issues through intense communication between
involved researchers and experts in its mission to unite large prospective study sets in Europe. To facilitate efficient communica-
tion, it is useful for nonexperts to have an at least basic understanding of the regulatory system for managing biological samples.
Laws regulating research oversight are based on national law and normally share core principles founded on international
charters. In interview studies among donors, chief concerns are privacy, efficient sample utilization and access to information
generated from their samples. Despite a lack of clear evidence regarding which concern takes precedence, scientific as well as
public discourse has largely focused on privacy concerns and the right of donors to control the usage of their samples.
It is therefore important to proactively deal with ethical and legal issues to avoid complications that delay or prevent sam-
ples from being accessed. To help biobank professionals avoid making unnecessary mistakes, we have developed this basic
primer covering the relationship between ethics and law, the concept of informed consent and considerations for returning
findings to donors.
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Introduction

The Biobanking and Biomolecular Resources Research
Infrastructure-Large Prospective Cohorts project has provided
valuable experience on the issues of sample access through its
open calls to provide funding for accessing biobanked samples.
For the cohorts who did participate in various projects, attaining
ethics approval and sorting the legal issues were time-
consuming but not insurmountable tasks because of intense
communication between involved researchers and experts.

The risk of biobank samples being used in an inappropriate
manner has received increasing attention in scientific dis-
course. In comparison, the threat of under-utilization of sam-
ples or an inability to return the benefits of research to donors
has received relatively little attention, despite also being among
the chief concerns of interviewed donors [1]. Furthermore, the
genomic revolution means that pretty much any sample can be
considered to contain potentially identifiable personal data in
the form of DNA. Researchers therefore face an intricate extra-
legal regulatory system complete with steering documents
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(ethics guidelines), overseeing bodies (research ethics commit-
tees) and formal procedures (informed consent) [2] when at-
tempting to access samples.

Although laws regulating research oversight have been im-
plemented differently in every country, there is a similarity of
core principles founded on international charters such as the
Helsinki Declaration. International consortia have translated
these core principles into policies, procedures, tools and govern-
ance that facilitate interoperability between biobanks across na-
tional borders in a manner acceptable to national law makers
[3–5], thereby enabling the scientific community to operate des-
pite a lack of clarity and international agreements that may pro-
vide a stable and enabling environment for international
collaboration [6, 7].

As biobanks mature, priorities tend to shift [8], and it is not
uncommon that biobanks find themselves prevented from pro-
viding samples due inappropriate decisions taken several years
earlier. These complications are often the result of requests
with unforeseen requirements causing uncertainties if given
consents are sufficient and how or if information from new re-
search projects should be returned to the donors. The primer
therefore covers how these obligations are governed under
international agreements and national law, the practice of es-
tablishing this relationship by the concept of informed consent
and the difficulties on deciding when and what information
should be provided to sample donors.

Hard and soft law, the key to
international collaboration

The national legal framework of biobanking is often substan-
tially different even between countries of comparable jurisdic-
tional systems [9]. To accommodate international collaboration,
it is therefore necessary to rely on ‘soft law’ or extra-legal
means to bridge the gap between the national legal systems,
which operate on a ‘one nation, one law, one project’ approach
[10].

When dealing with such matters, it is therefore important to
understand and recognize how research is regulated by a com-
bination of ‘hard law’ and ‘soft law’ where the terms can be
defined as follows:

Hard law: Binding legal instruments, either in the form of
international law (conventions, treaties or agreements) or na-
tional law (statutory law). International law is often drafted in a
more general form and subsequently implemented in national
law. For the individual researcher, it is most often the national
statutory law that regulates the legality of actions.

Soft law: Nonbinding instruments such as guidelines and
codes of conducts that may lay down suitable and commonly
accepted ways to deal with a matter. Soft law in different forms
varies in form from openly phrased to rather strictly defined
rules, bearing close resemblance to hard law.

Hard law is codified in legal text, which makes it relatively
straightforward for a trained expert to access and identify the
relevant laws. Soft law is on the other hand more flexible but
makes it harder to find and understand the regulatory mechan-
isms, as it allows governmental and nongovernmental experts
to update regulations and standards without requiring active
engagement of law-making bodies, and often these experts may
be specified in hard law as bodies tasked with providing legally
binding regulations and decisions. Funding bodies are becoming
an increasingly important source of soft law by enforcing

contracts requiring certain guidelines or procedures to be fol-
lowed by researchers to be eligible for funding.

For European researchers, an important source of this kind
of regulation is the European Union (EU) funding programs
managed by the European Commission. It requires applicants
to state in their proposal that they will conform to specific
standards [11] where failure to comply mean that the researcher
will not be eligible to receive the funds provided by the grant.

Similar approaches are not only used for international pro-
jects but are also a way for national agencies to harmonize
activities in nations where legislation is done at a regional or
state level. For example, in the United States, the National
Research Council stipulates the following for the international
transfer of embryonic stem cells:

If a U.S.-based investigator collaborates with an investigator in an-
other country, the ESCRO committee may determine that the pro-
cedures prescribed by the foreign institution afford protections
consistent with these guidelines, and the ESCRO committee may
approve the substitution of some of or all of the foreign procedures
for its own. [12]

These guidelines are defined by one selected group of experts
(the National Research Council) who delegate decisions to an-
other group of experts [the Embryonic Stem Cell Research
Oversight (ESCRO) Committee], which is charged with deciding
if there is a comparable set of checks and balances in the part-
ner country in the form of a, yet to be identified, third group of
experts. These guidelines are a good example of how a soft law
approach with several layers reduces transparency in return for
increased flexibility, as guidelines, review committees and re-
search practitioners make up an ever-changing system of stake-
holders. Under such circumstances, collaboration is
substantially more likely to be accepted between nations where
the respective authorities have had the possibility to become fa-
miliar with each other’s customs and traditions, and above all,
where the legal requirements applicable to the matter have
been enacted as a result of international agreements. A lack of
trust, harmonization or the local preferences of the committee
may therefore significantly affect the outcome of an application
for the transfer of data or samples. Decisions by judicial author-
ities covering one of the partners in a collaboration may also
have an immediate impact on international collaboration, as
certain procedures are deemed to be in conflict with national
law. The EU has, for example, chosen a high standard for data
protection, as seen in the recent Safe Harbor-ruling from the
Court of Justice of the European Union (C-362/14), where the US
level of protection was found not to uphold an adequate
protection.

However, most modern national laws are based on an ambi-
tion to adhere to a common set of core principles derived from
the declaration of human rights and international declarations
such as the Declaration of Helsinki [13]. This means that even if
there is yet little legal harmonization between countries. There
is a strong case for researchers to argue that institutional review
boards should take into account decisions from review boards
in other countries, in a soft version of a principle of mutual
recognition.

Consent as the basis of
international collaboration

The signed consent form provides a receipt that verify that the
donor has been provided with sufficient information to make
an informed consent when donating his or her samples.
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Modern regulations regarding informed consent were codified
in an international setting by the Helsinki declaration and
Nuremberg code [14] as a result of the horrors in World War II
and subsequent development. Respect for the autonomy of re-
search subjects and their right to refuse participation in re-
search does however have a much longer history in research
[15] even if modern researchers may find certain practices trou-
bling or even barbaric. For example, in the mid-19th century in
America, it was considered acceptable for a slave owner to ob-
tain consent for invasive experimental surgery from slaves [16].
While it for a modern person is hard, if not impossible to accept
slavery or the concept of ‘a consenting slave’. From an academic
context, this intuitive protest can be interpreted as an example
of how we instinctively respect that a person in a position of de-
pendence cannot make a truly autonomous decision [17]. The
concept of donors as autonomous agents is one of the key con-
cepts of modern research, and the question of identifying what
information and freedom is necessary before a person can
make an autonomous decision is therefore central to all forms
of biobanking and genomic research with human participants.

When establishing a new biobank, it is important to rely on
forward-looking consent procedures to ensure the future viabil-
ity of the sample collection. A large number of different forms
of consent have been proposed in scientific literature. But in
practice, consent forms likely available to a biobank would need
to result in a presumed, broad or specific kind of consent
(Table 1). In bioethicist literature, concepts such as ‘tiered’ or
‘dynamic’ consent are suggested as compromises between spe-
cific or broad forms of consent. In practice, these forms of con-
sent can either be broad or specific depending on whether the
components of the consent are widely or narrowly specified.
It is however not always possible or feasible to obtain informa-
tion from a known, informed and willing donor. In some cases,
a presumed consent is necessary, and several ethicists also
argue that a consent can never be truly informed unless strict
requirements are met [18–20].

When looking at large biobank infrastructures, a broad
consent is favored among the major infrastructures [21–23]
even if there still is debate among ethicists on how broad a
consent can be while still maintaining the autonomy of the
donor [24]. The dominance of broad consent in infrastruc-
tures based on soft law is in this context a good example of
how soft law solutions allow society to adapt more quickly
to new possibilities and risks compared with hard law
where important laws may be debated for years before
implementation [7].

Specific consent is by its nature reactive, as it is impossible
to request specific consent for purposes not yet foreseen. As a
response to this issue, proponents of specific consent have
made numerous proposals where modern communication tech-
nology makes it possible to repeatedly (or dynamically) ask
donors for consent [25]. Thus, initial consent only needs to
cover foreseeable research, while new projects are made pos-
sible by a renewed consent, thereby, in the opinion of its pro-
ponents, creating a balance between maximizing the value of
samples and the necessary safeguards to ensure that consent is
truly informed.

However, research rarely takes place in clearly defined mod-
ules, and there is often a continuum where it is hard to define
the acceptable threshold for clarity, which requires new consent
[26]. In practice, this means that a biobank will require a similar
independent ethics review board, regardless of if the biobank
operates under a legislation requiring specific, broad or any
other form of consent.

Recent research further underlines the support for a broad
consent among biobank experts [20], but even a broad consent
is limited in how much freedom may be given to researchers to
initiate new projects. That an administrative framework re-
mains in place for the sample collection and that the new re-
search does not change the overall aims or governance
structure are core conditions and may be regarded as a minimal
set of regulations for a broad consent to remain valid [27]. For
European needs, Carlo Petrini at the Bioethics unit of the
Presidentã s office in Italy has conducted a bibliographical study
of the requirements necessary to operate a biobank under a
broad consent in Europe [28], suggesting that the following
requirements must be met:

• Adequate sample coding procedures are used.
• Adequate procedures for personal data protection are used.
• The importance of the research aim is sufficient to justify con-

ducting the study and is evaluated on a case-by-case basis by an

ethics committee.
• The sensitivity of the data is evaluated on a case-by-case basis.

Genetic information varies in sensitivity based on its signifi-

cance, ranging from stringent protection to a lesser degree of

protection.
• Generic research results are always released without specifically

identification of individual subjects.
• ‘Opt-out’ consent is allowed for subsequent or secondary studies.

Every subject must be guaranteed the possibility of withdrawing

consent at any time.
• Participants must have adequate means of involvement, such as

encouraging participant consultation or communicating infor-

mation through the mass media before project initiation. The

multiple modes of involvement should be complementary as

opposed to mutually exclusive. It is especially important that

forms of direct participation also be available, for example, by

having population representatives serve on the ethics commit-

tees that will decide on the approval of the research before it

begins.
• Measures to ensure transparency and supervision must be in

place. Adequate supervisory, procedural and technical systems

are necessary to guarantee information protection. Further, it is

highly advisable to have external and independent supervisory

bodies monitoring procedural correctness.

The reporting of planned or incidental findings

Another controversial subject with far-reaching consequences
for sample availability is whether researchers should be obliged
to return information on findings to the donor [29]. There is cur-
rently no overall consensus on when to tell and when not to tell
participants of incidental findings [30]. Careful planning of pro-
cedures to satisfy local or national expectations is therefore ne-
cessary to ensure that donor interests are managed properly. In
cases where a study is based on samples, not yet collected, re-
searchers can, and should, plan ahead to ensure that donors are
properly informed at the time of consent on reporting proced-
ures. For studies on samples already collected or where clinic-
ally relevant findings are incidental in nature, it instead
becomes necessary for study manager to base their reporting
procedures on their own judgment or guidelines provided by
local experts or governing boards suited to the task.

Based on the conflicting opinions described by researchers
conducting systematic reviews of the field, it would be fool-
hardy to claim that practitioners and ethicists are anywhere
near a consensus in the field [21–23, 29]. It may however be
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possible to break down disclosure into two dimensions to separ-
ate situations where researchers are closer to consensus from
areas where there still is severe disagreement (Figure 1).

Given this four-field breakdown and preceding information,
ethicists are at least approaching a consensus on the lower left
and upper right corners. Which mean that incidental findings
with a high level of actionability and clinical validity should, if
possible, be reported back to the donor [31] and findings of low

validity and actionability should not be reported to the donors
(2, upper right corner) ahead of [31] and (3, lower left corner).
There is however no consensus on whether it is a moral neces-
sity to actively look for such genes in genetic data, and many re-
searchers also feel uncertain when judging if specific markers
are actionable and clinically valid [31]. To support clinicians, the
American College of Medical Genetics has taken initiatives to
support researchers to reduce these difficulties with lists of

Table 1. Forms of consent described in literature

Generalized category Type of consent Definition Authors Disagreement

No consent given Presumed Consent is presumed to have been given
by donors to use their samples and in-
formation for all research unless they
actively choose to opt out

Master et. al. and
Hofman

Passive/tacit/silent
consent

Presuming that the persons object if they
do not consent

Hofman

Hypothetical consent Consent under the presumption that a
person would have consented to the
treatment or research were she or he
able to consent

Hofman

A broad or specific consent Future/deferred consent Postponing the consent procedure Hofman
An extremely broad consent General/blanket/open

consent
Donors can actively consent once for the

current study and all future research
involving the general use of their sam-
ples and information

Master et. al.,
Hofman and
Salvaterra et al.

Salvaterra refer to
this as broad consent

May be either
broad or specific
depending on how the
consent is formulated
and the definition used
by the reviewers

Broad Donors can actively consent once for the
current study and all future research
within a broad field, e.g. cancer, dia-
betes or heart disease

Master et. al.,
Hofman and
Salvaterra et al.

Salvaterra refer to
this as partially
restricted consent

Delegated trustee Donors can transfer consent to a trustee
who is at arm’s distance from the bio-
bank and consents on behalf of donors

Master et al.

Third-party oversight Donors can actively consent to a general,
broad or other model, but an ethics
board must approve the study before
the commencement of research using
stored samples and information. This
approach is emerging as a common
component of biobanking governance
schemes

Master et al.

Tiered Donors can actively consent once for the
current study and choose one or more
broad fields of research or other op-
tions, i.e. whether they would be willing
to have their samples used in research
that result in commercialization. Other
terms: line item or multilayered
consent

Master et al.

Re-consent Donors are informed and are required to
consent to the current study and to
each future research study involving
the use of their samples and
information

Master et al.

Specific informed
consent

Allows the use of biological specimens
and related data only in immediate re-
search; forbids any future study that is
not foreseen at the time of the original
consent

Salvaterra et al.

Note: Terms used in literature are not always univocal and may also be used with different levels of specificity. In the table, the specific definitions described by the au-

thors have been clustered into more general of consent described in accordance with this article. The more specific definitions are listed in the column ‘Definition’, and

the terms used to name them are outlined in ‘Type of consent’ and ‘Disagreement’.
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valid and actionable genetic biomarkers [32], which can be con-
sulted by clinicians to determine if incidental findings should
be reported. The procedures for how and if findings are to be re-
ported to the donor should be outlined to the donor at least by
the time of consent, thereby helping to set donor expectations
and define their future relationship with their donated samples.

This means that the researchers, when developing the con-
sent form, must take care to ensure the long-term viability of
the biobank and balance their obligations to donors with the
scientific needs of the project. A high level of reciprocity cannot,
for example, be offered in a biobank where a large portion of the
research is expected to be conducted by external researchers
limited to anonymized data to maintain privacy. It is therefore
necessary that researchers make important decisions such as
coding [33] versus anonymization before contacting potential
donors for consent. Failure to do so may otherwise result in
major issues in the future, as national laws on privacy or obliga-
tions outlined in the consent form may prevent the efficient
usage of biospecimen.

Concluding remarks

International collaboration relies on soft law connecting na-
tional legal systems, which creates an environment that is in-
consistent, unfair and often lacking in transparency. But
replacing the soft law with hard law may be even worse, as a co-
dification of overly restrictive standards into law may stifle or
outright halt scientific progress in regions within the jurisdic-
tion of such laws [7]. Furthermore, it is unlikely that hard law
solutions would be able to possess the necessary flexibility to
keep up the pace with the rapid advancement of research and
genomics.

As a researcher, it is easy to become frustrated and avoid
engaging in such a complex, and ever-changing field of work.
But despite calls for harmonization, it is unlikely that issues will

be solved in the immediate future. There are significantly differ-
ent legal traditions [34–37] as well as variation in public percep-
tion [38, 39] of research. Taken together, this makes it a perhaps
insurmountable task to reach harmonization of national laws
regarding biological samples and data protection. The legal obli-
gations of biobank professionals concerning consent and reci-
procity are therefore likely to change over time and remain
areas associated with a high risk of interfering with the individ-
ual goals and aims of researchers.

In this context, adhering to best practices contributes to the
long-term value of samples, as new implementations of soft
law instruments and codified law are likely to take established
best practices in consideration. Guidance and templates pro-
vided by international organizations such as International
Society for Biological and Environmental Repositories (ISBER,
www.isber.org), Global Alliance for Genomics and Health
(http://genomicsandhealth.org), the Asian Network of Research
Resource Centers (http://anrrc.org), the Biobanking and
BioMolecular resources Research Infrastructure-European
Research Infrastructure Consortium (www.bbmri-eric.eu) and
the Human Heredity and Health in Africa (http://h3africa.org),
here, form a platform for harmonization as well as generating
the opportunities to build the mutual trust necessary to enable
the transfer of samples or data. The role and function of these
soft law tools must however take into account the constitu-
tional aspect of the bioethical framework involving several
human rights. Traditionally, these rights, and especially the
limiting of the rights, are usually thought to be best regulated
by democratically elected parliaments [40]. These international
soft law tools do thus not supersede national authorities and
courts, but their status as internationally recognized authorities
may provide considerable support in achieving approval from
institutional review boards acting under mandate from national
laws.

It is therefore in the best interest of researchers to respect
and promote core principles codified by international conven-
tions and organizations. Connecting local interpretations on
law to an international context also makes it easier to compare
decisions and encourage the development of trust that is neces-
sary for collaboration using sensitive genomic data. It is there-
fore advisable for biobank builders to adopt a system of
governance where:

• The ethical standards set forth by the Global Alliance for

Genomics and Health are upheld [5].
• Samples are stored and managed in accordance with the inter-

nationally recognized ISBER standards for best practice [41].
• Sharing is handled in a manner compliant with the International

Charter of principles for sharing bio-specimens [42].

This does not preclude researchers from having to abide by
the national law of each state involved in international research
collaborations and is far from an exhaustive list of tools to sup-
port international sharing of samples. But it may provide an
international research project with a common foundation and
framework, which make the project more easily acceptable to
the national authorities charged with reviewing projects.

The inherent adaptability of soft law also mean that interna-
tional collaboration through soft law mechanisms may steadily
improve, as experience is gained among stakeholders and thus
alleviate the need for global governance via codified hard law
solutions within the field. If given time to adapt, researchers
and associated organizations might instead be able to contrib-
ute to a bottom-up harmonization of a soft global bioethical
framework.

Figure 1. A breakdown of potential situations encountered when conducting

genetic analysis on collected samples and practical examples of cases clearly be-

longing to each quarter. Support for returning information to the donor is strong

when a finding is both reliable (possessing a high level of clinical validity) and

actionable (the donor can act on the given information) as in the example given

in Square 2 and, there is little support for providing information that is neither

reliable nor actionable (Square 3). Decisions are harder and in greater need of

consideration when the reliability of findings is low (Square 4) or when there is

little the donor can do about the situation (Square 1).
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Key Points

• To accommodate international collaboration, it is ne-
cessary to bridge the gap between national legal frame-
works. This is usually done by designated experts and
organizations who determine if material transfer agree-
ments are able to protect the rights of the donors in ac-
cordance with what they could expect when giving
their consent for samples to be stored for future usage.

• Collaboration is substantially more likely to be ac-
cepted between nations where the respective author-
ities have had the possibility to become familiar with
each other’s customs and traditions. Identifying suc-
cessful precedents by other researchers participating in
collaborative projects can therefore greatly reduce the
time necessary to access samples.

• Different institutions define terms such as consent, in-
formed consent and broad consent differently. This
mean that an ‘informed consent’ at one institution may
not be accepted as truly informed by another. Under
such circumstances, researchers are likely to face a
situation where the strictest interpretation in terms of
data protection or privacy becomes the governing one.

• There is a conflict between reciprocity, anonymity and
the right to not know. Research must therefore be
planned and conducted in accordance with what the
donors could reasonably expect when donating their
samples and giving their consent.
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