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Abstract

Objectives: To investigate the attitudes of students entering medical school

toward the confidentiality of computerized medical records.

Design: First-year medical students at the Vanderbilt University School of Medicine responded to
a series of questions about a hypothetic breach of patient’s privacy through a computerized

patient record system.

Measurements: The individual authors independently grouped the blinded responses according
to whether they were consistent with then-current institutional policy. These preliminary
groupings were discussed, and final categorizations were made by consensus.

Results: While most students had a sense of what was right and wrong in absolute terms, half
the class suggested at least one course of action that was deemed to be inconsistent with

institutional policies.

Conclusions: The authors believe that medical schools should directly address ethical and legal
issues related to the use of computers in clinical practice as an integral part of medical school
curricula. Several teaching approaches can facilitate a greater awareness of the issues

surrounding technology and medicine.
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What I may see or hear in the course of the treat-
ment or even outside of the treatment in regard
to the life of men, which on no account must one
spread abroad, I will keep to myself holding
such things shameful to be spoken about.

— Hippocrates, The Physician’s Creed'

Understanding and influencing the attitudes of future
physicians toward the confidentiality of electronic pa-
tient records are essential to ensure the integrity of
emerging health care delivery systems. While the tra-
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dition of preserving confidentiality and privacy in the
doctor—patient relationship has become well estab-
lished over several millennia,'~> many new technol-
ogy-related confidentiality issues present ethical di-
lemmas for today’s clinicians, legislators, and
educators.*” Although these dilemmas are frequently
addressed in a general fashion, few studies have ex-
amined how physicians-in-training view these issues.

This paper examines opinions of first-year medical
students regarding the confidentiality of computer-
based electronic medical records, to provide insight
into prevalent attitudes and thereby recognize oppor-
tunities for improved education. During the biomed-
ical informatics component of the required first-year
Introduction to Biomedical Research course at the
Vanderbilt University School of Medicine, all students
completed an open-book, open-computer, take-home
informatics competency exercise with ten individual
questions. One multipart question involved a hypo-
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thetic breach of patient confidentiality in Vanderbilt’s
computerized medical record system. The students’
responses to the question indicate that some areas of
ethics education need greater emphasis in the training
of future physicians. Examining their attitudes is im-
portant not merely because insiders pose the most im-
mediate danger of disclosure of patient data® but also
because they will determine how successfully future
health care information systems function.

Background

Although the words “privacy” and “confidentiality”’
are often used interchangeably, their meanings are
distinct. Privacy is the state of being free from intru-
sion, and in the context of health care it concerns the
responsibility of a care provider to protect a patient
from any disclosure (i.e., discovery by others), even
unintentional, of personal health data, by providing
security to the patient and the patient’s records. Con-
fidentiality, in contrast, is the limiting of information
to only those for whom it is appropriate. In a health
care context, confidentiality relates to the obligation,
described by Hippocrates, of a health care profes-
sional never intentionally to disclose anything re-
vealed in personal communication with a patient.
Stated another way, “If someone follows you and
spies on you entering an AIDS clinic, your privacy is
violated”’; if someone who works in the clinic faxes
your health care records to a newspaper reporter
without your permission or knowledge, your records’
confidentiality is violated.”

Since the time of Hippocrates, the medical profession
has required, as a condition of entry, an understand-
ing of confidentiality. In the United States, the require-
ment has existed since the American Medical Associ-
ation’s first Code of Ethics was established in 1847.?
Over time, the commitment to confidentiality has
evolved from a responsibility to the medical guild into
a responsibility to patients.” In the process, medical
culture has come to acknowledge patient autonomy
through moral and legal arguments supporting rights
to privacy, confidentiality, and security.” Thus today
confidentiality is accorded fundamental standing in
the physician—patient relationship. Since at least 1977,
the AMA has acknowledged this standing, by stating
that “the utmost effort and care” is to be taken to
protect these rights, even with respect to medical
records that are computerized."

Despite such philosophic changes, laws prohibiting
the disclosure of health information have not pro-
vided fail-safe protection of privacy rights, nor do
they promise to do so in this era of record automa-

tion."" As Donna Shalala, the Secretary of Health and
Human Services, has noted," significant violations of
patient privacy and confidentiality persist, whether
computerized or written patient records are involved.
Seventy-five percent of Americans today reportedly
express concern about the threats electronic medical
records may pose to personal privacy.

Many knowledgeable persons point out that the in-
creased amount of electronic data potentially accessi-
ble with each breach of security could make the dam-
age to patient’s privacy and confidentiality
proportionally larger.’” On the other hand, an Institute
of Medicine special committee (the Committee on Im-
proving the Patient Record in Response to Increasing
Functional Requirements and Technological Ad-
vances) has argued that electronic records can offer
greater confidentiality through security measures that
limit the spectrum of information various users can
see.” Either interpretation leads to the conclusion that
technology should follow the dictates of policymak-
ers,'* including physicians, who have always pro-
vided the first protections of personal data.

For the new systems to uphold the tradition of
doctor—patient confidentiality, they require user un-
derstanding from their conception to their implemen-
tation. Thus, examining medical-students’ attitudes
toward computerized medical records during their in-
doctrination into the medical profession is of primary
importance.

Methods

As part of their Introduction to Biomedical Research
course in the fall of 1996, all first-year Vanderbilt med-
ical students were given six hours of introductory bi-
omedical informatics lectures and two hours of
hands-on instruction, in an effort to increase their
awareness of the role of information technology in the
research, practice, and independent learning of med-
icine. Two half-hour sessions covered general con-
cerns related to patient confidentiality and comput-
erized records and outlined specific policies in effect
at Vanderbilt at that time (Appendix A).

Evaluation of students’ mastery of the biomedical in-
formatics material was carried out through a six-hour
open-book, open-computer take-home essay exercise
(Appendix B). Part of this exercise was a set of free-
response questions regarding a hypothetic violation of
a hypothetic patient’s privacy. The first question
asked students how they would respond if they heard
that a fellow student had sold specific patient infor-
mation to the media; the second question asked
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whether they would respond differently if they heard
that the student had instead sold a password to enter
the system. The third question asked whether sensi-
tive medical records or those of prominent persons
should be given extra security measures. The actual
questions to which the students responded are pre-
sented in Appendix B.

After the students completed the exercise, and prior
to the initiation of the current study, one author
(R.A.M., as the course segment director) prepared, in
conjunction with the faculty of the Division of Bio-
medical Informatics, an “answer key”” for the exercise.
This was distributed to all participating students
along with their corrected papers. For question 1, the
answer key summarized then-current institutional
policies regarding the hypothetic incident and appro-
priate responses to it. This answer key was used as a
standard against which student responses could be
judged during the analysis done in the present study.
The medical school class was consulted after comple-
tion of the assignment, and unanimous consent was
given for the authors to use and analyze the students’
responses for the present study. The student authors
(L.D., J.LAD., and M.R.K.) received blinded copies of
the answers, which had been submitted by their class-
mates.

Independently of one another, the student authors cat-
egorized students” answers to the first question. They
generated free-text descriptors that grouped student
responses into similar categories. The initial categori-
zations were subsequently reviewed and combined
(by R.AM.) into a smaller number of more general
groupings that covered all the initial categories.

Questions 2 and 3 required an initial response and an
explanation of that response. Ideally, the initial re-
sponse was to be “yes” or “no,” but the essay nature
of the question allowed students to add free, subjec-
tive responses. For this reason, the student authors
independently tallied the initial responses, and dis-
crepancies were discussed and resolved.

Resuits

The biomedical informatics exercise was distributed
to 103 first-year medical students. A total of 97 essays
were completed and returned (the course director ex-
empted several students from the exercise for various
reasons). Responses to question 1 (about students” ac-
tions after a fellow student reportedly sold confiden-
tial patient information) are shown in Table 1. Of the
97 respondents, 51 students (53 percent) indicated that
they would notify a dean in the medical school; 18 (19
percent) would notify either the medical school or the

graduate school honor committee; five (5 percent)
would notify a faculty member, department, or other
academic unit; 12 (12 percent) would notify the hos-
pital; and one (1 percent) would notify the attending
physician. The former responses were deemed to be
consistent with institutional policy. However, 34 stu-
dents (35 percent) would undertake at least one action
independent of disciplinary authorities, and 16 (16
percent) gave vague responses or stated that no action
should be taken.

Question 2 asked students whether their opinions
would change if a password, and not confidential in-
formation, was sold. Thirty-eight (39 percent) believed
that the student who had revealed the password
should then be treated differently, 57 (59 percent) be-
lieved that the penalty to the student should be the
same, and two (2 percent) were unsure.

Question 3 asked whether certain records should be
given extra security measures, over and above routine
measures. Sixty-six students (68 percent) were in favor
of extra security measures, whereas 31 (32 percent)
were opposed. Many of those opposed felt that all
records deserve the best possible security.

Reflections on Results of Study

At least three interesting observations follow directly
from the study results. First, a majority of first-year
students believed that they had a responsibility to re-
port the potential breach of a patient’s privacy. How-
ever, 53 of the 97 students who completed the exercise
selected at least one course of action that could be
viewed as unacceptable with respect to current insti-
tutional policies (Table 1). The answer key that was
distributed following the exercise summarized the
medical center guidelines in effect at that time (Ap-
pendix A) and explained several practical and philo-
sophic justifications for those policies. Few medical
students, if any, have the expertise or resources to in-
vestigate adequately and fairly either the legality or
the technicalities of a supposed breach. Furthermore,
students have an obligation to protect their classmate
from the consequences of a possibly unfounded ru-
mor. Each student response categorized in the results
section as “unacceptable” is likely to be counterpro-
ductive, by delaying or interfering with the accused
student’s right to a confidential and unbiased inves-
tigation. The best course of action would be to report
the incident, as it was related, directly to both the
Dean of Students and appropriate hospital authori-
ties, clearly emphasizing that the source of the infor-
mation was an unconfirmed rumor. The Dean of Stu-
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Table 1 m

Responses of Students (N = 97) to Question about
What Actions They Would Take in Response to an
Alleged Breach of a Patient’s Privacy by a Fellow

Student

Number (%)
Responses consistent with institu-
tional guidelines:
Notify medical school deans 51 (53)
Notify medical/graduate school 18 (19)
honor committee
Notify faculty, department, or 5 5)
other academic unit
Notify hospital 12 (12)
Notify attending physician 1 1)
Responses not consistent with insti-
tutional guidelines:
Investigate on my own 19 (20)
Confront student 15 (16)
Notify police or law enforcement 4 4)
Do something too vague to inter- 15 (16)
pret
Do nothing 1 (1)

NoOTE: The wording of the question is given in full in Appendix
B. The number of responses exceeds the number of students
who completed the exercises because some students suggested
courses of action involving more than one category.

dents oversees the conduct of medical students; hos-
pital authorities take responsibility for the care and
protection of patients. Both are capable of conducting
a thorough, confidential investigation, which would
protect the accused student if he or she were innocent
and appropriately document the facts for punitive ac-
tion if he or she were not. If the rumor were confirmed
in this way, action could then be taken to prevent dis-
closure of confidential patient information and to con-
tact police and other external authorities as soon as it
was appropriate. In any case, each student has a duty
to the patient, to the institution, and to the health care
system in general to take action to help.

Second, the responses show that students believe that
their responsibility for preserving patient privacy ex-
tends to the protection of computerized records. A
majority said that even indirect disclosure of patient
information (i.e., revealing a password to the system)
would merit punishment as severe as that deserved
for revealing the information directly.

Third, the issue of having different levels of security
for “normal” patient data and for data that are con-
sidered more sensitive (either because a patient is a
prominent person or because certain information, if
revealed, is deemed likely to cause harm to a patient)
prompted a variety of justifications on both sides of

the issue. Many students argued against a double
standard, insisting that any technology able to make
records less accessible to unauthorized persons
should be applied universally. Some worried that a
higher level of security could compromise patient
welfare if it prevented some care providers from ac-
cessing the protected records in an emergency. Others
pointed out that it may be difficult to define objec-
tively what information deserves extra protection. Fi-
nally, a few students wondered whether making se-
lected computerized medical records harder to access
than others would only make them more attractive
targets for “hackers.”

Incorporating discussion of institutional policies on
privacy and confidentiality into courses addressing
medical ethics, medical informatics, and introductory
clinical practice could help entering medical students
address these issues.

National Recommendations on Privacy,
Confidentiality, and Security

Efforts to computerize all patient records® are fueling
a number of ethical and policy debates in both the
private and public sectors. These include discussions
about technology’s role in the privileged doctor—pa-
tient relationship, the advantages and disadvantages
of improving scientific medicine through more effi-
cient data gathering, and the increasing cost of health
care.”” While the U.S. government report on these is-
sues, Records, Computers, and the Rights of Citizens,'
was released in 1973, the legislative guidelines for
protecting medical records have not kept pace with
rapidly emerging information technologies. Thus, the
issues of privacy, confidentiality, and security have
been the focus of reform efforts by both Secretary
Shalala and Congress. For example, the recent
Kennedy—-Kassebaum legislation, Section 264 of the
Health Insurance Portability and Accountability Act
of 1996, mandated that the Secretary propose and im-
plement privacy and security rules for electronic med-
ical records.” Professional organizations, such as the
AMA, The American College of Physicians, AMIA,
and the American Health Information Management
Association, have also begun to address these topics
through the individual research, working groups, and
task forces of their members”'* and through their pub-
lic policy committees.

Current Medical School Curricula in Health
Care Ethics

Sir William Osler wrote of the dangerous tendency of
“professional work ... to narrow the mind, to limit



Journal of the American Medical Informatics Association Volume 6 Number 1 Jan / Feb 1999 57

the point of view.”"” The enduring importance of phy-
sician responsibility and institutional policy to patient
privacy can be quickly forgotten as health care sys-
tems change. Instilling an awareness of these timeless
values early in professional training can encourage fu-
ture physicians to become leaders by example.

The authors’ current survey found that, even after
several hours of lecture-based instruction, almost half
of first-year medical students possessed only a vague
understanding of their responsibilities with regard to
the institutional policies on the privacy and confiden-
tiality of computerized medical records. Other evi-
dence shows that even trained health care providers
are not fully aware of their obligations toward patient
confidentiality."® These data provide support for ex-
panding medical education in this area. Currently,
ethics instruction represents a small fraction of the
curriculum of most medical schools: Two studies
found that institutions in Britain” and Canada®™ de-
vote an average of 12 and 23 hours, respectively, per
medical degree to teaching health care ethics. A lim-
ited survey of Web sites of U.S. medical schools, con-
ducted by the authors, suggests that low proportions
probably apply in American medical schools as well.

How ought the demonstrated lack of awareness of the
privacy and confidentiality issues surrounding com-
puterized medical records be remedied? Some medi-
cal schools have successfully adapted the classic ap-
proach to teaching ethics by teaching students to
apply skills of reasoning and valuation in the analysis
of relevant clinical cases."”” " This allows students to
address ethics and policy considerations simultane-
ously, as in the questions used in the current study.
One group of prominent medical educators has ar-
gued that “ethics is not readily separable from law
and communication skills”*; they imply that physi-
cians should become more directly involved in the
philosophic issues that underlie health care policy
considerations.

To teach professional ethics successfully, basic medical
education should cover ethical aspects of computer-
ized medical records in conjunction with legal issues,
technology, and doctor—patient and doctor—institu-
tion communication. Yet the National Research Coun-
cil has observed that “one of the obstacles to improv-
ing privacy and security in health care organizations
is a lack of knowledge about the types of technical
and organizational practices that are effective in pro-
tecting health care information.”” This study itself il-
lustrates that many students are unaware of how in-
stitutional policies can address the threats to the
doctor—patient relationship that technology can make
possible. Elsewhere, students note that even innova-

tive approaches to integrating ethics into the curric-
ulum overlook the crucial issue of organizational
ethics, which are the values to which students are ex-
posed during their clinical clerkships. As a student
from another medical school remarked, “you failed to
address what is the most important aspect of confi-
dentiality: the innumerable breaches in confidentiality
which routinely occur throughout this hospital.”**

One approach would be to incorporate teaching on
these topics into the mainstream instruction of phy-
sicians-in-training that occurs on the wards.**” This is
done currently at Vanderbilt through weekly clinical
informatics conferences, during which faculty and
staff from the Division of Biomedical Informatics dis-
cuss pragmatic, system-related issues with students,
house staff, and faculty who are on clinical rotations
(in informal noon sessions where free lunch is pro-
vided).

The privacy and confidentiality of computerized med-
ical records are a fundamental issue that should form
the basis for teaching innovations related to both in-
formatics and ethics. The authors believe that the cur-
rent study documents a need for focused medical ed-
ucation covering both ethical and legal aspects of
computer usage in clinical care and research. The au-
thors believe that this should be done in a clinical set-
ting, in conjunction with instruction on using com-
puter-based biomedical informatics tools as adjuncts
to lifelong professional development.
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APPENDIX A

Systems Access and Confidentiality Agreement, Vanderbilt University Medical Center (1996)

Due to the confidential nature of the data contained in
all patient records, electronic, paper, or otherwise, mea-
sures must be taken to ensure that any such computer-
ized patient record systems as are in use at the Vanderbilt
University Medical Center (VUMC) and, where appli-
cable, VUMC off-site subsidiaries and affiliates can only
be accessed by authorized users. VUMC has a legal and
ethical responsibility to safeguard the privacy of all pa-
tients and to protect the confidentiality of their health
information.

Such computerized data systems include, but are not
limited to, the integrated patient care system, the medical
data retrieval system, the inpatient accounting system,
the laboratory information system, the pharmacy infor-
mation system, the radiology information system, and
the physician billing system.

Your password and user ID are your unique identifiers
for the system(s) you are authorized to use only pursuant
to your VUMC or University employment or medical
staff status and authorized activities only. You must not
allow others to use your password. We require you to
change your password every six months or it will be
suspended (the system will give you ample warning).

I, [name], understand and agree to the following;:

1. I understand that the confidentiality of patient re-
cords is required by law, and that there are statutes
or policy reasons specifically mandating the confi-
dentiality of, among other areas, mental health, HIV,
and drug and alcohol-related treatment records.

2. I understand that the Department of Information
Management conducts and maintains an audit trail
of accesses to patient information that records the
machine name, user, date, and patient identification
of all accesses to patient medical record data that is
electronically maintained.

3. My password/user ID is the equivalent of my sig-
nature. I am the only person authorized to use my
password/user ID.

4. I will safeguard and will not disclose my password
or any other authorization I have that allows me ac-
cess to confidential information. I accept responsibil-
ity for all activities undertaken using my password.

5. I will use confidential information only as needed by
me to perform my legitimate duties at VUMC em-
ployee. This means, among other things, that:

a. I will not access confidential information which I
have no legitimate need to know.

b. I will not in any way divulge, copy, release, sell,
loan, revise, alter, or destroy any confidential in-
formation except as properly authorized within

the scope of my employment.
c. I will not misuse or carelessly care for or fail to
safeguard confidential information.

6. I understand that I have no right or ownership in-
terest in any confidential information referred to in
this agreement. VUMC may at any time revoke my
password.

7. 1 will retrieve or attempt to retrieve from the com-
puter system only medical data that is directly re-
lated to the treatment of patients for whom I have a
clinical relationship, or those patients for whom I
have been asked to provide a consultation, or for ap-
proved educational or research purposes. I agree to
maintain the confidentiality of all such patients, and/
or fiscal data. I will access fiscal data only as required
by my employment or medical staff responsibilities.

8. It is my responsibility to log out of the system. I will
not, under any circumstances, leave unattended a
computer terminal to which I have logged on.

9. If I have reason to believe that the confidentiality of
my password has been compromised, I will change
my password. I will immediately report any known
or suspected breach of the confidentiality of the sys-
tem or records/data obtained from it to my imme-
diate supervisor or the Department of Information
Management, Security Administrator.

10. I understand that my user ID will be inactivated
upon notification that I am no longer employed, or
have no privileges at, a VUMC institution, or am not
registered as a medical or nursing student or when
my job duties do not require access to the comput-
erized systems.

11. My signature below indicates my understanding of
the above noted requirements for the use of any
password/user ID I am assigned, pursuant to my
employment, student or medical staff responsibilities
with the Vanderbilt University Medical Center or
Vanderbilt University.

12. It is my responsibility to be aware of the Vanderbilt
University staff handbook General Policies Section
“Confidential Information”” and the Professional
Conduct Section “Misconduct That Warrants Imme-
diate Discharge”” and/or other Faculty or Student
handbooks that reference such activity. These docu-
ments further outline the policies for protection of
information and the misconduct process.

13. I further understand that the VUMC has incorpo-
rated the requirements of such statutes into its poli-
cies and procedures for access to and treatment of
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such specialized patient record information, and that
it is my responsibility to be familiar with and adhere
to such policies and procedures. Any fraudulent ap-
plication, violation of confidentiality or any violation
of the above provisions may result in disciplinary
action, including termination of access to the system,
appropriate medical staff or university disciplinary
measures, up to and including termination of my
employment or affiliation with the university or the
VUMC, or appropriate medical or nursing school

disciplinary measures, up to and including dismissal
from the school.

14. I read and agree to all of the above as conditions of
being granted a password.

15. This agreement will be on file in the Department of
Information Management. I may review the agree-
ment by contacting the Department of Information
Management.

APPENDIX B

Essay Questions Regarding Hypothetic Breach of Patient’s Privacy

Open-book Examination: You are on your honor not to con-
sult with anyone else in answering these questions. You
may use any written or electronic resources (excluding
e-mail or similar communication programs that have hu-
man end users) to answer the questions. Do not spend
more than six hours total in answering all the questions
(taken as a whole). You may take far less time to do a
good job if you are well organized.

QUESTION: [Hypothetic scenario.] In 1998, you learn
from a friend that a third-year Vanderbilt medical stu-
dent has accessed patient information about a well-
known government official (stored in the VUMC hospital
information system) and sold the information to a tele-

vision station. Please answer the following questions
with no more than three paragraphs each.

1. What related actions would you take, if any:

2. The student claims that he gave his password to a
friend and that the friend was the person who gave
the information to the media. Does this change your
thinking about disciplinary actions? How could any-
one prove what the truth was?

3. Should certain records (e.g., “VIPs,” patients with
AIDS, psychiatric conditions, or sexually transmitted
diseases) be given extra measures of protection over
and above usual records? Explain your reasoning.



