1duosnuey Joyiny 1duosnuen Joyiny 1duosnuey Joyiny

1duosnuey Joyiny

Author manuscript
J Electrocardiol. Author manuscript; available in PMC 2019 November 01.

-, HHS Public Access
«

Published in final edited form as:
J Electrocardiol. 2018 ; 51(6 Suppl): S44-S48. doi:10.1016/j.jelectrocard.2018.07.024.

A Call to AIArms: Current State and Future Directions in the
Battle Against Alarm Fatigue.

Marilyn Hravnak, RN, PhD, ACNP-BC, FCCM, FAAN?, Tiffany Pellathy, RN, MSN1, Lujie
Chen, MS2, Artur Dubrawski, PhD2, Anthony Wertz, MS2, Gilles Clermont, MD3, and Michael
R. Pinsky, MD Dr hc, MCCM3

1Schools of Nursing, University of Pittsburgh
2Auton Lab, Robotics Institute, School of Computer Science, Carnegie Mellon University

3Schools of Medicine, University of Pittsburgh

Abstract

Research demonstrates that the majority of alarms derived from continuous bedside monitoring
devices are non-actionable. This avalanche of unreliable alerts causes clinicians to experience
sensory overload when attempting to sort real from false alarms, causing desensitization and alarm
fatigue, which in turn leads to adverse events when true instability is neither recognized nor
attended to despite the alarm. The scope of the problem of alarm fatigue is broad, and its
contributing mechanisms are numerous. Current and future approaches to defining and reacting to
actionable and non-actionable alarms are being developed and investigated, but challenges in
impacting alarm modalities, sensitivity and specificity, and clinical activity in order to reduce
alarm fatigue and adverse events remain. A multi-faceted approach involving clinicians, computer
scientists, industry, and regulatory agencies is needed to battle alarm fatigue.

INTRODUCTION
ALARM FATIGUE

Definition—Bedside monitoring is mandatory in intensive care units, and ubiquitous on
hospital step-down units and wards. Such monitors are meant to provide continuous
oversight of parameters associated with the patient’s physiologic state such as heart rate
(HR) and cardiac arrhythmias, respiratory rate (RR) indirect measurement of blood oxygen
saturation via peripheral pulse oximetry (SpO2), noninvasive and invasive blood pressure
(BP) and invasive monitoring pressure parameters of the arterial, central venous and
intracranial systems. Monitors are equipped with alarms meant to call clinician attention to
abnormal physiologic states. Alarms are specifically designed to cause cognitive distress [1]
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and capture the attention of clinicians’ caring for multiple patients to a change warranting
clinician awareness, closer assessment, and supportive intervention. In the current monitor
paradigm with existing widely distributed technology, clinicians must interrupt a task when
an alarm activates, identify the patient and device alarming, determine if it is actionable or
non-actionable, and the type of action required [1]. Alarm fatigue occurs when non-
actionable alarms are in the majority, and clinicians develop decreased reactivity, causing
them to “tune out’” or ignore the alarms. A schematic in Figure 1 demonstrates that
monitoring alarms may be clinically non-actionable or actionable, and the layers of action
required. Actionable alarms are those that are due to a valid physiologically abnormal state
which requires both clinical awareness and interaction. Mild abnormalities may require only
focused assessment or correction with nursing interventions (e.g. repositioning, application
of standing medical orders such as increasing oxygen flow, providing “as needed” ordered
medications). However, some actionable alarms require that nurses escalate care to a
medical provider, in either a routine or emergent manner. In contrast, non-actionable alarms
may be due to invalid alarms such as monitoring artifact, or a true alarm detecting an
abnormality unworthy of clinician awareness (e.g. overly sensitive or fleeting deviation
beyond a normality threshold) [2]. There are some non-actionable alarms clinicians want to
be aware of but not immediately do anything about, for example, a subtle abnormality that
may require evaluation for progression and later action if persistent in duration or magnitude
[3]. Actionable alarms account for only 5-13% of alarms in current monitoring systems [4],
although reports vary widely [5]. When the number of non-actionable alarms that are invalid
or not worthy of clinician awareness or intervention become excessive, alarm fatigue ensues.
Alarm fatigue has two components: alarm desensitization from sensory overload and
blunting of responsiveness, and alarm apathy wherein alarms that are oversensitive and
under-specific cause lack of trust in their veracity [6]. This resultant desensitization and
apathy cause valid alarms in need of awareness and intervention to be missed.

Causes—There are numerous causes of alarm fatigue along the monitoring care continuum
—the patient, monitoring system, alarm pathway, individual clinician, and the organization
(Figure 2). At the patient level, the American Heart Association has narrowed indications for
continuous electrocardiographic (ECG) monitoring [7], thereby decreasing alarms by
decreasing the number of monitored patients. However, this approach is self-limited and
opposite to the concern that all hospitalized patients require continuous monitoring to
prevent missed instability in the absence of a validated triage system for monitoring need
[8]. Some patient characteristics (e.g. age >70 years, confused mental state, cardiovascular
or respiratory diagnosis, mechanical ventilation, wide QRS or low amplitude, ventricular
arrhythmias) are associated with false alarms [9]. Patient movement is a predominant cause
for invalid alarms due to waveform disturbance interpreted as parameter threshold violation
or arrhythmia [10]. Additionally, most false alarms are generated by only a few patients,
with one-quarter of monitored patients responsible two-thirds of all alarms, [11], and as few
as 2% of patients responsible for 77% of false alarms [9]. Alarm frequency is also related to
the monitored parameter, and arrhythmia and SpO2 alarms seem to predominate [10, 11].

Characteristics of monitoring systems themselves give rise to alarm fatigue. Manufacturer’s
default alarm settings are purposively set to not miss true events, resulting in overly low
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specificity and positive predictive value [12], and when implemented across multiple
parameters compounds the problem. Alarm sounds themselves can contribute to alarm
fatigue when tones and pitch do not differentiate between alarm source and priority [12], or
are dichotomous rather than suggesting graded levels of severity [13].

Aspects of clinician work and workload also play a role in alarm fatigue. Nurses integrate
information from multiple sources in a heuristic fashion when deciding about their response
to alarms [14], and perceive their ability to respond to critical alarms as impaired when
engaged in patient care or medication preparation [14] due to cognitive distribution across
multiple critical tasks simultaneously. Finally, alarm fatigue causes extend to organizational
aspects of unit environment and layout, workflow and process, and safety culture [15], all of
which are potentially modifiable.

Thus the causes of alarm fatigue are complex. Although the current standard for medical
alarms IEC 60601 1-8 attempts to specify basic safety and performance requirements [1],
and the Food and Drug Administration provides device alarm guidance, they offer no
penalty for high sensitivity of sensors with low specificity of alarm conditions, and thus fall
short in eliminating this serious and complex problem, which requires multi-part solutions
not limited to the technical alone.

Consequences—The consequences of alarm fatigue upon patients range widely. Excess
unnecessary audible alarms cause patients and families to have disrupted communication
and disturbed sleep [16]. More serious patient consequence is when clinicians experiencing
alarm desensitization results in missed patient instability. Briefly missed periods of
instability may be unimportant to patients with sufficient physiologic reserve. But missing
longer periods of instability prevents needed intervention, leading to progressive physiologic
stress and metabolic impairment, exhaustion of compensatory mechanisms, and eventually
acid-base disturbance, arrhythmia, end-organ impairment, need for late rescue strategies
such as unplanned intubation or admission to the intensive care unit, and even death. All of
these are potentially avoidable if instability is recognized earlier and interventions applied
more promptly when lower level corrective strategies suffice.

There seems to be a dose-response relative to alarm exposure and fatigue. As the number of
non-actionable alarms increases, there is an incremental increase in clinician response delay
[14, 17]. Bonafide et al. [17] demonstrated that 87% of alarms in a pediatric intensive care
units and 99% of alarms on pediatric wards were non-actionable, and as the number of non-
actionable alarms nurses were exposed to in the preceding two hours increased, their
response time to subsequent alarms incrementally increased, and this result was most
prominent on the ward. Alarm response rates also lengthen as time on duty increases, and
each hour elapsed in anurse’s shift is associated with a 15% longer response time [18]. In
addition to consequences for patients, adverse events resulting from alarm fatigue and
missed instability also impact caregivers. Clinicians involved in serious adverse events
become “second victims”, suffering collateral damage ranging from self-blame and intense
guilt, seeking reassignment to less critical areas, post-traumatic stress, and even leaving the
profession [19].
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CURRENT SOUTIONS

Clinical Action—Clearly, strategies to decrease non-actionable alarms are paramount.
Some sources recommend improving sensor reliability by adequate skin preparation,
changing electrodes daily, and using disposable rather than reusable wiring and sensors [5,
12, 16, 20]. Customizing alarm settings frequently around a patient’s baseline or changing
baseline are strategies to limit alarms to announce only changes from an already known state
[12, 20]. Widening alarm threshold parameters, and incorporating delay between the time
that a threshold violation is detected and announced are two current strategies to make
alarms less sensitive to minor deviations from normality, or fleeting deviations (due to real
instability or monitoring artifact) which self-correct [5, 6, 21]. Some studies reported no
untoward outcomes with this strategy, while others reported missed instability resulting in
fewer rescue events and deeper physiologic abnormality when rescue was initiated [5].

Other strategies are related to environment, education, and organization. Evaluating unit
layout and placement of central monitors can improve sightlines and minimize unnecessary
response distances. Educating staff on how monitors, sensors and alarms function specific to
the product manufacturer and especially arrhythmia alarms is important. Sowan et al. [22]
determined that there are 59 nurse competencies related to physiologic monitoring use, with
subscales of appropriate monitoring, admission/discharge transfer, alarm management,
hardware and connectivity, and advanced/specialized functions. They evaluated nurse’s
perceptions of their achievement of these competencies, and found that 3—-23% reported lack
of skills or knowledge in at least one area, 25% lacked of confidence in essential functions,
and 30% had never heard of at least one function. They advocated for educating staff in
alarm competencies on an initial and ongoing basis, and development of a cadre of super-
users to support and refresh knowledge and expertise in appropriate monitoring practices
including alarm settings and adjustment [22]. Another recommended organizational strategy
is establishing an interprofessional team to gather data and address issues related to alarms,
and use team consensus to develop unit-specific clinical indications for monitoring, default
parameters, and alarm management policies [20]. Another proposed organizational strategy
is to implement “monitor watchers” whose role is to observe a centralized bank of monitors
and contact nurses with only actionable events via mobile technologies [23], but this
approach has not yet been proven to definitively decrease mortality [12], and does nothing to
decrease the number of non-actionable alarms, but merely shifts their burden.

Technologic—Some current technologically focused strategies to reduce alarm fatigue
include directed alerting or secondary notification. Directed alerting sends alerts to specific
individuals, rather than deploying a non-specific area alarm This is accomplished by
directing alarms to a small subset of locations where individuals responsible for responding
are located, or directly to a phone or pager [24, 25]. Another strategy is the implementation
of a secondary device notification system. Here, alarms from a primary device are
transmitted to a middleware system, which uses predefined rules to suppress, translate,
escalate and/or communicate these alarms to a secondary device [26]. These wireless
secondary devices, such as a pager, cell phone or tablet, can be carried constantly by a
particular caregiver, or handed off in situations where the primary caregiver is unavailable
[5, 26]. The difference between directed alarms and secondary device notification is that the
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latter utilizes more embedded rules determining which alarms are sent and to whom (for
example an alarm for leads-off may go to a technician, but an arrhythmia to a nurse),
providing graded rather than dichotomous alarms, escalation of unacknowledged alarms, or
applying additional delays beyond those applied at the bedside [26]. These strategies
decrease the number of alarms generally announced, but their impact on alarm fatigue,
safety and efficacy is still not well established.

FUTURE SOLUTIONS

Varieties of solutions are being developed for future use, and are currently in laboratory
stages or in early clinical usage not yet widespread and so categorized as a future solution.

Alarm Suppression and Artifact Discrimination—Alarm suppression can be
accomplished with a variety of suppression algorithms, including statistical metrics, wavelet
signal analysis, and spectral regression [16]. These are most effective in discerning single
parameter alerts due to monitoring artifact. Suppression can also be achieved by evaluating
two parameters simultaneously. For example, a vital sign parameter with large oscillation
simultaneous with other stable vital sign patterns can likely be suppressed. Both approaches
decrease the rate of false alarms, but also miss true alerts to varying degrees [16].

Discriminating between alerts due to true instability or monitoring artifact can be
accomplished by using machine learning approaches to featurize the vital sign parameters
(both the parameter in an abnormal state and the simultaneous additional vital parameters),
and then apply algorithms to differentiate between feature patterns due to true instability or
artifact [27]. Chen et al. [28] used a random forest classification model to discriminate
between real and artifact alerts as they evolved online, with an area under the curve (AUC)
of 0.79 for SpO2 at the instant the vital sign first crossed threshold, while BP performed at
an AUC of 0.87 and RR at an AUC of 0.85. Such an algorithm, if applied to bedside
monitors in real time, could differentiate between real instability and artifact alerts at a
clinically meaningful rate. Nevertheless, when suppressing or discriminating artifact, the
problem still remains as to what type of action should next be taken. Simply not announcing
an alarm due to artifact eliminates a false alarm, but while the vital sign parameter is in an
artifact state, it is not discerning the true underlying physiologic state, which may be of
clinical concern and physiologic consequence. This goes back to the need for better sensors
and signal capture which are not prone to monitoring artifact in the first place.

Smart Alarms—There is movement away from monitoring alarm strategies based on basic
arrhythmia recognition and high and low threshold parameters, to make abnormality
recognition more discerning and alarms “smarter”. For example, single parameter alarms
could dynamically apply adaptive delays (shorter delay for a greater excursion above
thresholds, longer delays for milder excursions) [29].

There are a variety of approaches for development of integrated signals at varying levels of
complexity. In the most basic example, signals can be evaluated simultaneously but without
any further signal processing. For example, ventricular tachycardia alarms can be prioritized
based on the level of hemodynamic impairment displayed by the arterial waveform [30]. In a
more complex scenario, multiple vital signs can be evaluated simultaneously, and a single
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integrated instability index value developed. Hravnak et al. [31] evaluated such an integrated
monitoring system displaying a single risk score generated using neural networking based
on a probabilistic model of instability if a single vital sign deviated from normality by +3
standard deviations, or by smaller amounts of deviation for multiple parameters. Individual
parameters may have all still been within accepted normality thresholds when the pooled
risk instability. When this system was used in clinical care to more sensitively and
specifically alert clinicians to true instability and presumably promote intervention earlier,
the cumulative number of instability episodes decreased 58%, and the cumulative duration
of time patients were in an unstable state decreased 60%.

Real Instability Nowcasting and Forecasting with Machine Learning
Approaches—Another approach is to use machine learning to featurize information
obtained from traditional numeric or waveform parameters to provide hundreds of features
from vital sign time series data predicting risk (e.g. slope, standard deviation, delta standard
deviation, range, ratio, etc.). Such features are extracted from single parameters, or from
multiple parameters as they relate to each other, and then algorithms applied to predict
feature patterns associated with true instability—when it is subtly manifesting but not yet
clinically discernible (nowcasting), or even before it manifests (forecasting).

In one approach, [32] featurizing HR, RR, BP and SpO2 from continuously noninvasive
bedside monitoring used a supervised machine learning approach to compare the risk of
instability between cases (patients who ever developed instability) and controls (patients
who were never were unstable), the algorithm detected an increasing risk for cases about 90—
120 minutes before an abnormal vital sign threshold was crossed, while the instability risk
remained stable for controls. Further, when examining the first four hours of admission, the
cases that would later develop instability had a significantly higher risk score at admission
than those who would never be unstable, thereby forecasting the risk of developing
instability in future. The implication this has for bed and resource triage is great. Lastly, it
was possible to discern that patients become unstable along a limited number of risk
trajectories, with some demonstrating prolonged stability and then an acute rise in risk,
while others evolve their risk in a steady fashion [32, 33], presumably due to different
underlying disease processes.

The above information demonstrates that moving from individual vital sign threshold or
wave template monitoring to dynamic risk scoring of multiple vital signs may address the
problem of alarm fatigue seen in the current single-parameter monitoring paradigm, but
more work needs to be done before widespread adoption in clinical care.

New Instability Parameters?—All strategies above rely on use of the traditional vital
signs of HR, RR, BP, Sp02 and invasive parameters. However, ability to assess vital signs
with non-traditional methods is emerging. For example, respiratory rate monitoring can be
accomplished with alternative approaches such as acoustic monitoring, piezoelectric
membranes, fiberoptics, photoplesmography, and thermodynamics [34]. However, new
holistic stability parameters are needed which do not rely on vital signs, but focus on
markers of physiologic decompensation. The ideal solution would be development a single
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parameter to assess early and subtle changes in cellular metabolism and stress via a
noninvasive sensor.

CONLUSIONS

Physiologic monitoring alarms are meant to alert clinicians to present patient instability, but
the preponderance of clinically non-actionable alarms reported overwhelm clinicians and the
care delivery system, resulting in missed instability and threatens patient safety. Solving
alarm fatigue is not simple, since non-actionable alarms and impaired alarm response arise
from a variety of technical, patient, clinician and organizational factors. Therefore,
approaches to alleviate alarm fatigue must occur on all these fronts. Some current solutions
exist, and future ones are evolving. To assess solution impact, it is also crucial that reliable
metrics to measure alarm fatigue be developed. Presently, strategies to decrease alarm
fatigue are evaluated by comparing numbers of alarms before and after the intervention.
Some alarm fatigue surveys are available, and based primarily on nurse perceptions [3, 23,
35, 36]. More accurate and unbiased alarm fatigue metrics must be developed. Making
alarms less sensitive by raising thresholds or imposing delay should be balanced against the
potential pathophysiologic cost of longer duration of patient time enduring arrhythmia,
bradycardia, hypoxemia, or hypotension [37]. Therefore metrics judging alarm improvement
strategies must also incorporate safety, impact on the quality and process of care, and human
factors outcomes [37, 38], since there is no guarantee that decreasing the number of non-
actionable alarms will cure this dangerous but ubiquitous problem. Finally regulatory
agencies must acknowledge that alarms which are overly sensitive and non-specific, while
erring on the side of not missing real instability, promote alarm fatigue and threaten public
safety, and strengthened guidance is required. New paradigms in monitoring instability and
alerting mechanisms are needed.
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Physiologic Bedside Monitoring Alarms

|

Clinically actionable

v

Valid alarm and requires both
clinician awareness and action

v

Clinician assessment

!

!

'

Clinically non-actionable

v

v

Valid alarm and
requires clinical
awareness but not
action

* Valid alarm but
does not require
clinician awareness
or action

* Invalid
alarm

Escalation of care

| Supportive intervention but no escalation of care

to a medical provider (nursing interventions,
reposition, standing order implementation, etc.)

Emergent escalation to
a medical provider or
medical emergency or

code team

Routine
escalationto a
medical provider

Figure 1.

* Clinically non-actionable alarms that are
invalid or do not require clinician
awareness or actions comprise 72-99% of
alarm burden, leading to alarm fatigue.

Schematic of alarm types generated by bedside physiologic monitors.
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Causes
Patient Factors Alarm state recognition Alarm Pathway Clinician Factors
Age Oversensitivity, underspecificity No different pathway for: real or artifact, Desensitized or adapted to alarms
Confusion Inadequate defaults actionable and non-actionable, severity levels Lack of education, confidence,
Cardiorespiratory diagnosis Poor arrhythmia detection monitor-specific competencies
ECG factors (wide QRS, low amplitude) No discrimination for: realfartifact,
Mechanical ilati i I i I ity level:
echanical ventilation actionable/non-actionable, severity levels Diffuse targeting Organizational Factors
Sensors Agnostic to clinician type Staffing type, education
Parameter type (i.e. Sp0O2) or availability Lack of culture of safety
Multiple single-parameter sensors Inappropriate unit layout =
Inadequate sensors Bed Sl de
Poor impedance or contact : . ’
Alarms primarily audible or B e . .
nonspecific visual CIIn|Clan Organlzah on
patl e nt - Agnostic to parameter or severity
MOI‘I |t0 rs Limited to dichotomous
Alarm Path
Signal Alarm settings q
filters
and Thresholds Alarm type  Alarm location Alarm target
processors Arrhythmia detection
Currently Available Solutions RO
. e Alarm Pathway Improve individual monitoring
Patient Factors o Alarm state recognition Target alarms to: competencles (there are 57)
Monitor only patients with indications Customize alarm threshold settings, delays Monitor watchers/technicians and confidence through education
Customize arrhythmia priority it
Adjust/ ECG leads with Clinician pagers/phones
Sensors just/use ECG lea 7"""‘1 Clinicians based on assignments Organizational Factors
Electrode skin prep, daily change maximum amplitude or availability Organizational education
Do not use digit SpO2 on ear Multiprofessional alarm practice teams
Place SpO2 onwarm iti Develop/maintain culture of safety
Future Solutions
More sensitive/specific pattern recognition algorithms Differential alarms: real vs. artifact; graded (awareness vs escalation)
Sensors with improved reliability Integrated signals incorporating multiple channels simultanecusly Phenotype alarms; suggest type of pathophysiologic cause
and impedance Include additional patient information from electronic health
Single (integrated) universal sensor? record to improve algorithms
Figure 2.

Summary of the causes of alarm fatigue along the monitoring care continuum of patient,
monitor, alarm pathway, clinician and organization, and current and future potential
solutions.
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