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Digital health can be defined simply as the concept of health
care meeting the Internet. In practical terms, this consists of
(1) a wearable (or implanted) sensor with wireless commu-
nication, (2) a smartphone to receive the information, and
(3) software (known as a mobile application or an app) to
process the information. Overall, a common function of
digital health technology is to provide some type of picture
or interpretation of the data, or decision support, or in some
cases, even an automatic action in the body triggered by the
software.

The aim of digital health is to facilitate the four purposes
of health care: diagnosis, monitoring, treatment, and preven-
tion. Digital health can be useful to support the first two pur-
poses and can lead to changes in behavior (such as adopting
a healthy lifestyle or supporting healthy engagement with
medications) to support the second two purposes. The bene-
fits of digital health depend on the perspective of the stake-
holder, including patients, health care professionals, and
payers. Digital health tools need to demonstrate usability,
clinical benefit, economic benefit, security, and safety to sat-
isfy various stakeholders.'

Exciting Times

These are exciting times for digital health systems for diabe-
tes. Many novel digital health tools, such as wearable/porta-
ble/implantable sensors and companion software to provide
information, decision support, or even control of a drug
delivery system are being developed.” Data from the invest-
ment, academic, and regulatory communities indicate that
there is a recent surge of interest in digital health as a para-
digm for treating diabetes and other chronic diseases. Going
forward, four trends could lead to significant advances in
digital health moving to becoming mainstream in diabetes
care. These trends include (1) increasing financial invest-
ment in digital health technology development, (2) accelerat-
ing execution of new ideas and technologies for digital health
from academia and industry, (3) more streamlined regulation
of the digital health industry by the Food and Drug
Administration (FDA), and (4) increasing use of real-world
data (RWD) collection by mobile apps to support clinical

research (the latter to facilitate the input of data directly by
participants, which can also be linked to electronic health
data supporting traditional clinical trials, pragmatic trials,
observational studies, and registries). Together these trends
augur well for the use of digital health tools.

The Financial Community’s Recent
Interest in Digital Health

To assess the financial health of the digital health market,
one can examine the annual amount of money directed at
investments in digital health. Based on recent trends, accord-
ing to Rock Health, 2018 was a record year for investments
into digital health in terms of both total venture funding and
number of completed deals. In 2018 investors put 8.1 billion
into digital heath startup companies, which was an all-time
high (see Figure 1).* In general, companies in this space are
hoping to make health care more accessible, maintain the
quality, and cut costs by using these new technologies.’

It is clear that the business community sees great potential
in health data ® and considers digital health data to be a new
type of natural resource that can be harnessed for profitability.’
Although a proportion of digital health data is generated auto-
matically, physicians are required to enter data into the elec-
tronic health record that are intended more for population
management than for their individual patients. In turn, increas-
ingly the expectation for people with diabetes is that they will
enter or allow access to their own data to create larger pools of
big data to make it possible to analyze population trends. As
such, people with diabetes must therefore accept the risk of a
privacy breach that could expose their private information to
third parties who may not be benevolent. At present, and based
on most existing digital health company business plans, these

'Mills-Peninsula Medical Center, San Mateo, CA, USA
Sansum Diabetes Research Institute, Santa Barbara, CA, USA

Corresponding Author:

David C. Klonoff, MD, FACP, FRCP (Edin), Fellow AIMBE, Diabetes
Research Institute, Mills-Peninsula Medical Center, 100 S San Mateo Dr,
Rm 5147, San Mateo, CA 94401, USA.

Email: dklonoff@diabetestechnology.org


https://us.sagepub.com/en-us/journals-permissions
https://journals.sagepub.com/home/dst
mailto:dklonoff@diabetestechnology.org

160

Journal of Diabetes Science and Technology 13(2)

DIGITAL HEALTH FUNDING

2011-2018

OTAL VENTURE FUNDING

2011 2012 2013 2014

AVERAGE
DEAL
SIZE

4 - 400

00

528 - 00

] . 100
a O

ROCK
HEAL+H

# OF DEALS
800
700
600

500

N W

2015 2016 2017 2018

Figure 1. Digital health funding 201 1—2018 according to the Rock Health Funding Database. Note: Includes U.S. deals >$2 million.

Reproduced from Rock Health.*

contributions to the digital data resource are not often compen-
sated, but to be fair, they will eventually need to be. 8

The Academic Community’s Recent
Interest in Digital Health

Using the keywords “diabetes digital health,” a search of
PubMed-indexed journals (accessed January 10, 2019)
showed that in 2018, compared to any prior year, the most
articles were published on this topic.” However, looking at
the number of articles from PubMed-indexed with the key
words “diabetes mobile apps,” the trend has also been rising
recently. This is further evidence that interest in publication
of articles about digital health in PubMed-indexed medical
journals is growing.

In contrast, there has been a shortage of clinically signifi-
cant long-term outcomes data from randomized controlled
clinical trials of digital tools to support their use. Pilot studies
with small numbers of subjects for short durations are sug-
gestive that this approach leads to better outcomes in diabe-
tes, but the quality of data in this field is generally poor.'® At
this time, better-designed clinical trials are needed to justify
and maintain the attention and investment that digital health
is now receiving. Many times users of digital health products
lose interest over time, so it is useful to see long-term data of
at least 6-12 months to understand whether new behavior
facilitated by a digital health tool is likely to become estab-
lished behavior.

The hyperbolic quality of research in digital health for
diabetes and other chronic diseases has led to both hope and

frustration. A hype cycle is a concept first developed by
Gartner, which presents graphic portrayal of expectations
over time divided into five stages of maturation and adoption
of various technologies.'' The first stage (an innovation trig-
ger) occurs whereby a potential technology breakthrough
leads to early proof-of-concept stories and then media inter-
est triggers significant publicity. The second stage (a peak of
inflated expectations) occurs with the appearance of a collec-
tion of a few of highly publicized success stories, inflated
expectations, and many stories of failures. The third stage (a
trough of disillusionment) is characterized by waning inter-
est as experiments and implementations fails to deliver and
producers of the technology shake out or fail. The fourth
stage (a slope of enlightenment) occurs with onset of a new
understanding of how the technology can be useful along
with the appearance of second- and third-generation prod-
ucts. The fifth stage (a plateau of productivity) occurs when
mainstream adoption starts to take off (Figure 2).""

From our research, one of the first digital health technolo-
gies that has seen expectations rise, fall, and rise again has
been wearable/portable/implantable glucose sensors. In our
view, the stages of hype for these diabetes technologies can
be mapped onto the hype cycle. The “innovation trigger” of
wearable glucose sensors'> was followed by the first real-
time noninvasive glucose sensor, the Glucowatch. This
highly publicized product was overly promoted, failed to live
up to a “peak of inflated expectations,”'* and was taken off
the market. Soon expectations plummeted to a “trough of
disillusionment” for a succession of wearable noninvasive
glucose sensors.'* A “slope of enlightenment” of rising
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Figure 2. Gartner Methodologies, Gartner Hype Cycle,'" https:/
www.gartner.com/en/research/methodologies/gartner-hype-cycle.

expectations once again came with the appearance of con-
tinuous glucose monitors that each had an adjunctive indica-
tion and threshold alarms.'”” Expectations for wearable
sensors have continued to rise further as these products have
now reached a “plateau of productivity”'® with the appear-
ance of noncalibrated CGMs that have primary indications
and intelligent mobile applications. Realistic expectations of
the capabilities of wearable glucose sensors have finally
emerged, following inappropriately high and inappropriately
low expectations that previously reflected a hype cycle for
this technology.

Digital Health and the FDA

The US FDA oversees most mobile apps that are intended to
treat, diagnose, cure, mitigate, or prevent disease or other con-
ditions as medical devices under federal statute.'’” According
to the FDA, such software-based technologies, including
mobile medical apps, are now known as “software as a medi-
cal device” (SaMD). In recent years, FDA has been very active
in revising its policies for regulating digital health products
and currently is creating many new programs to respond to an
expected tsunami of new digital health submissions.'® Table 1
presents eight recently enacted or announced regulatory poli-
cies toward digital health by the FDA.

The early FDA publications on digital health contained
three important novel initiatives: (1) clarity on the medical
software provisions of the 21st Century Cures legislation,
(2) launch of a pilot precertification program (called the
FDA Pre-Certification for Software), and (3) expansion of
the FDA’s digital health expertise by creating a Center of
Excellence for Digital Health.”>' At this time the FDA is
also actively recruiting software engineers, artificial intelli-
gence and machine learning engineers, security researchers,
user interface/user experience designers, and product man-
agers to be a part of the new Digital Health Center team.”
This team will focus on SaMD, software inside medical

Table I. Eight Recently Enacted or Announced Regulatory
Policies Toward Digital Health by the FDA.

I. A new focus on oversight of mobile medical apps only for
those that present higher risk to patients; and an intention to
not enforce compliance for lower risk mobile apps.'’

2. An intention to not focus oversight on technologies that
receive, transmit, store, or display data from medical
devices."”

3. Anintention to not focus oversight on products that only
promote general wellness.'”

4. Development of new cybersecurity policies including
encouragement of information exchange of cybersecurity
information by the health care community.?®"

5. Publication of the Food and Drug Administration Safety
and Innovation Act (FDASIA) Health IT report proposing
a new framework for Health IT that includes collaboration
and avoidance of regulatory duplication between FDA, the
Federal Trade Commission (FTC), and the US Department of
HHS Office of National Coordinator for Health Information
Technology (ONC).**

6. An intention to create a Digital Health Software
Precertification Program.

7. An intention to create a center of excellence for digital health
that will include oversight of cybersecurity issues.?®

8. An intention to hire new staff for the Digital Health Center
of Excellence.”’?®

devices (SiMD), interoperable devices, and other novel dig-
ital health technologies.*

The FDA Digital Health Software Precertification Program
will assess companies developing software products rather
than the software products themselves. This program provides
more streamlined and efficient regulatory oversight of soft-
ware-based medical devices created by manufacturers who
have (1) demonstrated a robust culture of quality and organi-
zational excellence and (2) committed to monitor real-world
performance of their software products after they come onto
the US market. The intention is for precertified companies
introducing SaMD products, to receive streamlined premarket
review, and in exchange, they will be required to share risk-
based postmarket performance metrics. FDA is hoping that
this new voluntary regulatory pathway for clearance will both
facilitate development as well as shorten time to market for
new medical software because of the less onerous premarket
requirements. At the same time, FDA is hoping that this pro-
gram will also increase consumer and health care professional
confidence in the safety and effectiveness of cleared SaMD
because of the more rigorous postmarket review process for
maintaining ongoing high quality.

In August 2018, Diabetes Technology Society convened a
meeting of stakeholders in digital health for diabetes from (1)
academia (including representatives from adult medicine,
pediatric medicine, nursing, psychology, engineering, law, and
the American Diabetes Association), (2) government (includ-
ing representatives from FDA, NIH, and the US Department
of Commerce), and (3) industry (including representatives
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from the software, hardware, and pharmaceutical industries).
The aim was to discuss the impending FDA Digital Health
Precertification Program. At the meeting, FDA provided infor-
mation to the diabetes digital health community about their
goals and plans. The digital health community in turn provided
feedback and recommendations to the FDA. All parties agreed
that this voluntary program has the potential to both streamline
the premarket review process as well as also provide meaning-
ful real-world postmarket performance data intended to assist
patients and health care professionals to make informed
choices for SaMD products.*

Increasing Use of Real-World Data
Collection by Mobile Apps

Real-world data (RWD) are data obtained from outside of
conventional clinical trials. Sources of RWD include elec-
tronic health records (EHRs), insurance claims, pharmacy
records, patient registries, and mobile apps.*® The develop-
ment of mobile apps, whose data can be linked to an elec-
tronic health record, has been a major contributing factor to
the emergence of RWD as a viable source of clinical evi-
dence. In diabetes care, collection of RWD data from mobile
apps has the potential to understand better why diabetes
interventions in the real world are often much less than those
reported in randomized clinical trials.*® In addition, mobile
apps have the potential to obtain consent, enroll, as well as
gather self-reported RWD from participants in clinical trials
at much lower costs than randomized controlled trials.”” For
example in November 2018, FDA released an open source
mobile app called “MyStudies,” which allows participants to
input data that can be linked to their electronic health records
for clinical trials and other types of health care research.”®
FDA also expects that RWD collection with mobile apps will
lead to more efficient product development, safety monitor-
ing, and regulatory decisions.

Where We Go From Here?

We are now seeing increasing interest in digital health as a
paradigm for delivering treatment for diabetes and other
chronic diseases from the financial, academic, and regulatory
communities. This interest comes at the same time we are
seeing an explosion of interest in ubiquitous sensors as part of
the Internet of Things, along with the use of artificial intelli-
gence to interpret the avalanche of data that these sensors are
delivering. With new financing, new ideas, new streamlined
regulatory pathways for clearance, and new opportunities to
collect RWD to inform regulatory decisions, digital health
products are poised to thrive in the coming years.
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