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Connecting iron acquisition and biofilm formation
in the ESKAPE pathogens as a strategy for
combatting antibiotic resistance

Savannah J. Post,a Justin A. Shapiroa and William M. Wuest *ab

The rise of antibiotic resistant bacteria has become a problem of global concern. Of particular interest are

the ESKAPE pathogens, species with high rates of multi-drug resistant infections. Novel antibiotic mecha-

nisms of action are necessary to compliment traditional therapeutics. Recent research has focused on

targeting virulence factors as a method of combatting infection without creating selective pressure for

resistance or damaging the host commensal microbiome. Some investigations into one such virulence be-

havior, iron acquisition, have displayed additional effects on another virulence behavior, biofilm formation.

The use of exogenous iron-chelators, gallium as an iron mimic, and inhibition of siderophore-mediated

iron acquisition are all strategies for disturbing iron-homeostasis that have implicated effects on biofilms.

However, the exact nature of this connection remains ambiguous. Herein we summarize these findings

and identify opportunities for further investigation.

Introduction

Since the initial discovery of penicillin in 1928,1 antibiotics
have made a significant impact in the healthcare2 and agri-
culture3 industries. However, widespread use has accelerated
the spread of antibiotic resistance4–6 through the rapid evolu-
tionary selection for antibiotic-resistance genes.7 The ESKAPE
pathogens (Enterococcus faecium, Staphylococcus aureus, Kleb-
siella pneumoniae, Acinetobacter baumannii, Pseudomonas
aeruginosa, and Enterobacter species) have become especially
threatening. Together, these species represent the most com-
mon cause of nosocomial infections and are especially prevalent
in immunocompromised patients.8,9 These organisms have a
high incidence of multidrug resistant (MDR) strains9–14 and uti-
lize virulence behaviors such as the formation of biofilms15–17

and the expression of nutrient acquisition systems,18–20 and
have thus been the focus of a growing body of research.21

Despite the surge of antibiotic resistance, more and more
pharmaceutical companies are shutting down their antibiotic
development divisions due to the high cost and low success
rate of bringing a drug to market.22 This has resulted in
fewer resources devoted to research on novel therapeutics,
while bacterial resistance continues to rise at an alarming
rate.23 This has caused speculation of a post-antibiotic era,24

in which the ability to treat bacterial infections would mirror

that of the pre-antibiotic era when a bacterial infection was
often a death sentence.2 This would negate decades of prog-
ress in modern medicine, which has inspired the search for
new strategies to treat infection that are less prone to resis-
tance development.

One potential strategy to circumvent resistance is to target
bacterial virulence behaviors, which refer to an organism's
ability to establish infection. This strategy does not target vi-
tal life processes of the bacteria, which results in less selec-
tive pressure for resistant mutations.25 Additionally, this
would cause less damage to the host commensal micro-
biome, which is implicated in every realm of human
health.26–28 One such virulence behavior is iron acquisition.
Iron is a necessity for nearly all living systems, and iron limi-
tation has been shown to reduce acute infection in numerous
bacterial species.29,30 In aerobic conditions, iron primarily ex-
ists as Fe3+, which is poorly soluble in aqueous environ-
ments. Additionally, animals have evolved systems to seques-
ter iron away from bacteria, providing a form of innate
immunity to infection. To gain a competitive advantage,
pathogens have evolved methods for obtaining this micronu-
trient in iron-deficient conditions. One of the most crucial
strategies is the production of siderophores, a diverse array
of iron-binding small molecules (270 structurally character-
ized)31 produced by bacteria,32 plants,33 and fungi.34

Siderophores are biosynthesized in the bacterial cell, excreted
into the extracellular space, and form high affinity ironĲIII)
chelate complexes. These complexes are recognized by recep-
tors on the bacterial surface and actively transported into the
cell where the iron is extracted (either by reduction from Fe3+
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to Fe2+ or chemical degradation of the siderophore) to be
used or stored (Fig. 1A). Beyond their iron-affinity, alternative
roles for siderophore-like molecules include cell signaling,
detoxification, oxidative-stress response, and antibacterial ac-
tivity.32 Due to the imminent and growing threat of MDR
pathogens, the antibiotic potential of this class of molecules
is of immediate and broad impact.

Through investigations into siderophores and other iron-
chelating molecules, additional effects on biofilms have been
observed. The formation of biofilms is a virulence behavior in
which an extracellular polymeric matrix is excreted by the bac-
teria to form a three-dimensional microbial community
(Fig. 1B). Biofilm cells enter a lower metabolic state35 and ad-
here to surfaces to form protective barriers. Together, these
mechanisms make antibiotics and host immune defenses less
effective,16 and are thus a major contributor to resistance. As
such, investigations of anti-biofilm compounds have garnered
wide interest. The evidence supporting a link between iron ac-
quisition and biofilm formation has been rudimentary, and
the exact details of this connection are unclear. In some patho-
gens it is well-documented, but in many cases the literature is
sparse and contradictory. Herein we highlight some of the ma-
jor findings that explore the relationship between iron deple-
tion and biofilm formation in the ESKAPE pathogens and de-
fine the areas that require further investigation.

Exogenous Iron chelators

Exogenous iron chelators have been studied as therapeutics
for many years,36–39 but experiments looking at the effect of
iron depravation on biofilm formation did not begin until the
early 2000s. In their initial report, Singh and coworkers discov-
ered that lactoferrin, a human iron transport protein, hindered
biofilm formation in Gram-negative P. aeruginosa at concentra-
tions below those required to inhibit planktonic growth.40

Chelation of iron by lactoferrin induced the cellular twitching

response, which prevented the planktonic cells from attaching
to surfaces (the first step of biofilm formation) (Fig. 2A). By
contrast, an earlier report found that P. aeruginosa was able to
utilize iron from transferrin and lactoferrin for planktonic
growth in an iron-poor environment.41 These findings empha-
size that processes for iron utilization have key differences in
planktonic growth and biofilm formation.

In another investigation, Banin and coworkers determined
that known iron-chelator EDTA (Fig. 2B) was capable of
disrupting and killing mature biofilm cells in P. aeruginosa.42

EDTA was 1000-fold more effective at killing P. aeruginosa
biofilm cells than gentamycin, and when administered to-
gether complete biofilm eradication was achieved. Another
study observed strong inhibition of biofilm formation in P.
aeruginosa by EDTA at 0.1 mM, but this only occurred during
the early stages of biofilm formation.43 If EDTA was adminis-
tered after 72 hours of growth, no inhibition was observed.
Additionally, they found that saturation of EDTA with cations
did not attenuate biofilm inhibition and that EDTA was able
to inhibit cell-to-surface and cell-to-cell interactions. To-
gether, these data suggest that EDTA inhibits formation of
biofilms by blocking initial surface adhesion, rather than by
simply sequestering iron. Other organoferric complexes have
also been shown to inhibit biofilm formation,44,45 including
the human iron-transport protein transferrin.46 Following
these investigations, work from several groups determined
that a number of synthetic iron chelators are able to inhibit
biofilm formation in P. aeruginosa to various extents. Two
FDA-approved drugs, deferoxamine (DFO) and deferasirox
(DSX) (Fig. 2B), were able to reduce biofilm formation in cys-
tic fibrosis (CF) cells by 49% and 99%, respectively.47 Addi-
tionally, DSX had an additive effect with tobramycin in the
inhibition of biofilm formation. Furthermore, combination
of tobramycin with DFO or DSX reduced established biofilms
by 90%. A follow up investigation found that 2,2′-dipyridyl
and DTPA (Fig. 2B) were effective at preventing biofilm for-
mation in CF isolates, but it was highly strain dependent,
and 2,2′-dipyridyl could disrupt mature biofilms.48 These re-
sults provide a basis for further investigation of exogenous
iron-chelators as a novel therapeutic strategy.

Studies have shown that several known iron chelators in-
hibit planktonic growth of different E. faecium, Enterococcus
faecalis,49 and A. baumannii strains to various extents50 in
both iron-rich and iron-poor conditions. Additionally, several
compounds being studied in pharmaceutical companies for
other ailments were found to inhibit planktonic growth of A.
baumannii in iron-poor media.51 However, a more recent re-
port contradicted these claims, stating that planktonic and
biofilm growth of A. baumannii were minimally affected by
exogenous iron chelators.52 They reported that the sensitivity
to iron levels is highly dependent on strain, as was the innate
ability to grow biofilms. They also observed high variability
in growth based on media composition. They conclude that
rigorous standards should be set when conducting biofilm
growth assays, to allow for reproducibility. These data, while
inconsistent, provide a starting point for future investigations

Fig. 1 (A) Overview of iron acquisition by siderophores. (B) Steps in
biofilm formation.
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into the effect of exogenous iron chelators on biofilm forma-
tion in the other ESKAPE pathogens.

An innate limitation of using exogenous iron chelators to
disrupt bacterial functions is that different species are able
to sequester iron from different sources. Some studies have
shown secondary infections after treatment with iron chela-
tors, resulting from a new species that is able to utilize iron
from this complex gaining a competitive advantage over the
initial pathogen.53 As such, choice of a chelator with activity
against multiple pathogens is critical. Alternatively, multiple
iron chelators that are structurally diverse could be co-admin-
istered, in an effort to mitigate the effects of a broad range of
species. Overall, initial results show some promise as a strat-
egy for combatting MDR infections, and the repurposing of
previously approved drugs provides a streamlined approach
to obtaining a viable therapeutic, although further investiga-
tion is required.

Gallium as an iron mimic

Another strategy for disrupting iron homeostasis has been
the use of gallium as a redox-stable iron mimic. GalliumĲIII)

can compete with ironĲIII) in many binding interactions due
to its similar atomic radius and valence.54 However, because
the galliumĲII) oxidation state has never been observed, it
does not have the redox properties required for the biological
activity of iron and can thus inhibit iron-dependent enzymes.
For example, an ironĲIII) reductase responsible for extraction
of the metal from a siderophore-chelate would be ineffective
on a gallium-bound complex (Fig. 3A). Furthermore, iron-
dependent enzymes in critical life-sustaining processes such
as respiration require the redox-cycling between ironĲII) and
ironĲIII) and are thus potentially susceptible to gallium inhibi-
tion (Fig. 3A). Kaneko and coworkers found that gallium ni-
trate (Fig. 3B), which is already FDA-approved for the treat-
ment of hypercalcemia in cancer patients,55 was effective
against P. aeruginosa and could be tuned for either plank-
tonic or biofilm inhibition depending on concentration.56

Low concentrations prevented formation of biofilms, while
high concentrations inhibited planktonic growth and eradi-
cated existing biofilms. They also found that gallium was ef-
fective in treating MDR isolates from CF lungs, as well as
lung infection mouse models. These data provide support for
the versatility of this approach. Not long after, Banin et al.

Fig. 2 (A) Effect of exogenous iron chelators on biofilm formation. Some compounds inhibit formation of biofilms, while others induce biofilm
dispersion. (B) Structures of relevant exogenous iron chelators. Chelating atoms are highlighted in red.

Fig. 3 (A) Effect of gallium treatments on iron utilization. Gallium-siderophore complexes inhibit iron-reductase. Gallium salts inhibit other iron-
dependent redox processes. (B) Structures of relevant gallium and iron complexes. Chelating atoms are highlighted in red.
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described the use of a desferrioxamine–gallium complex to
inhibit planktonic and biofilm growth.57 P. aeruginosa is be-
lieved to have two uptake systems for desferrioxamine–iron
complexes,58 and thus this gallium complex serves as a
mimic to deliver gallium into the cell through a “Trojan
horse” mechanism.

A growing body of work using gallium as a treatment for
A. baumannii has focused on planktonic growth. Gallium ni-
trate was able to inhibit 90% of A. baumannii growth at 3.1
μM in serum,50 but was minimally effective in chemically de-
fined iron-rich or iron-poor media. They hypothesize that this
is because extracellular transferrin, a human iron-transport
protein, can act synergistically with gallium. In a murine
model there was a 100-fold reduction in CFU in mice treated
with gallium nitrate 48 hours post-infection with A.
baumannii compared to placebo. Antunes and coworkers
studied the effects of gallium nitrate on 58 A. baumannii
strains (mostly MDR clinical isolates)59 and found that
growth was inhibited in a dose- and time-dependent manner
in iron-poor media and human serum. Finally, they
performed a checkerboard assay which displayed synergy be-
tween gallium nitrate and colistin across a variety of strains.
Colistin is an antibiotic often used as a last line of defense
against MDR bacteria due to its nephrotoxicity. For this rea-
son, a combination therapy to reduce doses (and thus side ef-
fects) is an appealing strategy. Recently these experiments
have been expanded to include effects on biofilm growth,
with a report of planktonic and biofilm inhibition with 16
μM gallium nitrate in human serum, and disruption of
existing biofilms at 64 μM.60 These preliminary results, along
with the success of gallium treatments for biofilm inhibition
in other bacteria, provide a basis for further investigations in
A. baumannii.

Gallium-based therapies have also been studied in S. au-
reus. One report showed that gallium nitrate was able to ef-
fectively inhibit both planktonic and biofilm growth.61 Im-
portantly, it was effective against stationary phase cells,
which are often at the center of biofilms and can be the most
difficult to eradicate.56 Gallium maltolate (Fig. 3B), which
was shown to have higher efficacy than gallium nitrate
against P. aeruginosa, was able to reduce colonization of S.
aureus in the wounds of infected mice.62 There has been little
investigation into this type of treatment in the other ESKAPE
pathogens, but these results show the potential of gallium as
a therapeutic approach. Similar to exogenous iron chelators,
repurposing FDA-approved drugs for this strategy would also
serve to expedite the process of bringing a new antimicrobial
to market.

While the use of gallium to interfere with iron-dependent
processes in bacteria has been widespread, there are some
challenges to consider. Iron is crucial for many human pro-
cesses, so some cytotoxicity has been observed with gallium
treatments in the past.55 Despite this, gallium therapies have
already been FDA-approved because these side effects are
generally minimal, and the benefits outweigh the costs. An-
other obstacle is that gallium salts are not very soluble in the

gut, reducing their bioavailability.63 However, the use of
siderophore-gallium “Trojan-horse” strategies serve to over-
come this limitation and deliver the gallium into cells. The
use of gallium is especially attractive in light of results show-
ing synergism between gallium and known antibiotics.59 This
provides the added benefit of lowering required doses for the
antibiotics, which is especially important for many of the
antibiotics with poor therapeutic indexes used as a last line
of defense against MDR infections. Additionally, the use of
gallium is less likely to develop resistance, because any
change resulting in decreased binding or uptake of gallium
would also reduce uptake of iron that is crucial to the sur-
vival of the bacteria.64,65 Even with these limitations, gallium
therapeutics have been effective at inhibiting biofilms in
many species, and remain a viable option for further investi-
gation of novel antimicrobials.

Siderophore-mediated iron acquisition

Rather than targeting iron directly, an alternative approach is
to inhibit bacterial methods of iron acquisition or utilization.
Potential sites for inhibition that have been studied in vari-
ous bacteria include siderophore biosynthesis,66 outer mem-
brane receptors,67 iron release enzymes,68 and signaling re-
ceptors69 (Fig. 4A). Compared to the use of exogenous iron
chelators and gallium complexes, targeting siderophore-
mediated processes directly has been less studied. The data
presented herein are more preliminary and very few com-
pounds are known to target these processes directly. How-
ever, these results demonstrate the potential for future inves-
tigations using small molecule inhibitors.

Siderophore biosynthesis is perhaps the most studied step
in this process. Brown and coworkers performed trans-
criptomic analysis and unsurprisingly found that three A.
baumannii siderophore biosynthesis gene clusters were signif-
icantly upregulated under iron-poor conditions.70 However,
many additional genes involved in motility were down-regu-
lated, and this decrease in motility was confirmed through
phenotypic assays. Of particular interest among the down-
regulated genes were those that encode for type I and type IV
pili. Homologous structures have been associated with
motility and biofilm formation in other species, including E.
coli and P. aeruginosa.71–73 These results hint that both
siderophore production and motility-related biofilm forma-
tion in A. baumannii are mediated by iron levels, but the de-
tails of this connection and how it translates to a phenotypic
relationship between iron and biofilm formation necessitates
further study.

A more recent study conducted proteomic analysis of both
S. aureus planktonic and biofilm cells.74 The results indicate
that biofilms contain a decreased amount of iron-uptake pro-
teins and an increased amount of the iron-storage protein
FtnA, which suggests that biofilms may require lower levels
of iron. This is not surprising, as iron is required for many
cellular processes involved in replication and growth,45 and
biofilm cells often down-regulate metabolism. This gives
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further support to the transcriptomic results in A. baumannii,
suggesting that low iron levels may trigger the cells to form
biofilms and enter this lower metabolic state. In a highly vir-
ulent strain of Gram-positive S. aureus, iron-poor conditions
induce biofilm formation.75 Subsequently, two virulence de-
terminants for this strain were identified, which allow the
formation of biofilms in iron-poor conditions.76 These find-
ings suggests that iron-regulated biofilm formation may be
highly strain-dependent. Additional studies looking at the
formation of S. aureus biofilms found that they form more
readily in plasma with normal iron levels, compared to
plasma that is iron-deficient or rich in iron.77 This may sug-
gest a “goldilocks” relationship between iron and biofilms, in
which too much iron does not signal for biofilm formation,
too little iron does not allow cell growth, but at just the right
iron concentration biofilm formation is stimulated.

In P. aeruginosa, the link between iron utilization systems
and biofilm formation has been studied more directly, with a

minireview on the topic published in 2018.78 Meyer and co-
workers confirmed that pyoverdine, the endogenous
siderophore in P. aeruginosa, is a virulence factor.79 These re-
sults were observed in vitro and in vivo and have been vali-
dated by in vivo follow-up studies.80,81 All of these data
matched previous reports that pyoverdine, but not pyochelin
(another P. aeruginosa siderophore), is required for growth in
human serum.82 Building on this foundation, Banin and co-
workers found that a genetic mutant unable to produce
pyoverdine, while exhibiting planktonic growth similar to
that of the parent, formed only thin, uniform biofilms under
iron-poor conditions, in contrast to the mushroom-like shape
that is typical of P. aeruginosa biofilms grown under flow con-
ditions.58 Furthermore, supplementation of DFO or ferric
dicitrate (Fig. 4B) restores the mushroom-like shape of bio-
films, indicating the bacteria was able to utilize iron from
these complexes. Subsequently, they identified three possible
gene clusters that may be responsible for the cellular uptake

Fig. 4 (A) Overview of siderophore-mediated iron acquisition. Following biosynthesis, siderophores are exported through porins. They bind iron in
the extracellular space and these complexes are taken into the periplasm through outer membrane receptors (OMRs). Periplasmic binding proteins
(PBPs) transfer the complex to ATP-binding cassette (ABC) transporters, which bring them into the cytoplasm. Iron reductase catalyses the reduc-
tion of ironĲIII) to ironĲII), which induces release by the siderophore. (B) Structures of siderophores and siderophore mimics. Chelating atoms are
highlighted in red.
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of these exogenous iron-chelators. Finally, they provided pre-
liminary data showing that the ferric uptake regulator (Fur)
protein plays a role in biofilm formation, but additional work
is required to elucidate the mechanism and validate the re-
sults in vivo.

Another key process involved in virulence and biofilm
formation in which siderophores have been implicated is
intercellular signaling. Lamont et al. showed that pyoverdine
regulates its own production, as well as the production of
exotoxin A and PrpL protease, all of which are virulence
factors in P. aeruginosa.83 Subsequent identification of
pyoverdine outer-membrane receptors in P. aeruginosa,84

followed by the discovery of a bacteriocin that kills P.
aeruginosa by selectively targeting these receptors,85,86 pro-
vide a basis for future investigation of novel small molecules
that target this uptake. In a recent high-throughput screen
for pyoverdine biosynthesis genes, Kang and Kirienko report
that early biofilm formation is required for complete
pyoverdine biosynthesis.87 This suggests that siderophore
production may signal biofilm formation. Further investiga-
tion is necessary to determine if one of these virulence traits
has a direct, causative effect on the other.

Only preliminary results have been reported on the rela-
tionship between siderophores and virulence in the other
ESKAPE pathogens. Yersiniabactin, an endogenous
siderophore of K. pneumoniae, was confirmed as a virulence
factor in vivo.88 Additionally, a hypervirulent strain of K.
pneumoniae produced more siderophores than the wild
type.89 Another group screened 55 E. faecium and E. faecalis
strains for antimicrobial resistance and siderophore produc-
tion.90 They found a direct correlation between siderophore
production and fluoroquinolone resistance, and found that
siderophores were present in large quantities in ciprofloxacin-
and norfloxacin-resistant strains. Thus, their results provided
initial evidence that siderophore production may contribute
to virulence in Enterococcus species and aid in their
resistance to various antibiotics. Additional studies should be
executed to investigate whether this virulence is directly re-
lated to biofilm formation. Overall, targeting the synthesis
siderophores will have a number of effects on the pathogenic-
ity of the bacteria, and represents a viable strategy to disarm
them.

A recent report disclosed a group of newly discovered nat-
ural products called the cahuitamycins (Fig. 4B), which show
promise as biofilm inhibitors.91 Sherman and coworkers
show quantitative and qualitative inhibition of A. baumannii
biofilm formation when grown in the presence of these mole-
cules, without any inhibition of planktonic growth. Further-
more, these molecules show moderate to strong iron chela-
tion and possess canonical hydroxamate and phenolate–
oxazoline moieties typically found in siderophores. The
exception is cahuitamycin B (Fig. 4B), which contains no oxa-
zoline and does not inhibit biofilm growth. However, when
biofilms were grown in the presence of DFO no inhibition
was observed. Together, these results suggest that the mecha-
nism of these molecules is more complex than merely

sequestering iron. Pre-acinetobactin (Fig. 4B), an endogenous
siderophore of A. baumannii, also possesses a phenolate–
oxazoline moiety. It is thus plausible that the cahuitamycins
are recognized by acinetobactin uptake proteins. However, it
remains unclear why the bacteria would be unable to utilize
the iron once the complex is brought inside the cell. Never-
theless, these molecules are a launching point to probe the
relationship between iron chelation and biofilm formation in
A. baumannii and provide rationale for using small molecules
to disrupt these virulence pathways.

Targeting siderophore pathways has enormous potential
as a therapeutic due to the substantial evidence that they play
a role in biofilm formation. However, to date there are very
few small molecules that are known to target a specific pro-
tein in this pathway. One possible explanation is that some
species may have redundancy in this area. For example, P.
aeruginosa has over 30 genes that encode for iron receptors,
although there is homology between many of them.92 Thus,
if this strategy is to be utilized, it is vital that the approach
be broad enough to target multiple receptors to avoid simple
upregulation of alternative iron import pathways. The use of
small molecules that mimic endogenous siderophores has
shown potential in this area, as they utilize the innate ma-
chinery of the bacteria to gain entrance into the cell. Overall,
these results provide evidence that inhibition of siderophore
pathways may be a viable strategy to inhibit biofilm forma-
tion as an alternative to traditional therapeutic strategies.

Conclusions

One problem in the field of biofilm inhibition is consistency
and reproducibility. Future investigations must carefully
track the effects of iron depletion on planktonic growth, bio-
film formation, or eradication of mature biofilms. Standard-
ized experimental conditions could help ease this burden,
but implementation across many different research areas/
groups can be challenging. It is crucial to understand what
part of the process is being affected in order to accurately tar-
get it as a viable therapeutic. Additionally, due to the strain-
dependent nature of this phenomenon, it is increasingly im-
portant to use clinical isolates in laboratory experiments, es-
pecially those that exhibit MDR phenotypes.

While the outlook may seem grim due to the continued
emergence of new MDR strains, there are many viable strate-
gies discussed herein that have been underutilized and de-
serve increased attention. The success of such strategies has
been mostly limited to S. aureus, A. baumannii, and P.
aeruginosa, with very little investigation into the other
ESKAPE pathogens. Thus, the investigation of these strategies
in E. faecium, K. pneumoniae, and Enterobacter species offers
a plethora of information yet to be discovered. Overall, the
connection between iron acquisition and biofilm formation
should be investigated further as it holds great therapeutic
potential. In response to the growing threat posed by the
ESKAPE pathogens, novel therapeutic strategies are sorely
needed, and a fundamental understanding of these
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biochemical processes is critical to the future development of
therapeutics.
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