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ABSTRACT The growth of pathogen genomics shows no signs of abating. Whole-
genome sequencing of clinical viral and bacterial isolates continues to grow in
nearly exponential bounds. Reductions in cost driven by new technology have cre-
ated a seamless environment for generating, sharing, and analyzing pathogen ge-
nomes. The high-resolution view of infectious disease transmission dynamics offered
by analyzing whole genomes from pathogens, coupled with the genomicist ethic of
widespread data sharing, has created a veritable Internet of pathogens, which inad-
vertently produces new threats to patient privacy and protected heath information.
The health care system, and society more generally, have yet to explore the far-
reaching privacy concerns raised by readily accessible pathogen genomic data. The
recent use of human genomic databases, the existence of freely available alternative
data and metadata sources, and lax regulation of collecting publicly available ge-
nomes to identify individuals in a criminal context raise concerning parallels about
what is possible with pathogen genomics. The growing ability to ascertain culpabil-
ity for infectious disease transmission at a nearly individual level could change our
perspective on disease outbreaks from one based on public health to one based on
individual liability. These technological breakthroughs in the absence of an under-
standing of potential privacy and liability issues lead to questions about the domi-
nant paradigm of better living through pathogen genomics.
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AN INTERNET OF PATHOGENS

Slightly more than 20 years after its advent, pathogen genome sequencing is still
increasing like a one-step viral growth curve and spreading throughout the world

like a newly plated Proteus. Although routine genome sequencing was unthinkable
until recently, the Centers for Disease Control (CDC), Food and Drug Administration
(FDA), state, and global public health laboratories now routinely sequence more than
200 foodborne bacterial isolates a day and more than 6,000 influenza virus genomes a
year (1). The rise of pathogen genomics is credited by the CDC for the record number
of foodborne outbreak investigations conducted in 2018. The cumulative nature of the
accelerating data collection creates increasing returns to scale and forces us to consider
the future today. Isolates collected during surveillance and investigations may not shed
light on an outbreak, but the data are kept for future use, populating the database for
the next query. Combined with new scalable analysis and visualization tools, these
pathogen sequences create a rapidly growing Internet of pathogens (2–5).

The current state of microbiological sequencing is not unlike that of the Internet of
1997. At slightly more than a million webpages, the 1997 Internet had demonstrated its
utility, disrupting classified advertisements. But it was still adolescent in its develop-
ment. While many people could foresee continued growth at the time, few could have
imagined the novel search algorithms, social media, scale of data collection, and the
widespread generational and sociological changes surrounding the use of these tech-
nologies with their downstream implications for privacy.

Genome sequences of almost all human pathogens are now publicly available. This
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allows us to take full advantage of sequencing technologies to use sequences both to
arbitrate pathogen identification and to suggest potential treatments (6). The move to
metagenomics for primary microbiological diagnosis may create a surfeit of clinical
pathogen sequencing data (7). And if there is a consequence to the growing amount
of clinical microbiology sequence, it is that such data are likely to be used in full to infer
everything from antimicrobial resistance to phylogenetic relationships.

The scale of sequencing for common pathogens is remarkable. Sequencing projects
in microbiology and clinical metagenomics are now measured in the tens of thousands
to hundreds of thousands of isolates and are likely to follow human genomics into the
millions of samples (6, 8–10). All of pus are being sequenced (11–13). As sequencing
becomes less expensive and the methods more readily available, the resolution of
sampling of individuals increases in both time and space, from decades to day-by-day,
from countries to block-by-block maps (14, 15).

Building the required databases and sequencing more pathogens are not inexpen-
sive. Academics have initiated the analytical framework and seeded the sequencing
databases. Subsequently, genomic-based epidemiology has been sustained by public
health organizations such as the FDA and CDC at the federal level and privately by
denizens of data such as Bill Gates and Mark Zuckerberg (https://www.npr.org/2011/
01/31/133377748/bill-gates-goal-get-rid-of-polio-forever and https://www.czbiohub
.org/projects/infectious-disease). That may be enough to continue the growth. Medi-
care and other health insurers are likely only to reimburse pathogen sequencing as it
relates to influencing direct care for a tested beneficiary (e.g., antimicrobial resistance
and, potentially, metagenomics) and will not reimburse hospital infection control or
other epidemiological uses since those are not generally considered a payable benefit
for Medicare beneficiaries. However, if costs continue to plunge and the informational
utility increases from the scale of relational sequence data and metadata available,
pathogen sequencing may yet transition into routine health care or at least clinical
microbiology laboratory practice, fueling even more waves of sequencing growth.

ALL OUR DATA BELONG TO US

Recently, familial human genomic data have been used to (putatively) solve high-
profile cold cases such as that of the Golden State killer. This has taken place in the
context of lax or absent regulations of ownership of human genetic data. Parabon
Nanolabs, a new company that investigates such cases, says that they have used human
genomics to close more than a dozen cases in the last half year alone and forecasts that
there will be hundreds more (https://www.wkyc.com/article/news/investigations/
investigator-dna-experts-helping-to-crack-cold-cases-everywhere-including-northeast
-ohio/95-612308915). The concomitant growth and use of human genomics in this
fashion have intriguing parallels with pathogen genomics.

Since its inception, genomics has overwhelmingly been governed by an ethic of
rapid and open sharing of data. The Bermuda Principles codified the release of human
genome contigs in less than 24 h of assembly while the Fort Lauderdale Agreement
promoted continued rapid public release of genomic information (16, 17). This ethic has
also been adopted in the pathogen genomics community (18). While the privacy issues
associated with broad sharing of human genomics data have been debated extensively
(17, 19, 20), comparatively few researchers have taken on this issue in pathogen
genomics (21–23). However, in the same manner as depositing one’s genome in
GEDmatch, an open personal genomics database, can allow inferences about your
cousins without their consent, sequencing my enterovirus may have implicit implica-
tions for you (24).

Pathogen genome sequences have not been seen as protected health information
or as potentially identifying information in the same way as human genomes are. After
all, pathogen genomes change, and most infections are transient. Rather, it is the
combination of pathogen sequence and associated metadata, such as collection date/
time or location, that come with the pathogen sequence that might be considered
problematic. Dates associated with patient care that are more precise than the year and
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locations that are smaller than the first three numbers of a zip code are expressly
named as protected health information under the “safe harbor” method of deidentifi-
cation in U.S. Department of Health and Human Services guidance. Combined with
phylogenetic inferences, the metadata and sequence from non-deidentified isolates
can be used to impute metadata and protected health information from other indi-
viduals with sequenced pathogens to levels of accuracy greater than current law would
otherwise allow (25). In this way, a pathogen’s sequence may allow reidentification of
a deidentified sample and may need to be considered potentially identifiable informa-
tion. Deidentified HIV sequences obtained for antiviral resistance testing are already
being used by the CDC in 27 states to monitor local transmission networks and,
combined with additional metadata, to identify individuals in the transmission net-
works for enhanced public health interventions (26). Going forward, it will likely
become nearly impossible to meet the deidentification standard for the whole-genome
sequence of any pathogen under the safe harbor method of the Health Insurance
Portability and Accountability Act (HIPAA) Privacy Rule.

Many people could argue that the ends justify the means. Stopping a killer such as
Escherichia coli O157 or Ebola virus has mobilized a diverse community to organize a
broad data-sharing mandate (18). To date, many of these efforts have been focused on
newsworthy outbreak scenarios, best exemplified by the 2014 Ebola virus crisis. But
focusing on discrete outbreak situations may not be helpful since every infectious
disease exists in some form of an outbreak. The same logic holds for seemingly innocuous
agents such as rhinovirus (27).

LIABLE FOR THE FUTURE

A perverse corollary to the growth in pathogen genomics to determine transmission
epidemiology is that it may drive increasing interest in infectious disease liability. It is
already easy to prove damage in these cases. With the increasing ability to demonstrate
or refute links in transmission, there will now be recourse for those affected. The United
Nations dedicated a self-imposed dollar amount of $400 million for its role, elucidated
and confirmed by pathogen genomics, in introducing cholera into Haiti and thereby
causing an outbreak that has resulted in 800,000 infections and 9,000 deaths (28). Viral
sequencing may have exonerated “Patient 0” for introducing HIV into the United States,
but it is now equally used to adjudicate hepatitis C virus (HCV) transmission in health
care settings and among injected drug users (29–31). In infection prevention parlance,
everyone from your coworker to your bus copassenger who possibly gave you the flu
this year is guilty of some form of “presenteeism,” or working while sick (32). Personal
injury attorneys focused on Legionella sp. infections are increasingly aware of the
growing use of sequencing to determine transmission sources by public health
authorities (https://www.pritzkerlaw.com/personal-injury/2019/can-dna-tests-solve
-albany-legionnaires-disease-outbreak/). Discovering the source of a decade-long out-
break through genomic sleuthing also equates to discovery for potential litigants (33).
Filing subpoenas for pathogen sequence data may become the clinical microbiology
paternity suit (34). Even without litigation, pathogen survivors may have to live with the
knowledge of the damage their strain caused in the community.

Personal knowledge of one’s role in disease transmission may not be a bad thing.
Private awareness of public health is a cornerstone of disease prevention and control.
The public health system does not wash your hands for you. But a liability- and
culpability-based ethic to deter pathogen transmission is certainly a different manifes-
tation than the one currently envisioned for pathogen sequencing (35).

Of course, caveats abound, and the evolutionary models are still being built. Not all
pathogens have sufficient evolutionary rates to directly equate transmission with
consensus genome identity (36). Intrahost single nucleotide variants present in heter-
ogeneous RNA viruses can both aid and complicate the inference of transmission
(37–39). Clinical and research laboratories are not often set up for chain of custody. The
resolution of imputation of transmission will likely be dependent on the richness of the
social networks involved: mapping transmission in an isolated hospital ward is easier
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than in a subway system. And while it will always be difficult to prove that an unknown
third person was not the basis of transmission, additional ubiquitous digital data
sources may fill in the missing information (40, 41).

INVOLVING CLINICAL MICROBIOLOGY BEYOND THE ISOLATES

The growing use of sequencing in academic and public health laboratories will
eventually make its way into the clinical microbiology laboratory. The evolutionary
relationship of your pathogen to the greater community is not yet a clinically report-
able result. But it may be some day. Sequencing pathogens brings new importance to
detailed epidemiological questions that have not traditionally been under the purview
of clinical microbiologists. These conversations will soon become the responsibility of
the 21st century clinical microbiologist.
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