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Abstract 
 
The ability to assess data quality is essential for secondary use of EHR data and an automated Healthcare Data Quality 
Framework (HDQF) can be used as a tool to support a healthcare organization’s data quality initiatives. Use of a 
general purpose HDQF provides a method to assess and visualize data quality to quickly identify areas for 
improvement. The value of the approach is illustrated for two analytics use cases: 1) predictive models and 2) clinical 
quality measures.  The results show that data quality issues can be efficiently identified and visualized.  The automated 
HDQF is much less time consuming than a manual approach to data quality and the framework can be rerun repeatedly 
on additional datasets without much effort. 
 
 
Introduction 
 
Researchers using big data and innovative data science techniques have made great strides in many industries. Data 
that is high volume, consisting of a variety of data types or is changing quickly (its velocity), is considered “big data”.   
Innovative data science techniques such as deep learning have produced impressive results like self-driving cars and 
accurate search results.  The healthcare industry, however, is falling behind other industries as it tries to make use of 
its data.1 The adoption of electronic health records (EHR) allows healthcare organizations to accumulate, and reuse 
large amounts of data in healthcare to improve patient outcomes, reduce costs, make workflows more efficient and 
support research.   
 
There are many challenges with using EHR data for research including lack of data standardization, poor 
interoperability, privacy issues preventing aggregating complete healthcare records and poor data quality.  The Office 
of the National Coordinator (ONC) is focusing attention on the first three issues, but the last issue, data quality, is not 
getting enough attention.2 EHR data is primarily collected to document care delivery and for billing.  However, 
healthcare organizations routinely make secondary use of this EHR data for clinical practice improvement, quality 
reporting, research and other projects. Therefore, it is critical for healthcare organizations to incorporate monitoring 
data quality in support of existing and future uses of the data to ensure valid results. 
 
Poor quality data can lead to results that cannot be trusted.3 Health care organizations need to direct more effort to 
ensure that high quality data is entered into the EHR. Doug Fridsma, President of AMIA stated, "The data sets are 
probably not high-quality enough for the kinds of clinical questions providers want to ask".4 Organizations need to 
ensure that data governance initiatives are implemented.5 One way to assess data quality is to implement a healthcare 
data quality framework (HDQF).6  A framework is a reusable platform for solving a particular problem, in this case 
assessing healthcare data quality. There are a few healthcare focused frameworks that assess data quality, but most 
are tailored to specific data models and do not address the EHR as a complex, organization specific repository of 
health data.7,8 

 
When an organization undertakes research or quality improvement projects, the first step is to understand the quality 
of the data.9  Without a framework, assessing data quality is typically a manual and ad hoc process.  Data is examined, 
outliers and data issues are identified, and those rows or columns are manually removed from the data and the process 
is repeated.  A better approach is to specify expectations of the data and then measure how well it conforms.  For 
example, we expect all of the patient records to have a birth date filled in.  We can specify this as a rule that the data 
should follow and then see if it does.  We can continue to add more rules to the data expectations.  The data can be 
assessed for conformance to these rules using a manual/ad hoc methodology or it can be automated through the use 
of a HDQF.  The advantage of the HDQF is that it is repeatable and reproducible when applied to the original dataset.  
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The specification of data expectations can be defined as an ontology that is directly usable by a computer and can also 
be reused for a new dataset or for other research projects for the same clinical area. 

 
The purpose of this study is to demonstrate how the application of a comprehensive HDQF to assess data quality is 
an effective approach to identifying EHR data issues.  The generalizability of the approach is illustrated using two 
analytics use cases: 1) predictive models and 2) clinical quality measures. 

 
 

Methods 
 
A previously described approach to quantifying data quality 10 was developed into the HDQF and implemented as a 
Python software program.  The assessment method requires that an ontology be defined that describes the concepts 
and semantics for the clinical area of interest (called the Domain Ontology). The semantics are expressed as rules 
(constraints) that the data are expected to satisfy. An example of a constraint is that an admission date must be earlier 
than a discharge date.   The approach defines an assessment method that computes data quality as the proportion of 
constraints that are satisfied for each variable in the ontology across the entire dataset divided by the total number of 
data values for the population.11 The assessment method gives quantities for each aspect of data quality (called 
Measures).  Importantly, the method allows a single quantity to be computed for related groups of variables (for 
example, all of the patient related variables or all of the medication related variables).  And a data quality Measure 
can be computed for the dataset as a whole.  This ability to aggregate data quality Measures along the hierarchy of the 
data is an important aspect of the method. 
 
The HDQF assesses four data quality Measures (Representation Completeness, Domain Completeness, Domain 
Constraints, Domain Consistency).  Representation Completeness quantifies how much data is missing. For example, 
if a patient’s birth date is not filled in then it is missing.  Domain Completeness also quantifies missing data but takes 
into account whether the data is optional.  For example, the death date of a patient will only be filled in if the patient 
has died (it is optional) but a patient should always have a birth date (it is required). Domain Constraints is a measure 
of how well the data conforms to all of the rules that are defined.  For example, we expect that the patient’s birth date 
occurs before the death date (if it exists) and we expect a diagnosis code to be a valid ICD10 code (or similar coding 
system).  Finally, Domain Consistency quantifies how well the data satisfies the semantics of the Domain.  A data 
item has Domain Consistency if it is Domain Complete and satisfies all of its Domain Constraints. A comprehensive 
overview of the HDQF and its properties can be found elsewhere.10 

 
For this study, the HDQF was applied to two analytic use cases: predictive models and clinical quality measures.  
 
Use Case 1: Predictive Models.  Sepsis continues to be a difficult problem for hospitals.  The Surviving Sepsis 
Campaign (SSC) Guidelines12 were developed to help physicians diagnose and treat sepsis earlier to reduce patient 
mortality.  A research project was undertaken to predict the effect on mortality for delays in adherence to the 
guidelines.13 A sample of 21,000 patients containing de-identified data was obtained from the clinical data warehouse 
of a Midwest health system which included EHR data for more than 2.4 million patients. Patients 18 years of age or 
older who were hospitalized between 01/01/2011 and 07/31/2015 with a billing diagnosis of severe sepsis or septic 
shock (ICD-9 995.92 and 785.8*) were included.  A sepsis domain ontology was developed and mapped to data 
elements from the EHR, then analyzed for completeness and consistency using the HDQF. The domain ontology was 
intentionally kept simple in order to clearly illustrate the utility of the HDQF. The sepsis domain ontology with 
associated constraints is shown in Table 1. 
 
Use Case 2: Clinical Quality Measures. Electronic clinical quality measures (eCQM) are becoming increasingly 
important for quality improvement efforts and reimbursement. Most health care organizations are still computing 
clinical quality measures by manually abstracting critical information from the EHR.  Both the Centers for Medicare 
and Medicaid (CMS) and The Joint Commission (TJC) have published research showing that computing the quality 
measure electronically directly from the EHR data only matches manual abstraction 50% of the time.14,15  This is 
partly due to poor data quality within the EHR. Previous research examined an eCQM targeted to reducing Catheter-
Associated Urinary Tract Infection (CAUTI) rates.11  A 200,000 encounter random sample was extracted from a 
clinical data warehouse of a Midwest health system. The CMS178 quality measure was calculated across time to 
assess how well the organization was removing catheters within 48 hours after surgery. A simplified CAUTI domain 
ontology was developed and mapped to data elements and the HDQF was applied to the data. Table 2 describes the 
simplified CAUTI Domain Ontology with its constraints. 
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Table 1: Sepsis Domain Ontology 
 

 
Table 2: CAUTI Domain Ontology 
 
 
Results 
 

Domain Concept Cardinality
Data Value 

Type Domain Constraint
diagnosis

dx_code required code:ICD9 dx_code in ICD9.codes

diagnosis_datetime optional date diagnosis_datetime <= today()

present_on_admission optional text

primary_diagnosis_yn required text

medication
pharmaceutical_class required text

labs
labs_lactic optional float value >=0 and value <= 20

labs_wbc optional float value >=0 and value <= 30

patient
birth_date required date birth_date <= death_date

death_date optional date death_date < today()

cause_of_death optional text

ethnicity optional text

race optional text

sex required text

vital_status required text

service
age_at_visit required float

admission_datetime optional date admission_datetime <= discharge_datetime

discharge_datetime optional date
discharge_datetime - admission_datetime < 
1000

encounter_date required date

primary_service_yn required text

flowsheets
flowsheet_bp optional float

flowsheet_cvp optional float value >=0 and value <= 30

flowsheet_map optional float value >=0 and value <= 300

flowsheet_pulse optional float value >=0 and value <= 250

flowsheet_respirations optional float value >= 0 and value <= 60

flowsheet_temp optional float value >=90 and value <= 110

Domain Concept Cardinality
Data Value 

Type Domain Constraint
  patient
    birth_date required date birth_date <= today

    death_date optional date if death_date is not null then death_date >= birth_date

  hospital_admission
    admission_date required date discharge_date - admission_date < 1000

    admission_type required code:CHOICE

    discharge_date required date admission_date <= discharge_date

  procedure
    procedure_concept_code required code:CPT procedure_concept_code in CPT.codes

    procedure_date required date procedure_date >= admission_date

  medication
    medication_concept_code required code:RXNORM medication_concept_code in RXNORM.codes

    medication_end_date optional date medication_start_date < medication_end_date

    medication_start_date required date medication_start_date >= admission_date

  catheter_intervention
    catheter_duration optional numeric catheter_duration >= 0

catheter_duration < 1000

    catheter_insertion_date optional date if catheter_insertion_date is not null then catheter_inserted_by is not null
if catheter_insertion_date is not null and catheter_removal_date is null then 
catheter_rationale_for_continued_use is not null

    catheter_removal_date optional date if catheter_removal_date is not null then catheter_insertion_date is not null

    catheter_rationale_for_continued_use optional text if catheter_rationale_for_continued_use is not null then catheter_insertion_date is not null

    catheter_inserted_by optional text if catheter_inserted_by is not null then catheter_insertion_date is not null
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The HDQF was applied to EHR data for both the predictive model and the clinical quality measure use cases.  Data 
quality measures were computed for the four data quality measures for each of the variables in the Domain Ontologies 
for each use case. Measures were also calculated for categories of variables (for example, all the variables related to 
the patient) and for the dataset as a whole. 
 
The results for the sepsis domain are shown in Table 3. The HDQF software took approximately 10 hours to execute. 
Prior to using the HDQF, the sepsis data was assessed using a manual approach.  That process took almost 3 months 
of back-and-forth evaluations between a clinician and a data analyst to produce the final dataset and associated data 
quality measures. Even with the additional work that was required to initially map the HDQF to the data, using the 
HDQF software was a significantly faster process. The data quality measures for the CAUTI Domain Ontology are 
shown in Table 4.   
 
 

 
  

Domain Concept
Representation 

Complete
Domain 

Complete
Domain 

Constraints
Domain 

Consistency

dataset 96% 100% 100% 100%

diagnosis 100% 100% 100% 100%

diagnosis_datetime 100% 100% 100% 100%

dx_code 100% 100% 100% 100%

present_on_admission 9% 100% 100% 100%

primary_diagnosis_yn 100% 100% 100% 100%

flowsheets 100% 100% 100% 100%

flowsheet_bp 100% 100% 100% 100%

flowsheet_cvp 93% 93% 86% 79%

flowsheet_map 100% 100% 100% 100%

flowsheet_pulse 100% 100% 100% 100%

flowsheet_respirations 100% 100% 100% 100%

flowsheet_temp 99% 99% 100% 99%

labs 100% 100% 100% 100%

labs_lactic 99% 99% 99% 98%

labs_wbc 99% 99% 98% 98%

medication 100% 100% 100% 100%

pharmaceutical_class_orig 91% 100% 100% 100%

patient 100% 100% 100% 100%

birth_date 91% 91% 91% 91%

death_date 43% 100% 100% 100%

cause_of_death 0% 100% 100% 100%

ethnicity 99% 100% 100% 100%

race 98% 100% 100% 100%

sex 100% 100% 100% 100%

vital_status 100% 100% 100% 100%

service 100% 100% 100% 100%

service_admission_datetime 21% 100% 95% 95%

age_at_visit 94% 94% 100% 94%

service_discharge_datetime 21% 100% 100% 100%

encounter_date 100% 100% 100% 100%

primary_service_yn 100% 100% 100% 100%

Table 3: Data Quality Measures for Sepsis Domain 
Variables 
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Overall, the measures ranged from 0% to 100%, but the table also provides an easy way to visualize these values by 
using a heatmap to highlight the potential problem areas in red and variables that have good data quality are shown in 
green. The cells in the table are colored with increasing shades of green to reflect how much the data quality measure 
exceeded the threshold for “good” data quality (≥= 90%) and are colored in shades of red if they were below the 
threshold that indicates poor data quality (< 80%).  Data quality measures in between were colored in shades of yellow.  
One can easily see the overall data quality of the entire dataset listed at the top of the table (the domain concept is 
labeled “dataset”) and the data quality summary for each category of variables (for example, the patient or medication 
variables) is also shown.   
 
Another powerful way to view the data quality measures is by using a radar graph.  A radar graph can show multiple 
dimensions of the data at the same time.  In this case, all four data quality measures (Representation Completeness, 
Domain Completeness, Domain Constraints, Domain Consistency) are shown for a particular variable.  A radar graph 
can also compare more than one variable on the same graph.  For example, Figure 1 compares all of the data quality 
measures for procedure_concept_code against the procedure_date. This shows that the procedure_date data has high 
quality (.97) along all four axes, while the the procedure_concept_code has poor quality along the Domain Constraints 
and Domain Consistency dimensions. This suggests that the procedure data requires deeper investigation. This type 
of visualization can also be used to compare two datasets or the data quality measures of a single dataset at two points 
in time. 

Domain Concept
Representation 

Complete
Domain 

Complete
Domain 

Constraints
Domain 

Consistency

dataset 96% 96% 97% 97%

patient 55% 100% 100% 100%

birth_date 100% 100% 100% 100%

death_date 10% 100% 100% 100%

hospital_admission 100% 100% 100% 100%

admission_date 100% 100% 100% 100%

admission_type 100% 100% 100% 100%

discharge_date 100% 100% 100% 100%

procedure 99% 99% 63% 63%

procedure_concept_code 100% 100% 29% 29%

procedure_date 97% 97% 97% 97%

medication 92% 92% 96% 96%

medication_concept_code 92% 92% 92% 92%

medication_end_date 90% 100% 97% 97%

medication_start_date 95% 95% 95% 95%

catheter_intervention 88% 88% 92% 92%

catheter_duration 83% 100% 99% 99%

catheter_insertion_date 92% 100% 78% 78%

catheter_removal_date 85% 100% 98% 98%

catheter_rationale_for_continued_use 99% 100% 89% 89%

catheter_inserted_by 73% 100% 99% 99%

Table 4: Data Quality Measures for CAUTI Domain 
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We are also able to compute data quality measures at different points in time.  For example, Figure 2 shows the trend 
in the Domain Consistency measures for two of the CAUTI variables over a 2-year period. 
 

 
 
 

 
Discussion 
 
The purpose of this study is to demonstrate how the application of a comprehensive HDQF to assess data quality is 
an effective approach to identifying EHR data issues.  The results demonstrate that EHR data contains errors and 
previous research has shown that data quality issues can lead to invalid results which may impact research and clinical 
decision-making.16 Investigators that reuse data for modeling or quality improvement must take into account data 
quality issues, which may be a daunting task due to the lack of automated tools designed for this purpose. Missing and 
inconsistent data can lead to false conclusions about whether clinical quality is improving or whether a model is 
predictive. The HDQF used in this research provided a standardized, reusable and automated approach to assessing 
data for different use cases. The approach was demonstrated for two use cases: a clinical quality measure and a 
predictive model for sepsis.  But the approach is generalizable to any other clinical quality measure, predictive model 
and data assessment needs in clinical research as long as data expectations are modeled in an ontology. 
 
For the sepsis predictive model, using the HDQF significantly reduced the time it took to assess data quality. Before 
the HDQF was utilized, the sepsis researchers would manually review the data and try to hunt down data quality 

Figure 2: Domain Consistency Trends for Key CAUTI Variables  

Figure 1: Radar Graph of Data Quality Measures for Two Variables 
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issues.  Identifying missing data was relatively easy but finding inconsistent data outliers was more difficult.  The 
manual approach was a time-consuming back-and-forth process that took months to complete. And what was worse, 
when the research team received an updated data extract, much of the manual assessment work needed to be redone. 
The ability to quickly rerun the HDQF on new data (or re-extractions of existing datasets) is a significant advantage 
of this approach.  This reduces the burden on researchers, speeds up clinical data mining and model training; thus, 
contributing to more efficient and cost-effective outcomes. 
 
In practice, using a HDQF allows an investigator to more easily identify issues with the data she is depending on for 
research, quality improvement and standard reports. Because the domain ontologies define which data variables allow 
optional data, it is easy to see when missing data will lead to problems with how the data is being used (Domain 
Completeness). In the CMS178 example, the death_date was missing most of the time.  But since this variable is 
optional, it can still safely be used in the calculation of the eCQM.  On the other hand, the medication_concept_code 
(i.e. the RxNorm code) was only present 92% of the time.  This may prove to be problematic in the eCQM 
computation. The Domain Constraint Measure highlights other potential issues with the data. The 
procedure_concept_code has a measure of 29%.  This indicates that this variable was only consistent with the domain 
(i.e. it was a valid CPT code) less than a third of the time so it cannot be used reliably in the eCQM calculation.   
 
Summarizing data quality measures by categories is also very useful.  For example, if a researcher is interested in 
catheter documentation she can see that the data is 88% complete and 92% consistent. She can look at the red fields 
in Representation Complete to quickly see which fields are missing (catheter_inserted_by and catheter_duration). The 
key inconsistency is the red field for Domain Consistency of the catheter_insertion_date. Most of the overall catheter 
data inconsistency appears to be failure to satisfy the Domain Constraints for the catheter_insertation_date so the 
researcher should examine that variable more closely. 
 
Graphing the Domain Consistency trends for the important variables used in the CMS178 quality measure calculation 
showed that data quality for the catheter_insertion_date improved over time. This was because in August 2012, the 
hospital started an initiative to reduce CAUTI within the hospital.  The initiative included asking the nurses to 
document CAUTI related information better. It can easily be seen that it wasn’t until August 2012 that the health 
system required supplying a reason to continue catheterization (catheter_rationale_for_continued_use variable).  The 
Domain Consistency of the catheter_insertion_date improved significantly over time.  Over the 2-year period, the rate 
for correctly recording the catheter_insertion_date improved from 65% to 85%.  Over this same period, the CMS178 
eCQM itself also improved. The ability to visualize the improvements in data quality are important feedback to the 
staff that are undertaking documentation improvements.  This allowed nursing leaders to see that their quality 
improvement initiatives were working. 
 
There are a number of limitations of this research. First, the domain ontologies that were used were kept intentionally 
simple in order to better illustrate the assessment process.  Ontologies that describes the clinical domain must be pre-
defined and given as an input to the HDQF, but the important aspect is that the HDQF itself, the methods for 
assessment and the data quality metrics mean the same regardless of which clinical domain ontology is being 
examined.  Significant work must be undertaken to define these domain ontologies, but by using the HDQF, that work 
can be reused across different research projects. 
 
A second limitation is that these assessments were not done on truly big datasets.  The largest, 200,000 encounters, 
does show that using an automated HDQF makes data quality assessment more efficient, but the next step will be to 
assess much larger datasets.  Finally, the authors intend to make the HDQF used in this study freely available to other 
researchers as an open source project.  Work is underway to better organize the code to make it easily usable by any 
researcher.  Further research is also needed to assess whether this same HDQF framework can work across 
organizational boundaries and be used to assess national clinical datasets which receive data from multiple 
organizations and for multiple conditions.  Finally, the HDQF as implemented does not assess all aspects of data 
quality There are other important aspects of data quality (such as assessing the correctness and the timeliness of the 
data) that still need to be developed. 
 
Conclusion 
 
The ability to assess data quality is essential for secondary use of EHR data and an automated HDQF can be used as 
a tool to support a healthcare organization’s data quality initiatives. Use of a general purpose HDQF provides a method 
to assess and visualize data quality to quickly identify areas for improvement.  The generalizability of the approach 
was illustrated using two analytics use cases: 1) predictive models and 2) clinical quality measures.  The results showed 
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that data quality issues can be efficiently identified and visualized.  The automated HDQF is much less time consuming 
than a manual approach to data quality and the framework can be rerun repeatedly on additional datasets without much 
effort. 
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