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Abstract

Background: Mobile health applications (mHealth apps) currently lack a consensus on substantial quality and safety
standards. As such, the number of individuals engaging with untrustworthy mHealth apps continues to grow at a
steady pace.

Objective: The purpose of this study was to investigate end-users’ opinions on the features or actions necessary for
trustworthy mHealth apps; and to convey this information to app developers via a succinct but informative checklist: the
mHealth app trustworthiness checklist.

Methods: The checklist was formulated in three stages: (a) a literature review of studies identified the desirable features of
the most prolific mHealth apps (health and fitness apps); (b) four focus group sessions with past or current users of these
apps (n=20); and (c) expert feedback on whether the checklist items are conceivable in a real-life setting (n==6).

Results: Five major themes emerged from the focus group discussions: informational content, organizational attributes,
societal influence, technology-related features, and user control factors. The mHealth app trustworthiness checklist was
developed to incorporate these five themes and subsequently modified following expert consultation. In addition to the
trustworthiness themes, we identified features that lie between trust and mistrust (limited digital literacy and indifference)
as well as 10 features and actions that cause end-users to mistrust mHealth apps.

Conclusion: This study contributes to the evidence base on the attributes of trustworthy mHealth apps. The mHealth app
trustworthiness checklist is a useful tool in advancing continued efforts to ensure that health technologies are trustworthy.
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Introduction : .
iTunes app store or the Google Play store, for instance,

Healthcare is increasingly engaging with mobile health  will reveal various mHealth apps (or simply health

(mHealth) and their accompanying software applica-  apps) with disparate claims and objectives.>°

tions colloquially referred to as ‘apps’. The push

towards mHealth is largely driven by encouraging sta-

tistics showing that up to 58% of US mobile phone

owners had downloaded some form of a health app  Department of Health Sciences and Technology (D-HEST), ETH Ziirich,

as of 2015; and also, that there were around 325,000 Switzerland

health apps on the market in 2017."? Not only are Corresponding author:

these apps projected to remedy negative health out- Effy Vayena, Department of Health Sciences and Technology (D-HEST), ETH
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comes and medical errors; but also they may improve ¢ o'\

access to care while mitigating rising healthcare  gmajl: Effyvayena@hest.ethz.ch
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There is ongoing debate about the relationship
between current regulations governing mHealth apps
and their overall clinical utility.” Due to concerns that
stringent regulations can stifle innovation, however,
regulatory bodies have embraced a laissez-faire
approach to overseeing mHealth apps.>*® This relaxed
regulatory climate has led to questionable — and at
times dangerous — claims by some of these apps.” As
such, it is crucial to carve out better measures to
uphold the quality, safety, effectiveness and data secu-
rity of mHealth apps.'*1%13

Several governing bodies are taking action to miti-
gate some of the safety and security issues facing
mHealth apps. In the UK for instance, the National
Health Service (NHS) has launched the NHS Apps
Library.'® This library mandates app developers to sat-
isfy a strict set of criteria laid out in the Digital
Assessment Questionnaire to have their products
approved for the library.'” This additional layer of
oversight is intended to render an app safe enough
for health providers to feel comfortable to recommend
it to their patients. More recently, the National
Institute for Health and Care Excellence (NICE) has
released the Evidence Standards Framework for
Digital Health Technologies with the aim of enlighten-
ing the developers of digital health technologies such as
mHealth apps about standards in effectiveness and eco-
nomic impact.'®

A recent review of the literature on health apps
revealed that researchers appear to analyse three key
areas when assessing app quality.! First, the evidence
base of the app; examining issues such as adherence to
existing guidelines, as well as clinical and scientific rel-
evance. Second, they examine the app from the per-
spective of the end-user analysing issues relating to
usability, aesthetics and ease of use. The third
approach involves scrutinising the trustworthiness of
an app by examining factors such as transparency, pri-
vacy, data management, data protection and data
reuse.! Although this current study accommodates all
of these techniques, the issue of trustworthiness is of
most importance. We focus on trustworthiness for a
variety of reasons that we shall describe below.

To decipher what constitutes trustworthy mHealth
apps, it is beneficial to define the concepts of trust and
trustworthiness. Trust, is a relational phenomenon that
signifies the willingness of one party to become vulner-
able to another presumably competent, reliable and
honest party in the hope of an optimistic outcome as
a result of this relationship.'®?° In the context of this
research, we are interested in the trust relationship that
occurs between an end-user and their mHealth app. In
this instance, the end-user may trust a particular
mHealth app to benefit their health on the basis that

it can provide relevant feedback from analysing his/her
data.

Trustworthiness on the other hand, refers to attrib-
utes that compel an individual to consider another indi-
vidual or entity worthy of their trust. To be perceived
as trustworthy, the entity must strategically signal their
honesty, competence and reliability to make others
comfortable to place their trust in them.?® In the con-
text of this study, an end-user is likely to consider
mHealth apps which are capable of performing their
intended duties — such as recording data — accurately as
trustworthy. Trustworthiness judgements are often
subjective and influenced by past experiences, upbring-
ing, nationality or even race.”! In a nutshell, trust is a
relational concept between at least two parties, whereas
trustworthiness is a characteristic of the trusted party.

Results from a 2015 survey evaluating the reasons
why end-users adopt, abandon or continue to use
mHealth apps, revealed mistrust of developers as a cul-
prit.>> This mistrust likely results from cynicism — or
heightened suspicion — about the competence, honesty
and reliability of app developers.?*** A viable option to
improve trust in mHealth apps, therefore, may be to
provide end-users with the necessary tools to flag up
untrustworthy apps.”* This approach of focusing on
end-users, however, is likely to be affected by the
same confounders that plague public understanding
of information.>® Thus, it may be prudent to prioritise
app developers when tackling the issue of why mHealth
apps are mistrusted.”

A plethora of tools in the form of checklists and
scales have been developed to assist mHealth app
users to assess certain attributes such as quality and
effectiveness. For example, the World Health
Organization developed the mHealth evidence report-
ing and assessment (mERA) checklist to standardise
the reporting of mHealth interventions.”® Similarly, a
checklist approved by the United States Agency for
International Development (USAID) seeks to allow
mHealth program managers to assess and plan
mHealth programs holistically by addressing security,
privacy and confidentiality concerns.’” In terms of
mHealth scales, the Mobile App Rating Scale
(MARSYS), for instance, has been developed to appraise
app quality.?®

The App Synopsis is one of the few checklists that
focuses on evaluating the trustworthiness of mHealth
apps. Its aim is to standardise the manner in which end-
users, developers and distributors report on the func-
tionality, information quality, rationale, validity, and
reliability of health apps.”®*° While the App Synopsis
helps to examine the trustworthiness of health apps, it
does not necessarily relay the concerns of end-users to
app developers. Meanwhile, communicating end-users’
concerns directly to app developers will place the
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developers in a much better position to create apps that
end-users can trust.

Hence, in this current study, we seek to uncover the
features or actions that encourage end-users to judge
mHealth apps as trustworthy. Ultimately, we intend to
convey this information to app developers by summa-
rising the opinions of end-users into a succinct but
informative mHealth App Trustworthiness (mHAT)
checklist.

Methods

To commence this study, we selected the most preva-
lent type of health apps: physical activity apps.>* The
reasoning for doing so, was to establish a baseline of
mHealth app characteristics that a large section of end-
users were likely to be familiar with. The mHAT check-
list was thus formulated in three stages: (a) a literature
review of studies that shed light on the desirable fea-
tures of health and fitness apps, (b) four focus group
sessions with past or current users of physical activity
or fitness apps, and (c) expert feedback on whether the
checklist items are conceivable in a real-life setting. In
the subsequent sections, we elaborate on each of these
stages.

Literature review

Materials. To derive appropriate themes to steer the
focus group discussions, we proceeded with a literature
review to identify end-users’ opinions about health and
fitness apps. Specifically, we aimed to identify and sum-
marise the features or characteristics that improved
end-users’ experience with such apps. Lessons from a
previous review, conducted by some of the authors of
this article, were useful in structuring the review
process.”!

Procedure. To derive search terms related to trust and
trustworthiness, we developed and conducted test runs
of relevant keywords, synonyms, medical subject head-
ing (MeSH) terms in several electronic databases.
These preliminary actions were meant to identify the
terms and databases that would yield appropriate
articles. After these test runs were completed, we
searched the PubMed, Medline and Scopus electronic
databases using the terms: (competen®* OR accuracy
OR positive intentions OR ethics) AND (trust* OR
mistrust OR distrust OR credib* OR confiden* OR
relia*) AND (physical activity app* or fitness app*).
All of these searches took place in July 2018.

In total, we recovered 2280 article: 1925 articles
from Medline, 73 from PubMed and 282 from
Scopus. Two coders (AvH and MF) independently
screened the titles and abstracts of the uncovered

articles culminating with the full-texts of articles to be
included in this study. Cohen’s kappa — which provides
the proportion of agreement between two coders fac-
toring in chance during the title and abstract screening
— was calculated to assess the level of agreement among
the coders.

Analysis. The three main questions in the Critical
Appraisal Skills Program (CASP) qualitative checklist
were used to assess the quality of each study.*? The
primary questions that the CASP qualitative checklist
attempts to answer are: (a) are the results valid? (b)
what do the results actually reveal? and (c) is the
study useful in this context? MF and AvH bore these
questions in mind while assessing the eligible full-text
articles. Articles that described the features and char-
acteristics of health and fitness apps that enhance end-
users’ experience were included.

After agreeing on the full-text articles to be included
in the review, the coders identified the themes and sub-
themes emanating from each of the articles through
thematic analysis.*®> To do so, both coders indepen-
dently reviewed the full-texts thoroughly to record
and categorise all of the emergent themes.
Additionally, the coders created a condensed version
of the themes for the focus group discussions.
Throughout this process, the coders conferred with
each other about disagreements to reach a consensus.
A third author (FG) was consulted to resolve any dif-
ferences in opinion between the two coders.

Focus groups

Materials. Focus groups are a practical way of explor-
ing the experiences, viewpoints and beliefs of partici-
pants on a particular topic.***> This study employed
the focus group methodology because we sought to
identify end-users’ perspectives on the features and
characteristics of physical activity apps that make
them trustworthy. To begin, we created open-ended
questions from our knowledge of the literature and
compiled a list of the condensed themes generated
from the preliminary literature review. We also formu-
lated a topic guide to ensure uniformity among each of
the groups. Consent forms and a descriptive character-
istics form were also created and distributed to the
participants.

Procedure (recruitment and sampling). After obtaining eth-
ical approval from the Ethics Commission of ETH
Zurich, Switzerland, we recruited a purposive sample
of 20 participants by distributing posters on the ETH
Zurich campus. To qualify as a participant, individuals
had to be past or present users of physical activity apps.
The participants were allocated into four focus groups
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comprising of seven, six, four and three people respec-
tively. Each focus group session lasted for about one
hour and was conducted by two authors: AvH moder-
ated the session while FG took detailed notes in an
observing role.

At the beginning of each focus group, participants
were informed that the session would be audiotaped
and the consent and descriptive characteristics forms
were distributed. After going through all of the ques-
tions on the topic guide, participants were asked to
rank the relevance of the condensed themes derived
from the literature review. The purpose of these rank-
ings was not to generate quantitative data but, rather,
to stimulate further discussions relevant for under-
standing participants’ perspectives on the topic. After
each focus group session, AvH and FG discussed their
preliminary thoughts.

Analysis. The focus group discussions were analysed via
content analysis. To do so, we followed the step-by-
step process laid out by Taylor-Powell and Renner in
2003.%® First, AvH transcribed all of the audio record-
ings. Following this, MF and AvH independently
coded the data by reading the transcripts multiple
times to familiarise themselves with their contents bear-
ing in mind the aspects of the transcripts that answered
our main question: what features and characteristics of
health apps encourage end-users to perceive them as
trustworthy?

The coding process was iterative as the coders iden-
tified patterns and themes both within and across the
focus groups. The coders employed ethnographic anal-
ysis to draw out the main themes and subthemes by
interpreting the focus group dialogues and presenting
direct quotes to support each category.** To avoid
simply identifying themes without pursuing their mean-
ings within specific contexts, the coders ensured that
they captured all of the differing opinions expressed
by the participants. Whenever the two coders disagreed
on an issue, a third author (FG) was consulted.

Checklist development and expert feedback

Materials. The themes generated from the focus groups
were compiled into the mHAT checklist. Since the
checklist aims to signpost app developers into creating
trustworthy health apps, it was essential to obtain
expert opinion on whether its items are feasible in a
real-life setting. By ‘expert’, we mean individuals with
in-depth knowledge and experience on a particular sub-
ject-matter.’” The experts chosen for this study pos-
sessed either of these abilities: (a) highly skilled in the
processes entailed in developing apps; or (b) knowl-
edgeable in some form of a programming language

such as Python or JavaScript which are commonly
used as app development software.

Procedure. The checklist is made up of five sections to
reflect the themes and subthemes derived from the
focus group transcripts. Altogether, a purposive
sample of six software engineers, computer scientists,
and programmers provided written feedback on the
checklist via email. Our initial email to the experts
was sent out in November 2018 and comprised of the
mHAT checklist, its intended purpose as well as a
detailed layout of its methodology. To assist the
experts in their critical analysis, we asked each one to
assess the checklist from an app developer’s perspective
considering the following questions:

e Are the checklist contents feasible for an app
developer?

e Can these questions help incorporate trust in an
app? If not, what is missing?

e Are the questions straight to the point and self-
explanatory?

e Do you have any suggestions on what to include to
improve the checklist?

Analysis. Upon receiving all of the expert responses in
January 2019, we proceeded to analyse them both indi-
vidually and collectively. On the whole, there appeared
to be a consensus among the experts on which checklist
items had to be modified. Thus, we responded to the
expert comments in a subsequent email. After two
rounds of email correspondence with the experts, we
derived a modified and final version of the mHAT
checklist that includes all of the suggested changes.

Results

Literature review

The Preferred Reporting Items for Systematic Reviews
and Meta-Analyses (PRISMA) flowchart in Figure 1
summarises the selection process used to obtain the
included studies.*® Overall, 15 peer-reviewed English-
language studies published between 2008-2018 were
included in this review.>’>® Based on the above-
described inclusion criteria, each of the 15 studies pro-
vided details about the features of physical activity
apps that enhanced end-users’ experience. In Table 1,
we show the condensed themes designed for the focus
group discussions. The complete list of the themes
derived from the full-text articles can be found in
Appendix 1.

The Cohen’s kappa value obtained for the title
and abstract screening was 0.34, which widely
used classifications denote as only fair agreement.
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These classifications however, ignore that the interpre-
tation of the kappa value depends heavily on the true
proportion of positives among the examined units. In
other words, the low kappa value does not indicate that
the two screeners disagreed on the articles included but
rather very few of the recovered studies were included
in the study: less than 1% (15 out of 2,099). Under such
circumstances, Bland demonstrated that a kappa of 0.3
actually corresponds to very good agreement.>*

Records identified through database
searching
(n=2,280)

Records after duplicates removed
(n=2,099)

Records excluded
(n=2,078)

Records screened
(n=2,099)

!

Full-text articles assessed
for eligibility
(n=21)

l

Studies included in
qualitative synthesis
(n=15)

Full-text articles excluded,
with reasons
(n=6)

Figure 1. Flowchart detailing article selection process.

Table 1. Condensed list of themes derived from the full-text articles.

Focus groups

Table 2 provides a summary of the demographic char-
acteristics of participants in the focus groups. Although
the topic guide for the focus group discussions was
designed with physical activity apps in mind, partici-
pants kept referring to their experiences with a broad
range of health apps. Along with the factors that pos-
itively influenced the trustworthiness of mHealth apps,
participants elaborated on mHealth app features that
may lead to mistrust. In some cases, participants
expressed views that questioned the role and relevance
of trustworthiness in mHealth apps altogether. Below,
we elaborate on these divergent findings by identifying
the trustworthiness factors, the factors that lie between
trust and mistrust as well as the features that encourage
mistrust.

Trustworthiness factors

The focus group findings indicate that five major
themes affect end-user trust in mHealth apps:

1. Informational content

2. Organizational attributes

3. Societal influence

4. Technology-related features
5. User control

Informational content

This section highlights the considerations participants
tend to make when judging the trustworthiness of the
information provided by a mHealth app.

Autonomy

Costs

Feedback

Easy functional characteristics
Engagement

Source and content

Reputation

Users have the freedom to manage or restrict data access.

Users either download apps for free or pay for the apps.

The app communicates data back to users to help them improve.
Users can learn to use the app quickly.

The features of the app capture users’ attention.

The app displays accurate content that is easy to understand.

The institution curating the app is viewed in a favourable light and

recognised as both reliable and competent.

Technical properties
Tracking

App: application.

The features engineered into the app that dictate how it operates.

Users have ready access to the global positioning system (GPS) data generated by the app.
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Table 2. Descriptive characteristics of participants.

Age (years)
20-25 2
26-30 14
31-35 1
36-40 2
40-45 1
Gender
Male 5
Female 15

Highest educational level

Bachelor’s degree 2
Master’s degree 16
Doctoral degree 1
Unknown 1

Place of origin

Europe 15
North America 3
Australia 2

Information accuracy. Participants expected the contents
of health apps to be informed by robust research. There
was a general awareness that these apps are unlikely to
be void of errors and that these errors could be exac-
erbated by improper use of the app. Nevertheless, par-
ticipants stressed the need for accurate health apps with
negligible margin of errors. Regular content updates
and an independent third-party review were two
actions that appeared to boost the trustworthiness of
the information provided by a health app.

So, I haven’t seen an app which would have an error or
a margin of error. You know they all claim to be very
accurate and that’s obviously not the case. (Participant
15, Female)

The measurements were not accurate because I didn’t
wear it always the way I was supposed to. And

therefore the measurements were not accurate and
therefore I didn’t trust it anymore. But I knew it was
my fault. (Participant 7, Female)

Understandability. Participants noted that it was difficult
to verify and comprehend the information sources used
to generate an app’s contents. Consequently, they
requested that app developers make the reference lists
of the research used to develop the app available. There
was an expectation that these reference lists would be
both easy to locate and lucid enough for lay people to
understand. With many apps perpetuating false claims
that could be harmful to end-users, participants
highlighted that they are more likely to perceive an
app as trustworthy if it is accompanied by safety
guidelines.

Because I think that showing the video of the move-
ment and you could see it properly so it was less dan-
gerous to repeat a movement that you can see it mul-
tiple times. (Participant 8, Female)

I think [...] citing the data source makes that app more
trustworthy. So if someone is interested they can actu-
ally go to the data source and they can look themselves
to verify the information that they provide and if it’s in
line with the data source. (Participant 13, Male)

Transparency. Most participants highlighted the need
for the purveyors of health apps to be forthcoming
about the outcomes of using a particular app.
Participants interpreted lengthy terms of service and
privacy policies as an attempt by developers to obscure
possible risks that could result from using their app.
The handling of app users’ personal information was
described as opaque; thus, participants perceived apps
that require ‘too much’ personal information to either
download or use as untrustworthy. Interpretations of
how much personal information was too much varied
from one participant to the other.

I would like the app to tell me exactly if I ask [...] what
the app is doing, what it’s recording me about my data
and what it’s going to do with them. You know but in a
very transparent and in a friendly manner. The way I
can get it in like two minutes read and decide whether
or not to download this app. I think transparency is
lacking nowadays. (Participant 9, Female)

I think for me there’s one thing, two things, that’s
having clear privacy policies so it’s clear and transpar-
ent what they do with the data and you don’t have to
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go through 250 lines to find out in the fine print.
(Participant 5, Female)

Organizational attributes

This theme underlines the institutional level factors
that stand to influence the trustworthiness of
mHealth apps.

Brand familiarity. Health apps from well-known brands
were generally perceived as more trustworthy than
those of unknown brands. This heightened favourabil-
ity stems from an assumption that a company with
several products on the market will have the capacity
and resources to manufacture better quality products.
One other factor that improved the trustworthiness of
apps from well-known brands was the perception that
they will employ skilled personnel to handle all issues
related to the app.

Yea, I want something that’s been on the market, that
has a good product in terms of maybe fitness wear, or
fitness equipment that I’ve used in the past, and that is
basically it’s been on the market, it’s a trustworthy
name and therefore you’d associate the fact that
because of their good reputation so far they’ve invested
in the app properly and they’ve really invested in the
knowledge that went into that app in terms of sugges-
tions and their training programs. (Participant 18,
Female)

Like I'm more comfortable downloading an app from a
brand that I know of even if they may share my data or
not. But like I know that I'd be more comfortable than
a very obscure company that was putting out this app.
(Participant 16, Female)

Reputation. Not-for-profit entities — such as universities,
research institutions, and government agencies — were
perceived as more trustworthy than their profit-making
counterparts. Consequently, participants preferred to
contribute their data to not-for-profit entities based
on the presumption of benevolent outcomes.
Nevertheless, both for-profit and not-for-profit organ-
izations with positive track-records of adhering to strict
data protection regulations such as the General Data
Protection Regulation (GDPR) were perceived as
trustworthy.

For me, maybe having some logo on the website and
this shows there is some collaboration from research
academic researchers or with government bodies.
(Participant 13, Male)

So it’s not like I don’t wanna give you my data, I just
wanna know [...] which way are you using the data
right? If it is T don’t know for research of something
like cardiac arrest or I don’t know like something relat-
ed to health, then I can help and I don’t really mind. If
it is because they are making money out of my data
selling those to other companies you know, then I
might not be trusting this company. (Participant 11,
Female)

Societal influence

This category refers to the socictal-level factors
that influence trustworthiness judgements towards
mHealth apps.

Recommendations. Fully aware that positive reviews and
high download figures could be misleading, partici-
pants still chose to interpret mHealth apps with such
statistics as trustworthy. Apps that appeared in the top
results of search engines as well as those recommended
by family, friends or acquaintances were also viewed as
highly trustworthy.

Well, I rely on a friend’s opinion. A specific friend who
I know has two good qualities. So, one he’s good at
sports and very knowledgeable about it and second he’s
very sensitive about data protection issues. So, he’s not
using anything that there is the slightest chance of
being leaky. Right so, I will get things that he would
use. (Participant 15, Female)

They have reviews from other users that you can use
and you can see what are most common things used on
the app and what are less commonly used and that
gives you a little more trustworthiness in some of the
features. (Participant 16, Female)

External pressures: ‘everybody uses it’

Participants who purchased and were satisfied with
devices such as Fitbit or the Apple Watch felt inclined
to extend their trust of these devices onto their accom-
panying apps. In an effort to take advantage of the
features of these devices, participants felt compelled
to download their accompanying apps. Participants
acknowledged however, that downloading the apps
improved their overall user experience.

Well, I only use what some [sic] like how much it goes
with my device like the watch that I use. So I was, I
didn’t really intend to use the app but it turns out it was
rather useful. (Participant 15, Female)
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Well, I’'m using a [Device name] and you can only con-
nect it with the [App name] app so obviously I down-
loaded that one. (Participant 17, Female)

Cost. Participants expressed competing ideas about the
advantages and disadvantages of paying for health
apps. On the one hand, some participants perceived
paid apps as more trustworthy than unpaid apps by
equating the levy for access with attributes such as
quality and data protection. On the other hand, advo-
cates of unpaid apps argued that free apps were no
different from paid ones given that the personal data
originating from both paid and free apps were subject
to malicious activities.

If I don’t pay I don’t trust it. Because otherwise what’s
the business? [...] If it’s free, it’s obvious there’s some-
thing that they are doing business for. (Participant 3,
Male)

I assume when I pay for something I’'m paying a little
bit to protect my privacy or my data [...] I mean I'm
always downloading free apps but I have the assump-
tion that if I would pay perhaps I would be paying for
something which has a bit of quality. (Participant 19,
Female)

Technology-related features

This theme emphasises the technical features of
mHealth apps that reinforce their trustworthiness.

Usability. Participants preferred apps that were easy to
use and well-suited for the purposes for which they
were created. Customisable apps that factored in aes-
thetics generally improved the trustworthiness of an
app. Well-designed apps convinced participants that a
lot of time and effort had been invested into producing
the app thereby increasing its trustworthiness. Pop-up
advertisements were one feature of health apps that
decreased their trustworthiness according to most
participants.

Yea the first impression but not from the app, the user-
friendliness and the fact that It’s nice actually to use
and to look at gave me a good impression and then
increase my trust. (Participant 9, Female)

I think just easy usability as well. Just in terms of like
how the functions are laid out, what it looks like, if it’s
not too complicated, if it allows you pretty much to be
mobile with it and use it wherever you go. I'd rather
download an app like that rather than an app that I

can only just use in the gym or I have to have equip-
ment to do it. But it’s an app that gives you the options
either way. (Participant 18, Female)

Privacy. Participants emphasised that they are more
likely to perceive health apps as trustworthy if they
uphold high privacy and security standards. The com-
mitment to these standards was assessed by safeguards
to protect users’ data and to keep out unauthorised
individuals. The participants with technical back-
grounds advocated for apps to employ measures such
as end-to-end encryption, while ‘lay’ participants
stressed the need for apps to ensure that individual
users are not identifiable among the pool of data gen-
erated from the app.

When they have the data on their side, um some of
them sometimes say that they will encrypt the data
but as soon as it’s not encrypted they can do whatever
they want [...] for me personally more the technology
blocks because uh yes if I trust a fitness app, most of
the time it’s also about the data storage. (Participant
12, Male)

Well, one thing that I'm really hating about apps these
days is so many of them require, request a Facebook
log in into the app. I will be much more comfortable
giving my data out knowing that it’s not linked like it’s
more anonymous in that way. (Participant 16, Female)

User control

This category highlights the intrinsic and extrinsic
motivations that influence the trustworthiness of the
data generated from mHealth apps.

Autonomy. Participants often highlighted the desire to
have control over the personal data derived from
health apps. Hence, they expressed concerns about
apps that deprived them of the freedom and authority
to determine who had access to their personal data.

So I will say yea I trust these apps if I can control it, if T
can disable the location, if I can falsify the details and if
I can actually see if my data is safe or not. (Participant
14, Female)

So, I like that I can download uh somethings from an
app that gives me a bit more let’s say the idea that I
have some control on it. Like the GPS files.
(Participant 10, Female)
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Empowerment. Participants rallied against health apps
that enrolled them in all data sharing schemes by
default: opt-out systems. Instead, they preferred apps
that employed opt-in systems to allow them to actively
choose the types of data that an app can store. The act
of opting-in was interpreted as an empowering and
trustworthy strategy. Apps that did not delete end-
users’ data after discontinued use as well as those
that compelled them to share posts on social network-
ing sites were perceived as untrustworthy.

So if there is an ability to share the data if I'm able to
see what the other users are doing with the same app, it
makes [it] for me less trustworthy. Because when I can
see what other people are doing with the app, I get the
suspicion that other people can see what I'm doing. ..
So if there’s no option not to share and if I always see
what the other people are doing then it’s not very trust-
worthy. (Participant 15, Female)

Yea, I'd like to have complete control um and I also
think T mean I’'ve downloaded apps before and then
deleted them for storage issues and then reloaded
them and then it says okay we already know that you
have an account, we already know it’s registered to
your Facebook, and then it’s like okay, so why have
you kept that data and what have you done with it in
the mean time? (Participant 18, Female)

Factors that downplay the value of trustworthiness

This category underlines the factors that undercut the
value of trustworthy mHealth apps.

Limited digital literacy. During the focus group discus-
sions, it appeared that some participants discovered
for the first time the mishaps that could result from
the misuse of personal data. These participants were
generally unaware of the adverse effects that could
result from malicious access to sensitive personal infor-
mation such as geolocation data or home address.
Consequently, they did not factor in trustworthiness
when downloading health apps.

But then again it depends what you like. If I put in I'm
35, 'm female, and right now I’'m fertile, I mean who
can really use this information? (Participant 7, Female)

An employer for example? (Participant 4, Female)
No I’'m not aware of the risks so because I'm not aware

I am not aware I don’t care [laughs] (Participant 8§,
Female)

Indifference. Some participants chose to overlook the
potential adverse effects that could result from
the misuse of their personal data on the grounds
that it was unlikely that they would be singled
out among a large pool of health app users. To
such individuals, it was their responsibility to stream-
line the personal data that an app could amass
on them. As such, they were willing to take the respon-
sibility if malevolent activities were to occur with
their data.

About my data, I don’t care. I'm aware that they are
going to use it. So I do the other way around, the worst
case is that they’re going to use it for very bad purposes
and I don’t care. The moment I install it, I'm aware
that that can happen and I don’t care [...] But I don’t
care. That’s the problem because I know that they’re
going to use my data for their business. That can be
bad or not I don’t care but they’re business not mine.
(Participant 3, Male)

I think there’s always a trade-off between the amount
of data you give and the amount of service they pro-
vide. If you don’t give any data, or delete your own
data and everyone does that then they cannot provide
the good service that they can provide now.
(Participant 13, Male)

To your point I believe there is also a group effect
you call it like this in English? Like you know
WhatsApp for instance you think okay everyone uses
it so why should I be worried you know? If they do
something wrong to me they do
everyone and then someone may go and complain
(Participant 9, Female)

something to

Mistrust factors

Although we set out to identify the features of health
apps that make them trustworthy, participants
highlighted 10 app characteristics that make them less
trustworthy. These ‘mistrust factors’ have been sum-
marised in the Box 1.

Expert feedback: the mHAT checklist

The final version of the mHAT checklist is laid out in
Table 3. There was broad agreement among the experts
on the need to strengthen the language within the infor-
mation accuracy and privacy sections of the checklist.
Overall, the mHAT checklist is useful throughout the
life cycle of health apps especially during the design
and update phases. The checklist can also be beneficial
when restructuring organizational practices such as
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Box 1. Mistrust factors

. Incessant tracking: apps that constantly monitor users’ geolocation.

. Lengthy privacy policies: apps with extensive legal documents that obscure how the data derived from the app is governed.

. Low download figures: apps with low download figures.

. Poor reviews: apps with substandard reviews about their functionality.

. Mandatory social networking: apps that can only be used in concert with social networking sites e.g. Facebook or Twitter.

. Excessive personal details: apps that grant access only after users have entered multiple personal details e.g. billing information

. Persistent data after deleting app: apps that store the personal details of former users
. Excessive advertisements and pop-up content. apps that inundate users with advertisements and pop-up contents.

. Unnecessary phone functions: apps that demand seemingly unnecessary phone functions to operate e.g. microphone, camera

10.

and address.

etc.
Perceptions of regulatory enforcement: the level of trust in the ability of a particular government to provide oversight of the
products marketed to the general public.

Table 3. The mHealth App Trustworthiness (mHAT) checklist.

Informational content

Information accuracy ~ Does the app provide accurate measurements? O O O
Does the app inform end-users about errors in O O O
measurements?
Does the app ensure that personalised data tai- O O O O

lored to end-users are precise?

Is the information on the app certified by an: O O O O
a. in-house team?
b. external third-party team?

Is the information provided by the app backed by | O O O
robust research?

Does the app recommend regular updates to: O O O O
a. fix bugs inherent within the app?
b. amend app contents based on improved

research?

Understandability Is the app accompanied by clear end-user safety | O O O
guidelines?

Is the research-backed evidence used to create the [ O O O

app easy to locate and understand?

Transparency Does the app highlight potential risks or side- O O O O
effects resulting from its use?
Are the ‘terms of service’ concise and easy to read? [ O O
Does the app require only minimal personal data | O O

of end-users?*

Are the privacy policies concise, clear and easy to O O O O
understand?

(continued)
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Table 3. Continued.

Organizational attributes

Brand familiarity Does the company have other reputable products O O O O
or services to associate the app with?

Reputation Does the company curating the app have clear O O O O

policies on how to handle end-user data?

Does the company make their data handling his- O O O O
tory and data breaches available to end-users?

Is the app affiliated with a non-governmental O O O O
organization or a reputable government
agency?*

Does the company value data protection O O O O

regulations?

Does the company utilise skilled personnel within O O O O
the app development domain?

Has the company developed similar apps in the

past?
Societal influences
Recommendations Can end-users readily suggest the app to others? O O
Does the app have good reviews? O O
How easily can end-users locate the app? Does it O O
appear:

a. in the top results of search engines?
b. as a featured app in the app store?

Does the app store display how often the app has [ O O O
been downloaded?

External factor Does the app accompany a wearable device? [l O O O
Technology-related features

Usability Is the app easy to use and have a friendly end-user [ O O O
interface?

Is the app visually appealing (aesthetics)?

Does the app send out a reasonable number of
notifications?*

Are the features of the app customisable? O O
Is the app accessible by its target audience?* | O
Privacy Is the data generated from the app secured by end- [ O O O

to-end-encryption?

(continued)
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Table 3. Continued.

How is the data generated from the app stored: O O
a. locally on the device?
b. encrypted?

Is privacy a core consideration throughout the app [ O
design phase, i.e. a privacy by design approach?

Is the data generated from the app anonymised so [ O
that individuals are non-identifiable?

Can users easily access all of their data e.g. | O O O

address, billing information?
User control

Autonomy

Do the functions of the app give end-users the | O O O

overall impression of freedom to control the use

of their data?

Empowerment

Does the app allow end-users to restrict data O O O O

sharing to third-parties such as social network-

ing sites?

Do end-users act as the proprietors of the data O O O O

generated from the app?

Does the app seek explicit end-user permission O O O O

before sharing data with third-parties?

Does the app allow end-users to opt-in and decide [ O O O
which data can be stored or processed?*

Does the app allow end-users to easily delete their [ O O O

data?

App: application.

Certain items in the checklist have been marked with asterisks to signify that they are context-specific.

marketing campaigns relating to a health app.
The contents of the checklist have been reviewed and
deemed feasible by the six experts.

There are six main columns in the mHAT checklist
comprising of the following titles: questions, yes, no,
not applicable, in progress, as well as a comments sec-
tion. Certain items in the checklist have been marked
with asterisks to signify that they are context-specific.
Therefore, for these checklist items, it is advised to
interpret their meaning on a case-by-case basis. For
instance, if a paid app requires the billing information
of an end-user before it can be downloaded, entering
one’s card details may not be considered as requiring
excessive information. Overall, users of the mHAT
checklist should aim for more ‘yes’ than ‘no’ answers.
In Appendix 2, we provide more details on the
checklist.

Discussion

In this study, we have investigated end-users’ opinions
on the features and actions that make mHealth apps
trustworthy and charted these findings in the mHAT
checklist. One major advantage of the mHAT checklist
is that its format (i.e. a checklist) makes it convenient
to use. Aside from being lucid enough for lay people to
understand and employ, checklists are vital in reducing
errors caused by omissions.>

The checklist is a suitable layout to present the find-
ings obtained in this study. Referring back to some
mHealth oversight examples in the UK context, the
current version of the NHS Apps Library’s Digital
Assessment Questionnaire V2.1 as well as the NICE
Evidence Standards Framework targeting app develop-
ers have similar formats.'”'® Since the purpose of the
mHAT checklist is to signpost app developers to the
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features and actions that make mHealth apps trustwor-
thy, it is vital that it is presented in a format that gets its
message across concisely.

The mHAT checklist is not only useful in the initial
stages of creating an app but throughout its life cycle.
The life cycles of health technologies typically consist
of four stages: (a) a development stage that involves
needs assessment; (b) an implementation stage whereby
crucial managerial decisions are taken to introduce a
technology; (c) an integration stage that entails embed-
ding the new program into an already existing one, and
(d) a sustained operation stage.® The mHAT checklist
meets these variable needs as it attempts to bring the
expectations of end-users to light. For example, know-
ing how end-users will perceive a lengthy terms of ser-
vice document is not only important for the
development stage of a mHealth app but also its imple-
mentation stage.

Implications of this study

The participants in this study highlighted conflicting
views about how the cost of a mHealth app affects its
trustworthiness. While some participants interpreted
paid apps to mean that they were of better quality,
others did not subscribe to this view at all. The basis
for the latter argument was that the cost of an app is
meaningless in relation to its trustworthiness. This dif-
ference in opinion resembles the findings of other stud-
ies. In one study aimed at cataloguing mHealth apps,
free health and fitness apps were consistently rated
better than paid ones.’” The results of a different
study show pricier apps to be perceived as more cred-
ible and trustworthy.>® Future studies should attempt
to uncover the underlying relationship between cost
and trustworthiness.

Participants generally agreed that credible organiza-
tions must be charged with cross-checking the claims
made by mHealth apps. In line with these oversight
tasks, there were suggestions to hand out accreditation
that is commensurate with compliance levels. When
asked to identify which groups they consider credible
and which aspects of the app to assess, participants
stressed the need for unbiased, non-profit making enti-
ties such as non-governmental organizations or govern-
ment agencies. Indeed, these expectations are not
far-fetched and do in fact support the idea that indi-
viduals seek reassurances against potential risks and
unpredictability brought forth by increasing complexi-
ty in society.”’ The increased credibility of non-profit
making entities may lie in a heightened perception of
benevolence in line with the concept of trust and
trustworthiness.

Future accreditation bodies that are established to
assess health apps will need novel and more innovative

funding streams to succeed. Traditional certification
companies within the health technology industry
thrive in part because hospitals demand objective
reviews about their costly software systems. As uncov-
ered in this study, a substantial number of mHealth
app end-users prefer free apps and are thus unlikely
to shell out resources to ascertain the trustworthiness
of mHealth apps. An alternative option may be for an
accreditation body to work directly with app develop-
ers. In such cases however, conflicts of interests are
bound to emerge.” Thus, there is the need to identify
viable means of guaranteeing funding streams for such
an organization.

Echoes of privacy and data security concerns were
evident in participants’ descriptions of their interac-
tions with mHealth apps. Particularly, participants
expressed discomfort with apps that provided lengthy
privacy policies, permitted use only after entering many
personal details and refused to delete end-users’ data
after discontinued use. These sentiments appear to be
justified, however, as there is evidence to substantiate
these concerns. For instance, some mHealth apps lack
privacy policies altogether; in cases where policies
do exist, they may be composed of boilerplate
text and may require a college-level education to
understand.>**

Two main reasons were responsible for why partic-
ipants justified their engagement with mHealth apps
that they found untrustworthy: limited digital literacy
and indifference. Theories purporting a relationship
between ignorance and trust may be useful in explain-
ing this phenomenon. According to Gambetta, cogni-
tive dissonance results when an individual wrestles with
their beliefs about the trustworthiness of another entity
—in this case mHealth apps. To counteract this discom-
fort, therefore, individuals may be willing to act irra-
tionally by prioritising need over trust.®* This theory,
along with our findings, demonstrates that it is likely
that needing something may confound efforts to
uncover what really makes it trustworthy. Further
studies should be conducted to determine the interde-
pendencies of these two concepts.

To address the relevance of trustworthiness of
health apps, it is vital to assess whether participants
make distinctions between medical and health apps.
During the focus group discussions, participants kept
referring to their broad experiences with both types of
apps. Although this aided in making the findings of our
study generalisable to mHealth apps, it highlighted that
these types of apps may not be perceived differently at
all. Considering that such evidence will be vital in shap-
ing education campaigns on increasing public aware-
ness of trustworthy apps, this issue should be
investigated further.
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Strengths and weaknesses of the approach

A major strength of this study is the use of the focus
group methodology. The group dynamics involved in
focus groups allowed participants to counteract each
other and to reveal the nuances informing their deci-
sions to perceive an app as trustworthy. The ranking of
themes exercise used during the focus group discussions
was best suited for this kind of setting as the focus
groups were largely homogenous. In the midst of
peers, participants tend to feel comfortable to express
their views, however unpopular.*

We went to great lengths to ensure that the focus
groups were made up of the suggested 6-8 people.
However, due to drop out rates and difficulty in sched-
uling a suitable time for participants, we were unable to
meet these standards. Nevertheless, two out of four
focus groups were comprised of 6-8 people. Another
limitation of this study is selection bias as all of the
participants were young and highly educated.
Although this is unlikely to skew our findings, it may
have affected the issues highlighted by the participants.
For example, most of the participants appeared more
knowledgeable about privacy and security issues than
the average person.®! Lastly, only six experts with tech-
nical backgrounds validated the mHAT checklist. This
decision was influenced by time and resource limita-
tions. The mHAT checklist will be better served if val-
idated among a wider and more diverse group of
experts. Nonetheless, the checklist can be considered
robust as the experts provided feedback to refine its
contents.

Conclusion

This study contributes to our understanding of the
attributes of trustworthy mHealth apps. Our findings
reveal that app developers must be conversant with
variable issues ranging from informational content,
organizational attributes, societal influence,
technology-related features and user control factors
when attempting to create trustworthy health apps.
The mHAT checklist is a useful tool in advancing con-
tinued efforts to ensure that health technologies are
trustworthy.
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Appendix 1. Continued.

Positive feedback

mechanisms

Real-time feedback on

progress

Facilitate communication

between healthcare

professionals

Appendix 2: The mHAT checklist

What is the goal of this checklist?

The mHAT checklist is a tool that intends to inform
the custodians of physical activity apps such as devel-
opers and management about end-user criteria for
trustworthy apps. Although the primary focus of the
mHAT checklist is physical activity, its contents are
potentially resourceful for the broad community of
app developers.

How was the checklist developed?

The premise for this checklist was derived from a
comprehensive review of the literature on trust
and digital health.’' The empirical evidence used to
create this checklist was obtained from four focus
groups comprising of 20 end-users of physical
activity apps. Within each focus group, participants
described the features, resources, circumstances
and characteristics of these apps that portray
them as either trustworthy or untrustworthy. The
mHAT checklist builds on the conceptualization of
trustworthy apps as discussed by the focus group
participants.

What are the contents of the checklist?

This checklist contains actions and considerations
that must be present for end-users to trust
mHealth apps. The checklist is clustered into five
main categories:

e Informational content: this category outlines end-
user considerations about the information provided
by the app.

e Organizational attributes: this category highlights
institutional level factors that influence trustworthi-
ness of the app.

e Societal influences: this category emphasises the
societal-level factors that influence trustworthiness
judgements of the app.

e Technology-related features: this category describes
the technical features of the app that affect its
trustworthiness.

e User control: this category explains the
intrinsic and extrinsic motivations that influence
the trustworthiness of the data generated from
the app.

How should the checklist be used?

The mHAT checklist should be used throughout the
life cycle of health apps. It is especially relevant for
the design and update phases of app development. It
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can also be used to structure organizational practices
and marketing campaigns. Checklist users are encour-
aged to follow-up on the items marked with asterisks
(*), by reviewing studies that shed more light on end-
user preferences in specific contexts. This extra effort is
necessary because focus group participants expressed
differing opinions on these items making them context
specific.

To respond to the questions in the checklist, check
the box next to one of these options:

Yes

No

In progress
Not applicable

How can the results be interpreted?

Checklist users must aim for more ‘yes’ than ‘no’ answers
when using the checklist. Each yes answer amounts to
one point and the maximum number of points that can
be obtained is 44. It is highly recommended to use your
discretion when interpreting the questions that are
flagged as either ‘not applicable’ or ‘in progress’. The
‘comments’ column is provided to allow room for jotting
down notes next to each question.

Glossary of checklist terms

e Anonymised data: individuals cannot be identified
from the data generated by the app.

Data protection regulations: legislation (e.g. GDPR)
that regulates the actions of the processors and con-
trollers of personal data.

Encrypted data: security mechanisms that inhibit
unauthorised persons from accessing the data gener-
ated from the app.

End-users: individuals that use and interact with the
app.

End-user interface: the manner in which an individ-
ual interacts with an app.

Margin of error: the degree to which app measure-
ments deviate from real values.

Personal data: any information in the data generated
by the app that links directly to an individual.
Privacy policies: disclosures about the methods used
to gather, manage and utilise end-user data.

Safety guidelines: recommendations that provide
assistance on safe use of the app.

Terms of service: rules that dictate the conditions
that end-users must agree to in order to use the app.
Third-parties: individuals or entities that are not
directly involved with the app.

Privacy by design: an approach that implements pri-
vacy at the outset of app development taking into
consideration the design phase, network infrastruc-
ture and a responsible business culture.®?



	table-fn1-2055207619886463
	table-fn2-2055207619886463
	table-fn3-2055207619886463

