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Abstract

Longitudinal studies are commonly used in the social and behavioral sciences to
answer a wide variety of research questions. Longitudinal researchers often collect
data anonymously from participants when studying sensitive topics to ensure that
accurate information is provided. One difficulty gathering longitudinal anonymous
data is that of correctly matching participants across waves of data collection. A num-
ber of methods have been proposed for using nonidentifying codes to match anon-
ymous participants; however, currently there is no consensus on the most effective
method. This article reviews and analyzes the literature on nonidentifying codes and
provides recommendations for researchers interested in using these types of codes
in conducting anonymous longitudinal studies.
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Researchers make numerous decisions when conducting a research study. They must

choose their hypotheses, sample, type of data, and data collection procedures. In

addition, they must determine effective data labels/codes to ensure differentiation

and confidentiality among sample participants. This labelling becomes more
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important the greater the number of instances of data gathered from the same indi-

vidual, generally called ‘‘waves.’’ Collecting data longitudinally is defined as

instances in which data are collected from the same participants at multiple time-

points (Heiman, 2000). In addition to gathering data longitudinally, one can gather

data either anonymously or nonanonymously. Collecting data anonymously occurs

when researchers do not ask for any ‘‘personally identifying information’’—such as

participants’ names, full birth dates, email addresses—anything unique to partici-

pants across waves, and/or which could also be used to discover their personal iden-

tity (Fisher, 2013). Anonymous data collection increases participant trust that their

answers cannot be connected with a specific person. When researchers choose to

conduct a longitudinal study that entails the collection of data anonymously, there is

a unique difficulty: how can researchers accurately connect participants to their data

across the longitudinal waves, while maintaining anonymity? This article reviews the

different strategies that have been proposed to address this problem and provides rec-

ommendations concerning their use in a research study.

Longitudinal Research

In longitudinal studies, multiple waves of data gathering are used to understand how

variables might change as a function of time or as a function of an intervention.

Longitudinal data provide a fuller and more complex picture of the topic of interest.

This article specifically focuses on methods for accurately connecting participant

data between two waves of a study, although the presented approaches apply equally

to longitudinal studies with more than two data collection waves.

Although some studies start with a large pool of participants from which they draw

for subsequent waves of data gathering, many longitudinal studies add participants at

successive waves. Two common reasons are to obtain information about cohort dif-

ferences or to increase the number of participants and power of a study. The reverse

may also true—many longitudinal studies lose participants across successive waves.

Participants may move, die, stop, or be unable to participate for a myriad of reasons.

As a result of these factors, researchers using longitudinal studies must keep thorough

records of a changing participant pool, across multiple waves, to ensure reliable and

valid data. Maintaining accurate records is made more difficult when researchers are

collecting their data anonymously.

Thus, the correct matching of participants at each wave in the data collection pro-

cess allows the researcher to reduce the likelihood of low statistical power and high

Type II error rates (Bedeian & Feild, 2002). Furthermore, incorrect participant

matches wastes researcher’s time and resources—time spent creating incorrect

matches, and time spent analyzing and interpreting incorrect data. Accurately match-

ing participants across data collection time points is, therefore, a critical problem for

longitudinal researchers, which, similar to maintaining good records, becomes more

difficult when researchers collect their data anonymously.
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Anonymity in Longitudinal Research

There are three reasons researchers might want to collect anonymous data when con-

ducting a longitudinal study: (a) participant bias, (b) researcher bias, and (c) legal/

ethical compliance issues. These reasons are defined and discussed below.

First, data collected anonymously will differ from data that is collected nonanony-

mously. Research has shown that participants often provide different answers to the

same self-report measures, depending on whether the participants know that the sur-

vey is anonymous versus nonanonymous (Grube, Morgan, & Kearney, 1989;

Kearney, Hopkins, Mauss, & Weisheit, 1984; Olson, Stander, & Merrill, 2004;

Stander, Olson, & Merrill, 2002; Thomas, Wright, Adler, & Bliese, 2004). Research

indicates that when participants trust that they cannot be identified in any manner,

they respond more honestly. This can be particularly important for research into

potentially sensitive topics. Anonymous participants, compared with nonanonymous

participants, report higher rates of childhood sexual abuse (Stander et al., 2002),

higher rates of mental health distress symptoms (Thomas et al., 2004), and are more

likely to self-report a sexual minority orientation (Baldwin et al., 2017).

Second, anonymous data reduces the likelihood of confirmatory bias, which

strengthens a study’s validity (Heppner, Wampold, Owen, Thompson, & Wang,

2016; Nickerson, 1998). When participants provide personally identifying informa-

tion, there is always the possibility that those analyzing the data might be able to

identify participants. For instance, the data analyst might know or recognize that a

child participant is a family member—by their unique combination of birthday, gen-

der, and school—and the data analyst may then be unconsciously influenced when

analyzing the data. If no personally identifying information is collected and the data

are always anonymous, this potential threat to validity is better controlled.

Third, anonymous data collection may be used to help researchers comply with

various local, state, or national laws. For example, the Health Insurance Portability

and Accountability Act (HIPAA) and the Family Educational Rights and Privacy Act

(FERPA) are two federal laws in the United States which specify stringent require-

ments for protecting personal health information and student education records,

respectively (Fisher, 2013). These types of laws and regulations often focus on ‘‘per-

sonally identifying information,’’ as previously defined. Anonymous data collection

therefore allows researchers to best comply with HIPAA, FERPA, or other local or

national legal requirements. Thus, for any or all the above reasons, researchers may

wish to conduct their longitudinal research anonymously.

Current Options for Coding Participants in Longitudinal Studies Anonymously

Four different methods were observed in reviewing the research literature, including

(a) Collecting nonanonymous data that is later de-identified, (b) Using preexisting

unique identification codes, (c) Using an electronic anonymizing system, and (d)

Using self-generated identification codes (SGICs). Each of these methods is pre-

sented in order of increasing level of benefits. These methods are described below.
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Nonanonymous Data Collection Later De-Identified. The first method is to collect nona-

nonymous data, and then both de-identify and anonymize the data subsequent to data

collection, and prior to the data being shared with or used by researchers/data ana-

lysts. In this method, a team conducting a longitudinal study designate an external

researcher who reviews and de-identifies the nonanonymous data. Ideally, the exter-

nal reviewer would have no other role in the study and no contact with the study’s

participants.

During data collection, all participants would have provided personally identifying

information. The designated external researcher views the collected (nonanonymous)

data, de-identifies and anonymizes the data, then provides the de-identified dataset to

the research team for their analyses (Kadison, Pelletier, Mounib, Oppedisano, &

Poteat, 1998; Murray, 1992; Tenhiälä & Lount, 2013; Udry & Bearman, 1998).

Furthermore, the same external researcher would match participants across the differ-

ent waves based on the identifiable information provided by the participants.

Preexisting Unique Identifiers. The second method of collecting anonymous longitudi-

nal data consists of using preexisting unique identifiers. Preexisting unique identifiers

are extant combinations of numbers, letters, or both, that uniquely identify an individ-

ual participant. Examples of preexisting unique identifiers include student identifica-

tion, Social Security, or driver’s license numbers.

In choosing this option, the researcher(s) would select a stable, relevant identi-

fier(s) based on the appropriateness for the proposed survey. They would not ask par-

ticipants for any other identifying data except that of the chosen preexisting unique

identifier(s). At each wave of data collection, participants would be asked again to

provide their preexisting unique identifier(s), which would be used to match the par-

ticipant’s data across waves.

Electronic Anonymizing System. A third method of collecting anonymous longitudinal

data is through the use of an electronic anonymizing system. These systems are typi-

cally tied to online data-gathering systems which provide anonymous identification

codes primarily through two methods. First, through the use of an online data gather-

ing system that assigns a random identification code (Kiesner, Mendle, Eisenlohr-

Moul, & Pastore, 2016; Williams & Guerra, 2007), or second, through a mobile

device application which provides researchers with anonymized datasets (Tregarthen,

Lock, & Darcy, 2015). As a full review of the many currently available electronic

anonymizing systems is beyond the scope of the present article, we will just note that

there are many potential software programs that may facilitate the collection of anon-

ymous longitudinal data.

Self-Generated Identification Codes. A fourth method of collecting anonymous longitu-

dinal data is through the use of SGICs. Usually, the SGIC is created from the answers

to a number of personally salient questions. The answers are combined in a predeter-

mined order to create the SGIC.
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To provide an example, Yurek, Vasey, and Havens (2008) used a four-question

SGIC. They asked participants to report their mother’s first initial of their first name,

their number of older brothers, the month in which they were born, and the first letter

of their own middle name. Participants were asked to give these details at Wave 1 (0

months), Wave 2 (6 months), and Wave 3 (12 months). Thus, a participant who indi-

cated that their mother’s name was Anne (A), that they have one older brother (01),

were born in July (07), and whose middle name is Drew (D) would generate the iden-

tification code A0107D. This self-generated identification code could then be used to

link the participants’ data at Wave 1 to their data at Wave 2 and Wave 3.

Researchers who use this method generally allow the codes to be fault–tolerant,

such that exact agreement of participants’ SGICs across waves is not expected.

Generally, participants are allowed to have at least one question not match between

waves (one-off) or two questions not match between waves (two-off). With fault–

tolerant methods, data loss of 20% to 30% is not unusual, although less than 10%

data loss is possible if the choice of questions is greatly simplified (DiIorio, Soet,

Van Marter, Woodring, & Dudley, 2000; Kearney, 1982; Schnell, Bachteler, &

Reiher, 2010). It should be noted that, when exact agreement between codes is

required, losses of up to 50% of matched pairs are common (Schnell et al., 2010).

Research Questions

Over the years, researchers have created a number of different solutions to address

the problem of effectively and accurately collecting anonymous, longitudinal data.

To strengthen the quality of future anonymous, longitudinal research, the following

research questions were addressed:

Research Question 1: What are the advantages and disadvantages of the four

methods of ensuring anonymity of data in longitudinal research?

Research Question 2: How do methodological decisions, such as time

between waves and self-generated identification code (SGIC) length, impact

researchers’ ability to link data across waves when using a particular SGIC

method?

Research Question 3: Which combination of elements is most effective in

creating SGICs to link data across waves?

Method

Below, we report our process for obtaining and analyzing information on anonymiz-

ing participant data. In addition, we review how we evaluated the four methods found

in the literature for coding participants in anonymous longitudinal research.

Audette et al. 167



Sample Description

To understand best practices in data anonymization, a literature review was con-

ducted using EBSCOhost, ScienceDirect, and Sage Psychology & Counseling

Collection databases. Where possible, to increase the likelihood that all relevant arti-

cles were identified, searches were conducted using the earliest publication date

available in each database. That date was specified for EBSCOhost (1979) while

ScienceDirect and the Sage database did not allow for the selection of dates for their

searches. Terms used in the searches included ‘‘panel study,’’ ‘‘longitudinal study,’’

and ‘‘anonymous.’’ Articles were identified that were (a) psychological in nature, (b)

self-identified as presenting longitudinal research, and (c) contained details on the anon-

ymizing methodology used. Exclusion criteria at this level focused on ensuring that the

sample included anonymous longitudinal research studies: ‘‘Alcoholics Anonymous,’’

‘‘Delphi’’ (for the ‘‘Delphi Method’’ or ‘‘Delphi Expert Panel Method’’), ‘‘Narcotics

Anonymous,’’ and ‘‘anonymous reviewers’’ (for ‘‘thanks to anonymous reviewers’’). In

addition, articles not published in English were also excluded.

The creation of the sample used for analysis was conducted in six stages that are

described here. Stage 1 is the initial search. The initial literature search produced 514

citations. Stage 2 eliminated citations that did not use an anonymous, longitudinal

methodology, based on a reading of the citations’ abstracts. Of the 514 studies, 488

studies were removed because they did not use an anonymous, longitudinal metho-

dology, and 6 studies were removed because they were duplicative, resulting in a

sample of 20 studies. Stage 3 eliminated studies that did not describe their anonymiz-

ing method sufficiently for categorization and/or analysis. Of the 20 studies, one

study was removed due to insufficient information about their methodology, resulting

in a sample of 19 studies. Stage 4 removed articles (n = 9) that did not use the self-

generated identification code methodology, resulting in a sample of 10 studies. Stage

5 removed studies that did not provide specific enough information for statistical

analyses. In Stage 5, four criteria were used: (a) providing information on all ele-

ments used in the code, (b) providing perfect and/or one-off match rate, (c) providing

number of participants, and (d) providing information on the time frame between

waves. Of the 10 studies, 1 study was removed, resulting in a sample of 9 studies.

Stage 6 reviewed the references of all 20 articles produced by Stage 2 to ensure that

all relevant studies were identified for inclusion in the sample. An additional 11 stud-

ies were identified that met the criteria from Stages 2 through 5 above. These 11

studies were combined with the 9 studies produced by Stage 5, resulting in a final

sample of 20 studies (see Table 1 for literature search results).

Data Coding

Data were reviewed and coded prior to analysis. For Research Question 1, the four

anonymous, longitudinal methods were coded in response to three criteria

(Rochester, 2015):

168 Educational and Psychological Measurement 80(1)



� Was the method truly anonymous?
� What was the method’s match rate between waves?
� What is the method’s utility?

s Participants’ trust in the anonymity of their data?

s Risk of confirmatory bias?

s Whether the method meets legal definitions of anonymity?

s Amount of required investment of time or funds?

Results and Discussion

Research Question 1: What are the advantages and disadvantages of the four

methods of ensuring anonymity of data in longitudinal research?

The four methods of conducting anonymous, longitudinal research were analyzed

to identify the benefits and disadvantages of each (see Table 2 for overview of bene-

fits vs disadvantages).

Nonanonymous Data Collection Later De-Identified

Two primary benefits of collecting nonanonymous data, followed by de-identifica-

tion, were identified. First, this method increases accurate identification across data

waves over anonymous data collection. Second, it can be used regardless of whether

the data are collected via paper or electronic format, requiring low investment.

Four primary disadvantages of collecting nonanonymous data, followed by de-

identification were observed. First, the contradiction between the claim that the data

would be anonymous while collecting personally identifying information is likely to

have introduced the biases inherent in nonanonymous responses (Catania, Gibson,

Chitwood, & Coates, 1990; Grube et al., 1989; Kearney et al., 1984; Olson et al.,

2004; Stander et al., 2002). Second, collecting identifying data that is later

Table 1. Summary of Literature Search Results.a

Database Search terms
Total studies

found
Studies meeting
inclusion criteria

EBSCOhost Anonymous, panel study 4 0
EBSCOhost Anonymous, longitudinal study 147 14
ScienceDirect Anonymous, panel study 2 1
ScienceDirect Anonymous, longitudinal study 30 0
Sage Anonymous, panel study 22 0
Sage Anonymous, longitudinal study 309 5

aWhile a total of 514 citations were found, eliminating studies that did not utilize an anonymous,

longitudinal methodology and eliminating duplicate citations resulted in a total number of unique studies

identified of 20.
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anonymized increases the likelihood of confirmatory bias. To minimize impact, we

recommend that those involved in such a study ensure that the designated external

researcher does not interact with participants, and that the designated external

researcher de-identifies the data in such a way that subsequent data analysts cannot

reverse-identify the participants. When the data collectors and the data analyzers are

the same people, the risk is heightened as well (MacCoun & Perlmutter, 2017).

Third, collecting nonanonymous data may make the study be subject to different

laws and regulations, as mentioned before with HIPAA and FERPA, even if the data

are later de-identified (Fisher, 2013). Collecting nonanonymous data could put a

greater burden on researchers to ensure legal compliance. Fourth and finally, collect-

ing nonanonymous data is not truly ‘‘anonymous’’ and thus does not meet the pres-

ent study’s second criteria. Thus, although collecting nonanonymous data and

anonymizing the data afterward has the highest rates of correctly matching partici-

pants across data collection waves (Davis-Kean, Jager, & Maslowsky, 2015; Schnell

et al., 2010), this method still has a number of important limitations.

Preexisting Unique Identifiers

Four primary benefits to the use of preexisting, unique identifiers were observed.

First, preexisting unique identifiers can be considered a truly anonymous method of

data collection. Second, from the researcher’s perspective, preexisting unique identi-

fiers facilitated matching across waves. Use of a self-relevant identification code, the-

oretically, facilitates participant recollection across time due to the use of information

the participant is less likely to forget. Third, without identifying information, this

method decreases the likelihood of researcher identification of individual participants,

and thus minimizes the chance of confirmatory bias. Fourth, preexisting, unique iden-

tifiers can be used regardless of data collected method (paper or electronic format).

Three primary disadvantages in using preexisting unique identifiers were

observed. First, pre-existing unique identifiers may not uniquely identify all partici-

pants across all waves, compromising match rates. This can occur in three ways

(Schnell et al., 2010): (a) incorrect recollection of the preexisting unique identifier on

the part of the participant; (b) changes in the preexisting, unique identifier during the

course of the longitudinal study, causing a mismatch (e.g., changes in drivers’ license

number due to a move); or (c) the preexisting unique identifier(s) does not uniquely

or accurately separate one participant from another (e.g., the recycling of student

identification numbers). Second, while the use of preexisting unique identifiers is

more private than the use of non-anonymous data collection methods, it is dependent

on the relevant legal requirements. This disadvantage is more likely to occur as

researchers comply with external demands for data sharing (National Science

Foundation, 2017). Instances of supposedly anonymous data being re-identified as

coming from a particular university have occurred through a combination of such

information as the total number of students in a class year, the nationalities repre-

sented, and the college majors offered (Zimmer, 2010). Third, as discussed in the pre-

vious method, the use of any personally identifying information is likely to affect the
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participant’s confidence in the anonymity of the data they provide (DiIorio et al.,

2000). For instance, Widrich and Ortlepp (1994) used full birthdate as a preexisting

unique identifier. One would expect individuals to perfectly remember their birth-

dates, however, 3.2% of their participants provided different birthdates in Wave 2

then they provided in Wave 1.

Electronic Anonymizing System

There are benefits to using electronic anonymizing systems, which vary depending

on the specific electronic anonymizing system chosen. Five primary benefits were

identified in the research literature. First, if set up and used optimally, these systems

will prevent identification of participants, which leads to the second benefit—that of

reducing or preventing confirmatory bias. Third, participants are likely to view it as

truly anonymous and respond in accord with that belief (Catania et al., 1990; DiIorio

et al., 2000; Kearney, 1982; Schnell et al., 2010; Tregarthen et al., 2015). Fourth, if

set up and used in consultation with technology and legal experts, electronic anon-

ymizing systems can also facilitate researchers’ ability to comply with various legal

requirements to appropriately protect patients’ privacy and confidentiality (Fisher,

2013). Fifth and finally, depending on the system chosen and the population of inter-

est, some electronic anonymizing systems can match participants across data waves

with near-perfect accuracy (Kiesner et al., 2016).

Disadvantages in the use of electronic anonymizing systems include those that are

attributable to this particular method and those that are unique to a specific system.

Potential disadvantages depending on the specific system may include participants’ dis-

trust of the level of anonymity, correct matching issues, confirmatory bias issues, and

legal issues (Fisher, 2013; Kraut et al., 2004). A consistent disadvantage across elec-

tronic anonymizing systems are the challenges in implementation. Regardless of the

system and its specifics, using electronic anonymizing systems is likely to incur sub-

stantial investments of both time and money in contrast to those for nonelectronic

methods for anonymizing longitudinal data (Kraut et al., 2004). Depending on the sys-

tem and researcher needs, access to computers, and the internet for both researchers

and, more importantly, participants may become a barrier. Furthermore, an electronic

anonymizing system can be more complex to implement than other electronic data col-

lection methods, such as Survey Monkey or Qualtrics. For example, in a study by

Tregarthen et al. (2015) it took more than 18 months to create and refine a mobile

device application for anonymous longitudinal data collection about eating disorder

self-monitoring. Electronic anonymizing systems are potentially costly in terms of time,

or money, or both. If researchers are considering the use of an electronic anonymizing

system, they will have to decide if it is first, possible, and second, worthwhile.

Self-Generated Identification Code Benefits

There are six main benefits to using SGICs to match participants when collecting

anonymous longitudinal data. First, SGICs are truly anonymous, as they are not
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preexisting identifiers and are created using data with sufficient variability and

impersonality to prevent individual identification. Second, this increase in degree of

as well as perception of, anonymity has been shown to increase the quality and quan-

tity of responses from participants (DiIorio et al., 2000; Kearney, 1982). Third, the

use of salient personal information to create the SGIC increases the potential for

improved recall of the SGIC to facilitate matching across waves (DiIorio et al.,

2000). Three benefits of the use of SGICs relate to the quality of the research: the

reduction in the potential for confirmatory bias as insufficient data to produce a

chance re-identification will be gathered; increased compliance with laws and regula-

tions as a result of not collecting personally identifying information, and utility

across data formats (paper and electronic formats). SGICs, therefore, have a number

of distinct advantages over the three previous methods of collecting anonymous data

in longitudinal studies.

There is one disadvantage in using SGICs. Participants must remember and accu-

rately self-report the information used to create the SGICs at each wave. Thus, some

data loss is expected when using SGICs. The literature supports the necessity of care-

fully choosing the personal information used to create the code, which requires more

time and effort of researchers than picking a pre-existing unique identification code

(DiIorio et al., 2000; Schnell et al., 2010).

Summary

To summarize, four methods of anonymous longitudinal data collection were exam-

ined resulting in varying patterns of benefits and disadvantages. First discussed was

the nonanonymous data collection (later de-identified) with two benefits (higher and

more accurate matching and useful regardless of format) and four disadvantages

(low participant trust in confidentiality, re-identification/confirmatory bias issues,

impact of legal requirements, and not truly anonymous data collection). Second, the

use of preexisting, unique identification codes with four benefits (truly anonymous

data collection, increased matching across waves due to use of easily remembered

self-relevant code, reduction in likelihood of confirmatory bias or re-identification,

and useful across formats) and three disadvantages (failure to uniquely identify all

participants across all waves, the impact of re-identification of participants through

data sharing and legal requirements, and compromise of participant confidence in

confidentiality). Third, the use of an electronic anonymizing system has five benefits

(true anonymity encouraging accurate responding, prevention of re-identification of

participants and confirmatory bias, increased compliance with legal requirements,

higher match rates when set up correctly) and two types of disadvantages (general

disadvantage in cost and implementation time as well as those unique to the particu-

lar system). Fourth, the use of SGICs has six benefits and one disadvantage. The

advantages include truly anonymous data collection, increased appearance of confi-

dentiality, facilitation of participant recall of code information, reduction in likeli-

hood of confirmatory bias, increased legal/regulatory compliance, and useful across
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all data formats. Researchers can ameliorate the one disadvantage with the judicious

choice of self-generated identification code questions.

Research Question 2: How do methodological decisions, such as time

between waves and self-generated identification code (SGIC) length, impact

researchers’ ability to link data across waves when using a particular SGIC

method?

Multiple articles published data on multiple waves, so each Wave X to Wave Y is

analyzed separately in the following analyses, and counted as one ‘‘study’’ for calcu-

lating sample size, for example, a study with data from Wave 1, Wave 2, and Wave 3

is n = 3, counting separately Wave 1 to Wave 2, Wave 1 to Wave 3, and Wave 2 to

Wave 3. ‘‘Perfect match rate’’ is when no elements were allowed to vary between

waves in an SGIC match. ‘‘One-off match rate’’ is when one element in the code was

allowed to vary between waves in an SGIC match. All averages and correlations are

unweighted. Due to unique element choices, driven by a unique population of study,

Wilson et al. (2010) is not included in the remaining analyses.

Thirty-nine code elements were used, 11 of which were used by just one study

(see Table 3 for specifics). The average number of elements in an SGIC was 5.85

(SD = 1.66, n = 33) ranging from 3 to 9. The most common SGIC length was seven

elements (n = 11) followed by five (n = 5), see Table 4 for more details.

For all studies, the perfect match rate was M = 65.3% (SD = 15.8%, n = 25) rang-

ing from 42.0% to 94.3%. The one-off match rate was M = 80.87% (SD = 11.76, n =

23) ranging 51.30% to 98.71%. Sample sizes were heterogeneous, ranging from 78 to

8,136 (M = 1,506.8, SD = 1623.9, n = 33), as were time between waves, from 0.25 to

24 months (M = 8.6, SD = 6.4, n = 33). See Table 5 for details.

Overall, there were no clear relation between number of elements and match rate

(perfect match rate r = 0.02, n = 25; one-off match rate r = 0.46, n = 23). Average

perfect match rate (see Table 6) was highest for six elements (M = 92.0%, SD =

3.2%, n = 2), both study lengths of 0.25 months long, followed by five elements (M

= 81.0%, SD = 8.4%, n = 4), studying lengths ranging from 0.5 months to 4 months.

Note the element lengths with the highest average perfect match rate also had the

shortest time frames. Average perfect match rate was lowest for three elements (M =

55.4%, SD = 7.4%, n = 4), with study lengths ranging from 6 to 18 months. There

were similar findings for one-off match rates (see Table 6), with five to six elements

having the highest match rate but again the shortest time frames (M = 92.7%, SD =

10.2%, n = 8), study lengths ranging from 0.25 to 0.5 months, followed by seven ele-

ments (M = 84.2%, SD = 6.3%, n = 14), study lengths ranging from 1 to 20 months.

Average one-off match rate was lowest for four elements (M = 58.9%, SD = 7.7%, n

= 4), study lengths ranging from 6 to 18 months, though no one-off study used three

elements. The contribution of the shorter timeframe to the variation in match rates

between SGIC lengths was unclear, due to incomplete information.
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Counterintuitively, there was also no clear relation between time between waves

and match rate. Overall, the relation was negative for perfect match rate and time

between waves (r = 20.40, n = 25) and one-off match rate and time between waves

(r =20.43, n = 23), as one would expect. However, looking at the relation between

match rate and time between waves more closely, perfect match rates did not present

a clear pattern across lengths: 18 to 24 months (r = 0.93, n = 3), 12 to 13 months (r =

20.08, n = 7), 6 to 9 months (r = 0.9, n = 5), \6 months (r = 20.56, n = 10). Nor did

one-off match rates produce a clear pattern: 14+ months (r = 0.89, n = 4), 12 months

(r = 0.62, n = 8), 6 to 9 months (r = 0.96, n = 4), \6 months (r = 20.23, n = 7). In

addition, there was not a clear relation between number of participants and match rate

(perfect match rate r = 0.11, n = 25; one-off match rate r = 0.003, n = 23).

Research Question 3: Which combination of elements is most effective in

creating SGICs to link data across waves?

Table 4. Frequencies of Self-Generated Identification Code (SGIC) Lengths.

Number of elements in SGIC N (studies)

9 1
8 2
7 11
6 2
5 5
4 7
3 4
2 0
1 0

Note. N (studies) counts number of studies; one article can have multiple studies as each Wave X to

Wave Y is counted separately. Excludes Wilson et al. (2010) data.

Table 5. Descriptives From Self-Generated Identification Code (SGIC) Studies.

Minimum Maximum Average SD N (studies)

Count of elements 3 9 5.85 1.66 33
Match rate (perfect) 42.00% 94.31% 65.27% 15.78% 25
Match rate (one-off) 51.30% 98.71% 80.87% 11.76% 23
N (sample size) 78.00 8136.00 1506.79 1623.86 33
Month count 0.25 24 8.61 6.43 33

Note. For N (studies) one article can have multiple studies as each Wave X to Wave Y is counted

separately. Excludes Wilson et al. (2010) data.
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An examination of individual elements’ contribution to match rates was possible

for a subset of data, in which the element-by-element match rates were reported (n =

6). Of the 25 elements with such data, 19 elements were used only once or twice,

and, therefore, are not included on this report; complete data can be obtained from

the first author. The six remaining elements, presented in Table 7, produced variable

error rates. Errors were recorded if a participants’ data could still be matched between

waves, but the particular element of interest was either (a) left blank or (b) mis-

matched between waves. Personally salient elements obtained the lowest average

error rates: birth month (M = 1.5%, n = 4) obtained the lowest percentage of errors by

a wide margin, with error rates ranging from 0.0% to 3.1%. Middle initial obtained

the next lowest (M = 8.9%, n = 4), with error rates ranging from 2.8% to 15.9%, fol-

lowed by race (M = 13.5%, n = 3), with error rates ranging from 4.3% to 20.5%. The

elements obtaining greater percentages of errors were family-type elements: number

of older siblings (M = 16.4%, n = 3; 8.0% to 22.7%); first initial of father’s first name

(M = 16.7%, n = 3; 13.2% to 20.5%); and lastly, first initial of mother’s first name (M

= 18.8%, n = 4; 6.6% to 48.5%). The large ranges and low number of studies is a lim-

itation in the generalization of our element-specific findings. Due to the variety of

elements and low number of studies using each element, further statistical analyses

on these elements’ contributions to match rate were not conducted.

Of note: out of 514 results found in our literature review just 1.8%, or 9 studies,

used a self-generated identification code and provided sufficient information for their

data to be included in our analyses. Even when we consider only the 81 studies that

Table 6. Statistics on Self-Generated Identification Code (SGIC) Length for Perfect Matches
and One-Off Matches.

Count of elements
Average match

(perfect)
SD match
(perfect) N (studies)

Months
range

3 0.554 0.074 4 6-18
4 0.564 0.085 4 6-18
5 0.810 0.084 6 0.5-4
6 0.920 0.032 2 0.25
7 0.568 0.136 6 1-12

8+ 0.580 0.069 3 12

Count of elements
Average match

(one-off)
SD match
(one-off) N (studies)

Months
range

4 0.589 0.077 3 6-18
5-6 0.927 0.102 3 0.25-0.5
7 0.842 0.063 14 1-20

8+ 0.757 0.072 3 12

Note. For N (studies); one article can have multiple studies as each Wave X to Wave Y is counted

separately. Excludes Wilson et al. (2010) data.
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remained after the initial abstract review; those included in analyses are still low, at

just 9.9%. Our findings are thus limited by the studies that included a thorough dis-

cussion of the methodological and statistical information.

Considerations When Choosing Questions for Self-Generated Identification
Code Elements

Before applying our literature review and analyses to formulate final best-practices

recommendations, we review specific criteria needed to evaluate the inclusion or

exclusion of code elements. In order that the code is accurate, unique, and consistent

across data collection waves, researchers must carefully choose which questions are

used to produce the self-generated identification code. There are five factors to be

considered. The questions should ask for elements that will be (a) salient, (b) con-

stant, (c) nonsensitive, (d) easy to consistently format the same, and (e) difficult to

decode. We will review each of these requirements in turn.

Regarding salience, the questions should ask for personally relevant information

(salience) that the participant is likely to know. This general recommendation was

confirmed by our literature review and the results of the analyses suggesting that per-

sonal information was more accurate than familial information (Table 7). For

instance, the street on which a participants’ elementary school was located is unlikely

to be salient enough to be consistently remembered; whereas, asking for the name of

their first pet is likely to be more salient and, thus, remembered. Regarding con-

stancy, the information should remain constant over time. For instance, a partici-

pant’s age changes every year, as might the reporting of the number of siblings;

however, a participant’s birth month is constant. Regarding nonsensitivity, the infor-

mation should not be so sensitive that participants will avoid responding to the ques-

tion. For instance, a participants’ sexual orientation, while nonidentifying, might be

sensitive enough that a participant would avoid responding to the question; however,

a participants’ sex is also nonidentifying and less likely to be as sensitive.

Regarding formatting, the information should be easy to answer consistently in

the same format. High schools, colleges, and even cities often have abbreviations

(Louisiana State University vs. LSU or New York City vs. NYC) that are duplicative

(UM: University of Missouri, University of Mississippi, University of Minnesota).

Choose information that is easy to answer accurately and in the same format across

waves. For example, the formatting of a participants’ high school may vary signifi-

cantly (Woodrow Wilson High School vs. Wilson High vs. WWHS), whereas the for-

matting of a participants’ birth state will stay the same (Pennsylvania is always PA).

Thus, the clarity of instructions for responding—‘‘full state name’’ versus ‘‘state

abbreviation’’—further facilitates accuracy of consideration.

Finally, regarding non-identifiability, the information used to create the self-

generated identification code should be sufficiently nonidentifiable that participants

are confident in the anonymity of their data. Confidence that the code minimizes

accidental identification by a researcher is paramount to increasing the likelihood
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that participants will answer all the questions honestly and accurately. For instance,

participants may not feel comfortable giving their full birthdate because it may lead

to the individual’s identification; however, they may feel more comfortable provid-

ing the month in which they were born, which is less identifiable.

As can be seen, the questions chosen for the self-generated identification code are

very important, and each of the aforementioned five factors must be carefully consid-

ered for each selected question. Wilson et al. (2010) provide an example of issues

that might arise if the chosen questions are not carefully selected. This study was a

survey of U.S. military personnel; thus, a primary consideration was that the answers

to their self-generated identification code questions not appear in any of the partici-

pants’ official military records. The researchers then elected to use four unusual

pieces of personal information: (a) favorite pet’s name, (b) city of all-time favorite

sports team, (c) first name of best friend from high school, and (d) mascot of last

attended high school. The self-generated identification code thus created is relatively

difficult to decode—addressing the critique above. However, these questions are

nonsalient (school mascot), nonconstant due to changes in perceptions that occur

over time (favorite sports team, favorite pet’s name, best friend from high school),

and difficult to consistently format (city of favorite sports team). As a result, Wilson

et al. (2010) obtained relatively low match rates, with a maximum match rate of

24.69% (occurring between the 3- and 6-month waves), using the fault-tolerant

method. When the self-generated identification code was required to match perfectly,

match rates of 1% or less between waves were obtained. In contrast, other studies

with SGICs with more carefully selected questions reported match rates ranging from

61.2% (DiIorio et al., 2000) to 94.7% (Kearney, 1984). Thus, the Wilson et al.

(2010) study highlights the importance of careful selection of the questions used to

create SGICs.

Recommended Best Practices

After examining the different methods for coding participants in longitudinal studies

anonymously, the use of self-generated identification codes appears to most effec-

tively minimize the disadvantages and maximizes the benefits across a broad spec-

trum of research with humans. To ensure the high-quality use of this method,

considerations and recommendations are provided below.

Overall, previous research and the present analyses demonstrates that personal

information is more reliable over time than family information for self-generated

identification code elements. The most frequently reported personal elements

included birth month, first initial of their first name, sex, and own middle initial.

Utilization of the first initial of the participant’s first name is not recommended as it

fails to meet Criteria 2, constancy over time. Birth month, sex, and own middle ini-

tial meet all five of the code element criteria and are recommended for use based on

our literature review and analyses.
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Our analyses found that five (5) or more code elements in an SGIC was related to

higher match rates. Accordingly, we recommend the use of the following two non-

personal questions, to increase the number of elements used and correspondingly

increase match rate. Specifically, we recommend using first initial of mother’s first

name, the most commonly used element in our literature review (see Table 3), and

number of older siblings, the most accurate nonpersonal element in our analyses (see

Table 7). Both these elements meet all five of the code element criteria.

Based on the research reported herein, we recommend asking participants for the

month in which they were born, their assigned sex at birth, the first initial of their

first middle name (i.e. Lillian Katie Carin Hammond would enter K), their mother’s

first initial of their first name, and their number of older siblings. If participants do

not have a middle name, researchers could, as an alternate, ask for either a partici-

pants’ first initial of either participant’s first or last name, depending on the charac-

teristics of their population of interest (i.e. if studying children, last name would be

preferable given many children have nicknames which are unstable). Similarly, for

participants who do not have any older siblings, researchers could ask participants to

use ‘‘0’’ or a non-number symbol like ‘‘X.’’ Each of these pieces of information—

birth month, assigned sex at birth, first initial of first middle name, first initial of

mother’s first name, and number of older siblings—could be formatted in a manner

of the researcher choice depending on the needs of their study (see Table 8 for an

example).

Conclusion

When data are collected—either by paper or electronically—there are difficulties in

connecting participants across longitudinal waves while maintaining anonymity. This

article reviewed four methods to address this difficulty. Overall, the optimal method

for matching participants across data waves is through the use of self-generated iden-

tification codes. In descending order, the remaining reviewed options include the

electronic anonymizing system, preexisting unique identification code, and collecting

nonanonymous data—the last was evaluated as the least optimal. If using self-

Table 8. Example of Best Practices Recommendation for Self-Generated Identification
Codes.

Question stem: What is the . . .

Month
you

were
born?

Sex you
were

assigned
at birth?

First initial of
your first
middle
name?

First initial
of your

mother’s
first name?

Number
of older
siblings

Self-generated
identification

code

Example response January Female Katherine Mary 2
Code created 01 F K M 02 01FKM02
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generated identification codes, based on this analysis, the present authors recommend

using birth month, assigned sex at birth, first initial of first middle name, first initial

of mother’s first name, and number of older siblings as the questions to create the

self-generated identification code.
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