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Introduction

On June 27, 2019, the U.S. Food and Drug Administration
(FDA) announced that they are warning patients and health-
care providers that certain Medtronic MiniMed insulin pumps
are being recalled because of potential cybersecurity risks."
This is a historic decision because it represents the first time
that a connected diabetes device has been voluntarily recalled
by a manufacturer because of cybersecurity vulnerabilities.
Prior to that date, FDA has issued device cybersecurity safety
communications only for infusion pumps and implanted car-
diac device along with their controllers.

FDA recommended that patients replace affected
Medtronic MiniMed pump models. In the United States, this
means the 508 and the Paradigm pumps were affected, and in
the other countries, yet other pumps were also affected. The
warning applies to Medtronic insulin pumps that were intro-
duced to the market before 2013.° The risk is that, because of
cybersecurity vulnerabilities, a hacker could potentially con-
nect wirelessly to a nearby Medtronic MiniMed insulin pump
and change the pump’s settings. In this case, control of the
pump’s settings could be wrested from the patient, caregiver,
or healthcare provider and the result could be an insulin
overdose" (resulting in hypoglycemia) or an insulin stoppage
(resulting in ketoacidosis). The FDA announcement stated
that FDA was not aware of any patients who may have been
harmed by this particular cybersecurity vulnerability, but the
risk of patient harm if such a vulnerability were left unad-
dressed is significant.

The Proposed Remedy

Medtronic, in a letter dated June 27, 2019 that was sent to
patients and posted on its website, referred to this situation as
being a safety notification.” Though not yet classified as a
recall, the manufacturer’s voluntary action to remove
affected devices presently in use and replace with later gen-
eration insulin pumps that do not have this vulnerability is
illustrative of its responsibility to protect the public health
and well-being from products that present an uncontrolled
risk of patient harm due to a cybersecurity vulnerability. In

communicating to the public about this safety issue on June
27,2019, Medtronic announced a program designed to give
their out-of-warranty customers the option to exchange or
upgrade their current legacy device.®

The company mentioned an eight-part plan for correcting
the risk (see Table 1).” We agree with these recommenda-
tions. We think that Medtronic handled the situation cor-
rectly in voluntarily recalling their pumps because of a
security flaw. We note that the 508 and Paradigm pumps
come with a factory setting of a 10 U maximum bolus, but
this default setting can be modified by the user to deliver a
maximum bolus of 0 to 25 U.”* We recommend that the max-
imum bolus dose in these pumps should be set at a safe
amount to be selected by the user’s physician, which will
make it more difficult for a hacker to deliver a massive bolus
of insulin all at one time.

Explaining a Recall to Patients

A worthy goal for healthcare professionals attempting to
explain this recall to patients affected with diabetes is to bal-
ance reassuring their patients that this vulnerability would
require considerable skill by a hacker and that, as patients,
they can take extra precautions to make it more difficult for
such a hack to occur, with urging vigilance and partaking of
manufacturer-recommended remedies related to taking their
product offline to make it less vulnerable but necessarily less
convenient to use. The FDA announcement prudently stated,
“it’s important to remember that the increased use of wireless
technology and software in medical devices can also offer
safer, more convenient, and timely health care delivery.”' At
the same time, as medical devices are becoming more con-
nected through wireless communication channels, they are
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Table I. Cybersecurity Precautions Recommended for All
Patients Using a MiniMed 508 Insulin Pump or a MiniMed
Paradigm Series Insulin Pump in a Letter From Medtronic on June
27,2019.°

e Keep your insulin pump and the devices that are connected to
your pump within your control at all times

e Do not share your pump serial number

e Be attentive to pump notifications, alarms, and alerts

e Immediately cancel any unintended boluses

e Monitor your blood glucose levels closely and act as
appropriate

e Do not connect to any third-party devices or use any
software not authorized by Medtronic

e Disconnect your CareLink USB device from your computer
when it is not being used to download data from your pump

e Get medical help right away if you experience symptoms
of severe hypoglycemia or diabetic ketoacidosis, or suspect
that your insulin pump settings or insulin delivery changed
unexpectedly

simultaneously at greater risk of their information flow being
diverted, altered, or shut off through cybersecurity breaches.

FDA will be convening a Patient Engagement Advisory
Committee (PEAC) meeting’ on September 10, 2019 about
the cybersecurity of medical devices. The meeting will focus
on how FDA, industry, and healthcare providers should com-
municate cybersecurity risks, as well as what patients want
to know, and how they wish to receive this information."

The precarious situation of attempting to balance greater
opportunities for wireless communication with greater safety
in the diabetes patient community (compared to patients who
use devices for other diagnoses) can be challenging when
device manufacturers interact with the Do-It-Yourself (DIY)
community. The DIYers have depended on vulnerabilities in
older insulin pumps like the ones in this story to hack into
remotely controlled pumps and reprogram them with home-
brewed software whose functions are not as yet available
with FDA-cleared products. Patients with other diseases who
use implanted or wearable wirelessly controlled devices
have not been known to assume control over their own
devices the way the diabetes DIY community has, which
makes the challenge to find this balance more difficult for
diabetes devices than for devices used for the other
diseases.

Do-It-Yourself Products

Tidepool has announced a plan to leverage the FDA’s
interoperability plans'' and submit a version of the DIY
popular “Loop” App for automated insulin delivery called
“Tidepool Loop.”'* Last year, Tidepool announced a col-
laboration with Insulet'® and this year Tidepool announced a
second collaboration with Medtronic.'"* If Tidepool Loop
can gain FDA clearance, then DIY patients will be able to
run this cleared closed loop software on modern pumps

supported by these two manufacturers. Furthermore, these
patients will have much less reason to want to use old unsup-
ported pumps like the ones that are now being recalled.

On May 17,2019, FDA took its most forceful position yet
specifically against the use of DIY products by issuing a
safety communication warning recommending against the
use of unauthorized devices for diabetes management."
These include the types of devices that are currently used by
the DIY community. This announcement came after the
agency had received a report of a serious adverse event in
which a patient’s use of an unauthorized continuous glucose
monitoring system along with an unauthorized automated
insulin dosing (AID) system resulted in an insulin overdose
requiring medical attention."’

This specific warning was probably not going to cause
the DIY community to return to using only FDA-cleared
products for their diabetes. However, the statement was
important to show this community that what they are doing
could be dangerous (not only from a risk of a security
breach but also from bad code or malfunctioning hardware)
and can result in an unintended insulin overdose. FDA can-
not compel a patient to give up a device and accept a
replacement in its stead when an identified cybersecurity
vulnerability has been assessed as posing an “uncontrolled
risk of patient harm.” Nonetheless, manufacturers are
strongly encouraged to make every good faith attempt to
offer more secure products. If Tidepool Loop can gain FDA
clearance, then there will likely be a rapid migration toward
pumps that are compatible with this DIY software and the
FDA’s warning against DIY Products will finally be widely
heeded.

An Earlier Insulin Pump Cybersecurity
Issue

In 2016, the Animas OneTouch Ping was shown to have a
security flaw.'® We think that Animas handled the situation
well through a coordinated vulnerability disclosure with a
cybersecurity company. Animas recommended (1) discon-
necting the pump’s remote-control capability; (2) program-
ming an upper limit to the amount of bolus insulin that can be
delivered; (3) enabling a vibrating alarm to warn of an unau-
thorized insulin bolus; and (4) checking the pump’s dosing
log regularly to make sure no extra unaccounted-for insulin
has been delivered.

The Significance of the Recall

The Medtronic recall announcement, released in conjunction
with the FDA announcement, unlike the Animas announce-
ment three years ago, did not mention a coordinated disclosure
with a security firm. However, it has been well known in the
DIY community and the cybersecurity community that the
Medtronic pumps mentioned in the FDA recall announcement,
as well as other types of older wireless medical devices that
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were developed before there was much general awareness of
the significance of cybersecurity, contain a cybersecurity vul-
nerability. It is this vulnerability that allows most of the DIY
systems to function. We believe that the FDA interoperability
vision for AID systems'' will result in more choice options for
closed loop systems and spur innovation that will benefit the
diabetes community. Other closed loop software might also be
in the pipeline'’ to offer closed loop patients even additional
choices.

Where Do We Go From Here?

Four stakeholders might be particularly affected by this
recall. First, patients who are currently using an affected
Medtronic MiniMed insulin pump can read instructions on
how to adjust their pump settings in a letter from Medtronic
(per Table 1) and what to discuss with their healthcare pro-
vider about upgrading to a newer safer model.” Second,
healthcare professionals should a) read the safety communi-
cation released by the FDA about the potential cybersecurity
risks of certain Medtronic MiniMed pumps'® and b) discuss
with their patients the safety issues of using a recalled pump
and encourage their patients to follow the manufacturers’
recommendations for safety.”® Third, insulin pump manu-
facturers should carefully review the cybersecurity of their
products already on the market and provide software patches
or updates when possible. According to the FDA safety
communication, Medtronic was not able to adequately
update the MiniMed 508 and Paradigm insulin pumps with
any new software or patch to address the devices’ vulnera-
bilities." For pumps being developed, we recommend that
companies follow the DTSec Cybersecurity standard devel-
oped by Diabetes Technology Society in collaboration with
FDA, other government agencies, industry, professional
organizations, and independent experts in medicine, nurs-
ing, law, engineering, information technology, and stan-
dards.” This standard is the only consensus standard for
diabetes device cybersecurity that contains both perfor-
mance and assurance requirements. DTSec is currently in
the process of being upgraded to become managed by a joint
effort of the Institute of Electrical and Electronics Engineers
(IEEE) and Underwriters Laboratories (UL). The FDA’s
draft guidance for Content of Premarket Submissions for
Management of Cybersecurity in Medical Devices (released
on October 18, 2018)* extends the agency’s policies for
cybersecurity beyond their original guidance on this topic
(released on October 2, 2014).*' The 2018 draft premarket
cybersecurity guidance specifies that secure products
require (1) trustworthy design, (2) submission of a cyberse-
curity bill of materials, (3) a capacity to accommodate
patches or updates, and (4) adherence to specific labeling
requirements. Fourth, FDA should be consistent in its efforts
to protect the public and patients when marketed medical
devices present cybersecurity concerns that can impact their
safe performance.”

Conclusion

The recall of Medtronic pumps on June 27, 2019 might be
the beginning of a new era in cybersecurity for diabetes
devices. Hopefully, this historic event will lead patients,
healthcare providers, device manufacturers, and the FDA,
respectively, to redouble their efforts to insist on using,
insist on prescribing, insist on manufacturing, and insist
on requiring devices that meet established, sound security
baselines in design and throughout the product’s
lifecycle.
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