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Abstract

This study examined trends in drug-allergy interaction (DAI) alert overrides for opioid 

medications - the most commonly triggered alerts in the computerized provider order entry 

(CPOE). We conducted an observational analysis of the DAI opioid alerts triggered over the last 

decade (2004–2013, n=342,338) in two large academic hospitals in Boston (United States). We 

found an increasing rate of DAI alert overrides culminating in 89.7% in 2013. Allergic reactions 

included a high proportion (38.2%) of non-immune mediated opioid reactions (e.g. gastrointestinal 

upset). The DAI alert override rate was high for immune mediated (88.6%) and life threatening 

reactions (87.8%). Exact allergy-medication matches were overridden less frequently (about 70%) 

compared to non-exact matches within allergy groups (over 90%). About one-third of the alert 

override reasons pointed to irrelevant alerts (i.e. “Patient has tolerated the medication before”) and 

44.9% were unknown. Those findings warrant further investigation into providers’ reasons for 

high override rate. User interfaces should evolve to enable less interruptive and more accurate 

alerts to decrease alert fatigue.
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Introduction

During the past several decades, computerized provider order entry (CPOE) systems have 

become a standard and are now required for each medication order in many countries (e.g. 

Meaningful Use requirement in the US) [1]. These systems are vital in providing better 

quality care and reducing medical errors [2]. One of the important features of CPOE systems 

is to help providers avoid prescribing medications their patients are allergic to. This is done 

through drug-allergy interaction (DAI) alerts in the electronic health records. However, 

constant interruptive DAI alerts might overwhelm providers and cause alert fatigue - a 

common phenomenon where clinicians become desensitized and tend to delay or miss the 

response to the alarms [3,4]. There is only limited evidence on the issues related to design 

and implementation of DAI alerts. This study examines the rates and reasons for DAI alert 

overrides for one of the most common types of alerts - opioid medications.

Background

Previous evidence suggests that DAI alerts involving opioid analgesics - or narcotics - are 

among the most common types of alerts encountered by health practitioners [5–7]. However, 

true immune mediated reactions to opioids are rare and most of the opioid related reactions 

are non-immune mediated sensitivities or opioid induced adverse events [8,9]. True immune 

mediated reactions to opioids are often IgE mediated or T-cell mediated and include hives, 

rash, severe hypotension, bronchospasm, angioedema, and anaphylaxis [8,9]. Non-immune 

mediated or mimic immune reactions to opioids are usually caused by endogenous histamine 

release from the mast cells and cause urticaria, flushing, sweating, vasodilation, and 

bronchoconstriction [8,9]. Such reactions to opioids are often idiosyncratic; they may or 

may not recur when patients take the same opioid medication again. Other non-immune 

mediated side effects include nausea/vomiting, constipation, sedation, delirium, respiratory 

depression, and urinary retention [8,9]. In CPOE systems, a significant proportion of opioid 

DAI alerts are not generated by an exact match between the allergy and prescribed 

medication (e.g. Codeine→Codeine), but rather represent a possible cross-reactivity 

association between medications in similar drug families (e.g. Codeine→Oxycodone). For 

these reasons, opioid DAI alerts are often non-specific and might potentially increase “alert 

fatigue” among providers.

In the past, studies have shown that DAI alerts are frequently overridden by providers [10]. 

For example, two previous studies from Brigham and Women’s Hospital in Boston have 

identified an increasing DAI alerts override trend since introduction of CPOE system over 

two decades ago. The overall override rates increased from about 50% in 1995 [5] to about 

80% in 2002 [6]. Also, studies have shown that providers are less likely to override allergic 

reactions generated by an exact prescribed medication-allergy match [6, 7]. In this paper, we 

aimed to follow-up on this previous work and provide an update on the trends in opioid DAI 

alert overrides in the past 10 years. Our goals were to: 1) describe prevalence rate of opioid 

DAI alert overrides 2) examine the nature of opioid-related allergic reactions (immune 

mediated vs. non-immune mediated; potentially life threatening vs. non-life threatening) and 

3) examine factors associated with providers’ tendency to override opioid DAI alerts (exact 

drug-allergy match vs. cross reactivity vs. drug class).
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Methods

For this observational study we used data from two large academic medical centers 

(Brigham and Women’s Hospital and Massachusetts General Hospital) from Partners 

Healthcare, an integrated healthcare system in the Boston area. The data generated during 10 

years (2004–2013) was extracted from Partners Enterprise-wide Allergy Repository 

(PEAR), a longitudinal allergy database shared within the Partners provider/hospital network 

[11].

In PEAR, medications are encoded using a combination of local (Partners Master Drug 

Dictionary) and proprietary (First Databank, Inc.™) terminologies. For each patient 

admitted, providers are required to enter allergy information or indicate no known allergies. 

The recorded information combines both patient and provider reported reactions. Allergic 

reactions are also entered as structured or unstructured (free text) information for each 

allergen. Every prescribed medication is automatically checked against possible allergies in 

PEAR.

Drug-allergy interaction alerts are triggered when a prescribed medication matches stored 

allergy information in either: 1) an exact manner (definite match between main medication 

ingredient and allergen, i.e. Codeine→Codeine) or 2) a probable manner (probable match 

where allergen matches allergy group of one or more of the prescribed medication 

ingredients, i.e. Codeine→Oxycodone). DAI alerts present the provider with several 

information components, including: the allergy; the allergen; nature of the allergy-allergen 

match (definite/probable); and patient’s reaction(s), if known. When presented with the 

drug-allergy interaction alert, provider needs to decide whether to cancel the medication or 

to override the alert. Several structured dropdown options (i.e. “Patient has tolerated drug 

previously”) are available for the override reason together with a free text option. Providers 

decisions and alert information are then stored in PEAR for future reference.

Some allergy-reaction combinations are overridden less often than others (i.e. allergies 

resulting in anaphylaxis vs. nausea). To account for this, our research team has classified 

allergic reaction information into two categories based on the literature review [8,9] and 

consultations with allergy specialists: 1) likely immune mediated (i.e. rash or anaphylaxis) 

or non-immune mediated (i.e. nausea or vomiting) and 2) potentially life threatening (i.e. 

anaphylaxis or bronchospasm) or non-life threatening (i.e. gastrointestinal upset or nausea).

All data including allergies, allergens, medication groups, and DAI alert override rates/

reasons was kept and managed using Microsoft SQL Server Management Studio [12]. For 

aim 1 of this study, we queried the PEAR database and summarized the frequencies of 

opioid DAI alerts by year. Aim 2 was achieved by summarizing the frequencies of life 

threatening and immune-mediated allergic reactions. For aim 3, we first queried PEAR 

database for medication-allergen match type (definite/probable). We then compared the 

frequencies of DAI alert overrides for immune-mediated and life threatening reactions by 

allergy-medication match type. Statistical procedures included t-tests and chi-square tests, 

when appropriate. The statistical analysis and group comparisons were conducted in STATA 
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v.11 [13]. Lastly, we summarized the frequencies of the DAI alerts override reasons recorded 

by the providers.

This study was approved by Partners Institutional Review Board (IRB).

Results

Aim 1: Describing the prevalence and rates of opioid DAI alert overrides

Overall, the PEAR database included about one million drug-allergy interaction alerts 

between 2004–2013. Of these alerts, 37.3% (n=355,179) were generated for the allergens 

that belong to “Analgesic Narcotic Agonists” drug class (e.g. Codeine, Oxycodone, 

Morphine, Hydromorphone, Tramadol). This was the most common class of drugs 

generating drug-allergy interaction alerts in our database. While the general override rate 

was 83.9% for all medications, opioid DAI alerts were overridden in 88.8% cases. Figure 1 

presents the increasing proportion of overrides over the years, from 85.1% in 2003 to 89.7% 

in 2013. We also identified a constant increase in the overall number of opioid DAI alerts 

from 10,500 in 2004 to 55,048 in 2013.

Aim 2: Examining the nature of opioid-related allergic reactions

Table 1 presents the frequencies of the 15 most common opioid allergy reactions (covering 

98% of all the reactions). Each reaction is also classified into likely immune mediated and 

potentially life threatening categories. 40.6% of the reactions were likely immune mediated 

(38.2% non-immune mediated, and the rest 21.1% unknown or not available) while only 

10.4% were potentially life threatening.

Aim 3: Examining factors associated with provider’s tendency to override opioid drug-
allergy interaction alerts

First, we examined whether there was a difference in override rates for previously reported 

immune mediated and life threatening reactions versus non-immune mediated and non-life 

threatening reactions. Although the DAI alerts override rates were statistically different, the 

clinical difference was only marginal for either immune mediated reactions (immune 

mediated overrides 88.6% vs. non-immune mediated overrides 89%, p<.001) and for the life 

threatening reactions (life threatening 87.8% overrides vs. non-life threatening 89% 

overrides, p<.001).

Further investigation revealed that majority of DAI alerts were triggered by the probable 

match medications (allergen matches the allergy group of one or more of the prescribed 

medication ingredients, 87% of DAI alerts) rather than definite match. To account for this, 

we conducted further comparisons based on allergy-medication match status.

We found that providers were significantly more likely to override probable matches for both 

immune mediated (90.7%) and non-immune mediated (91.3%) reactions whereas definite 

matches were overridden less frequently (72.4% immune mediated, 75.8% non-immune 

mediated). Similar differences (Table 2) were discovered based on life threatening reaction 

status which were the least overridden combination (69.9% overrides). All comparisons 

were statistically significant at p<.001.
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In 44.9% of DAI alert overrides, we found no override reason entered by the practitioner 

(Table 3). Among the provided override reasons, 29% indicated previous tolerance or no 

allergy to the prescribed medication and 7.1% indicated that there was no reasonable 

alternative (provider will monitor for reaction). The remaining 17.2% of the reasons were 

presented as other free text with entries such as “OK with patient” or “Pain protocol”. Since 

one-third of the cases were indicated as either previous tolerance or no existing allergy, we 

compared the rates of immune mediated and life threatening reactions override without those 

two override groups. Override trends (not shown) were similar to those presented in Table 2.

Discussion

Our findings confirm a concerning trend of continuously increasing drug allergy alert 

overrides over the past few decades. Since the introduction of DAI alerts as a core feature of 

CPOE, the override rates increased from about 50% in 1995 [5], to about 80% in 2002 [6], 

culminating in the current rate of about 90% in 2013 in our study. We also identified an 

overall four-fold increase in the number of opioid DAI alerts over time. To our best 

knowledge, no major changes were made to the CPOE system during the study time period. 

This finding is consistent with the recent studies reporting a constant increase in the opioid 

drug prescription rates over time in inpatient and outpatient settings. For example, several 

recent studies have reported that opioid prescriptions increased as high as three-fold in the 

past two decades in the US [14–17]. It is possible that the increase in the DAI override rates 

is associated with an increase of opioid prescriptions. Also, opioid DAI alerts are the most 

common type of alerts, and providers might override more of them due to alert fatigue – a 

well-known phenomenon where providers become overwhelmed with the constant 

interruptive alerts and override more of them over time [3,4,10].

Further investigation into the nature of the opioid-related reactions has also reveled several 

further concerning trends. First, only about 40% of the indicated reactions were likely a 

result of immune-mediated processes (i.e. IgE mediated or T-cell mediated reactions such as 

anaphylaxis or rash). Another 40% of the reactions were likely opioid side effects, such as 

gastrointestinal upset or nausea and the remaining reactions were unknown or unavailable. 

In our study, both types of reactions were overridden in approximately 89% of the cases. 

Presenting accurate information has the potential to increase users buy-in to the system 

[18,19]. However, in our case, an inaccurate mix of allergy and side effects-related reaction 

information may have increased the rate of DAI alert overrides. In addition, providers might 

need to pay more attention to capturing reliable allergic reaction information to avoid further 

inconsistencies. Potentially, clinical decision support tools might help in identifying and 

presenting the non-immune mediated reactions differently, either at the point of allergic 

reaction entry by the provider or when the DAI alert is presented [19].

In an attempt to better understand providers’ decision making when overriding DAI alerts, 

we also grouped reactions into potentially life threatening reactions versus non-life 

threatening reactions. Although only one-tenth of the reactions were potentially life 

threatening, we were surprised by the high rate of overrides. Here again, the high DAI 

override rates for life threatening and non-life threatening reactions were almost identical. 
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This again underlines a critical need in decreasing the alert fatigue [4,7] and further 

exploration of users’ experiences.

Another important aspect of our study was to examine the override rates by allergen-

prescribed medication match. Similar to other reports [6], only about one-tenth of alerts 

were triggered by an exact match while the rest were triggered by probable matches of 

medication-allergy group. Not surprisingly, providers were significantly more likely to 

override probable matches, especially for non-immune mediated and non-life threatening 

reactions. Definite match allergy-medication combinations, especially those with life 

threatening reactions, were overridden the least, in about 70% of the cases. Still, the override 

rate was notably high and there is a need for further investigation, potentially using 

qualitative methods to better understand providers’ reasons for overriding even the most 

alarming DAI alerts.

Finally, examining providers’ reasons to override DAI alerts, we found that about one-third 

of the alerts were triggered for medications that patients have either previously tolerated or 

had no allergy to. Clearly, CPOE user interfaces must evolve to learn or negate medications 

patients have tolerated or had no allergy to in the past so providers are not inundated with 

alerts to previously tolerated medications [2]. Of note, we did not identify changes in DAI 

alert override patterns when we repeated the analysis without those categories. Another 

concerning trend was the lack of override reasons for about 45% of alerts. This finding 

raises several liability and ethical questions and warrants careful re-examination of the user 

interface to improve the capture and storage of DAI alert override reasons. Training of 

providers on importance of information captured by electronic health records might be one 

of the keys to this issue [20,21]. Finally, we also conducted some preliminary interviews 

with the providers to better understand why alerts are frequently overridden. This anecdotal 

evidence suggests that inpatient providers are reluctant to remove or otherwise change 

patients’ allergies as they believe that this is a primary care provider’s responsibility.

Limitations

This study is not without limitations. First, the analysis was limited to two large academic 

hospitals in Boston. In addition, different CPOE systems have different approaches to DAI 

alerting and use different medication vocabularies for drug-allergy interaction. Those factors 

might decrease the generalizability of our findings. Finally, our classification of immune 

mediated and life threatening opioid reaction is an estimation based on the captured patient 

reactions rather than a conclusive statement based on allergy tests.

Conclusions

This study examined trends in drug allergy interaction alerts for the most common trigger – 

opioid medications. Over the past decade, we found an increasing rate of DAI alert overrides 

culminating in a 90% rate. Allergic reaction information in our database included a high 

proportion (over 40%) of non-immune opioid reactions (e.g. gastrointestinal upset). The DAI 

override rate did not seem to differ significantly for immune mediated and life threatening 

reactions. The only factor contributing to the decrease in overrides was the nature of the DAI 
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alert: definite allergy-medication matches were overridden less frequently compared to 

probable matches. Finally, about one-third of the alert override reasons pointed to the 

irrelevant alerts (i.e. “Patient has tolerated the medication before”) and a significant 

proportion of DAI overrides were missing the override reason. Those findings warrant 

further investigation into providers’ reasons for overriding alerts. It is also clear that user 

interfaces and drug-alerting algorithms should evolve to enable less interruptive and more 

accurate alerts to decrease alert fatigue.
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Figure 1 –. 
Percentage of drug-allergy alert overrides for opioids over the last decade
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Table 1 –

Opioid allergy reactions

Reaction Freq.* % Likely immunemediated Potentially life threatening

Hives or Rash 75,528 20.8 Yes No

Gastrointestinal Upset 63,583 17.5 No No

Itching 32,291 8.9 No No

Mental Status Change 22,669 6.2 No No

Vomiting 22,555 6.2 No No

Nausea 21,820 6.0 No No

Anaphylaxis 15,953 4.4 Yes Yes

Shortness of Breath 5,175 1.4 Yes Yes

Swelling (unspecified location) 4,725 1.3 Yes No

Headaches 4,342 1.2 No No

Angioedema 3,269 0.9 Yes Yes

Hypotension 2,785 0.8 Yes No

Bronchospasm or Wheezing 2,428 0.7 Yes Yes

Seizures 1,829 0.5 No Yes

Unknown/
unavailable

76,861 21.1 n/a n/a

Total 363,557 147,780 37,678

*
The total frequency of allergic reactions is larger than unique DAI alerts triggered since each unique DAI alert could have more than one 

associated reactions.
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Table 2 –

Drug-allergy interaction overrides by definite and probable allergen-medication matches

Reaction type Allergy/ Medicati on 
match Medication canceled N(%) Alert Overridden N(%) Overall N(%)

Immune mediated reactions to opioids

Likely NON-immune mediated
Definite 5454 (242) 17103 (75.8) 22557 (6.4)

Probable 11442 (8.7) 120290 (913) 131732 (37.1)

Likely immune mediated
Definite 4048 (27,6) 10634 (72.4) 14682 (4.1)

Probable 10251 (93) 100196 (90.7) 110447 (31.1)

Unknown
Definite 2298 (261) 6514 (73.9) 8812 (2.5)

Probable 6349 (9.5) 60600 (90.5) 66949 (18,8)

Life threatening reactions to opioids

Likely NON-life threatening
Definite 8301 (25) 24945 (75) 33246 (9.4)

Probable 18335 (8.8) 1S9961 (912) 208296 (58.6)

Likely life threatening
Definite 1194 (30.1) 2775 (69.9) 3969 (1.1)

Probable 3317 (10) 29802 (90) 33119 (93)

Unknown
Definite 2305 (26.1) 6531 (73.9) 8836 (23)

Probable 6390 (9.4) 61323 (90.6) 67713 (19.1)

Total 39842 (112) 315337 (88.8) 355179
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Table 3 –

Drug-allergy interaction alerts override reasons

Override reason Freq. %

Patient has tolerated drug previously 91,548 29.0

Patient reports no allergy 5,666 1.8

No reasonable alternative – will monitor for reaction 22,496 7.1

Unknown 141,437 44.9

Other (allows user to enter free text) 54,190 17.2

Overall 331,669
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