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ABSTRACT

Introduction: Individuals and healthcare providers need to trust that the EHRs are
protected and that the confidentiality of their personal information is not at stake. Aim:
Within CrowdHEALTH project, a security and privacy framework that ensures confiden-
tiality, integrity, and availability of the data was developed. Methods: The CrowdHEALTH
Security and Privacy framework includes Privacy Enhancing Technologies (PETs) in order
to comply with the GDPR EU laws of data protection. CrowdHEALTH deploys OpenlD
Connect, an authentication protocol to provide flexibility, scalability, and lightweight user
authentication as well as the attribute-base access control (ABAC) mechanism which sup-
ports creating efficient access control policies. Results: CrowdHEALTH integrates ABAC
with OpenlD Connect to build an effective and scalable base for end-users’ authorization.
CrowdHEALTH's security and privacy framework interacts with other CrowdHEALTH's
components, for instance the Big Data Platform, that depends on user authentication
and authorization. CrowdHEALTH users are able to access the CrowdHEALTH's database
based on the result of an ABAC request. Moreover, due to the fact that the CrowdHEALTH
system requires proofs during the interactions with data producers of low trust or low
reputation level, the requirements for the Trust and Reputation Model have been identi-
fied. Conclusion: The CrowdHEALTH Integrated Holistic Security and Privacy framework
meets the security criteria for an e-health cross-border system, due to the adoption of
security mechanisms, such as user authentication, user authorization, access control,
data anonymization, trust management and reputation modelling. The implemented
framework remains to be tested to ensure its robustness and to evaluate its performance.
The holistic security and privacy framework might be adapted during the project’s life
circle according to new legislations.
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1. INTRODUCTION

Information Technology in

need to trust that the Electronic
Health records (EHRs) will be

the healthcare sector (1) is ap-
plied with the aim of improving
patient outcomes and reducing
cost in healthcare delivery (2).
However, providers and indi-
viduals alike must trust that an
individual’s health informa-
tion is private and secure (3).
In order for patients to disclose
their health information, they
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protected (4) and that the con-
fidentiality of their personal
information is not at stake. In
the European Union, the Gen-
eral Data Protection Regula-
tion (5) lays down rules related
to the protection of people with
regards to their personal data
processing and sets rules re-
lated to personal data exchange.
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Within CrowdHEALTH project, a security and pri-
vacy framework that assures the confidentiality,
integrity, and availability of the data (6) was de-
ployed. Any interaction on the data will be han-
dled by the integrated holistic security and pri-
vacy framework that provides: (i) trust manage-
ment with the aim to quantify the trustworthi-
ness of the participating users and healthcare
ecosystem entities; (ii) data anonymization to
ensure privacy; and (iii) access control and au-
thorization to facilitate both integrity and autho-
rized data disclosure by exploiting OAuth 2.0 (8).
Due to the fact that e-health data can be sensitive,
the CrowdHEALTH’s security and privacy frame-
work protects identifiable health information,
such as the individual’s past, present or future
physical and mental condition, or the care an in-
dividual received. Taking into consideration that
technical measures need to be taken to protect
the identity of the individual, a Holistic Security
and Privacy Framework in CrowdHEALTH project
was developed for the protection of the Crowd-
HEALTH’s resources and data. The CrowdHEALTH
Security and Privacy framework outlines a struc-
ture which takes care of the security and privacy
requirements of the project and includes guide-
lines that meet the security expectations, with
the aim to protect the Confidentiality, Integrity,
and Availability of the data, resources, services,
and users of the system. CrowdHEALTH inte-
grates ABAC (9) with OpenID Connect (7) to create
an efficient, effective, and scalable infrastructure
(15) for authorization of the end-users. OAuth is
also an open standard for identity delegation and
authorization. There are two OAuth versions (10),
(11), although OAuth 2.0 is not backwards com-
patible with OAuth 1.0. OAuth 1.0 is a protocol for
identity delegation, while OAuth 2.0 is a frame-
work, which aims at providing authorization for
web and desktop applications, as well as mobile
phones and smart devices. OAuth 2.0 does not pro-
vide encryption, digital signatures, or client veri-
fication services, but instead it uses the Transport
Layer Security (TLS) protocol to offer a degree of
confidentiality and server authentication. OpenID
Connect (12) is a protocol which is based on OAuth
2.0 and exploits a Java Script Objection Notation
/ Representational state Transfer (JSON/REST)
based identity built-in functionality, alongside
with JSON Web Tokens (JWT) (13). OpenID Connect
consists of an identity layer on top of the OAuth
2.0 framework, which enables clients to perform
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identity verification, based on the authentication
performed by an authorization server. Moreover,
some basic profile information is obtained about
the identified person in an interoperable REST-
like manner. Within CrowdHEALTH project, a se-
curity and privacy framework that ensures confi-
dentiality, integrity, and availability of the data,
was developed.

2. AIM

The aim of this paper is to present an initial
overview of the Holistic security and privacy
Framework deployed in CrowdHEALTH to miti-
gate the risk of security breaches.

3. METHODS

The CrowdHEALTH Security and Privacy frame-
work incorporates Privacy Enhancing Technolo-
gies (PETSs) to comply with the GDPR EU laws of
data protection. The objective of PETs is to en-
sure the confidentiality when dealing with per-
sonal information. CrowdHEALTH deploys PETs
to achieve user authentication, authorization,
and access control, trust evaluation and mod-
elling, as well as performs data anonymiza-
tion of the e-health data that are managed by
CrowdHEALTH. CrowdHEALTH deploys state-
of-the-art authentication protocols to protect
users against security threats. More precisely,
CrowdHEALTH exploits federated identity man-
agement, by employing a secure Single Sign-On
mechanism, which enables the user identification
for entities that rely on the result of the authen-
tication process. CrowdHEALTH deploys OpenID
connect is an authentication protocol providing
flexibility, scalability, and lightweight user au-
thentication. As long as authorization is con-
cerned, CrowdHEALTH relies on OAuth 2.0, which
is a token-based open standard for user authori-
zation. OAuth 2.0 provides a process for resource
owners to authorize third-party access to their
resources without having to perform authen-
tication and maintain user credentials. Crowd-
HEALTH deploys the attribute-based access con-
trol (ABAC) mechanism to build effective access
control policies. ABAC is a scalable mechanism,
which relies on the user attributes, the resource
attributes, and the access control rules defined
by system administrators to permit or forbid ac-
cess to a requested resource. CrowdHEALTH de-
ploys a Trust evaluation model that provides the
option to compute the users’ trust rating based
on several parameters. The set of rules creating
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the trust and the reputation model, are

SAML 2.0 OpenlD Connect

the core part of the Trust and Reputa-

Service Provider

Client libraries Client libraries

Identity Provider

Identity Provider libraries OpenlD Connect Provider libraries

tion Modelling component. Moreover,
the Trust and Reputation Model in-
cludes a third model - namely a Reac-
tion Model, which specifies what kind of

Attribute Provider

Attribute provider provides further

detail to enrich SAML assertion S =lD Cem=E AT

The userinfo endpoint returns claims

Requires further step to populate about the end-user

assertion with user attributes

event the trust and reputation mecha-

Attributes

SAML attributes OpenlD connect scopes

Single discovery service for client

nisms should generate and propagate to Discovery Service Requires pre-agreed metadata allowing sites & apps can validate
the system. LT (e
Privacy Yes JSON Object Signing and
4 RESULTS Encryption (JOSE)
) . Signing Yes JSON Web Token (JWT)
In CrowdHEALTH’s architecture, data Mobile Apps No. SANL web profil for web Boh web browser & mobie apps
is maintained in the Datastore. The data browser only
Suppeort for SSO Web SSO only Yes

is encrypted and transferred between

Form Rendering

Both client and identity provider Normally Identity provider

different services. To assure the con-

Table 1. Comparing SAML 2.0 and OpenlID Connect

fidentiality, integrity, and availability
of data, CrowdHEALTH applies security mech-
anisms to achieve effective authentication, au-
thorization, access control, anonymization, and
trust reputation. Each one of these mechanisms
is presented below:

4.1 User Authentication and Authorization

The main idea of OpenID Connect is to create
an API which provides seamless authentication
and authorization that can be built lightweight
and implemented for applications. There are key
differences between Security Assertion Markup
Language (SAML) and OpenID Connect as shown
in Table 1. The first is that OpenID Connect applies
most of the complexity to the OpenID Connect
Provider, whereas SAML distributes this com-
plexity to both the provider and the client. Also,
OpenID Connect migrated from XML (Extensively
Markup Language) to JSON, which is supported by
all modern programming environments. More-
over, JWT which also supports Signing and En-
cryption (JOSE) (14) allows for more practical and
compact tokens by using the XML language.

CrowdHEALTH’s authentication protocol en-
ables its users’ to seamlessly authenticate and use
different services without the need of reauthenti-
cation, and without the need of a separate user ac-
count. The user account contains the attributes of
the user for example Name, Surname, Nationality,
Email and Password. Regarding the password, it
is essential to enforce a password policy, since it is
one of the basic security measures to prevent un-
authorized access. Since, most users tend to se-
lect easy to remember passwords, and they do not
want to change it, a well-defined password policy
is the first keystone to protect the system from
unauthorized access. CrowdHEALTH’s password
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policy includes the following principles:

- Password Strength: the strength of the pass-
words is one of the most critical properties of a
password. The password strength depends on
several parameters and these are the minimum
password length, and the character set that the
password is comprised of. In CrowdHEALTH, a
password can be no shorter than 8 characters, and
the users have to select passwords than contain
both uppercase and lowercase letters, numbers
and symbols.

- Password expiration time: Users are encour-
aged to change their password on a regular basis
as per password expiration time. The password
expiration time is one year.

- Trivial password selection: CrowdHEALTH
does not accept passwords that can be easily
guessed. A password cannot contain certain
words, such as the word password, or the users’
first name and surname.

- Uniqueness of passwords: The uniqueness of
passwords specifies the number of new pass-
words that the user has to select before being able
to reuse a previously used password. In Crowd-
HEALTH, users cannot use the same passwords
until they have changed their password three
times.

The OpenID Connect protocol follows a specific
execution flow to achieve authentication and au-
thorization of the CrowdHEALTH end-users. The
execution flow is described below:

Step 1: The CrowdHEALTH end-user requests
access to some resources via the client.

Step 2: The client redirects the session of the
end-user’s web browser to the OpenID Connect
Provider’s system for authentication.
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Step 3: The OpenID Connect Provider au-
thenticates the CrowdHEALTH end-user
by using either username or password, or
even by using a two-factor authentication.

Step 4: After the authentication has been
performed, the OpenID Connect provider
performs a redirection of the end-user’s
web browser or application to the client,
including an authorization code.

Step 5: The client sends a POST request
to the OpenlID Connect provider alongside
with the authorization code, provided by
the end-user.

Step 6: The OpenID Connect Provider re-
sponds to the client with an ID token, which

Client

OpenlID Connect

i Provider
Delegates Authentication,
Requests Token, Claims

Issues Tokens, Claims

" Authenticates,
Grant Access

Accesses -,
Services

End-User

contains details about the attributes of the
authenticated use in JWT form, and an op-

Figure 1. OpenlD connect execution flow

tional Access token which is used for ac-
cessing resources. Apart from user identi-
fication, the OpenID Connect Provider also
identifies the client who requested the ini-
tial authentication.

Step 7: If in the previous step the OpenID
Connect Provider also sends an Access
token, then the client may send it back to
the OpenID Connect Provider to request
further profile information of the Crowd-
HEALTH end-user.

Step 8: The OpenID Connect Provider re-
turns the user profile to the client con-
taining the requested information (e.g.
email).

After the completion of the execution

Subject

Environment
Conditions

Attribute

Based Access N
Control

Resource Object
Attributes

Mechanism

Subject
Attributes

Access Control Rules

flow of the OpenID protocol, the end-user
has been authenticated by the OpenID Con-
nect Provider and authorized by the Client. Also,
the client has been authorized to access the pro-
tected resources by using the token obtained by
the OpenID Connect Provider. The OpenID Con-
nect provider is an internal part of the Crowd-
HEALTH system and is responsible for authenti-
cating users, and issuing tokens that are passed to
clients, so that clients can request data on behalf
of the end-users (Figure 1).

4.2 User Access Control

Since CrowdHEALTH is a cross border system
that manages and analyses anonymized health
data from various data sources, it requires inte-
gration of Attribute-Based Access Control (ABAC)
in the CrowdHEALTH platform to be able to per-
form effective and efficient access control poli-
cies. By exploiting both the end-users and the re-
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Figure 2. ABAC architecture

source attributes defined between different or-
ganizations, ABAC does not rely on explicit au-
thorizations that are required prior to the access
request to a resource. Also, it is scalable for large
enterprises, where the management of other ac-
cess control mechanisms, such as role-based ac-
cess control and access lists, would be time in-
efficient. ABAC does not require directly assign-
ments to end-users or their roles or groups before
the request is performed by the end-user. When
an end-user carries out a request, ABAC can de-
cide based on the assigned attributes of the end-
user in combination with the attributes of the re-
source, and other policies specified for the spe-
cific end-user and resource. ABAC relies on the
evaluation of subject attributes, object attributes,
environment conditions and the access control
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End-user Resources

Issuer

(o) A =
7 O— e —O0— | =

°%
a—o— % —o—a

Policies

Figure 3. ABAC execution flow

policy defining allowable operations for sub-
ject-object combinations, as depicted in Figure 2.
These components are mandatory for every ABAC
implementation, ranging from a small isolated
system, to a more complex system with multiple
data sources and various user types.

CrowdHEALTH integrates ABAC with OpenID
Connect to create an efficient, effective, and scal-
able infrastructure for authorization of the end-
users. The ABAC architecture consists of three
entities: the end-user, the issuer, and the verifier.
The end-user is the subject that wants to access
the resources of the system. The authentication
is performed by exploiting credentials or other
attributes that have been issued by the issuer,
which is the OpenID Connect Provider of Crowd-
HEALTH. The verifier, also called client in Crowd-
HEALTH, is an entity that can request attributes
of the end-user on behalf of the end-user, based
on an authentication performed by an authenti-
cation server as per Figure 3.

CrowdHEALTH’s security and privacy frame-
work interacts with other CrowdHEALTH’s com-
ponents that rely on user authentication and au-
thorization as for example Big Data Platform.
The users of CrowdHEALTH are able to access the
CrowdHEALTH’s database based on the result of
an ABAC request. The ABAC component of the se-
curity and privacy framework shall state the per-
mission that the users’ have on the requested re-
source (e.g. CrowdHEALTH’s database) as follows:

- Read-Only: The user has read-only access to
the requested resource.

- Write-Only: This user (or application) has
write-only access to the indicated resource. This
is mostly for applications or layers that will be
adding information to the indicated resource but
don’t need to retrieve information.

- Read-Write: The user has read and write access
to the requested resource.

+ Admin: The user is the administrator of the re-
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source and is allowed to modify both the content
and the metadata of a resource. For example, an
administrator is allowed to change the database
schema, as well as from adding content to the da-
tabase.

4.3. Data Anonymization

In CrowdHEALTH, the procedure that is used
to anonymize the data includes two stages. The
first one aims at removing attributes that directly
identify an individual, the so called direct identi-
fiers (e.g. names, social security numbers, email
addresses, ID card numbers, passport numbers,
address, phone numbers) (16-20) while the second
aims in pseudo-anonymizing the indirect identi-
fies, in a way that the individual’s privacy is not
jeopardized (Table 2). The anonymization takes
place at the source of data to avoid any potential
security threats during the transmission of data
to the CrowdHEALTH system, and to also avoid
identification from information disclosure.

Direct identifiers Indirect identifiers

Name | Surname | Social Security | Birth Date | Sex Disease

Number

Weight Religion

Table 2. A hypothetical table containing direct and indirect identifiers

CrowdHEALTH employs “suppression” and
“generalization” as the main methodologies for
anonymizing indirect identifiers. In suppression,
the value or a part of the value of the indirect iden-
tifiers is replaced by an asterisk. CrowdHEALTH
achieves k-anonymity (18) in the processed data-
sets. For CrowdHEALTH to achieve k-anonymity,
the following steps were performed:

- Attribute identification: An expert states the
attributes that can be used as direct identifiers.
Removal of direct identifiers: The direct identi-
fiers are removed and not contained in the created
anonymized dataset.

- Unique Random IDentifier: CrowdHEALTH
will create a Unique Random IDentifier (URID)
for every patient that the database has informa-
tion about. This is crucial, since different sets of
data are stored in different files, and all the infor-
mation is related to each other by the URID. The
usage of URID cannot break k-anonymity, due to
the amount of data that will be imported into the
CrowdHEALTH system.

- Threat model: A threat model consists of ad-
versaries, security threats, alongside with the in-
formation they might hold, that can be exploited
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Figure 4. Trust and Reputation Model components

to re-identify the data subjects.

- Utility of anonymized data: The utility of the
created anonymized dataset will be determined.

- Create the anonymized dataset: The initial
dataset undergoes the anonymization process,
thus creating the anonymized dataset.

4.4. Trust and Reputation Modelling

The requirements for the Trust and Reputation
Model have been identified:

Service Level Trust: Services within the
CrowdHEALTH platform should be able to query
reputation ratings for specific services (e.g. a
heart rate monitoring service).

- Measurement Level Trust: Services within the
CrowdHEALTH platform should be able to query
reputation ratings for specific measurements (e.g.
asingle or a set of heart rate monitoring readings)

- Device Level Trust: Services within the Crowd-
HEALTH platform should be able to query reputa-
tion ratings for specific devices. (e.g. a wearable
heart rate monitoring device).

+ Multiple Evaluation Criteria: The Reputation
Model should be based on multiple criteria, as de-
fined and required by the entities processing the
data (and the device platform interactions). This
includes the requirement for being able to inter-
actively define and update the Trust and Reputa-
tion Models during runtime, to have a flexible and
configurable platform component.

- Multiple Observers: The Trust and Reputation
Model should support and mitigate reports and
ratings from multiple observers. This includes
the ability to define new observers and evaluation
rules.
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- Configurable Reaction Events: The Trust and
Reputation Model should be able to configure and
dispatch reaction-based events according to the
subscribers’ specification. Le., changes in trust
and reputation ratings greater than 25% over a
specific time interval.

Figure 4 presents an overview of the interac-
tions between the three models previous pre-
sented. The Trust, Reputation and Reaction
Models are all interacting components, driven by
internal rules for processing information. Two
types of modalities can be distinguished: active
and passive ones. In the active case, the mecha-
nisms would compute and actively drive any in-
teraction with the data and data producing enti-
ties. The CrowdHEALTH system requires proofs
or additional information during the interactions
with data producers which have a low trust or
reputation level. In the passive case, the system
is meant to determine what behaviour is consid-
ered “normal” or “anomalous” without using the
trust and reputation ratings to drive any interac-
tions. Only subsequent internal data processing
steps would adjust depending on the existing
ratings. Within all these components, four main
specific values which determine the trustworthi-
ness of a specific measurement, service or device
were identified:

- An observer: The entity of the platform which
observes and monitors the data streams and
compares the observed behaviour with the ex-
pected one and therefore produces the trust rat-
ings. A continuous, systematic evaluation of the
data streams is required for computing correct
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Figure 5. Example of a rule generating an alarm

trust ratings.

- Indicator: An Observer is usually unable to im-
mediately categorize an entity as acting correctly,
incorrectly or maliciously (i.e. based on a sudden
spike in temperature or heart rate values). In-
stead, the Observer is detecting deviations from
the expected values or (known) trends, specific to
the entity observed. These deviations are instead
considered as possible indicators for some kind
of errors. The opposite is correct as well — value
within expected ranges is considered correct be-
haviour.

- Trust Ratings: Indicators of abnormal/erro-
neous behaviour may lead the Observer to up-
date his appreciation of an entity — more specif-
ically: confidence, reliability or trustworthiness
of an entity will be decreased. This information is
quantified as a value, the trust rating. This value
can be either a number, or a complex data struc-
ture.

- Reputation Ratings: Reputation Managers
have the task of merging multiple trust ratings in
reputation ratings. This is a global view and eval-
uation of multiple trust ratings.

4.5 Statistic Evaluation of Trust and Reputa-
tion

The role of this initial proof of concept is to
evaluate and demonstrate the streaming mode
processing capabilities and the simplicity of the
calculations performed. Further iterations of the
Trust and Reputation Model plan to employ a
more efficient evaluation system, but still similar
to CLIPS. As an example, the following rule (em-
ployed in RERUM) generates an alarm (Figure 5)
if the observed values are outside of an interval
[minA, maxA]J:

5. CONCLUSIONS

CrowdHEALTH approach is based on privacy by
design. The CrowdHEALTH Integrated Holistic
Security and Privacy framework presents secu-
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rity requirements of an e-health cross-
border system and proposes security
mechanisms, such as user authentica-
tion, user authorization, access control,
data anonymization, trust management
and reputation modeling that are ap-
plied in the project. The implemented
framework has to be thoroughly tested
in order to prove its robustness and as-
sess its performance. The holistic se-
curity and privacy framework might be
adapted during the project’s life circle according
to new legislations..
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Hot topic

Core practices are the policies and
practices journals and publishers need, to
reach the highest standards in publication
ethics. We include cases with advice
quidance for day-to-day practice,
education modules and events on topical

ues, to support journals and publishers

fulfl their policies.

anonymously, at the next Forum

COPE provides leadership in thinking on publication eth

and support members, and offers a professional voice

in current debates.

NEW! Predatory publishing discussion document. We describe the phenomenon,
describe the impact on the various stakeholders involved, analyse proposed interventions and solutions, and

give COPE's perspective on addressing the problem going forward. Please add your feedback and comments.

Our next Forum, where members discuss and advise on current cases

webinar on Friday 6 March, 2020. If you have a case you can submit it to be discussed,

ics and practical resources to educate

identify the key issues,

, will be held by
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