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The application of a currently proposed differential privacy
algorithm to the 2020 United States Census data and additional
data products may affect the usefulness of these data, the
accuracy of estimates and rates derived from them, and critical
knowledge about social phenomena such as health disparities. We
test the ramifications of applying differential privacy to released
data by studying estimates of US mortality rates for the overall
population and three major racial/ethnic groups. We ask how
changes in the denominators of these vital rates due to the
implementation of differential privacy can lead to biased esti-
mates. We situate where these changes are most likely to matter
by disaggregating biases by population size, degree of urbaniza-
tion, and adjacency to a metropolitan area. Our results suggest
that differential privacy will more strongly affect mortality rate
estimates for non-Hispanic blacks and Hispanics than estimates for
non-Hispanic whites. We also find significant changes in estimated
mortality rates for less populous areas, with more pronounced
changes when stratified by race/ethnicity. We find larger changes
in estimated mortality rates for areas with lower levels of urban-
ization or adjacency to metropolitan areas, with these changes
being greater for non-Hispanic blacks and Hispanics. These find-
ings highlight the consequences of implementing differential pri-
vacy, as proposed, for research examining population composition,
particularly mortality disparities across racial/ethnic groups and
along the urban/rural continuum. Overall, they demonstrate the
challenges in using the data products derived from the proposed
disclosure avoidance methods, while highlighting critical instances
where scientific understandings may be negatively impacted.
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In September 2018, the US Census Bureau announced that they
would implement differential privacy (DP) on data products
derived from 2020 census data (1). DP works by infusing noise
into data through implementing a top-down algorithm, infusing
noise to the nation, then to the states, and on down to blocks (2).
The implementation of this method “marks a sea change for the
way that official statistics are produced and published” (3).
Numerous organizations, data users, researchers, and demogra-
phers have expressed concern about the accuracy of the data
produced under the DP algorithm and the usefulness of these
releases for creating public policy, monitoring population struc-
tures and distribution, and expanding scientific understandings
of ongoing demographic changes in this country. Recently, the
US Census Bureau released 2010 demonstration data products
produced using the new disclosure avoidance system (DAS) to
allow the data-user community to study the utility of these census
tabulations and discuss the trade-offs between accuracy and
privacy (4). The Committee on National Statistics conducted a
workshop on 2020 census data products in December 2019,
where many researchers and data users expressed concerns
about the accuracy and usefulness of the noise infused data (4).
Given that DP is untested in the decennial census environment,
continued use of traditional techniques could be preferable until
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more is known about the impact of DP on important uses of
census data, particularly in light of concerns discussed at the
workshop on December 2019 (4).

Why are there concerns about privacy? Title 13 of the United
States Code imposes heavy obligations on the US Census Bureau
not to release data that could be successfully reidentified (5).
There is concern that modern algorithms, like variations of
machine learning (6), may make it possible that standard census
data products, like decennial tabulations, could violate this
statute because they can reidentify individuals; DP is an attempt
to make such efforts futile. However, the US Census Bureau
conducted internal reconstruction efforts that have resulted in
varying levels of reidentification “success,” depending on the
specifications of the reconstruction algorithm (7, 8). Many have
noted that the implementation of DP sacrifices the accuracy of
upcoming census data releases to protect the privacy of respon-
dents despite “reconstruction” efforts failing between 29% and
62% of the time, with the former lowest fail rate only attained
allowing for a 1-y difference in age between the reconstructed files
and the population records (7, 9). In prior reconstruction efforts,
only 17% of the population was confirmed with confidential data,
not using datasets available commercially (10). Despite such fail-
ure rates for past reconstruction efforts, census analysts insist that
the implementation of a new disclosure methodology due to the
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threat of database reconstruction is warranted (5, 11). Although
there remains the theoretical prospect for reconstruction, a his-
torical overview indicates that “there is not a single documented
case of anyone outside the Census Bureau revealing the responses
of a particular identified person in public use decennial census or
ACS data” (12). In studies of simulated external attacks, only a
small fraction of possible reidentifications turned out to be cor-
rect, which has led some to conclude that reidentification risks are
small (5, 13). A blog entry by Dr. Ron Jarmin, Deputy Director
and COO at the Census Bureau, stated that a study conducted by
census researchers concluded that the accuracy of the recon-
structed data were limited, and that confirmation of reidentified
responses required access to data only available at the Census
Bureau (14). Furthermore, although proponents of DP imple-
mentation have noted there is a need to better understand the
willingness to pay for privacy and statistical accuracy (15) and to
develop principles that will guide the evaluation of the protection
mechanisms (16), they have documented numerous issues en-
countered while implementing DP (3). It has been recommended
that the Census Bureau proceed with caution and in consultation
with key users of census data (5). Better understanding the im-
plications of DP in census products and the perceptions of the
data-user community are thus vital. The US Census Bureau has
compiled these concerns and continues to listen to the data-user
community to identify where the new DAS needs to be improved (17).

The decennial census is the principal source of information
about the population of the United States. It operates as a de
jure census, where, every 10y, each resident is counted according
to where they usually live on April 1 (18). The original and
primary purpose of the census is for political apportionment,
which is followed by legislative redistricting. Nevertheless, the
decennial census is used much more broadly today. Population
counts are used by every branch of the federal government, and
census data influence the distribution of federal funds, grants,
and other forms of support for local governments while doc-
umenting population characteristics such as sex, age, race/eth-
nicity, and other demographic factors (18). Many state and local
stakeholders use census data to assign funds for schools, hospi-
tals, roads, public works, and other forms of government
spending (19-21). A Census Bureau report found that 132 pro-
grams used census data to distribute more than $675 billion in
funds during fiscal year 2015 (22). Likewise, the decennial census
is a key source of information used by businesses for market
research and to plan the locations of stores and factories (20).
Problems with census data quality can be expected to have ripple
effects on job creation and economic activity in a variety of
sectors.

Instances in which the decennial census is crucial include, but
are not limited to, the study of population size, distribution, and
change and measures of population composition such as age/sex
composition (18). Census data are also an all-important com-
ponent of the estimation of population-level indicators for fer-
tility, health, migration, and mortality (23-26) and consumer
demographics (20). For example, applied demographers rely on
this data source to inform disaster planning and assessment of
vulnerable populations (27), determine the number and char-
acteristics of older adults (28), project school enrollment (29),
perform health needs assessments (30), and estimate demand for
services like transportation (31). Other areas where the accuracy
of these data are crucial include, but are not limited to, electoral
demography (32-34) and informing business decisions (35).
These data are also crucial for expert witness analysis on cases of
gerrymandering (36-38). In addition, census data constitute the
most reliable source of information used to validate estimation
techniques and the coverage of administrative records (39),
which are increasingly being used for research and policy
decision-making (40-42). Last, census data are vital for planning
and implementing the next round of census data collection, and
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for the public, research community, and representatives to
evaluate those plans.

In this article, we use empirical data to assess one of the most
pressing effects of the implementation of DP for county-level
population counts, overall and stratified by racial/ethnic
groups, and to examine what DP-induced variability in these
counts might mean for mortality rate estimates and our un-
derstanding of racial/ethnic disparities. Mortality rates are esti-
mated using data from two sources: the numerator comes from
vital records and the denominator comes from official pop-
ulation counts (43); they are most often calculated for pop-
ulation subgroups (e.g., by age, sex, race, or interactions of these
and other criteria). As such, DP may affect these estimates by
changing the denominators’ fidelity to underlying population
size. We calculate apparent population changes due to differ-
ences in disclosure avoidance methodologies and the magnitude
of these changes with respect to county-level population size.
Drawing on these calculations, we first document how county-
level mortality rate estimates could be affected if DP is imple-
mented, under current parameters, in comparison to estimates
produced using the official 2010 population counts. We ask how
might county-level mortality rate estimates change for the overall
population and three major racial/ethnic groups if differential
privacy is implemented using the parameters underlying the
demonstration products shared by the US Census Bureau in
October 2019. We focus on mortality rate estimates because
these are essential population-level metrics for which data are
collected and disseminated at the national level, but this ana-
lytical approach can be applied to any health condition that af-
fects the population of the United States. Mortality rates are a
critical indicator of population health, and recent scholarship has
made very broad inferences about societal health and well-being
on their basis, for instance, by tying the burgeoning phenomenon
of “deaths of despair” to all manner of social challenges and
changes (44-46). An advantage of focusing on mortality rate
estimates is that death records are published for the whole na-
tion and mortality records satisfy basic criteria of coverage that
make them a reliable data source to conduct this analysis (47).
Finally, we assess the association between changes in mortality
rate estimates and population size and urbanization or adjacency
to metropolitan areas (Approach, Methods, Data, and Measures).

The results of these analyses indicate substantial variation due
to the noise introduced into the population counts included in
the 2010 demonstration products in comparison to the 2010 of-
ficial counts. We then consider how these changes in the de-
nominators impact the accuracy of a population-level health
metric by examining changes in the mortality rate estimates due
to the change in the denominators. In this test, we examine the
magnitude and direction of the changes in mortality rate esti-
mates that DP would introduce. We quantify this change as rate
ratios, measuring the deviation from the 2010 crude mortality
rate estimates when DP-adjusted data are used as a de-
nominator. This test reveals that the accuracy of mortality rate
estimates is significantly affected in areas with smaller pop-
ulations and lower levels of urbanization, as well as those non-
adjacent to a metropolitan area. The tabular analysis and spatial
representation show a combination of increases and decreases in
both population counts and mortality rates for the four groups of
interest, with differences in both direction and magnitude. The
results of these tests indicate that implementation of DP would
mostly affect understandings of mortality differences among
non-Hispanic blacks and Hispanics.

Results

County-Level Population Change. In Table 1, we present a de-
scriptive analysis of the change in population counts for the
overall population and three major racial/ethnic groups when
comparing the data produced under the traditional and currently
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Table 1. Change in 2010 population counts for counties due to the implementation of differential privacy (N = 3,131)
Overall population Non-Hispanic whites
Counts Counts
Finding Minimum Average Maximum Minimum Average Maximum
Count -811 -0.39 4,217 -305 -0.30 211
Percent (%) —2.50 0.44 29.24 —48.84 —0.08 6.72
Counties Counties
Reduce No change Increase Reduce No change Increase
Counties 1,198 17 1,916 1,537 26 1,568
Percent (%) 38.26 0.54 61.19 49.09 0.83 50.08
Non-Hispanic blacks Hispanics
Counts Counts
Minimum Average Maximum Minimum Average Maximum
Count -137 -0.31 279 -919 0.11 2,935
Percent (%) -100 7.07 3,700.00 -72.92 15.32 1,650.00
Counties Counties
Reduce No change Increase Reduce No change Increase
Counties 1,686 58 1,359 1,332 15 1,784
Percent (%) 54.33 1.86 43.80 42.54 0.48 56.98

Change was estimated by subtracting the official 2010 population count from the DP count. For the percent calculations, we used the 2010 population
counts as a denominator. In the case of non-Hispanic blacks, 28 counties do not have enough information to calculate percent change. For this section, the

number of counties (N) is 3,103.

proposed disclosure avoidance methods. Positive changes mean
DP leads to overreporting the population, while negative
changes mean that it underreports the population. The range of
change for the overall population is from —811 to 4,217 people,
which roughly translates in a minimum reduction of 2.50% and a
maximum increase of 29.24%. On average, the overall pop-
ulation change is zero, as would be expected given the goals of
DP. The range for population and percent change is smaller for
the non-Hispanic white population in comparison to every other
racial/ethnic group. Conversely, both changes in counts and
percentages have a wider range for the non-Hispanic black and
the Hispanic population, with artificial increases due to DP being
over 1,000%. Table 1 also presents the corresponding figures for
number of counties where population change is recorded.
Change is observed for the overall population and every racial/
ethnic group. The group with the most reductions in county
population due to DP are non-Hispanic blacks, with a difference
of 149 counties in comparison to the corresponding count to
non-Hispanic whites (second highest). The group with the most
increases in county-level population counts is Hispanics, with 216
counties more than the second highest value (non-Hispanic
whites). In SI Appendix, Fig. S1, we show maps for percent
change attributable to differential privacy for the overall pop-
ulation (SI Appendix, Fig. S14) and the three major racial/ethnic
groups (SI Appendix, Fig. S1 B-D) of the United States.

In Fig. 1, we show the association between population size
under the traditional disclosure protection techniques and per-
cent change due to the implementation of DP for the overall pop-
ulation (Fig. 14) and the three major racial/ethnic groups
(Fig. 1 B-D). Results show that there are higher levels of change for
less numerous populations, with these differences being more pro-
nounced for non-Hispanic blacks and Hispanics. In the case of the
overall population, population counts show a small increase in less
populous areas. For non-Hispanic whites, we observe increases and
decreases in smaller areas, with these changes being smaller in more
populous areas. On the contrary, for non-Hispanic blacks, we find
higher levels of variation both in frequency and magnitude for less
populous areas, and we observe this phenomenon even in areas with
larger populations. For Hispanics, the implementation of DP results
in higher levels of population change, with the more pronounced
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effects leaning toward an increase in the Hispanic population in less
populous areas.

County-Level Mortality Rates. In Fig. 2, we show a comparison
between mortality rate estimates calculated using the official
2010 US Census counts and counts resulting from the implementa-
tion of differential privacy as denominators. For the overall pop-
ulation and non-Hispanic whites, we observe clustering of values on
top of the line of equality (Fig. 2, blue 45 ° lines). For non-Hispanic
blacks and Hispanics, there are greater deviations from the line of
equality than for non-Hispanic whites, but deviations are most pro-
nounced for non-Hispanic blacks. In this instance, using the de-
nominators from the DP dataset produces lower mortality rate
estimates than those produced using the 2010 official counts as de-
nominators. This finding reflects the higher level of variation in
mortality rates for non-Hispanic blacks and Hispanics than for non-
Hispanic whites or for the overall population.

At the county level, differences in mortality rate estimates are
better captured by the calculation of mortality rate ratios
(MRRs). The MRRs indicate whether the mortality rates cal-
culated using the demonstration product counts result in artifi-
cial increases or reductions in comparison to rates produced
using 2010 census counts as denominators. We approach these
differences using a threshold of +0.25 for each population of
interest: increase (MRR > 100.25), similar (99.75 < MRR <
100.25), or decrease (MRR < 99.75) in comparison to the
mortality rate estimates calculated using the DP counts. A tab-
ulation of these three mutually exclusive categories to assess the
direction and magnitude of the change in mortality rate esti-
mates is included in ST Appendix, Table S1. We observe changes
across every group of interest. However, there is a substantial
difference between the estimates by population subgroups. For
example, a higher percentage of counties fall within what could
be considered similar levels for the overall population (60.14%)
and non-Hispanic whites (77.43%). In contrast, the MRRs for
non-Hispanic blacks and Hispanics are lower than 40%. Fig. 3
shows the spatial distribution of MRRs for the threshold de-
scribed earlier for the overall population (Fig. 34) and the three
major racial/ethnic groups (Fig. 3 B-D). We assessed a wider
threshold of +1.00% and the results are consistent (SI Appendix,
Fig. S3).
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2010 data and the 2010 data with noise infused by DP.

In Fig. 4, we demonstrate the associations between population
size and MRR for the groups of interest. In Fig. 4 4 and B, we
present the relation between population size and the MRR for
the overall population and non-Hispanic whites. There is no
clear pattern observed regarding population size and MRR for
the total or the non-Hispanic white population. On the contrary,
there is a noticeable pattern for non-Hispanic blacks and His-
panics. First, both groups show variation in areas with smaller
populations. The MRR for non-Hispanic blacks shows a com-
bination of overestimation and underestimation of mortality
rates using alternative denominators. In the case of mortality rates
for the Hispanic population, there is a combination of over- and
underestimation of the mortality rates, but the underestimation of
mortality rates using the DP denominator is more pronounced,
with some MRR values exceeding 200. These results mean that, in
some cases, the mortality rate estimates calculated using 2010
census counts were twice as high as those produced using the DP
denominators. We see similar patterns for non-Hispanic whites
living in less populated areas.

We expand the analyses presented in Fig. 4 by exploring
whether the MRRs differed by degree of urbanization or adja-
cency to metropolitan areas. The results are particularly
informative regarding the intersection of racial/ethnic and
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geographic differences (SI Appendix, Fig. S2). For example, the
changes in mortality rate estimates for the overall population
and non-Hispanic whites are concentrated in the nonmetro areas
with an urban population of 20,000 or more but not adjacent to a
metro area. On the contrary, we observe higher levels of varia-
tion and the detection of more outliers for non-Hispanic blacks
and Hispanics across almost every degree of urbanization or
adjacency to a metropolitan area. The cases of the Rural-Urban
Continuum codes (RUCC) 6 and higher, which have lower levels
of urbanization, are worthy of attention, as there are values
where the mortality rates derived using DP denominators are
underestimating mortality for non-Hispanic blacks and His-
panics. Such levels of overestimation and underestimation are
not observed for the overall population or non-Hispanic whites,
with very few exceptions.

Discussion

The implementation of differential privacy to the 2020 Census,
as proposed, may affect analyses of the demographic landscape
of the United States, and this will have numerous implications
for the study of demographic change and health disparities
within the nation. First, the change to this disclosure avoidance
system will endanger what is known about the demographic
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transformations of the US population, which is information used
by the public and the private sector in their decision-making
processes. Because population counts derived from the census
inform intercensal population estimates and projections, in-
accurate data releases in the 2020 Census could affect our
knowledge of the population into the future and as long as the
proposed disclosure avoidance system remains in place. Further,
this may bias analyses that use these data sources to study pop-
ulation change across time and space, potentially yielding the
appearance of discontinuities around 2020 even in the absence of
such discontinuities. Second, emerging destinations of minority
populations will not be identifiable because these populations
will be moved to other areas. Infusing noise in the data, in
comparison to the current disclosure avoidance system, will
produce inaccurate patterns of demographic change with higher
levels of error found in the calculations for non-Hispanic blacks
and Hispanics. At the same time, these counts are bound to
impact post-2020 districting for both federal and state elections,
as well as evaluations of that redistricting. Fortunately, we know
how the districts were drawn in 2010, and the resulting infusion
of noise in the demographic composition of these districts should
be the subject of future studies. Likewise, noise-infused data
products will pose challenges for the work of state and local
governments because many of the demographic and economic
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analyses performed in this sector are informed by data sources
produced by the US Census and focus on smaller geographic
areas and sometimes less populous ones. Third, these changes in
population counts will affect understandings of health disparities
in the nation, leading to overestimates of population-level health
metrics of minority populations in smaller areas and underesti-
mates of mortality levels in more populated ones. Here, the ef-
fects are dramatic. For example, in McCulloch County, Texas,
the mortality rate ratio for non-Hispanic blacks is 75.9, indicating
the mortality rate would be 24% lower under the current
methodology compared with the differential privacy methodol-
ogy. Similarly, in Clarke County, Virginia, the mortality rate ratio
for Hispanics is 121.4, indicating the mortality rate would be
21% higher under the current methodology compared with the
differential privacy methodology. At the same time, the non-
Hispanic white mortality rate ratios were essentially unchanged
for these two counties, at 100.3 and 99.8, respectively, meaning
substantial biases may enter into understandings of disparities.
The infusion of noise into the data are more pronounced for
areas with smaller populations and areas at the higher RUCC
codes. This method could then have implications for the allo-
cation of funds to tackle health disparities across the nation,
leading to overspending in some areas and underspending in
others based on inaccurate needs assessments.
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Fig. 3. County-level mortality rate ratios for the overall population and three major racial/ethnic groups indicating whether the MRR was below 99.75 (red),
within 99.75-100.25 (blue), or over 100.25 (green): overall population (A), non-Hispanic whites (B), non-Hispanic blacks (C), and Hispanics (D). MRR com-
parisons are between originally published 2010 data and the 2010 data with noise infused by DP. Counties that do not have enough information for the

calculation of these rates are presented in gray.

Our results focus on the changes in population counts and
their effects on the accuracy of population-level health metrics.
Nevertheless, the proposed change in disclosure avoidance
methodology has additional effects. Given that census products
are used in complex survey design, sampling and weighting that
rely on these products will also be biased, potentially leading to
cascading effects in other layers of knowledge production about
the nation. While Complete Count Committees, a coalition of
local governments, community-based organizations, faith-based
groups, schools, businesses, the media, and others, strive for a
complete count of the population across the nation, they will not
receive a data release that accurately represents the population
they serve. If these data releases result in inaccurate population-
level metrics, local and state government and businesses will be
burdened with finding solutions to this by investing their re-
sources in population registries or leveraging administrative re-
cords to obtain data that are available under the current
disclosure avoidance method. For example, California has al-
ready expressed concern about the accuracy of population counts
produced by the US Census and are dedicating resources to
produce the California Neighborhood Counts, a minicensus fun-
ded by the state government (48). However, different attitudes
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regarding the accuracy of population counts are likely to vary
between states as well as within them. For example, California has
announced they will spend more than $187 million in census
outreach, while the Texas and 24 other state legislatures have
declined to spend any money in complete count efforts (49).

Approach, Methods, Data, and Measures

We obtained 2010 county-level population counts released under the tra-
ditional disclosure avoidance techniques and the ones produced with the
proposed differential privacy procedures (50, 51). We accessed counts for the
total population, non-Hispanic whites, non-Hispanic blacks, and Hispanics.
Any difference between these counts is due to changes in the disclosure
avoidance methodologies (traditional techniques vs. currently proposed).
Traditional disclosure techniques applied to the 2010 census counts include
record-swapping, item imputation, whole household imputation, rounding,
and top- and bottom-coding (52). The 2010 Demonstration Data Products,
which implement DP, work by allocating a “privacy-loss budget” or ¢ (53).
The 2010 DP counts were produced under a global ¢ = 6, where personal
records use ¢ = 4 and housing records use ¢ = 2 (54). We do not have
demonstration data across different levels of privacy loss. We produced a
descriptive analysis that includes the minimum, average, and maximum
values for changes in population counts and how these changes compared
to 2010 official population counts for the groups of interest. In Fig. 1, we
present the county-level percent change due to the change in disclosure
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Fig. 4. County-level mortality rate ratio (MRR) and population size (the logarithm of the originally published population size for 2010): overall population
(A), non-Hispanic whites (B), non-Hispanic blacks (C), and Hispanics (D). An MRR of 100 is equivalent to equal mortality rates, an MRR below 100 indicates that
the mortality rate under the DP is higher than the one calculated using 2010 US Census results, and an MRR above 100 indicates the contrary.

avoidance methodologies for the overall population and the three major
racial/ethnic groups. County-level population changes over or below +100%
were omitted from the visualization (number of omitted counties by race,
non-Hispanic blacks, n = 13; Hispanics, n = 5). We present the association
between percent change and population size, and present maps for percent
change are provided in S/ Appendix, Fig. S1.

Given that our primary interest was in how a population-level health
metric would be affected by the implementation of differential privacy, we
produced county-level death counts for the aforementioned population
groups by exploring changes in crude mortality rate estimates. We obtained
individual-level death records from the All County Multiple Cause of Death
Mortality Microdata files provided by the National Center of Health Statistics
(NCHS) through a collaborative data use agreement (55). Using these death
counts, we estimated county-level 2010 crude mortality rates for the overall
population, non-Hispanic whites, non-Hispanic blacks, and Hispanics using
the 2010 official population counts (M;) and those produced using the dif-
ferential privacy methodology (M;). We also produced a mortality rate ratio
(MRR), a ratio of these mortality rates, to explore how the differences in
denominators produced different mortality rates. The MRR, calculated as
MRR = (M1/M5)*100, indicates whether M, was higher than (MRR < 100), the
same as (MRR = 100), or lower than (MRR > 100) the M, (43). We accessed
the 2013 Rural-Urban Continuum codes (RUCCs) published by the USDA to
incorporate this measure of urbanization and adjacency to a metro area to
our analysis (56). We matched each county with its corresponding RUCC and
performed an analysis of the MRR by RUCC (S/ Appendix, Fig. S2, provides an
explanation of the RUCC). This provides the opportunity to analyze the

Santos-Lozada et al.

changes beyond the standard metro and nonmetro classification and dis-
tinguish among diverse residential groups (56). Finally, we produced maps of
the MRR to visualize the spatial distribution of MRR differences, allowing for
a small range of variability, categorized as below 99.75, within 99.75-100.25,
and over 100.25; an alternative range of variability was also explored (S/
Appendix, Fig. S3). We also present the association between MRR and
population size in Fig. 4. MRRs over 250 were suppressed in the visualiza-
tions presented in Fig. 4 (number of counties, OP, n = 0; NH whites, n = 0; NH
blacks, n = 6; Hispanics, n = 4). We used R (57) for data manipulation and
ggplot2 to produce data visualizations (58).

Data Availability. All data and code used to produce this analysis are available
through an online repository, and access will be granted upon request to the
corresponding author following NCHS guidelines for data disclosure.
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