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In various fields, the internet of things (IoT) gains a lot of popularity due to its autonomous sensors oper-
ations with the least cost. In medical and healthcare applications, the IoT devices develop an ecosystem
to sense the medical conditions of the patients’ such as blood pressure, oxygen level, heartbeat, temper-
ature, etc. and take appropriate actions on an emergency basis. Using it, the healthcare-related data of
patients is transmitted towards the remote users and medical centers for post-analysis. Different solu-

{(etyworgs:fM dical Thi ToMT tions have been proposed using Wireless Body Area Network (WBAN) to monitor the medical status of
Br;oesrer;ioﬁs edical Things (IoMT) the patients based on low powered biosensor nodes, however, preventing increased energy consumption

and communication costs are demanding and interesting problems. The issue of unbalanced energy con-
sumption between biosensor nodes degrades the timely delivery of the patient’s information to remote
centers and gives a negative impact on the medical system. Moreover, the sensitive data of the patient
is transmitting over the insecure Internet and prone to vulnerable security threats. Therefore, data pri-
vacy and integrity from malicious traffic are another challenging research issue for medical applications.
This research article aims to a proposed secure and energy-efficient framework using Internet of Medical
Things (IoMT) for e-healthcare (SEF-IoMT), which primary objective is to decrease the communication
overhead and energy consumption between biosensors while transmitting the healthcare data on a con-
venient manner, and the other hand, it also secures the medical data of the patients against unauthentic
and malicious nodes to improve the network privacy and integrity. The simulated results exhibit that
the proposed framework improves the performance of medical systems for network throughput by 18%,
packets loss rate by 44%, end-to-end delay by 26%, energy consumption by 29%, and link breaches by 48%

than other states of the art solutions.
© 2020 The Author(s). Published by Elsevier Ltd on behalf of King Saud Bin Abdulaziz University for
Health Sciences. This is an open access article under the CC BY-NC-ND license (http://creativecommons.
org/licenses/by-nc-nd/4.0/).
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Introduction

Wireless Sensor Network (WSN) consists of various sensing sta-
tions also called sensor nodes that are dispersed into the observing
areato sense the desired data[1-4]. All the nodes are self-governing
and operated independently in an ad-hoc manner with nominal
cost. The sensing data are further forwarded towards the sink node
or Base Station (BS) via cluster head or local controller [5-7]. WSN
is beneficial for many applications such as healthcare, military,
agriculture, industries, smart vehicles, natural disaster, security,
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and surveillance, etc. However, the main problem of WSN is its
restricted constraints on the part of sensor nodes in terms of mem-
ory, energy, transmission, and processing power [8,9]. The field of
Wireless Body Area Network (WBAN) is a subset of WSN and can be
exploited to determine the conditions of the human body. The med-
ical experts obtained the required information from the BS using
the Internet for continuing monitoring the status of patient’s health.
In healthcare applications, various biosensor nodes are attached to
clothing or even implanted inside the human body to sense the
activities of different parts.

The concept of the WBAN has been used firstly by ref. [10]
and later many researchers have shown their interest. Like WSN
and MANETs, WBAN has also some constraints in terms of energy,
processing, computation, heterogeneity, and storage, etc. WBAN
offers a remote facility to record the details of the patients’ health
based on biosensors. These biosensors are used to determine the

1876-0341/© 2020 The Author(s). Published by Elsevier Ltd on behalf of King Saud Bin Abdulaziz University for Health Sciences. This is an open access article under the CC

BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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Fig. 1. The WBAN based medical system.

conditions of various parts of a patient’s body such as tempera-
ture, ECG, blood pressure, heartbeat, motions, EEG, etc. The capture
patient’s data transmits to the central coordinator or sink node
that is located inside the human body. The central coordinator fur-
ther forwards the healthcare data towards BS through intermediate
devices. Afterward, the medical experts obtained the required data
from BS using the Internet for suitable tests and studies [11-13].
Accordingly, the doctor can suggest appropriate medicines to the
patient or can take some immediate actions whenever sensors
identify any problem. The architecture of WBAN can be divided
into three tiers i.e. Intra WBAN, inter WBAN, and beyond WBAN.
In Intra WBAN, biosensors are implanted inside the human body
or deployed on the surface to detect different parts of the body
and transmits the obtained reading towards the local coordinator.
Usually, the local coordinator is a personal server and treated as a
gateway, which interacts with another tier. In Inter WBANS, local
coordinators or sink nodes processed and aggregate the received
data and forwarded towards BS via various access points (AP). In
the end, the beyond WBANS, the data are further transmitted from
BS to medical centers for the storage patient history on various
database servers. In the third tier, the doctor can be obtained the
patient’s data remotely and give the treatment on an emergency
basis [14-16]. The infrastructure of a medical system based on
WBAN technology is demonstrated in Fig. 1.

The domain of WBAN is inherited from the WSN technolo-
gies, therefore like WSN, the implanted biosensor nodes are also
needing long-run battery power for proper functioning and pro-
cessing of the health care data. The low power consumption, low
latency, secure data aggregation, and QoS-aware transmissions are
some major requirements for WBAN [17,18]. The energy of the
biosensors is depleted during sensing, processing, and transmis-
sion operation and it is not possible to change or recharge the
battery source while functioning, therefore improving energy con-
sumption among biosensors without affecting the delivery ratio of
e-healthcare application is one of the open research issues [19-22].
Besides, the sensitive data of patients are transmitted over the
insecure Internet, an unauthorized user can manipulate healthcare
measurements, thus data security and integrity are another major
research interest for WBAN [23-25].

Therefore, this paper aims to propose a secure and energy-
efficient framework using IoMT for digital healthcare applications
to decreases the excessive energy consumption of the biosen-
sor nodes and promptly achieve data delivery. The proposed
data gathering and routing strategy are based on artificial intel-
ligence methods to incur the least communication overheads and
transmission costs. The proposed framework is suitable for dig-
ital healthcare applications using IoMT to provide energy-aware
and secure conversation algorithms to recognize the pre-primary

maintenance information of patients. The proposed framework
facilitates the digital healthcare-related applications to analyze the
patients’ data intelligently and accordingly, medical experts give
possible treatment on time. The proposed framework integrates
the techniques of artificial intelligence with biosensors to automate
the analysis of patients’ data and obtained the outcomes with the
least computation and communication costs. Due to this, the digital
healthcare-related applications massive ability to increase medical
conclusions in terms of treatment analysis and recommendations.
Moreover, the proposed framework also offers secure and authen-
tic methods to prevent privacy breaches and information integrity
for digital healthcare applications.

The contributions of the proposed framework using IoMT for
e-healthcare are based on the 3-tiers that are highlighted below.

i Firstly, the IoMT are interconnected in the form of a complete
graph, such that there should be a unique edge, and by using
composite factors a numeric weight is assigned to each edge.
Secondly, by using Kruskal’s algorithm, the subgraphs are
extracted by evaluating the minimum cost value and optimizes
the routing decision from IoMT sensors to medical centers with
the least network overheads and energy consumption.

In the end, the critical and sensitive medical information of the
patients is kept secure over the Internet from malicious and
potential threats based on lightweight cryptographic methods.
The proposed framework offers a secure and authentic mech-
anism to route the healthcare information of the patient and
ensures their integrity by avoiding the dangerous harm to the
patients’ data.

=

i

ii

The simulation results have been done and the experimental
analysis demonstrated the improved outcomes for the e-healthcare
and medical systems in the comparison of other work for various
energy-efficient routing and data security parameters.

The rest of the paper is organized into the following subsections.
The related studies and finding problems are addressed in section 2.
Section 3 discusses the detail of the proposed framework along with
its designed components. The setup for simulation is presented in
Section 4. The experiments and their discussions are presented in
Section 5. The research article concludes in Section 6 and endorses
future work.

Related work

In recent decades, WBAN plays a very important role in medical
and non-medical applications due to its efficient and low com-
putation cost. Most of the WBAN-based proposed solutions are
for medical purposes to monitor the patients’ health, prescribe
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medicines and emergency calls, etc. The non-medical applications
using WBANSs are sports, military, security, etc. that can be used to
give-and-take information between machines and entities. WBAN
performs a vital job for the patients that cannot be able to visit
the hospitals regularly and needs mobility. Therefore, the biosen-
sors are wearable or implanted inside the body of the patient in
such a manner that the doctor can investigate the patient’s body
from a remote location over the Internet. During the investigation,
if the doctor diagnoses any problem, then using a smart system
alert message is sent to the patient cellular phone. Furthermore, the
implant sensors do not create any dis-comfortability for the body
and humans can continue their daily tasks very easily. The com-
ponents are WBAN consist of modules, coordinator node, WBAN
communication, and remote centers. The first part consists of dif-
ferent sensors that can be placed inside or outside the human body
for continuous observing of functions of various body parts. Usu-
ally, these sensors are cost-effective with low powered battery and
operate autonomously. All the biosensors offer their outcomes to
the coordinator node, often called as Central Control Unit (CCU).
Afterward, the coordinator nodes further transmit the biosensors
data to the next station i.e. tier-2. There are several wireless com-
munication approaches such as WIFI, 3 G, 4 G, GSM to forward the
biosensors data from coordinator nodes to the next station. After-
ward, the mobile cellular phone, personal computers, and router
like devices can be treated as the gateway nodes to transfer the
received biosignals towards the medical center via some wireless
broadband services. In the end, the medical centers are composed
of various database servers, mobile phones and PCs to send the text
messages, observing the patient’s conditions and store the informa-
tion for future purposes [26,27].

The routing protocols in WBAN [28-30] can be divided into
temperature-aware, QoS-aware, cluster-based and cross-layered
categories. In the QoS-aware routing protocol, various network
metrics are taken into account for data transmission. In cluster-
based solutions, the network is divided into clusters with one
cluster head inside each cluster, and the communication towards BS
can be either a single-hop or multi-hop. Temperature-aware rout-
ing protocols aim to reduce the temperature rising of the sensor
nodes while achieving balanced energy consumption and efficient
routing decision. In cross-layer routing solutions, protocols are
operated on different layers to share the network information
and the optimal route is chosen based on the various network
parameters. The authors [31], proposed a self-organization proto-
col (ANY-BODY) for WBAN, which aims to split the sensors into
clusters, and data packets are transmitted from clusters towards
the sink node. Instead of using multi-hop communication the pro-
posed protocol makes use of single-hop and forwarded the data
packets data directly from cluster heads to sink node. The proposed
solution improved the network performance as compared to tradi-
tional LEACH protocol and decreases energy consumption among
sensors. The authors in ref. [32], presents that network reliability
and energy efficiency are the major research demands in WBAN
for the accurate monitoring of the patients’ health. They highlight
the multi-hop problem during the collection of the data from the
patient’s body and due to traffic load, the uneven energy consump-
tion incurs between WBAN sensors. They proposed the tree-based
energy-efficient routing scheme (EERS) to achieve multi-hop rout-
ing with low overheads. Moreover, the proposed solution proposed
an end-to-end routing path in an energy-efficient manner with
an adaptive transmission power of WBAN sensors. In ref. [33],
the authors proposed iM-SIMPLE, which aims to offer reliable and
power-efficient routing protocol. The experimental results demon-
strate the proposed solution increases network throughput and
decreases energy consumption between sensor nodes. The cost
function using residual energy and distance to sink and data for-
warders are selected by using the minimum cost. Moreover, using

an integer linear program the energy consumption and network
throughput are formulated. Authors in ref. [34], proposed adaptive
medium access control (A-MAC) protocol for WBAN based on lin-
ear programming, which aims to decreases energy consumption
and increases data flow. In the proposed protocol, the sensors are
continuously monitoring the various parts of the human body and
provide updated information. If the current value is in the normal
range, then the proposed solution offers that there is no need to
access the channel. However, if the current value exceeds the per-
missible range, then sensors power on their transceiver and access
the channels. The simulated results illustrate that the proposed pro-
tocol improves network lifetime and throughput in the comparison
of existing work. An energy-efficient routing protocol (EERP) for
WBAN is proposed by ref. [35], which aims to present an efficient
and reliable solution for power consumption and stability of the
network. In the proposed solution cost-based function is used using
two different parameters and reduces the communication distance
for data forwarding by using multi-hop data transmission. The sim-
ulation experiments reveal better results than other solutions. In
ref. [36], the authors proposed an optimized cost-effective, and
energy-efficient routing protocol for WBAN, which aims to increase
energy efficiency and reliability. The proposed solution uses the
Genetic algorithm and optimized cost function based on resid-
ual energy, link reliability, and path loss factors. Accordingly, the
optimized route is used for data transmission from the body coor-
dinators towards the sink node. Moreover, the proposed solution
makes use of multi-hop routing and reduces the communication
distance between sensor nodes. The simulation experiments reveal
improved performance as compared to existing work. The authors
inref [37]. proposed a robust and efficient energy harvested-aware
routing protocol with a clustering (EH-RCB) approach for WBAN.
The proposed solution stabilized WBAN operations due to the selec-
tion of the best forwarder nodes. The forwarder node is chosen by
using the cost function, which comprised of signal to noise ratio,
transmission power, the distance between nodes and total avail-
able energy factors. The simulated results demonstrate improved
network performance in terms of different performance metrics as
compared to existing studies.

In ref. [38], the authors proposed an efficient next-hop selec-
tion algorithm for multi-hop body area networks (ENSA-BAN),
which aims to improve the network performance in terms of exist-
ing routing solutions. The proposed algorithm aims to select the
appropriate next-hop among the neighbors for multi-hop data
transmission. The selection of the next-hop is based on the link
cost function, which depends on residual energy, available buffer
size, and link reliability. Using the cost function, the proposed algo-
rithm balances the energy consumption and decreases the ratio
for the end-to-end delay. The factor of link quality in the pro-
posed algorithms affects the requirements of QoS and nodes’ energy
consumption. The authors in ref [39]. proposed energy-aware link
efficient routing approach for WBAN (ELR-W), aims to improve the
energy-oriented network metrics for healthcare-related applica-
tion in the comparison of existing work. The proposed solution
firstly makes use of beaconing information for the process of
network initialization. Secondly, by using energy and link-aware
efficiency, the path cost function selects the next-hop for data
routing. The path cost function is based on residual energy, hop
count, link efficiency, and distance to body node coordinator. The
simulation-based evaluation demonstrates the improved perfor-
mance for network throughput and energy consumption than
other solutions. The authors in ref. [40] proposed the dual sink
approach using clustering in the body area network, which aims
to improve network stability and throughput. The proposed solu-
tion provided a cluster-based scheme with dual sinks to reduce
the end-to-end delay and network congestion. Moreover, the for-
warder node is selected based on the cost function that consists
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of residual energy, distance to sink, and transmission power to
achieve reliable routing. In ref. [41], the authors proposed energy-
aware WBAN for health monitoring using critical data routing
(CDR), which aims to increase the energy level and lifespan of the
network. The proposed solution avoids the redundant data pack-
ets and only forwards the critical information towards the sink
node. All the sensor nodes sensed the data and determine their
threshold level, and accordingly, data packets are splits into crit-
ical or non-critical. The simulated experiments demonstrate that
proposed solution improves the network performance for through-
put, packet drop rate, ratio of collision and network stability as
compared to other solutions. The authors proposed a simplified
energy-balanced alternative-aware routing algorithm (SEAR) for
WBANSs [42], which aims to improve the procedure of route request
and route response and according it modifies the routing cost. The
proposed solution selects the alternative routing path along with
main routing path to decrease the network delay in case of link
failure. Moreover, based on the residual energy and data load fac-
tors, the intermediate node is selected for the role of next-hop. The
experimental results illustrated the improved results for the end-
to-end delay, energy consumption, and network throughput than
existing solutions.

It is seen from the related studies that WBAN is the sub-
group of WSN, and biosensors are restricted in terms of resource
constraints. The significant limitations are energy, computing, pro-
cessing, transmission, and storage resources. Different authors
have proposed solutions to improve the network performance for
WBAN, but still, energy-efficient and reliable data forwarding are
most of the important research issues of WBAN healthcare appli-
cations. Some solutions are proposed based on the tree mechanism
but such approaches increase the latency ratio and in case of bot-
tleneck a lot of route rediscoveries are triggered. Although some
solutions have been proposed and optimizing the network per-
formance based on cost functions, such solutions incur too much
exchange of control messages and do not consider the limited con-
straints on the part of biosensors, which results in the consumption
of additional energy resources and network overheads. Moreover,
some solutions are proposed based on clustering schemes, such
approachesimproved the network connectivity, however, they per-
form rapidly the phase of re-clustering without evaluating the
status of the nodes. It is also observed that most of the WBAN based
solutions incorporate link evaluation in computing the cost func-
tion, which results in routing stability with reliable data delivery
performance. However, such solutions incur additional overheads
to compute the cost function due to flooding of many control and
beacon messages. Also, such solutions overlooked data security and
nodes’ integrity, which are also a significant parts of consistent and
trustworthy healthcare-related applications. The sensitive data of
patients is transmitted from the local body coordinators to remote
medical centers via the Internet which is insecure and openly avail-
able for malicious and potential attacks, therefore, a secure data
routing in terms of confidentiality, authentication and integrity
should be considered to design routing solution for WBAN-based
applications with nominal overheads on sensor nodes.

Proposed secure and energy-efficient framework using
IoMT for e-healthcare

This section presents a detailed discussion of the proposed
framework, which is designed and developed for medical applica-
tions. The proposed framework improving the energy consumption
between biosensors and increases the security level of patients’
data using WBAN from a sink node to medical centers. The frame-
work offers efficient, reliable, and trusted techniques to monitor the
physical health of patients from a remote location on an emergency

basis. Before, discussing the details of the framework, we men-
tion some network considerations for modeling and designing the
framework. All sensor nodes have equipped with Global Positioning
System(GPS) and known their adjacent nodes. All the sensor nodes
have homogenous in terms of energy, memory, and transmission
power. Sink node has no limitation of resources and has more com-
puting power as compared to sensors. The sensor nodes capture the
data from the patient’s body and forwards towards the sink node,
which is also located inside the patient’s body. The healthcare data
reach to medical experts via intermediate devices from the sink
node. The malicious nodes can attack the network infrastructure to
abolish data privacy, authenticity, and integrity. They solely drop
the data packets and broadcast invalid packets for route requests
and responses to show its realism.

Framework architecture

The design of the proposed framework is comprised of two main
algorithms. In the first algorithm, biosensors interconnected to
each other in the form of the complete graph G and there is a unique
edge E between the set of nodes N. Using a multi-parameters met-
ric a weighted value is assigned to each edge which denotes its
cost. The cost is comprised of weighted residual energy, hop counts
to sink, distance to neighborhoods, and queuing delay factors. The
cost function offers to generate spanning sub-graphs S; in terms
of minimum cost with some conditions as follows. Firstly, there is
no cycle in the sub-graph, secondly, all the vertices must be con-
nected and in the last, for n vertices, there should be n — 1 edges
in the sub-graph. The sub-graph is constructed based on Kruskal’s
algorithm [43,44] such that each node contains the optimized list
of neighbor nodes for forwarding healthcare information towards
the sink node and from the sink node to medical centers. Unlike
most of the other solutions, the proposed framework uses com-
posite parameters to compute the cost function. Moreover, the
subgraphs are restored based on the updated cost using optimum
learning. Finally, in the end, the healthcare data is transmitted
securely towards the medical experts based on the cipher block
chaining algorithm [45,46]. The detail of the proposed algorithms
is discussed in the following sub-sections. The research design of
the secure and energy-efficient framework based on artificial intel-
ligence for medical systems using IoMT is demonstrated in Fig. 2.

Intelligent routing based on the minimum and optimal cost
computation

In this algorithm, biosensors are interconnected to each other
in the form of the undirected graph using a cost function f(c). The
cost function is based on weighted residual energy WRE, the num-
ber of hops to sink h(c), distance to neighborhoods Ny and queuing
delay Qq factors. All the factors are summed up in the collective
form and each part has significant importance on the computation
of cost function. All the biosensors generate a connected graph or
spanning tree, such that each biosensor should be connected to its
neighbors. There must be one unique edge between two consecu-
tive nodes, which shows the calculated cost value by using multiple
parameters.

In the beginning, the sink node advertised its position by flood-
ing the location packet, and accordingly, sensors determine the
current position of the sink. Each time when any sensor node
receives the location packet of the sink node, it records the value
of hop count in the routing table and increases the packet counter
value by 1. The routing table of each node also comprised of the
identification ID of its point-to-point neighbors. Moreover, sensor
nodes compute the proportion of their weighted residual energy
on periodic time interval At and flood the information to one-hop
neighbors so they can update the routing tables. Let’s consider that
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Fig. 2. The research design of the proposed secure and energy-efficient framework using IoMT for e-healthcare.

node i computes the ratio of consumed energy with a neighbor n
by using Eq. 1.

Ce = (ejnir—etx(k))/enet (1)

In Eq. 1, emgx is initial energy, ey(k) denotes the amount of
transmission energy while forwarding k data bits on periodic time
interval At, and e;er shows network energy. Accordingly, each node
i determines the consumed energy Ce1, Ce3, .., Cen With neighbors
ny, ny, ..., ny during transmitting k data bits and determined the
WRE as given in Eq. 2.

WRE = Ce1 + Cez + ... + Cen (2)

Afterward, each node forwards the outcome of WRE to neigh-
bors, and the obtained information is store in the routing table.
The routing table is constructed only in the network initialization
process and it updates the contents whenever there is any change
arises among the neighbor attributes. The sensor nodes also com-
pute the distance between their neighborhoods that originate in a
certainregion. Afterwads, the determined information is forwarded
towards a one-to-one neighbor. Let’s suppose, d,1, dn2, .., dny are
the communication distance of all the neighbors n, then the
weighted distance to the source node Ny is determined as given
in Eq. 3.

Ngq =(dp1 +dp2 + ... + dnn)/n 3)

Moreover, along with the number of hops to sink, distance to
neighborhoods and weighted residual energy, the cost function
is also dependent on the queuing delay Q4. The queuing delay
depends on the arrival rate of the data packets to the sensor node
and the transmission capacity of the outgoing link. Suppose that a,
is the arrival of the data packets D; to sensor node i and t. is trans-
mission capacity of the link, then queuing delay Q4 can be computed
as given in Eq. 4.

Qq= (ar+tc)/D; (4)

Finally, each node makes use of the computed values of
weighted residual energy, the number of hops, distance to neigh-
borhoods, and queuing delay to determine the cost value by using
Eq. 5.

f(c)=w1*WRE+w2*(hlc)+w3*(Nli) +w4*(é> (5)

In Eq. 4, w1, wo, ws, and wy are weighted coefficients and their
summation must be equal to 1.

Afterward, the framework extracts the subgraph by using
Kruskal’s algorithm in such a manner that it gives the most optimal
route entries based on minimum cost value. In this work, there are
some rules to be followed to extract the sub-graph that is given
below.

i If there are two parallel edges between nodes n; and n, then the
least cost edge is selected.

ii If there are multiple edges between consecutive nodes with the
same cost values than anyone can be chosen.

iii Arrange all the edges in the increasing order in terms of com-
puted cost value.

iv Extract and summed up the edge that has the least cost value
with no cycle. Repeat this process until the end-to-end routing
path towards the sink node is extracted. Finally, the minimum
cost M. of the extracted sub-graph can be computed by summa-
tion as given in Eq. 6.

Mc =f (cm1) +f (cn2) +f (€n3) + ... + f(Cnn) (6)

In Eq. 6, n1, n2, n3, ..., nn is set of nodes that give optimal
routing decision towards sink node with minimum cost based on
weighted energy, the number of hops to sink node, distance to
neighborhoods, and queuing delay parameters.

Secure data transmission

This section presents a developed secure algorithm of the
proposed framework to forward sensitive information about the
patient’s body from a sink node to the medical centers by using
a cipher block chaining algorithm. Also, the proposed algorithm
validates the encrypted chain of sensors’ data by computing
the digital authentication using private-public cryptography. In
this work, the data blocks Dg,Dq,D,,...... , Dp are encrypted
in the form of chain and generates a set of cipher blocks
Cbos Cp15Cps v e - Cpn—25Cpn_1, Cpn. Based on the cipher block
chaining algorithm data block D; for node i is XoR with the cipher
block Cp;_; of the previous data block D;_; and encrypted with the
secret key K. Next, the encrypted block is digitally signed by the
private key of node i PR; as given in Eq. 7.

Chi = E(PR; (Ex (Cpi—1 @ Dy))) (7)

Afterward, the node i + 1, firstly decrypts the entire data block
using the public key of node i PU; to verify the data and node
authenticity as E (PU;(Cp;). And accordingly, the data block Dy, ; for
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node i+ 1 is XoR with the cipher block Cb;_ of the previous data
block D;_; for node i and encrypted with the same key K. Also, the
encrypted block is digitally signed by the private key of node i + 1
PR, 1 as given in Eq. 8. Accordingly, the cipher block of each data
block depends on all the previous data blocks.

Cpiy1 = E (PRi11 (Ex (Cpi—1 ® Dy))) (8)

In this way, the data blocks are forwarded from the sink node
towards medical centers via intermediate nodes in the form of
a block of chains with data confidentiality, authentication and
integrity. . Upon receiving the data blocks at medical centers, each
data block is passed via the decryption algorithm using the same
key K, and then the outcome is XoR with the previous cipher block
to generate actual data block D; as given in 9.

D; = D(K(E (Cpi—1 ® Di11)) ® Cpi_1) (9)

The pseudocode of the proposed SEF-IOMT framework is
explained as follows.

Pseudocode: Secure and energy-efficient framework using loMT
for e-healthcare

1 procedure INTELLIGENT ROUTING (R)
2 arrange the sensor nodes in Graph G using cost function f (c)
3 for (i = 1; i<=neighbors ;i++)
4 do
5 Compute the cost function by using Ce, E, N4, Qq
6 f(c)= W1 * kg + W2 * he + W3 * Ni+ w4 * Qq
7 end for
8 extract sub-graphs by applying Kruskal’s algorithm with least
cost edge
9 organize all the extracted edges in increasing order
10 minimum cost M¢ = f (cp1) +f (cn2) +f (cn3) + - . - + f(Cnn)
11 end procedure
12 procedure secure data transmission
13 foreachnode; € [1: R]
14 do
15 node i also apply CBC mode with key K and digital signature
using PR;
16 Cp; = E (PR; (Ei (Cpi—1® Dy)))
17 node i+ 1 verifies the incoming cipher block using PU; as E
(PU(Cp;)
18 performs CBC mode on the data block with key K and digital
signature D; ; as
19 Cpitq = E (PR3 ((Ex (Cpi—1® Di11)))

20 end for

21 data blocks Dy, D1, Do, ...... , D encrypted in chain of cipher
blocks

22 Cho, Cp1, Coy v v Con-25 Con-1> Cbn

23 medical centers apply decryption algorithm using the key K
24 D; = D(K (Ey (Cpi—1® Di11)) ® Cpi 1
25 end procedure

Simulation setup

This section presents the simulation setup using the simulation
tool NS3. The sensor nodes are deployed in the area of 15m2. The
number of sensor nodes is set to 10 that are deployed on the body of
the patient. The sink node is located in the center of the patient body
and acts as a local coordinator. Sink node is considered as a more
powerful node in terms of resources as compared to sensor nodes.
The initial energy of the sensors is set to 1 j and their transmission
range is fixed to 2 m. The simulation interval is set to 250 s. The data
flow between sensors and the sink node is based on a constant bit
rate (CBR). Table 1 illustrates the default simulation parameters.
The malicious nodes are set to 5 between tier 2 and tier 3. The

Table 1
Simulation parameters.
Parameter Value
Simulation area 15m x 15m
Sensor nodes 10
Malicious nodes 5
Packet size, k 32 bits
Energy level 1]
Transport layer protocol uUDP
Control message 25 bits
Simulation time 250s
Transmission range 2m
Traffic type CBR
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Fig. 3. Time intervals and network throughput.

packet size in terms of bits is set to 32. In this work, we assumed
the energy model as adopted in ref. [47]. The energy consumption
of sensor nodes varies based on the transmitted and received data
bits as given in Egs. 10 and 11.

Eix (k, d) = Egpect "k + K*Ep*d? (10)
Etx (k) = Eelect*k (1 1)

Where E;x and E;x are the transmitting and receiving energy, k is
data bits, d is the distance among sensor nodes, E, . is the amount
of consumed energy per data bit and energy of the transmit ampli-
fier is denoted by Eg.

Statistical results and discussion

In this section, the statistical results of SEF-IoMT against exist-
ing solutions EERP [35], CRD [41], and SEAR [42] are discussed. This
selection evaluates the performace for various network parame-
ters. i.e network throughput, packet loss rate, end-to-end delay,
energy consumption, and link breakages.

Network throughput

The Fig. 3 demonstrates the simulation experiment for network
throughput between SEF-IoMT and exiting work. It is observed
from the simulation results that SEF-IoMT remarkably increases
the ratio of network throughput by 9%, 17%, and 29% under vary-
ing time intervals as compared to other solutions. This is due to
that SEF-IoMT makes use of multi-hop data transmission between
sensors and the sink node. Moreover, the existing solutions SEAR,
CRD, and EERP do not consider the link measurement for data
routing, and mostly weak transmission channels are adopted for
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Fig. 4. Time intervals and packet loss rate.

data forwarding. The proposed SEF-IoMT offers more reliable and
energy-efficient links for routing using artificial intelligence-based
techniques and leads to improved network throughput. Further-
more, the existing solutions overlooked data security in routing
and false entities frequently generate route request packets, which
results in heavy network congestion. Moreover, the existing solu-
tions cannot avoid notifications by malicious nodes that brings
down throughput to an unacceptable level.

Packets loss rate

Fig. 4 illustrates the behavior of SEF-IoMT in the comparison of
existing solutions for the packet loss rate. It is seen from the simula-
tion results that SEF-IoMT decreases the level of packet loss rate by
30%, 46%, and 56% as compared to other solutions at varying time
intervals. The SEF-IoMT outperforms SEAR, CRD, and EERP because
the designed cost function for SEF-IoMT based on multiple factors
and leads to energy-efficient, shortest, and link-aware routing deci-
sions. Moreover, the integration of data security using cipher block
chaining also increases the security level on each data block and
makes it very hard for malicious nodes to alter and drop the data
packets. Due to the absence of link measurement and data security
in existing solutions allow malicious nodes to generate the net-
work traffic on the transmission medium thereby disturbing the
flow of data packets. The SEF-IoMT achieves more stable routing
paths from biosensors to sink node and from sink node to remote
medical centers, which reduces the chances of packets dropping
and increases the stability of data delivery performance.

End-to-end delay

Fig. 5 demonstrates the performance evaluation of SEF-IoMT
against existing work in terms of end-to-end delay. The experimen-
tal results revealed that SEF-IoMT decreases the ratio of end-to-end
delay by 17%, 28%, and 34% under varying time intervals as com-
pared to other solutions. This is due to that SEF-IoMT chooses
more energy-efficient, secure and stable routes for data transmis-
sion and minimizes the chances of data delay with fewer wireless
retransmissions. Unlike the SEAR, CRD, and EERP solutions that
select the next-hop without consideration of the conditions of
the wireless channel and lead to rapid route re-discoveries, such
approaches incur an additional end-to-end delay in data recep-
tion. The SEF-IoMT exploits artificial intelligence-based evaluation
of next-hop and makes use of multi-parameters metric, such an
approach increases the lifetime of the route and decreases the net-
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Fig. 6. Time intervals and energy consumption.

work latency. Moreover, the incorporation of security aspect in
SEF-IoMT avoids the behavior of malicious nodes to route the data
on longer routes and also decrease the prospects of network dis-
connection, which results in achieving improved end-to-end delay
rate.

Energy consumption

In Fig. 6, the performance results of SEF-IoMT is compared with
existing work in terms of energy consumption. The numerical anal-
ysis demonstrates that SEF-IoMT improves energy consumption by
17%, 31%, and 40% in varying time intervals as compared to other
work. The SEAR, CRD, and EERP solutions consumed additional
communication costs and energy consumption in the construc-
tion of reliable routing paths. As such solutions do not judge the
condition and status and transmission medium while sending the
data packets, which results in deplete high proportion of energy
resources in the re-construction of routes. The design of SEF-IoMT
focuses on energy-efficient, shortest, consistent, and secure rout-
ing paths, which balances the energy consumption between the
sensor nodes. The multi-parameters metric reduces the extra over-
heads on node levels due to the selection of most trusted links for
data forwarding and decreases the ratio of energy consumption of
the nodes in generating unnecessary route request packets. More-
over, therobust and intelligent based nodes extraction in subgraphs



1574 T. Saba et al. / Journal of Infection and Public Health 13 (2020) 1567-1575

40 - - .

351

3t el
= I o -
X251 wmenn"" -
7 Sos® & -
g - -
o anet” P -
@ 2 - -
o ‘,_——’ -
Qo -
~ — -
€ 15~ g -
= — -

-—"-—0 - -
10e~"" -
-— -
B = W= SEF-IoMT
s - — @ SEAR
=@ CRD
-4+ EERP
0 . . n
50 100 150 200 250

time intervals(sec)

Fig. 7. Time intervals and link breaches.

leads to choose the minimal weighted cost route in terms of energy
efficiency, distance, and link performance.

Link breaches

In Fig. 7, the experimental results have been shown between
SEF-IoMT and other solutions in terms of link breaches. The numeri-
cal analysis demonstrates that SEF-IOMT outperforms the reducing
rate of link breaches by 35%, 49%, and 61% as compared to existing
solutions. The SEAR, CRD, and EERP solutions suffer from choosing
trusted routing links because they overlooked both the evaluation
of wireless channels and security level between next-hops. Due
to this, the routing paths in SEAR, CRD, and EERP are more prone
to failure and need a lot of route requests and route re-discoveries
packets, which caused additional overheads of sensor nodes. In SEF-
[oMT, the proposed security mechanism based on a cipher block
chaining and digital signature guarantee to achieve reliable and
secure routing while maintaining the energy efficiency. Moreover,
extracting sub-graphs based on the artificial intelligence approach
increases the strength of chosen routes based on the composite cost
function. As a result, the SEF-IoMT requires minimal calls for route
maintenance and leads to stable network performance.

Conclusion

WBAN performs a vital role in medical systems by observ-
ing the health of patients and forward the information towards
remote medical centers for appropriate actions. However, due to
the limited constraints of sensors, it needed an energy-efficient and
reliable data transmission solution. Moreover, patients’ sensitive
data are more prone to potential threats and leads to compromised
data security. In this work, we proposed a secure and energy-
efficient framework using IoMT for e-healthcare, which aims to
decrease energy consumption and increase data delivery on time
towards medical experts. The next-hop is selected based on multi-
parameters which achieves an optimal and minimal cost routing
path by using the Kruskal algorithm. Based on the Kruskal algo-
rithm, the proposed framework extracts the subgraph intelligently
from the complete graph and decreases the overall communica-
tion overhead. Moreover, since patients’ data is transmitted over
the insecure Internet via various access points, such data forward-
ing is harmful to data privacy and negotiated with data integrity.
In this work, SEF-IoMT makes use of cipher block chaining to for-
ward the data in the form of chains and increase the security
level of e-healthcare data against malicious traffic. Moreover, along

with the cipher block chaining algorithm, the private-public key
based digital authentications are also incorporated in data trans-
mission to ensure its validation and integrity. The simulation-based
experiments are done and their statistical analysis demonstrated
the SEF-IOMT is energy-efficient and more secure with lower net-
work delay as compared to other work. In future work, we aim to
improve the SEF-IoMT in mobility-based medical scenarios where
sensors position are mostly transformed due to the movement of
the human body. Also, the proposed SEF-IoMT framework needs to
improve the level of energy consumption and network security for
Inter-WBAN data transformation.
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