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Abstract

Introduction: Next-generation sequencing (NGS) is expected to revolutionize health care. NGS 

allows for sequencing of the whole genome more cheaply and quickly than previous techniques. 

NGS offers opportunities to advance medical diagnostics and treatments, but also raises 

complicated ethical questions that need to be addressed.

Areas considered: This article draws from the literature on research and clinical ethics, as well 

as next-generation sequencing, in order to provide an overview of the ethical challenges involved 

in next-generation sequencing. This article includes a discussion of the ethics of NGS in research 

and clinical contexts.

Expert opinion: The use of NGS in clinical and research contexts has features that pose 

challenges for traditional ethical frameworks for protecting research participants and patients. 

NGS generates massive amounts of data and results that vary in terms of known clinical relevance. 

It is important to determine appropriate processes for protecting, managing and communicating 

the data. The use of machine learning for sequencing and interpretation of genomic data also 

raises concerns in terms of the potential for bias and potential implications for fiduciary 

obligations. NGS poses particular challenges in three main ethical areas: privacy, informed 

consent, and return of results.
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1. Introduction

Next-generation sequencing (NGS) allows rapid and relatively inexpensive sequencing of 

the entire genome [1 2] NGS refers to various types of sequencing platforms that can 

sequence millions of fragments of DNA in parallel, such as whole genome sequencing 

(WGS))3]. With NGS, an entire human genome can be sequenced in under 24 h[3]. NGS is 

being used in clinical settings, for diagnosis of hereditary and immune disorders, as well as 
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non-invasive prenatal diagnosis and treatment decisions for somatic cancers. [4–6], NGS 

offers tremendous opportunities to advance diagnosis and treatment, but the implementation 

of NGS in clinical care raises complex questions regarding how to appropriately manage, 

communicate and protect the resulting genomic data. NGS generates a substantially larger 

amount of potentially important personal data, and the breadth and depth of the coding 

variant data present a departure from previous human genetics research. Moreover, with 

advances in technology and the increase in avenues for accessing personal data, it has 

become more challenging to address risks to privacy. For these reasons, NGS in research and 

clinical contexts has raised concerns regarding data protection, informed consent, and return 

of results.

Institutional structures and ethical frameworks for privacy, communicating risks and 

benefits, and returning results will need to be carefully considered[7]. The amount of genetic 

data generated by NGS presents challenges for protecting privacy in genomic data. The 

application of Big Data approaches to data collection and analysis, as well as the trends 

toward increased data sharing, have also created challenges for providing patients and 

research with adequate information regarding how their data may be shared and used, as 

well as maintaining privacy protections. The use of NGS also presents difficulties for 

existing ethical frameworks for the return of results and informed consent. NGS grants 

access to the entire genetic profile of an individual, while, at the same time, many questions 

remain regarding the appropriate interpretation of this information [8,9]. Genetic variants 

available from NGS analysis can be grouped into four main categories: classical pathogenic 

mutations of known clinical relevance, mutations of probable clinical relevance, genetic 

variants of unknown relevance, and harmless polymorphisms [10]. A crucial area of concern 

is how to determine what genetic information generated by NGS needs to be conveyed to 

individuals and how to do so appropriately.

The distinction between tests used for diagnosis and screening has often informed 

discussions regarding how clinicians should inform patients of test results-This distinction 

can become blurred when it comes to clinical uses of NGS-NGS tests may be recommended 

for patients who are not symptomatic, and thus those patients will be likely to receive results 

that are unrelated to their initial reason for seeking genomic data or that may not be 

currently actionable or of known significance. The blurring of this boundary between 

diagnostics and screening has implications for privacy, informed consent, and decisions 

regarding how and which results should be returned. Furthermore, genetic results have 

implications not just for the individual being tested, but potentially for family members or 

groups with genetic ties to that individual[11]. Thus, efforts to address ethical concerns 

regarding privacy or informed consent may need to take into account interests beyond the 

individual.

Certain aspects of NGS applications also present challenges for the traditional boundary 

between research and clinical care. NGS technology moved relatively quickly from the 

domain of research to clinical application. Whole genome sequence data often moves from 

clinical to research contexts, as well as back again, from research to clinical settings[12]. 

NGS sequencing is often conducted at research laboratories, which have different standards 

and regulations than for laboratories that produce results intended for clinical use. Genetic 
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testing for clinical use must meet the standards of the Clinical Laboratory Improvement 

Amendments (CLIA)[13], while genetic testing for research purposes does not. NGS 

analysis that is not conducted at a CLIA-certified laboratory may not be as reliable as other 

conventional techniques for DNA sequencing[14]. NGS applications include microbiome 

analysis, diagnosis of infectious diseases, pathogen discovery and public health monitoring. 

While this article focuses on NGS of the human genome, it should be noted that the issue of 

establishing appropriate guidelines for NGS test validation is of concern for a wide range of 

NGS testing that has clinical applications[15]. Establishing standards and guidelines for the 

validation of NGS testing for different assays is necessary for transitioning NGS tests into 

clinical laboratories. [6,16] The demand for genomic data for clinical use has meant that 

some research data may reach clinical care without being properly validated and quality 

controlled, which can increase the potential for false positives or negatives. Research and 

clinical care also entail different relationships and obligations between researcher and 

subject, clinician and patient, and thus have differences in the associated ethical obligations. 

The complexities of interpreting NGS results will necessitate the development of 

standardized guidelines and procedures to ensure that patients and clinicians can be 

confident in the accuracy of results and minimize risks posed by the technology.

These attributes of NGS applications pose challenges for the current ethical frameworks for 

informed consent, data protection)and return of results)particularly when viewed in 

connection with trends favoring data sharing and Big Data approaches to research. The use 

of machine learning for genetic sequencing and interpretation also poses ethical concerns, 

particularly in terms of the potential for bias and implications for fiduciary obligations.

2. Privacy and data protection

Privacy and confidentiality have long been core tenets for ethical medical practice. 

Physicians need patients to disclose sensitive and personal information in order to provide 

appropriate medical care for them. In turn, patients need to be able to trust that these 

disclosures will not lead to harm[17]. ‘Confidentiality refers to the obligations of 

professionals, such as physicians, not to disclose information entrusted to them unless 

authorized to do so[18]. Privacy generally refers to the rights of individuals to make 

decisions over what personal information is shared and how. Privacy remains a concept that 

is notoriously difficult to define, particularly as it encompasses a tangle of associated rights 

and obligations that are dependent upon context 19]. In medical settings, and particularly 

when it comes to genetic privacy, the type of privacy at stake has been described as 

informational privacy [20]. Information privacy is ‘defined by how much personal 

information is available from sources other than the individual to whom it pertains. [9] 

Informational privacy involves decisions about the communication of personal information 

and the use of that data, as well as how information is stored, maintained, disclosed and 

protected[21]. NGS generates a substantial amount of genetic information, including almost 

all adverse protein-coding alleles in the genome for each participant[22]. The probabilistic 

nature of genetic information and evolving understandings of genetic data also pose 

challenges for stakeholders making decisions regarding how to approach and address 

privacy. While confidentiality obligations apply to NGS results, patients need to be 
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adequately informed of how practices such as data sharing and electronic health records may 

impact their data and pose risks to privacy.

The Health Insurance Portability and Accountability Act (HIPAA) regulates the privacy of 

patient data[23]. Title II establishes national standards of electronic health care for 

providers, insurance companies and employers. The Privacy Rule under HIPAA establishes 

guidelines and regulations for the disclosure of protected health information (PHI))24]. The 

Health Information Technology for Economic and Clinical Health Act (HITECH) modifies 

the HIPAA Privacy Rule, increasing privacy protections for genomic data by requiring 

confidentiality of genetic information and prohibiting disclosure of genomic information to 

insurance companies[25]. The Genetic Information Nondiscrimination Act (GINA) also 

prohibits discrimination by health insurance and employers for genetic information[26]. The 

push in recent years for data sharing, as well as the trends toward digital health information 

and Big Data methodologies, pose particular challenges for addressing privacy in NGS data 

[9,27]. Even though health data is protected under HIPAA, one logistical challenge for 

compliances is that clinical NGS datasets are massive. They also may need to be transferred 

into the cloud for further processing[1]. Because there is potential for misuse of NGS data 

by commercial entities, it is crucial for institutions implementing NGS technology to ensure 

that adequate data security measures, including assessment of the effectiveness of the 

institutional firewall, are in place[16]. Furthermore, institutions need to be aware of the 

potentially high cost of HIPAA-compliant security for large quantities of data[28]. Even 

with HIPAA in place, patients and even physicians may not sufficiently understand the 

implications and consequences of placing NGS data in a medical record. The use of 

electronic health records (EHRs) can exacerbate privacy concerns, as patients may consent 

to third-party health providers or even employers having access to health records, without 

realizing that their clinical genomic data could be in those records and thus accessible to 

third-parties [29].

Data sharing and secondary use of genomic data collected for research purposes have 

become common practices in the research community. The 21st Century Cures Act 

supported initiatives to facilitate the sharing of genomic and other data for research and 

clinical uses[30]. Many institutions have developed policies requiring data sharing for 

funded research projects. This secondary use of genomic data for research can reduce the 

cost and effort of collecting data in a research setting. The Privacy Rule states that de-

identified data can be used and disclosed by covered entities without limitation [31]. De-

identified data are not categorized as human subjects research and thus are not covered by 

current Federal Regulations for research. Data are considered ‘de-identified when all 18 of 

the identifying elements specified under HIPAA are removed from the data or if there is an 

expert determination that there is a very small risk that the data could be used to identify an 

individual[32]. It should be noted that there are several techniques that have been 

demonstrated to allow individuals to be identified through their genomic data [33], which 

will be discussed more below. There have therefore been efforts to find an appropriate 

balance between the sharing of genomic data for scientific purposes, and minimizing privacy 

risks for individuals, such as limiting the proportion of the genome that is released or 

statistically degrading the data[34]. Although there are not requirements for sharing clinical 

genomic data, clinical genomic data could potentially be used for research if the identifiers 
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are removed. Research consent forms often address the use of de-identified data, but clinical 

NGS consent forms do not necessarily require or provide a discussion of the use of 

deidentified data. EHRs, which may contain NGS reports and data, are widely used for 

research purposes and thus pose another potential avenue through which a person s genomic 

data might be shared without them being specifically aware[12].

What are the potential risks to a person whose genomic data is made available to third 

parties? Genomic data could be used to make inferences regarding a person s current and 

future health. Such information could potentially have negative repercussions for a person in 

terms of insurance, employment or legal concerns. NGS data does not only pose privacy 

risks for individuals but also can raise issues in relation to groups and family members. 

Research on a small portion of a given group could be used to generalize about the larger 

group, leading to overgeneralizations or even stigma [35]. Some members ofthat group may 

feel violated at the thought that others feel like they ‘know information about the members 

of that group [36].

The forensic use of NGS also presents challenges and risks regarding privacy. DNA analysis 

is an important tool in forensic science, such as child custody cases and identification of 

individuals for legal and criminal justice purposes. The majority of current DNA forensic 

tests analyze the variation in short tandem repeat (STR) markers[37]. NGS improves on 

current methods by allowing investigators to detect multiple STR loci on autosome and sex 

chromosomes, providing data on loci across the genome and address a wider range of 

questions in a single run, including generating potential physical descriptions of 

suspects[38]. A primary problem with current forensic tests is that the available sample may 

be limited in amount or degraded. As the amount of DNA input required for preparation of 

NGS libraries decreases, it is thought that nearly any sample could be sequenced, 

maximizing the information that can be obtained from any biological sample. [39] Law 

enforcement agencies have also increased efforts to share DNA information, in turn 

prompting international databases to expand their analyses of loci. These improvements to 

locus databases have improved the efficiency of law enforcement investigations[40]. At the 

same time, U.S. law enforcement has been using techniques that connect the DNA held in 

forensic databases to the DNA libraries gathered by consumer and genealogy databases in 

order to locate suspects, often through identification of relatives in the database[41]. For 

example, part of the work that led to the identification of the Golden State Killer, a serial 

killer active in California, decades after his crimes, involved utilizing GEDMatch, a 

genealogy website, to build a family tree for the killer [42]. While such measures can help to 

resolve crimes, they can also raise privacy concerns. It is estimated that with NGS and the 

growth of databases like GEDMatch in a few years it will be possible to identify almost 

anyone in the US from a DNA sample, even if they had not voluntarily placed their genetic 

information in the public domain. The Fourth Amendment of the U.S. Constitution is meant 

to provide protection against government search, but how it applies to this type of law 

enforcement practice that allows people to be identified through long-range familial searches 

has yet to be determined.

Considering the number of studies demonstrating the ease with which de-identified genomic 

data can be re-identified [43,44], the use of de-identified data does not ameliorate privacy 
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concerns. As early as 2004, Lin et al. demonstrated that an individual could be uniquely 

identified by having access to single-nucleotide polymorphisms (SNPs) from that person 

34]. The availability of genomic data online, through genomic data repositories and 

databases, combined with advances in data analysis techniques, make it increasingly difficult 

to eliminate the potential for reidentification of genomic data[45]. The risk for re-

identification becomes greater when there is more information available regarding mutations 

in an individual s genome [46]. There has been debate regarding what the proper threshold 

for identifiability is when it comes to genomic data. Some have suggested that the distinction 

between identifiability and non-identifiability may no longer be a useful construct for 

addressing expectations about information privacy, while some have suggested that 

identifiability should be located along a continuum rather than as a binary. [47 48],

With NGS moving increasingly into clinical applications, patients and institutions will need 

to consider how to inform patients of the privacy risks that might arise from reidentification 

of the data and the sharing of clinical genomic data for research purposes. Some have 

advocated that genomic data should not be treated as de-identified information[22]. At the 

same time, in the modern data environment, it may be impossible to eliminate the possibility 

that data can be re-identified. Sheri Alpert suggests that the appropriate focus for privacy 

concerns is minimizing the potential for misuse of the data, rather than stopping access[15]. 

In order to address the potential for misuse, efforts to increase transparency are important, as 

well as options that allow individuals more control over their data and ability to consent to 

downstream uses of their data. More broadly, institutions will need to coordinate efforts to 

minimize potentially harmful downstream data linkage and identifications of 

individuals[49]. Efforts to understand the risks and benefits of big data research in healthcare 

and formulate ethical standards should be harmonized with the formulation of ethical 

guidelines for NGS applications! 44]. Furthermore, the limitations of privacy protections 

should be clearly communicated to patients. Clinical repositories that turn over genomic data 

to researchers in ‘de-identified fashion could insist that no re-identification will take place as 

a condition of access unless there is consent. It will also be necessary to implement privacy 

practices in ways that do not place overly restrictive burdens on scientific research.

3. Informed consent

Informed consent is meant to ensure that an individual understands the purpose of a 

procedure or treatment, the risks, and benefits of the procedure, and alternative options[50]. 

For genetic testing in clinical and research settings, the overall goal of the informed consent 

process is to let people know what type of information the genetic test may reveal so that 

they can make decisions regarding whether to take the test and how to prepare for potential 

results. Generally speaking, genetic results contain complexities that are difficult for the 

average person to comprehend. NGS does not just yield a large amount of data, but also 

different types of results that range in what is known regarding the genetic variant and the 

probability that a given condition will occur. Therefore, there are considerable challenges in 

deciding on an informed consent process that adequately addresses providing relevant 

information in a reasonable amount of time[51]. There are also concerns regarding how to 

effectively communicate such information about genetic variants and the limitations of 

particular tests 52].
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There are differences in the principles and obligations guiding informed consent in research 

and clinical contexts. The goal of the research is to produce generalizable data that advances 

science and benefits society, while clinical contexts are focused on providing care that will 

benefit the individual patient. This distinction leads to some differences in how NGS testing 

is framed for informed consent purposes. Because the participant will not receive direct 

benefit from the procedure itself, it is considered particularly important in a research setting 

to provide an understanding of the risks and benefits of participation, so that the participant 

may make an informed and voluntary consent. Informed consent also is used to help avoid 

the therapeutic misconception, in which a research participant inaccurately believes that a 

procedure conducted for research purposes is meant to have a therapeutic effect for the 

individual[53]. NGS, though, is being increasingly used for research on diseases that are rare 

or difficult to diagnose, where the research goals include identifying a genetic abnormality 

in order to improve treatments, thus complicating the traditional distinction between 

research and clinical testing[54]. When the division between research and clinical care is not 

clear, it can increase the risk of therapeutic misconception and that non-relevant genetic 

variants are over-reported. While clinical consent covers many of the same issues as research 

consent, it involves different obligations. Informed consent for the clinical use of NGS 

involves a balance between providing sufficient information for informed decision-making, 

while not overwhelming the person with information that is not actionable or of unknown 

significance. Informed consent in clinical settings also needs to convey how the testing is 

expected to provide benefit for the care of the patient.

Informed consent for genetic testing in clinical contexts generally involves informing 

patients of the risks and benefits of the testing, the implications of positive or negative 

results, limitations, alternatives, protections for information, future use of data and follow-up 

after testing[55]. Types of issues that would need to be covered in an informed consent 

process for NGS would be the (1) range of seriousness of each condition, (2) the range of 

penetrance, (3) the range of certainty, and (4) false-positive rates. When a patient 

misunderstands the information that they are given, it can potentially lead to worse outcomes 

than if they had not been given the data. False positives are another area of potential 

concern, because of anxiety over the results or worse outcomes resulting from a patient 

acting on results without first confirming them. The informed consent process should 

address what type of information the patient wishes to be informed of because unwanted 

knowledge can cause distress. For example, someone may receive results that reveal false 

paternity or traits that will cause distress but cannot be acted upon. One of the risks of NGS 

that needs to be accounted for in the informed consent process involves the challenges that 

come from interpreting and communicating information about genetic variants, particularly 

those of unknown significance. Furthermore, because certain minority groups have been less 

likely to be participants in genomic research, they are more likely to have variants of 

unknown significance[56]. This means that the benefits of NGS may be fewer for members 

of these groups, and it will be important for patients to be informed of this issue as part of 

their decision-making regarding the risks and benefits of testing.

NGS is being increasingly recommended for patients before they exhibit symptoms of a 

disorder. These kinds of uses of NGS are more akin to screening than diagnosis. Diagnostic 

tests have different trade-offs than screening. Traditionally, diagnostic tests occur within the 
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context of clinical care for an individual, with a goal of understanding and addressing 

symptoms that the patient is already experiencing. In contrast, the use of NGS for 

asymptomatic individuals places an emphasis on proactive preventive care. The difference in 

clinical utility for these different approaches to NGS testing has implications for the risks 

and benefits of testing and therefore may need to be considered as part of the informed 

consent process.

Genetic information derived from NGS will likely have broader implications for how 

clinicians make treatment recommendations and allocate resources for patients. It will, 

therefore, be important for patients to be informed of the potential for NGS results to impact 

different aspects of their long-term care. For example, clinicians caring for critically ill 

children with congenital heart disease (CHD) anticipate that whole genome sequencing 

results will be used in ways that have an impact on declarations of futility, withdrawal of 

care and rationing of care for critically ill children[57]. They anticipated such use despite 

uncertainty about the accuracy of the testing and adequacy of testing validation. Clinicians 

use genetic finding regarding developmental delay, cognitive impairment, and poor 

prognosis to make high-stakes decisions for infants and children. As genetic psychiatric 

testing expands, clinicians also expect that genetically discoverable mental disorders will 

potentially be used to justify rationing of resources in acute care decisions[58]. For example, 

25% of the children with DiGeorge syndrome develop schizophrenia, and if clinicians are 

able to identify which of these children are more at risk of developing schizophrenia, rightly 

or wrongly, it could influence their decision-making regarding recommending a risky 

surgery during that child s infancy[59]. It will be vital to ensure that clinicians receive 

appropriate education regarding the limitations of the genetic tests as well as support for 

understanding what implications specific results have for the quality of life and prognosis for 

the patient. Additional empirical research is needed to understand the implications that NGS 

results may have for different types of patient care decisions. Consent procedures will need 

to inform parents of pediatric patients, as well as adult patients, that NGS results may 

influence their treatment over their lifetime in ways that go beyond the initial reason that 

motivated the NGS testing.

Patients who have had their genome sequenced for clinical testing may be asked to consent 

for their data to be shared and used for research purposes[60]. Individuals who have had 

their whole genome sequenced may also opt to have their data re-analyzed periodically, so 

that test results that initially were reported as inconclusive may be updated to reflect more 

recent research. Thus, NGS data that is acquired for research purposes may also be applied 

to the treatment and diagnosis of patients or NGS research may reveal the significance of a 

clinical test that had previously been considered inconclusive. Such developments have 

contributed to the sense that NGS for clinical care has blurred the boundary between 

research and clinical care. [61,62], While there is potentially a wide range of benefits from 

the use of clinical data for research, it is important to include the implications of data sharing 

for privacy in the informed consent process [63].

Standardized approaches to the informed consent process are needed. As institutions 

implement NGS into clinical care, there have been two main approaches to informed 

consent. In some approaches, the ordering physician conducts the informed consent process 
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as well as pre- and post-test counseling for the patient. Often these programs offer education 

and support resources as ancillary services. In contrast, some programs offer extensive 

informed consent performed in-person by a genetic counselor. Because NGS will include too 

many types of traits for a fully informed consent process to be accomplished in a reasonable 

time frame, alternative practices for providing informed consent should be considered, such 

as staging the information, or using video and online interactions to conduct aspects of 

providing information to patients.

4. Return of results

The return of results involves complex and difficult ethical considerations. NGS 

technologies produce a substantial amount of information. How should that information be 

conveyed to individuals, and are there types of information that should not be returned as 

results? First, we consider some of the primary arguments for returning peoples genetic 

results to them. Patients are said to have a ‘right to know their medical information. Many 

individuals say they would want to know all of their results, including ambiguous and 

unvali-dated results[64]. Knowing about potential genetic conditions can lead patients to 

make positive changes for a healthier lifestyle. For research participants, the return of results 

may also provide recognition of their contribution to the research enterprise. At the same 

time, being presented with unvali-dated or confusing genetic information can present risks 

for the patient. Different patients may have very different responses to the genetic 

information they receive. 65–67], Receiving genomic information for certain conditions 

could lead to undue anxiety or negatively impact an individual s health behaviors or even 

physiology [68,69]. If patients are given information about a late-onset condition that is not 

actionable, the information may not be perceived as a benefit.

Indeed, some patients may not want to know certain information, which has sometimes been 

referred to as a right to ‘not know. Thus, a return of the results process should include 

options for a patient to refuse certain information. The right to not know also presents 

additional considerations for parental informed consent and return of results for children. 

NGS can provide information about children before they are born and reveal the potential for 

late-onset conditions. Return of results for children thus raises questions regarding parental 

rights to choose the information that their child will know and whether certain information 

should be withheld until the child can make the choice whether to receive the 

information[70].

Given the range of data that NGS can provide, there are a number of questions to address 

regarding the quantity and type of NGS information that should be returned to patients. For 

example, should patients receive the raw data from their NGS? Raw data needs to first be 

analyzed and interpreted in order to yield a report that is meaningful for a patient[71]. 

Patients may view raw data as something to which they have a right, as their property. 

However, clinicians may worry that releasing raw data can lead to patients becoming 

unnecessarily worried or requesting costly or unnecessary care.

This section focuses on the return of clinical results, but, as noted above, most genetic data 

has been acquired in a research context. Research and clinical laboratories are governed by 
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different standards for analyzing and interpreting findings [72]. Whether findings come from 

a research lab or clinic can have ethical import[73]. There may be concerns regarding the 

quality of the data obtained from research contexts. There are critical questions that arise 

regarding whether some of the genetic tests used in research have sufficient scientific 

foundation for being applied to clinical purposes. There are related decisions regarding what 

information from these analyses to include in results. Additionally, there is concern that 

applying population results for complex traits to patients in a clinical context may not be 

appropriate.

Moreover, different NGS programs have independently developed strategies for variant 

interpretation and reporting. NGS programs use different internal and external sources to 

identify genetic variants and their significance, such as the Single Nucleotide Polymorphism 

Database, Sorts Intolerant From Tolerant amino acid substitutions prediction tool, the 

Human Gene Mutation Database. NGS programs also use varied strategies, such as different 

expert opinions or automated or manual systems, to make determinations regarding the 

pathological significance of variants[28]. This lack of standardization regarding database 

sources and strategies for identifying genetic variants underscores the complexity of 

providing uniform recommendations regarding the return of results.

The range of information revealed through NGS findings includes genetic variants of known 

and probable clinical relevance, as well as those that are of unknown relevance. There are 

different implications for a patient between a finding that identifies a highly penetrant gene 

and a predictive gene for a particular disorder and genes that indicate a susceptibility for a 

condition, such as cancer or heart disease, where multiple genes may play a role or where 

environmental factors may exert more influence on risk. Another question is the extent to 

which variants of unknown significance (VUS) should be considered results that should be 

reported to patients. This question is further complicated by the fact that certain minority 

populations, such as African Americans, have been underrepresented in genetic research and 

thus also are more likely to have genetic variants of unknown relevance 64]. Thus, decisions 

about how to address variants of unknown relevance in clinical care can have a different 

impact on minority populations. As genomic databases improve, some VUS will become 

better understood. Currently, there is no consensus regarding whether there is an obligation 

to provide follow-up communication and contact patients or families regarding a change in 

interpretation for a VUS. Moreover, the practicalities of reanalysis and contact could be 

cumbersome[74].

There are also questions regarding the return of results that are ‘incidental findings, 

sometimes described as the ‘inciden-talome. [75] Historically, ‘incidental findings refers to 

research findings that have potential relevance for health but are unrelated to the motivating 

reason for the research or diagnostic test[76]. In the context of whole-genome sequencing, 

some argue that the term ‘incidental findings is not suitable, because even when NGS is 

ordered for diagnostic purposes, one would expect to generate information regarding 

unrelated variants of clinical utility or with health implications. For that reason, terms such 

as ‘unsolicited results [77] or ‘secondary findings [78] are sometimes used in place of 

incidental findings. The underlying idea that such findings are not incidental, in the 

traditional sense, has potential implications for disclosure obligations[79]. Some have 
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recommended that incidental findings should not be reported within clinical contexts [80]; 

on the other side, some argue that all variations in genes associated with a disease are 

medically relevant and should be disclosed[81]. Surveys of public attitudes indicate that 

most people would want to know genetic information of unclear risk, even if the results 

involve a condition that does not have a clear treatment or prevention available [82,83].

An important consideration in decisions regarding the return of results is whether a finding 

is actionable. The ACMG has issued recommendations that clinicians and laboratories, 

regardless of the motivating indication for testing, routinely analyze genetic sequences for 

pathogenic variants ‘... deemed to be highly medically actionable so as to detect pathogenic 

variants that may predispose to a severe but preventable outcome. Patients should be 

informed during the consent process that, if desired, they may opt out of such analysis... [84] 

Towards that end, the ACMG maintains a list of medically actionable genes that it 

recommends for return in clinical genomic sequencing.10s

There is variability regarding what institutions choose to include in the return of results. A 

study of early adopting institutions found that a majority reported that they independently 

developed analytic strategies at their institutions for initial variant calling, determining 

pathologic or benign variants and identifying VUS[18]. Generally, the most frequently used 

criteria for evaluating when genetic information is appro-prate to return in clinical practice 

are ‘ACCE: analytic validity, clinical validity and ELSI (ethical, legal and social 

implications) [85]. The ACCE is a useful tool for decision-making, but decisions regarding 

which results to reveal and in what contexts remain challenging. As noted above, ACMG has 

used an approach of listing genetic variants that should be included in the return of results. 

Another strategy is ‘binning, which involves placing different types of results into 

categories, such as’actionable or’clear benefit or ‘possible benefit either as a decision tool or 

in order to aid discussions with patients regarding what type of results that they would like 

returned.

In general, however, a foundational recommendation for the return of results is that 

physicians who utilize NGS will need to undergo ongoing education regarding the existing 

databases of genetic variants and their clinical status. Furthermore, it is of utmost 

importance to prepare patients for potent al results, starting with the informed consent 

process. Preparation may be needed for potential findings, as well as a lack of findings, 

depending upon the case. Patients and their families may feel great disappointment if there 

has been a ‘diagnostic odyssey, where the patient NGS to try to identify a genomic variant 

associated with their undiagnosed condition[18]. Counseling support is needed in these 

situations of managing disappointment in not finding a hoped-for answer.

5. Machine learning and NGS

Artificial intelligence (Al) and machine learning (ML) are expected to change the landscape 

of medical research and healthcare. [86] As ML is increasingly used to analyze massive data 

sets, including those associated with NGS, it is necessary to consider how the ethics of AI 

may impact the implementation of NGS programs. AI refers to the use of machine systems 

to perform intelligent tasks, such as the interpretation of medical images[87]. ML refers to 
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the methods used to ‘train a computer to recognize patterns in massive datasets, including 

complex data interactions, and generate the algorithms that enable the AI applications®. 

Advances in ML have allowed researchers to improve efforts to interpret data obtained 

through genomic sequencing[88]. ML is being applied to next-generation sequencing for 

research into phar-macogenomics and tools for genetic screening of newborns 89 90]. 

Further, applications for NGS include predicting the risk of illness, obesity risk, 

differentiating low from high confidence variants[91]. The goal is to use ML to make NGS 

even cheaper, faster, and better. In particular, the use of ML for NGS raises ethical concerns 

regarding the potential for bias, the need to recognize the limitations of AI tools, and the 

potential implications for the fiduciary relationship between clinician and patient [92].

The potential for bias can be separated into two primary concerns: the potential for bias in 

the data used to construct the algorithms and bias in the algorithms themselves. Large 

datasets are used in order to ‘train ML systems to identify patterns in the data, and the 

accuracy of the performance of the resulting algorithm depends greatly on the quality of the 

training and validation datasets[93]. If the dataset does not accurately reflect the population 

to which it is applied, then bias will be transferred to the outcomes generated by the ML 

algorithm. This leads to concerns that the findings of ML systems may sometimes reflect 

and reinforce biases in society. The problem of bias presents a particular concern in 

applications of ML to genetic sequencing, because of the historical lack of racial and ethnic 

diversity in human genetic and genomic research[94]. An algorithm generated to predict 

outcomes from genetic sequences may contain bias if there have not been sufficient genetic 

studies in relevant populations. These problems limit the benefits that people from 

underrepresented racial and ethnic populations can receive from NGS and other advances in 

genomics. Efforts to increase the diversity of populations in genomics research are critical. It 

is also important to consider how the algorithms themselves may be designed to perform in 

unethical ways, such as algorithms that may be designed to identify genetic risk for 

purposes, such as allocation of health-care resources, that would discriminate against certain 

populations.

The ML system itself generates the algorithms, leading to a ‘black box issue, in which it is 

difficult for even the developers themselves to evaluate the specific reasoning behind the out-

comes generated 95]. This makes transparency difficult. Furthermore, as industry developers 

increasingly invest in advancing the use of ML for NGS[96], they are generally reluctant to 

share information about the workings of their ML systems for proprietary reasons. Recently, 

there have been calls for the development of ML systems that are also able to explain the 

reasoning for their findings. ML systems also can be subject to ‘automation bias, where 

results or findings that arise from an automated tool are perceived as inherently more 

objective or accurate than other sources of information and thus lead to the limitations of the 

ML systems being overlooked. Clinicians will need education regarding the ML systems, the 

data sets, and limitations, including the potential for bias[10]. Institutions will also need to 

take these limitations into account when formulating policy in the use of such systems and 

NGS data, particularly for informed consent and return of results in NGS. Finally, while it is 

important to be aware of the limitations of ML itself, it is also critical that there be attention 

paid to the systems and processes into which the AI is being integrated, in order to 

understand and address the ways that the use of AI for NGS may impact fiduciary 
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relationships. For example, if clinicians rely on AI-generated findings for their use of NGS 

in ways that substitute the judgment of the software for their own, that can have implications 

for clinical accountability and the physician-patient relationship that will need to be studied 

and addressed.

6. Conclusion

NGS brings revolutionary opportunities for applying genomic information in clinical 

contexts. Not only does NGS produce a massive volume of genetic data, but the 

interpretation of that data is still evolving. The use of NGS raises complicated challenges 

regarding privacy, informed consent and the return of results. The use of Big Data 

approaches and machine learning to research and analyze genetic data also add to the 

complexity of addressing these challenges.

7. Expert opinion

NGS offers rapid and comparatively inexpensive sequencing of the entire genome. Certain 

features of NGS pose challenges for existing frameworks for research and clinical ethics. In 

particular, the use of NGS in clinical and research contexts raises ethical concerns in relation 

to privacy, machine learning techniques, informed consent, and return of results. As NGS is 

increasingly utilized in clinical contexts, it will be important to develop comprehensive and 

standardized regulations to address these ethical challenges.

The current research landscape, which encourages the sharing of research data and 

utilization of Big Data techniques, influences the ethical context for NGS applications. 

Research collaboration and data sharing are considered critical for advancing scientific 

knowledge. At the same time, advances in data analysis techniques and the increasing 

availability of an individual s personal information in online data sets has made it easier to 

potentially re-identify individuals from their genomic data[97]. The risk of harm to an 

individual from their genetic information being identified includes repercussions in terms of 

insurance, social position or relationships. As NGS is increasingly used for forensic 

applications, there will be additional privacy implications. Institutions that utilize NGS will 

need to ensure that there are appropriate security and storage standards met for the massive 

data sets generated by NGS. Some recommendations for privacy protection have focused on 

how to store genomic data in ways that minimize reidentification risk. However, rather than 

focusing on eliminating the possibility of identification, it is more useful to consider 

approaches that can protect individuals from the misuse of their genomic data and potential 

harms.

Machine learning techniques are being applied to next-generation sequencing. Machine 

learning applications raise concerns regarding the potential for bias. The data used to 

construct the machine learning algorithm may be flawed or inaccurate, or crucial data may 

be missing, which can lead to results that are biased or which reinforce existing biases in 

society. There is also the potential for algorithms to be designed to perform functions that 

may be unethical. As machine learning is applied to NGS, it will be important to ensure that 

stakeholders receive appropriate education regarding the machine learning systems and their 
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limitations. The introduction of machine learning tools will likely also have implications for 

fiduciary obligations in health care that will need to be studied and addressed.

NGS produces a considerable amount of data, involving different types of information 

ranging from validity to certainty, and necessitating a complicated assessment of risks and 

benefits of receiving the available information. These qualities present challenges for 

informed consent and the return of results. For informed consent, the need to communicate 

the relevant benefits and risks must be balanced against accomplishing informed consent in a 

manageable timeframe without over-whelming the recipient with information. The return of 

results process needs to take into account the individual s preferences regarding receiving all 

or a selection of their genetic results, while also considering potential harms from 

information that is uncertain, of unknown significance, and/or inactionable. Institutions have 

been utilizing different standards and approaches to address these challenges. There remains 

a need for empirical research and continued efforts to achieve more comprehensive and 

uniform guidance for informed consent and return of results in research and clinical 

contexts.
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rticle highlights

The use of NGS in research and clinical contexts offers tremendous opportunities to 

advance understandings of health and disease, as well as improve treatments. At the same 

time, certain features of the research and clinical landscape for NGS present challenges 

for ethical frameworks for research and clinical care. Efforts to increase research 

collaboration and data sharing, massive data sets and the use of Big Data approaches for 

genomic research present challenges for privacy, in particular.

NGS data often moves back and forth between research and clinical contexts. There are 

differences in the ethical obligations and standards applicable in research and clinical 

contexts. A large portion of NGS data is generated in research laboratories, which have 

different standards than those applied to clinical laboratories. The boundary between 

research and clinical contexts for NGS has therefore blurred. This blurred boundary also 

has implications for informed consent and the return of results that need to be considered.

The availability of personal information in online data sets, data sharing and advances in 

data analysis have made it easier to re-identify individuals from their genomic data. NGS 

is also potentially useful for non-medical applications, such as forensic uses, which 

presents additional privacy concerns regarding NGS-generated data. Institutions that 

utilize NGS will need to ensure that there are appropriate security and storage standards 

for the massive data sets generated by NGS. There will also need to be attentive to 

protecting people from potential misuse or harmful repercussions from their genomic 

data.

Machine learning techniques are being applied to NGS. Machine learning applications 

raise concerns regarding the potential for bias. It will be necessary to educate relevant 

stakeholders regarding issues such as potential bias in the data and algorithms, the 

appropriate uses machine learning systems and their limitations. Machine learning tools 

also have implications for fiduciary obligations in health care that will need to be studied 

and addressed.
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