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appreciation. Even a simple ‘thank you’ 
goes a long way. Further to this, invest-
ment in your team’s continued develop-
ment is another way to improve satisfac-
tion levels, and an opportunity that can 
improve its knowledge on security.

Offering training – such as courses on 
cyber security and how to protect the busi-
ness – is another tack to take. By doing 
this, the organisation is showing that it is 
willing to invest finances and time into 
individuals in order to help them grow as 
professionals. Meanwhile, it is also bene-
fiting the company in its continued fight 
against insider threat. There are positives 
on both sides of the equation, and employ-
ees will not only come away from training 
sessions feeling valued, but better equipped 
to protect their employer.

Being ready as an 
organisation
Only when every employee is fully 
trained and understanding of necessary 
security procedures, and is ‘on board’ 
with those procedures, can an organisa-
tion begin to properly protect itself from 
insider threat.

Organisational readiness is a factor 
that too many overlook in their pursuit 
of complete security. The right founda-

tions need to be set before any business 
can expect to produce a top-drawer 
security system. Once employees under-
stand the importance of their role in 
protecting their company and when they 
feel valued enough and buy into a secure 
culture, at that point businesses can 
expect to see vast differences with the 
technology that they’re introducing. 

Staff need to know their own worth. 
Too many have access to data that they 
shouldn’t have, and this is something that 
they often won’t recognise. There are, of 
course, ways to revoke this access in order 
to remove any risk, but where that isn’t 
possible, staff need to be happy in their 
role and aware of any possible security 
risks. Adequate training and a vigilant 
attitude are integral to the fight against 
insider threats and it all begins with 
organisational readiness.
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Managing endpoints,  
the weakest link in  
the security chain Dave Waterson

Inevitably, securing this ever-expanding 
portfolio of endpoint technology has 

become an urgent necessity, not least 
because these devices represent a signifi-

cant risk to the cloud ecosystem and the 
increasing number of global enterprises 
that are moving inexorably towards it.

Endpoints are the weakest link in the 
security chain. According to a recent 
report, 70% of breaches originate at the 
endpoint, and 42% of endpoints are 
unprotected at any given time.1 Since 

Dave Waterson, SentryBay

Endpoint security is a term open to interpretation. Traditionally, an endpoint 
would be any device or node connected to the LAN or WAN, such as a work-
station or end-user PC, or a modem, a hub or a switch. But now endpoints 
incorporate a multitude of additional digital devices from laptops, tablets and 
mobile phones, which sit on the edge of the network, through to network 
printers, consumer and industrial IoT devices and point-of-sale systems.
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the end of March, when businesses 
were obliged to ask their employees to 
work from home in order to contain 
the spread of Covid-19, the regular 
use of unprotected endpoints to access 
corporate applications will doubtless 
have grown further. Last year the busi-
ness endpoint security solution market 
was predicted to grow in revenues by 
20% from 2019 to 2023, taking it from 
$7.1bn to over $13.3bn. But in light of 
the global lockdown, and the necessity 
to quickly protect new devices, this fig-
ure could rise even more sharply.2,3

Understanding the risks
To decide how best to tackle breaches at 
the endpoint, it’s important first to under-
stand the actual risks that they pose. First, 
unprotected devices tend to be those that 
are used by remote workers, or as part of a 
BYOD agreement. This means that they 
have a lower security posture from the 
start, partly due to out-of-date anti-virus 
or Internet security software or because 
they are shared. In addition, they have a 
higher risk of compromise because they 
could be running counterfeit or unlicensed 
solutions, or they are operating from an 
untrusted network. 

“A survey carried out in April 
found that already 42% of 
people working remotely 
had received suspicious 
emails and 18% had tackled 
a security breach”

In recent months, the move to coro-
navirus lockdown happened quickly and 
organisations had virtually no time to 
prepare. Their ability to rapidly deploy 
security on all devices that employees 
would be using from home, or remotely, 
was limited, as was the opportunity to 
assess, let alone address, any security 
deficiencies. A survey carried out in 
April found that already 42% of people 
working remotely had received suspi-
cious emails and 18% had tackled a 
security breach.4 In addition, 49% of 
employees felt vulnerable due to the 
insecurity of the endpoint devices they 
were using.

Unmanaged devices accessing a net-
work remotely usually present a higher 
risk in terms of sensitive data – including 
corporate login credentials – being stolen 
via attacks involving keylogging. Along 
with spyware, keylogging is ranked as 
the highest-ranking global malware by 
the NTT ‘Security Threat Intelligence 
Report’.5 Other types of attacks to which 
endpoints are vulnerable include screen 
capture/screen grabbing, man-in-the-
browser, saved account detail harvesting, 
screen mirroring, man-in-the-middle, 

DLL injection and RDP double-hop. At 
the moment, with so few people working 
within the security of an on-premise net-
work, the risk is increased hugely.

When it comes to endpoint security, 
protection against keylogging should be 
a priority. With a keylogger installed, 
it makes no difference how secure the 
data of an organisation is, a breach can 
take place from the moment a user logs 
in. While API-based keyloggers are the 
most common and work by infiltrating 
the keyboard API to log the keys that 

Answers to the question, ‘Why is your security team not effective in detecting endpoint attacks?’. 
Source: Ponemon/Sullivan.

Answers to the question, ‘How effective is your security team’s ability to detect endpoint 
attacks?’, where 1 = ‘not effective’ and 10 = ‘highly effective’. Source: Ponemon/Sullivan.
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are pressed and store a record of this to 
be accessed by cyber criminals later, the 
more dangerous are kernel-based keylog-
gers. These not only sit deeper in the 
system and record key strokes as they 
pass through the system, but they are 
also considerably more difficult to iden-
tify and to eliminate.

“Malware detection, 
particularly detection of 
newly released kernel-level 
malware, is now incredibly 
difficult and increasingly 
complex”

Other keyloggers include those that 
are built into the keyboard or installed 
by a USB device, others that analyse the 
different sounds that keys make in order 
to determine which ones were used, and 
form grabbers that record data entered 
onto web forms, which then attack web-
sites to gain access to names, addresses 
and credit card details. It was this 
technique that was used when British 
Airways was attacked in 2018, result-
ing in 380,000 passenger details being 
compromised and a fine for the airline 
of £183m.

Prevalent protections 
The most prevalent protections against 
endpoint keylogging currently are solu-
tions such as anti-virus (AV) and end-
point detection and response (EDR). 
Integral to both these technologies is 
malware detection. However, malware 
detection, particularly detection of newly 
released kernel-level malware, is now 
incredibly difficult and increasingly 
complex. The SANS Institute concluded 
that less than 50% of cyber attacks 
are detected by anti-virus software.6 
Detection evasion techniques such as 
polymorphism and stealth-mode activa-
tion during sandboxing, result in fewer 
and fewer instances of new malware 
being detected.

While AV and EDR may have their 
limitations, malware detection still has 
a place; however, it should not be relied 
upon exclusively. Rather, a layered 
approach to security should be taken 

(defence in depth), where multiple secu-
rity controls complement and reinforce 
each other. A layered approach pro-
vides strength and depth, ensuring that 
although a specific attack may bypass 
one security measure, it will be thwarted 
by another. The most precious asset – 
data, and the specific applications that 
handle sensitive data – should be placed 
at the centre, with security layers wrap-
ping it protectively.

New protection techniques that do 
not rely on detection but securely wrap 
sensitive data and applications that pro-
cess data, are beginning to emerge to 
become ‘best of breed’. These do not 
wrap around the entire endpoint device, 
just the applications – those that interact 
with data going into the cloud.

Consider just how extensive the list 
of applications is, and what needs to be 
wrapped or secured in order to protect 
it: online office tools; SaaS application 

access; enterprise applications such as 
accounting, personnel and CRM; SAP 
or Oracle applications and those remote 
access solutions such as Citrix, VMware 
and RDP. By securing the data that is 
entered into these applications, organ-
isations are, in effect, ensuring that the 
unmanaged devices being deployed out-
side the corporate perimeter are as secure 
(and in some case more secure) than 
standard managed corporate devices. 

Containerisation
One approach is to use containerisa-
tion and virtualisation, both of which 
encapsulate an application in its own 
operating system environment. While 
containerisation shares the operating sys-
tem with its host, a virtual environment 
incorporates its own operating system. 
Containerisation is a form of fast, light-
weight virtualisation (it has a smaller file 

Answers to the question, ‘What are the biggest challenges with your traditional anti-virus  
solutions?’. Source: Ponemon/Sullivan.

Rates of failure for endpoint client/patch management agents. Source: Absolute.
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size, consumes fewer resources and is 
faster to provision). This is why contain-
erisation is sometimes called operating 
system virtualisation. Both containerisa-
tion and virtualisation share the host’s 
kernel components, which opens up the 
potential for vulnerabilities.

Applications that run within a con-
tainer need all the resources that are 
likely to be required to be inside the 
container (dependencies, libraries, con-
figuration files and all other related 
files). There are different ways of creat-
ing containers, all requiring varying 
degrees of complexity to be provisioned. 
Utilising the Windows operating system 
to provision a new user or new desktop 
are low-overhead, easily provisioned 
methods. Docker containers were origi-
nally developed for Linux and there are 
now Windows versions as well and 
these share the host operating system.7 
Windows Defender Application Guard 
creates single-purpose containers for run-
ning untrusted websites, isolating poten-
tial threats from the website from other 
applications and the rest of the operating 
system.8 The method chosen for creat-
ing the container should be appropriate 
to the situation.

“Containerisation means that 
applications are executed 
in a controlled, clean 
environment, which narrows 
the attack vector – only the 
minimum services can be 
included in the container”

An application running inside a con-
tainer has no access to applications or 
environment settings outside the con-

tainer (ie, both those on the host operat-
ing system as well as those in another 
container), and likewise, applications 
outside the container cannot access 
applications inside. This provides two-
way security benefits, as applications 
within a container have a degree of isola-
tion from malicious applications residing 
on the host or in other containers, and 
any malicious code inside the container 
is isolated from outside. 

Containerisation means that applica-
tions are executed in a controlled, clean 
environment, which narrows the attack 
vector – only the minimum services can 
be included in the container. These envi-
ronments are consistent, predictable and 
replicable. Containers only exist while 
they are needed, and environmental par-
ity of containerisation allows laboratory 
testing to be extended to real-world situ-
ations with higher levels of confidence.

Additional measures
While containers offer many advan-
tages for organisations, it’s important 
to recognise that there are limitations. 
Containerisation security can potentially 
be compromised through malicious 
applications designed to gain permis-
sions to execute inside the container or 
through the kernel – such as kernel-level 
keyloggers or screen capture. Docker 
containers may also allow network traffic 
to move between containers by default, 
which opens the door to hackers.

The answer to this is to ensure that 
the applications involving sensitive data 
within a container are bolstered with 
additional security measures to those 
built into the container itself. The most 
effective and comprehensive way to do 

this is by using a combination of simple 
containerisation, injected security and 
anti-keylogging which can securely wrap 
remote access, enterprise and SaaS appli-
cations being used by endpoint devices.

Unfortunately, as mentioned above, 
most AV and EDR solutions fall short of 
the mark. Rather than identifying 100% 
of threats, they barely cover half because 
they were designed to work on devices 
within the corporate perimeter rather 
than on the unmanaged remote and 
BYOD endpoints that are currently being 
widely relied upon to connect to the 
network. EDR can detect malware that it 
has prior knowledge of, or which demon-
strates common behavioural techniques 
that mark it as malware, but cyber crimi-
nals have built tools designed specifically 
to evade detection and they test these on 
EDR solutions before releasing them.

In addition, EDR is impractical to 
deploy on unmanaged devices because 
this type of defence requires large and 
experienced teams of analysts working 
around the clock to investigate the more 
than 10,000 alerts per day that are gen-
erated. The cost of this and intensity of 
management, plus the challenges inher-
ent for end-users, are prohibitive. 

What is needed, therefore, to protect 
endpoints is a baseline security profile 
that does not rely solely on detection, 
but instead neutralises the effectiveness 
of any malware that gets through other 
protections that have been put onto 
the device. It should offer techniques 
to tackle the key threats to endpoints 
and applications including keylog-
ging, screen capture, session hijacking 
and common malware, man-in-the-
browser, man-in-the-middle, DLL 
injection and browser-saved account 
detail harvesting. It should protect 
logon credentials and extend across an 
entire session while also securing sensi-
tive data into local applications, and it 
should also eliminate browser compat-
ibility issues.

Other considerations
There are also other considerations that 
must be taken into account, which have 
become particularly acute in the current 
lockdown environment and will remain 

Rates of failure for endpoint encryption agents. Source: Absolute.
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so as we move into the ‘new normal’ 
of the post-Covid-19 workplace. To be 
effective, deploying security solutions 
for endpoints must be easy and updates 
should be automatic.

“Endpoints need not continue 
to be the weakest point 
in the organisation cloud 
ecosystem. Organisations 
can implement measures to 
minimise the likelihood of a 
high-profile breach”

It is unlikely that one solution can 
cover all threats, so if standard anti-
virus and EDR protection is already 
in-place, subsequent protections based 
on containerisation, anti-keylogging and 
anti-screen scraping, must be comple-
mentary and compatible. Finally, the 
importance of regulatory compliance 
must be taken into account. Security 
solutions should meet with PCI, PSD2, 
HIPAA and General Data Protection 
Regulation (GDPR) regulations. The 
fact that an organisation’s employees are 
working from home will be no defence if 
a GDPR breach occurs and it is facing a 
hefty financial penalty for want of end-
point security that is fit for purpose. 

The technology exists to ensure that 
endpoints need not continue to be the 
weakest point in the organisation cloud 
ecosystem. Organisations can implement 

measures to minimise the likelihood of a 
high-profile breach. By securing the input 
of sensitive data and by wrapping security 
around the applications that handle sensi-
tive data, organisations can add another 
layer, boosting the protection of endpoint 
devices. In today’s world with more and 
more data being handled outside of the 
protection of the corporate perimeter, with 
BYOD and working from home, emerging 
technologies can help with both compli-
ance and the overall security posture.
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Zoombombing –  
the end-to-end fallacy

Ion-Alexandru 
Secara

As shelter-in-place and lockdown orders 
were enforced around the world, Zoom 
meetings replaced classrooms, offices, 
gaming lobbies and even concert halls. 

Throughout the month of March alone, 
over 200 million people used the confer-
encing platform, compared to the previ-
ous monthly maximum of 10 million.2

An investigation carried out by the 
New York Times in April has revealed 
that a considerable number of social 
media accounts, including Instagram 
accounts, Twitter accounts, message 
boards on Reddit and 4Chan, are 

Ion-Alexandru Secara

Zoombombing, a trend in recent months, has quickly moved from online class-
room pranks to organised disruption efforts, which the FBI has threatened to 
punish with jail time. “The FBI has received multiple reports of conferences 
being disrupted by pornographic and/or hate images and threatening lan-
guage.” the agency stated in a recent press release.1
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