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Abstract

Background—Organizations responding to the 2014-2016 Ebola epidemic in Sierra Leone
collected information from multiple sources and kept it in separate databases, including distinct
data systems for Ebola hot line calls, patient information collected by field surveillance officers,
laboratory testing results, clinical information from Ebola treatment and isolation facilities, and
burial team records.

Methods—~Following the conclusion of the epidemic, the Sierra Leone Ministry of Health and
Sanitation (MoHS) and United States Centers for Disease Control and Prevention (CDC) partnered
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to collect these disparate records and consolidate them in the Sierra Leone Ebola Database
(SLED).

Results—The SLED data will be used to provide a lasting resource for post-epidemic data
analysis and epidemiologic research, including identifying best strategies in outbreak response,
and to help families locate the graves of family members who died during the epidemic.

Conclusion—This report describes MoHS and CDC processes to safeguard Ebola records while
making the data available for public health research.

Keywords

Ebola virus disease; ethics; privacy; data ownership; data sharing; data access; Sierra Leone Ebola
Database; SLED

Background

The large-scale 2014-2016 Ebola virus disease (Ebola) epidemic in Sierra Leone
demonstrated the importance of coordinated efforts in data collection and management?.
Data standardization is crucial for supporting and facilitating epidemic response. It is also
vitally important for post-epidemic data analysis and epidemiologic research to help plan for
future responses?.

To prevent further spread of the disease, from October 2014 through November 7, 2015 all
burials in Sierra Leone were mandated to be conducted by specially trained and equipped
burial teams3. In 2015, the Sierra Leone Ministry of Health and Sanitation (MoHS), the
owner of the data collected in Sierra Leone, in collaboration with the United States Centers
for Disease Control and Prevention (CDC), set a goal of collecting, consolidating, and
linking Ebola data with a primary objective to help families locate the grave of their loved
ones.

The international non-governmental humanitarian organization Concern Worldwide
supervised and recorded more than 16,000 safe and dignified burials in two cemeteries in the
Western Area®. Using burial records, the organization’s family liaisons helped 1,473 family
members locate the graves of their loved ones (Otieno D., Concern Worldwide: personal
communication). Unfortunately, for many families who were not able to be present at the
funeral of their loved ones, grave locations are still not known.

During collaborative data collection efforts with epidemic response organizations, MoHS
and CDC realized the greater potential of a larger, consolidated Ebola database, including
epidemiological investigation and clinical records data in addition to burial records. By the
end of 2016, 68,000 (100%) burial records, 97,588 (100%) of epidemiologic investigation
records, 106,172 (100%) laboratory testing records, 239,858 (about 99%) Ebola hotline alert
records, and 7,245 (about 80%) Ebola facility records were consolidated into a data
collection that is now referred to as the Sierra Leone Ebola Database (SLED). Each of the
SLED data categories has its own limitations: The alert call center was established in
September and burial teams in October of 2014, three and four months, respectively, after
the Sierra Leone epidemic was declared. Laboratory testing records were not received
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subsequent to October 2015. Finally, some Ebola facility records were not available for
collection. In addition, none of the SLED components include information about hidden3 or
asymptomatic cases®. Despite these limitations, the SLED data became a unique
consolidated data source for the Sierra Leone Ebola epidemic. Once the database was
established, MoHS and CDC recognized the need to develop an ethically appropriate
mechanism for researchers’ secure data access that will protect personally identifiable
information (P11) while preserving MoHS’s data ownership permanently.

The solution came from an analysis of the best international practices of data ownership and
privacy protection®-17 and discussions with staff from the U.S. National Center for Health
Statistics’ Research Data Center'8 (RDC) who have extensive experience in enabling access
to potentially identifiable data in a secure environment?®.

As Luciano Floridi wrote in 1999, “privacy, accuracy, intellectual property and access, ...
also security and reliability, ... have been so transformed by the computing technology in
which they are embedded that they acquire an altered form and new meanings.. we need a
conceptual interface to apply ethical theories to new scenarios.”20 A significant body of
work exists on developing a unified big data ethics framework?1-25, In developing SLED,
CDC and MoHS made efforts to assure that the data, collected by multiple organizations,
could be consolidated and made available to researchers. The process is consistent with
major principles of preserving data confidentiality and MoHS data ownership and custody of
the data. On behalf of the MoHS, the RDC provides access to high utility data and prevents
unauthorized use or disclosure of the information.

The SLED Model

The core of the developed solution includes: supporting, training, and mentoring an
incountry team of Sierra Leonean data managers (SLED Data Team); developing a research
proposal submission and approval process; facilitating protected access to the SLED data for
researchers via the RDC; and supporting health research in Sierra Leone. The MoHS’
ownership of the SLED data is assured by hosting and processing the data in the secure
MoHS location by the SLED Data Team.

Researchers access the SLED data through the National Center for Health Statistics RDC,
which was established in 1998 to provide a mechanism whereby researchers could access
data files in a secure environment without jeopardizing the confidentiality of respondents
and providing protection of the integrity of the data themselves. This is done by limiting
researchers’ access location to the physical data laboratories where RDC staff can prevent
the removal of data. The physical laboratories contain servers isolated from devices that can
be used to transmit data. Users with approved by MoHS proposals can access the required
data set but cannot take the data out of the environment. Additionally, a remote execution
system works by accepting code from researchers, running the code against an approved
data set, and then returning the output to the requester. The remote execution system allows
for data analysis to be conducted without the researcher having to be at the physical RDC
location.
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Researchers can submit the programming code and receive the results over a secure RDC
File Transfer Protocol (FTP) site (Figure 1). No data can be downloaded onto the
researcher’s computer or other device. The RDC strives to maintain confidentiality and
prevent disclosure, but researchers with approved projects also have important
responsibilities in preventing disclosure!®: 19, It is a researcher’s responsibility to receive
institutional approval to uphold ethical principles and guidelines. The RDC is responsible
for preventing the loss of the data and advising the SLED Data Team on best practices for
disclosure limitation. The RDC does not comment on scientific merit or impose any merit-
based publishing guidelines,1® and researchers will be able freely and independently to
publish results derived from SLED. Although researchers will not be able to share the data
accessed via RDC, publishing and sharing data dictionaries, algorithms, definitions, merging
procedures, and results will allow reproducibility of the results by other researchers.

Maintaining SLED data security and confidentiality

The SLED Data Team maintains as a guiding principle the security and confidentiality of the
data it safeguards, especially PII. Security may be defined as preventing unauthorized
release of PIl and loss or unauthorized access, destruction, use, modification, or disclosure
of the data2®: 27 Measures to ensure the security of data include providing both physical
security (e.g. a guarded, physically secure MoHS location for data storage with an
uninterrupted power supply) and electronic security (e.g. strong passwords, data encryption,
and data backup). The SLED Data Team maintains data confidentiality by ensuring that P11
is not released without the consent of the patient or a family member of the deceased. To
reinforce these requirements, the SLED Data Team developed standard operating procedures
to protect the confidentiality of all SLED case reports and files, and the SLED Team
members undergo regular training on data confidentiality and security.

The research proposal approval process

A prospective investigator submits a proposal to the MoHS and SLED Data Team via the
SLED-dedicated page on the NCHS RDC web-site?® containing the list of the Ebola
responding organizations that contributed data to SLED and data dictionaries for the SLED
files. The proposal must contain the following information:

a. Investigators’ names, affiliations, positions, nationality (Sierra Leonean or not),
and curricula vitae;

b. Research questions, methods, references, and expected outcome;

c. Geographic area and dates of the requested data;

d. Requested SLED files and desired variables;

e. Description of the non-SLED files and variables, if linkage is requested.

The NCHS RDC analyst sends proposals to the SLED Data Team who review the proposal
for data availability, data confidentiality, proposal completeness, and public health relevance.
Once complete, the proposal is forwarded to MoHS for approval. Revisions will be
requested if needed. If the MoHS approves the proposal, the NCHS RDC Analyst notifies
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the researchers that they must complete a confidentiality orientation, pass a post-orientation
test with a score of 100%, and sign a written confidentiality agreement (Figure 2).

Currently, CDC funds RDC services for MoHS-approved projects submitted by any Sierra
Leonean researchers and researchers from Ebola responding organizations that contributed
data to SLED. Other research projects are subject to the regular RDC fee.

Preparing the data package

An RDC analyst completes a final screening of the approved proposal for data
confidentiality and transfers it on to the SLED Data Team in Freetown, Sierra Leone. For
each approved research project, the SLED Data Team extracts or derives data elements
requested in the proposal, limiting them to the geographic and temporal scope of the project.
Indirect P11 (e.g. date of hospitalization) are replaced by derived variables (e.g. month/year)
to decrease the possibility of disclosure.

After the data package is reviewed by the SLED Data Team supervisor, it is transferred to
the RDC via a secure FTP site. The RDC analysts communicate with the researchers to
facilitate data processing and assure data security (Figure 1).

Supporting health research in Sierra Leone

An important principle of SLED is to maintain access by African researchers, particularly
from Sierra Leone. Preliminary testing showed that the RDC is sufficiently accessible from
Sierra Leone and other countries in the region via the Internet. To accommodate SLED
needs, the RDC expanded its range of programming software to include SPSS software,
version 23.0 (IBM). The standard programs that are provided in the RDC are SAS software,
version 9.4 (SAS Institute), Stata/MP-64 software, version 14 (StataCorp), and R software,
version 3.3.3 (Lucent Technologies). The SLED Data Team and RDC analysts are available
to assist Sierra Leonean researchers with the process of proposal application and setting up
programming. To familiarize Sierra Leonean public health researchers with the secure data
access concept, SLED data, RDC, and principles of data confidentiality and security, MoHS
and CDC conducted a 3-day workshop in January 2018 attended by more than 90
participants from Sierra Leonean governmental and academic institutions and 2-day session
in May 2019 attended by 171 participants.

Conclusion

In October 2017, the SLED secure data access concept was approved by the MoHS. The first
phase of the SLED secure data access was released in Fall 2018. The Sierra Leone MoHS
maintains its ownership and custody of the SLED data. The SLED page on the NCHS RDC
website will provide user support with a description of the data, an application package, and
guidance on the approval process.

The SLED Data Team and RDC are responsible for protecting the confidentiality of the
patients or institutions while providing access to the SLED data for statistical purposes. Big
data ethical principles of SLED data access include protection from statistical and country-
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sensitive cultural information disclosure. These principles are maintained by employing both
technical and behavioral techniques to protect sensitive information.

The technical techniques include producing minimal data extracts to answer specific
research questions and the use of data access from the physical data laboratories or a remote
execution analytic system. The extracts provide high research utility without releasing more
data elements than are needed. The remote execution is a secure data access technology that
allows an approved researcher to write code that is sent to the RDC and run on the extract.
When the operation is completed, the output is returned to the researcher. This aggregate
form of data allows the researcher to conduct analyses without ever seeing or obtaining the
underlying microdata. The MoHS maintains data ownership and the SLED data do not leave
MoHS premises.

The behavioral or social techniques include educating users about the importance of
confidentiality, the review of proposals to access the data, and the periodic review of
aggregate data in the output. The RDC requires that approved users take confidentiality
training with a post-test and make sure researchers and his/her institution are aware of their
responsibility to maintain ethical principles of the research. The SLED Team maintains the
best possible quality of the data by preparing, verifying, and documenting data package.

In 2015, an international workshop convened in South Africa focused on the benefits of and
barriers to sharing research data in order to improve public health?9. The participants
emphasized the need for maintaining data privacy and confidentiality, the role of the data-
contributing nation in data governance, and the importance of strengthening the role of
national researchers via capacity building, collaboration, and receiving recognition. CDC
and MoHS designed the SLED secure data access concept following these principles.
Despite multiple challenges in developing and setting up SLED data access model, we hope
that it may serve as a prototype for future secure and ethical data sharing.
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