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bstract

Unprecedented, exponential growth in the amount of consumer data collected by retailers across various customer touchpoints has made
afeguarding data privacy a key priority. Data privacy in retail contexts requires convergence among three key stakeholders—consumer, retailer,
nd regulatory—each of which has unique roles and viewpoints. With a global perspective and a multimethod data collection approach, combining
n-depth expert interviews, a large-scale consumer survey across four countries, and global case studies, this research identifies three emergent
hemes for understanding the convergence of these three stakeholders’ interests: (1) big data as a driver of customer relationship performance, (2)
rofound impacts of regulation, and (3) privacy protection as a proactive retail strategy. These themes underscore the complex interrelations among

onsumers, retailers, and regulatory forces. The delineated research opportunities in turn may foster deeper understanding of these stakeholders,
heir perspectives, and their convergence.

 2020 New York University. Published by Elsevier Inc. All rights reserved.
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Understanding data privacy in retail settings demands consid-
ration of the convergence of consumer, retailer, and regulator
nterests. For all three types of actors, dramatic transformations
ffect their shared and unique roles with regard to ensuring data
rivacy in the current big data and advanced data analytics era.
s retailers gather vastly increasing amounts of data—expected

o increase in size from 33 zettabytes (1 zettabyte = 1 trillion
igabytes) in 2018 to 175 zettabytes by 2025 (Sides et al.

019)—consumers  express discomfort about the risk of data
reaches and retailers’ use of “uber-personalized” contacts that
eel invasive and creepy (PwC 2018). Yet nearly 74% of retail-
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rs  report their plans to increase their technology spending
TotalRetail 2019) and customer personalization through tools
uch as location tracking, facial recognition, emotion track-
ng, and voice encoding and interpretation, all of which might
ggravate consumers’ sense of vulnerability (Martin, Borah,
nd Palmatier 2017). This sense of vulnerability is particularly
eightened during turbulent times, such as the COVID-19 pan-
emic, in which context increasingly sensitive consumer data
body temperature, contact identities, travel history) may be
ccessed and used by various actors (Brough and Martin 2020).
n response to such tensions, regulators  are enacting and revising
heir policies, such as Europe’s General Data Protection Regula-
ion (GDPR), California’s Consumer Privacy Act (CCPA), and
ozens of other regulations adopted at state and local govern-
ent levels (Palmer 2019).
The convergence of these three main stakeholder groups’
nterests in data privacy may represent a tipping point for
ig data and privacy, producing both salient risks and pri-
acy threats, but also great potential for retailers. Increasing

ed.
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vidence signals that stakeholders are seeking new ways to pro-
ect and expand consumer privacy, using collaborative rather
han confrontational approaches. Such developments are not
ell reflected in current retailing research, which continues

o focus primarily on confrontational, risky, and threatening
hemes (Martin and Murphy 2017). Inspired by the positive,
ollaborative developments at the consumer–retailer–regulatory
nterface, we seek explicitly to consider the bright side, by
xamining  manifestations  of  data  privacy  from  a  global  perspec-
ive; integrating  the  roles  of  consumer,  retailer,  and  regulatory
takeholders; and  delineating  research  opportunities  that  are
ermane to  gaining  a  better  understanding  of  each  stakeholder
roup.

In particular, by leveraging extant research and a multi-
ethod approach to collect original, empirical data, we identify

hree emergent themes that catalyze collaboration and increas-
ng consumer–retailer–regulatory convergence in relation to the
ollection and uses of consumer data in retail. First, we substan-
iate the role of big  data  as  a  driver  of  customer  relationship
erformance, because it enhances customer value perceptions.
econd, we underscore the profound  impact  of  regulation  in
haping consumer–retailer interactions. Third, we shed light on
he potential of privacy  protection  as  a  proactive  retail  strat-
gy, which can provide an innovative source of competitive
dvantages for retailers.

In our multimethod approach, we corroborate each theme
y integrating insights from qualitative and quantitative data
ources. First, we conducted depth interviews with eight senior-
evel executives from different industries, to gain their expert
erspectives on retailers’ data privacy practices. Second, we con-
ucted a large-scale, global survey of 1,007 consumers across
our countries (Australia, China, Germany, United States),
hich captures their general and industry-specific (retail, IT,
nancial services) data privacy experiences. Third, our global
esearch team used select survey findings to develop brief,
n-depth case studies pertaining to relevant issues in global
ata privacy business practices. Jointly, these data collec-
ion and analysis efforts provide a unique perspective on
onsumer–retailer–regulatory convergence and inform our three
mergent themes.

Accordingly, this study advances extant knowledge in three
ain ways. First, we establish emergent themes to illustrate cur-

ent issues related to the collection and use of consumer data
n retail settings. Each theme arose from and is substantiated
y three data sources, such that the combination of qualita-
ive (depth interviews, case studies) and quantitative (survey)

ethodologies underscore the validity of findings. Together, the
hree themes provide a more balanced view of the potentials and
itfalls of data privacy in retail, emphasizing bright-side evi-
ence that tends to be ignored by current perspectives on related
opics. Although each theme focuses on one of the three key
takeholder groups—consumer (Theme 1), regulation (Theme
), or retailer (Theme 3)—they also reflect the convergence and
nterrelations among those stakeholders. For example, regula-

ion shapes the consumer–retailer interaction, in that retailers

ust adhere to privacy regulations in their dealings with con-
umers. These three themes coherently emphasize the complex
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nteractions and diverse perspectives that must be taken into
ccount in data privacy research in retailing.

Second, we provide a global perspective on data privacy.
ost extant research focuses on a single country, or even a

pecific firm in a single country, depending on the availabil-
ty of empirical data. The United States is overrepresented. Yet
rivacy perspectives are driven by a country’s culture, so con-
umers’, regulators’, and retailers’ views on data privacy are
nevitably (whether consciously or subconsciously) influenced
y their cultural environment. Our survey consolidates perspec-
ives of consumers across four countries on four continents, thus
ffering rich insights gathered from a culturally diverse sample
f consumers. The case studies in turn showcase country-specific
xamples of differential retailer or regulatory approaches to data
rivacy and consumers’ reactions, which establishes an outline
f key tensions in global privacy perspectives, to inform retailers
eeking to expand to other countries and cultures.

Third, we delineate rich research opportunities that can sys-
ematically enhance understanding of the three key stakeholders
n retail data privacy contexts. Knowledge pertaining to their
onvergence has remained relatively limited. To advance data
rivacy research, we need a solid foundation, reflecting shared
nd unique perspectives, motivations, and influence mecha-
isms, across consumers, retailers, and regulatory groups. In
upport of this effort, we propose specific research avenues and
uestions that researchers may pursue to gain deeper knowl-
dge about each actor, move the field toward a big picture of the
etail privacy triad, and facilitate identification of interrelations,
ensions, and bright spots across these stakeholders.

Data  Privacy  in  Retail:  Emergent  Themes  from  a Global
Perspective

In reviewing research in multiple disciplines, we find that
rivacy notions largely have been applied in contexts specific
o consumers, regulation, or retail. These ongoing conversa-
ions in separate research streams provide preliminary evidence
f the three emergent themes involving consumers, regula-
ion, and retailers as three key stakeholders when it comes to
ata privacy in retail settings (Fig. 1). For consumers, big data
upport increasing personalization, as offered and investigated
y practitioners and researchers. Bleier and Eisenbeiss (2015)
bserve that online personalized ads improve click-through
ates, especially in early purchase decision stages, but that over-
ersonalization is possible if customers’ preferences are unstable
nd change over time. Other studies explore how to leverage big
ata, with methods such as adaptive personalization using social
etworks (Chung, Wedel, and Rust 2016) or latent Dirichlet allo-
ations to mine online chatter and understand brand positioning
Tirunillai and Tellis 2014).

Privacy protection instead might be used as a competitive
trategy by retailers  (Martin and Murphy 2017). According
o theoretical models, firms can profit by differentiating con-
hough doing so might diminish disclosure-related revenues
Casadesus-Masanell and Hervas-Drane 2015). In an explo-
ation of the emerging idea of allowing customers to pay for
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Fig. 1. Three emergent th

rivacy, the findings indicate that in a duopolistic setting, firms
o not necessarily benefit from charging more for privacy,
hereas privacy costs always increase profits in monopolistic

ettings (Montes, Sand-Zantman, and Valletti 2019).
The interactions of consumers and retailers also depend on

rivacy regulations. Such privacy policies can be a good proxy
or the degree of transparency and control that firms provide
heir customers, which then inform both customer and firm
erformance (Martin, Borah, and Palmatier 2017). Moreover,
tronger privacy policies can mitigate the potentially nega-
ive spillover effects triggered by a data breach suffered by a
lose competitor (Martin, Palmatier, and Borah 2018). Although
mpowering customers with data privacy can help mitigate the
egative impacts of breaches, in certain conditions, regulations
hat require full privacy can be detrimental to consumer wel-
are (Taylor and Wagman 2014). Contrary to a general sense
hat privacy regulations are costly to firms, a recent study shows
hat policies that require firms to ask for consent to obtain cus-
omers’ personal information can benefit both consumers and
rms, assuming conditions of asymmetric competition and price
iscrimination (Hoffmann, Inderst, and Ottaviani 2020).

nvestigative  Approach

We draw from these three research streams to examine
onsumer–retailer–regulatory convergence and study their inter-
onnections, rather than their separate or unique implications. To
stablish novel insights about the role of big data and privacy for
etail, as well as substantiate consumer-, retailer-, and regulation-
pecific insights from extant research, we collect data using three
pproaches. In our attempt to understand firms’ experiences with
anaging data and protecting privacy, we started by conducting

n-depth interviews with eight senior-level executives who deter-
ine or manage their firms’ data privacy practices (Table 1). We

dentified these informants from leads gathered from an advisory

oard on which one of the authors is a member; colleagues from
his board provided additional relevant contacts. The interviews
ere conducted by two authors via conference call, which were

ecorded and transcribed. The interview protocol includes eleven

i
f
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 on data privacy in retail.

uestions, pertaining to opportunities and challenges associ-
ted with data privacy and the role of data privacy in retail,
egardless of their own industry orientation. We also encour-
ged these expert informants to take the conversation in topical
irections of their choosing. Their industry profiles and expe-
ience involve market research, privacy solutions, consulting,
nancial services, and health care.

Then a second data collection effort involved a large-scale,
lobal survey conducted in four countries on four continents:
ustralia, China, Germany, and the United States. The author

eam created and pretested the research instrument, which con-
isted of questions about consumers’ experiences with data
rivacy. The respondents indicated their general sense of vul-
erability if they grant companies access to their personal
nformation, their degree of worry about data disclosures, their
rivacy concerns, and their perceptions of regulations and pro-
ections, among other topics. Members of the author team, local
o each country in which the survey was administered, translated
nd back-translated the instrument, then administered it to a min-
mum of 200 respondents in each country, recruited using local
nline data collection platforms. Table 2 provides details about
he data collection procedures. Survey measures are detailed
n Appendix, and Table3 contains the descriptive statistics and
orrelations aggregated over the four country samples.

In addition to general data privacy perceptions, the 1,007
espondents across the four countries provided insights specific
o a company they chose, from the retail, IT, or financial services
ector. That is, for each randomly assigned sector, respondents
elected the company they purchased from most frequently, from

 drop-down list of five consumer-facing firms. These firms were
he top five companies in terms of sales revenue within each
ector, according to the Fortune  ranking in the United States
nd equivalent, country-specific rankings available in Australia,
hina, and Germany. The participants indicated the perceived
ata-enabled value they received from this firm as customers,
s well as their share of wallet, loyalty intentions, switching

ntentions, and willingness to opt-in to data sharing with this
ocal firm. Fig. 2 presents the outcome variables by country and
ndustry. If a respondent did not purchase from any of the listed



K.D. Martin et al. / Journal of Retailing 96 (4, 2020) 474–489 477

Table 1
Depth interviews: informants’ executive profiles.

Informant Role Company business scope Years data privacy
experience

Connection to retail
environment

1 Business Unit President Global Privacy Solutions 19 Retail Company Clients
2 Chief Security Officer,

Chief Privacy Officer,
Chief Compliance Officer

B2B Software Security 23 Retail Company Clients

3 Chief Executive Officer Human Resources
Solutions

25 Retail Company Clients

4 Chief Privacy Officer Retail and Financial
Services

17 Retail End Consumers

5 Chief Executive Officer Health Rating and IT 21 Retail End Consumers
6 Chief Confidentiality

Officer
Global Consulting 28 Retail Company Clients

7 Director IT Consulting 5 Retail Company Clients
8
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 Chief Executive Officer
and Founder

Privacy Solutions 

rms, she or he was reassigned to another sector and drop-down
ist. If they could not identify any company across any of the
hree sectors, respondents were thanked and redirected to the
nd of the survey.

Finally, after analyzing the survey findings, the research team
orked together to derive short case studies about a particular
uestion or finding of interest that emerged from the data. Thus,
he three themes we present are informed by insights from our
nterviews, survey findings, and short case studies in a global
ontext.

heme  1:  Big  Data  as  a  Driver  of  Customer  Relationship
erformance

As a fundamental premise, big data drive superior retail per-
ormance. This ability to enhance firm performance outcomes
nderpins retailers’ quest for new technologies and new ways of
nteracting with customers. Because their multiple, varied, data-
ased applications have proven so beneficial, retailers appear
nlikely to scale back their big data efforts (TotalRetail 2019).
onsumers also reap rewards. Thus, the mutual benefits drive
rm performance generally and customer relationship perfor-
ance specifically. Elements of this emergent theme arose from

ll three of our investigative approaches.

nterview insights
We asked the executive informants to describe their experi-

nces and impressions working with retailers that use customer
ata. A director of IT consulting for a large, international
ompany described customer data and their management as
oundational to retailer success, echoing academic insights and
vidence (Bradlow et al. 2017; Grewal, Roggeveen, and Nordfält
017). This informant’s firsthand knowledge, gained from advis-
ng retail clients, informs his perspective, which pertains directly
o the first emergent theme:
Retailing is a bit ahead of the curve, yet still subject to data
breaches. They have put themselves out there to create per-
sonal experiences, so they have learned to protect customer

p
i
o
e

10 Retail Company Clients

data. While they are not perfect, they know they need to do
this to be competitive. Everyone wants the Amazon effect.
Market forces are pushing in this direction.

That is, even if some retail practices or approaches increase
orry, consumers value personalized experiences (Aguirre et al.
015), and capabilities and technologies that provide per-
onalized experiences are well-positioned to fulfill this value
roposition, which constitutes an important source of compet-
tive advantage (Inman and Nikolova 2017). An IT consulting
irector affirms the effectiveness of big data for retail clients,
uch that

Data provide a huge competitive advantage. Personalization
works as a marketing strategy. Customers like it but it requires
data.

This quote provides an excellent summary of the mutual
onsumer–retailer benefits of big data: They facilitate rich cus-
omer connections and retailer advantages, and the value often is
nough that customers willingly relinquish information to obtain
t.

urvey insights
The global survey responses reveal customer-level percep-

ions of the data-enabled value they receive from the companies
hey select, in relation to four behavioral outcomes: reported
hare of wallet, loyalty intentions, switching intentions, and
illingness to opt-in to the company’s data collection efforts.
ith a two-level hierarchical multivariate analysis (customers

ested within companies) using HLM 8.0, we regress the four
utcomes on two forms of data-enabled customer value, which
eflect customers’ perceptions of firms’ ability to tailor the pur-
hase experience or prices to their individual tastes (Chellappa
nd Sin 2005). These two measures of data-enabled customer
alue capture the extent to which customers believe the company

rovides (1) a better experience by using customers’ personal
nformation (customer experience value) and (2) lower prices
r even free services, due to its use of customer data (customer
conomic value).
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Table 2
Global survey: data collection details.

Country
Sample characteristic Australia China Germany United States Overall

Collaborating consumer
panel provider

Qualtrics Australia Wenjuanxing Consumerfieldwork Qualtrics U.S. —

Survey language English Chinese German English —
Sample size 235 300 225 247 1007
Respondent gender
Female 125 (53.2%) 144 (48.0%) 115 (51.1%) 173 (70.0%) 557 (55.3%)
Male 110 (46.8%) 148 (49.3%) 110 (48.9%) 72 (29.1%) 440 (43.7%)
Prefer not to say 0 (.0%) 8 (2.7%) 0 (.0%) 2 (.8%) 10 (1.0%)
Respondent age group

18-24 years 37 (15..7%) 70 (23.3%) 21 (9.3%) 40 (16.2%) 168 (16.7%)
25-34 years 42 (17.9%) 107 (35.7%) 35 (15.6%) 77 (31.2%) 261 (25.9%)
35-44 years 39 (16.6%) 75 (25.0%) 33 (14.7%) 58 (23.5%) 205 (20.4%)
45-54 years 35 (14.9%) 26 (8.7%) 44 (19.6%) 24 (9.7%) 129 (12.8%)
55-64 years 35 (14.9%) 16 (5.3%) 37 (16.4%) 17 (6.9%) 105 (10.4%)
65+ years 47 (20.0%) 6 (2.0%) 55 (24.4%) 2 (.8%) 110 (10.9%)
Prefer not to say 0 (.0%) 0 (.0%) 0 (.0%) 29 (11.7%) 29 (2.9%)

Respondents per sector
Retail 75 (32.0%) 104 (34.7%) 72 (32.0%) 76 (30.8%) 327 (32.5%)
IT 80 (34.0%) 102 (34.0%) 79 (35.1%) 83 (33.6%) 344 (34.1%)
Financial services 80 (34.0%) 94 (31.3%) 74 (32.9%) 88 (35.6%) 336 (33.4%)

Retail company selected
Top 1 Harvey Norman (30;

40.0%)
Tmall (74; 71.2%) Amazon.de (60; 83.4%) Walmart (43; 56.6%) —

Top 2 Myer (21; 28.0%) JD (26; 25.0%) Otto (5; 6.9%) Amazon (21; 27.6%) —
Top 3 Kogan (12; 16.0%) Suning (2; 1.9%) Müller (5; 6.9%) Target (9; 11.8%) —
Top 4 David Jones (8; 10.7%) Gome (2; 1.9%) Galeria Kaufhof (1; 1.4%) Costco (2; 2.6%) —
Top 5 Costco (4; 5.3%) Dashang (0; .0%) Karstadt (1; 1.4%) Macy’s (1; 1.3%) —

IT company selected
Top 1 Apple (35; 43.8%) Huawei (47; 46.1%) Google (33; 41.8%) Google (39; 47.0%) —
Top 2 Samsung (19; 23.8%) ZTE (26; 25.5%) Microsoft (22; 27.8%) Apple (31; 37.3%) —
Top 3 Microsoft (18; 22.5%) Inspur (17; 16.7%) Samsung (13; 16.5%) Microsoft (10; 12.0%) —
Top 4 Telstra (8; 10.0%) China UnionPay (8;

7.8%)
Huawei (6; 7.6%) Dell (3; 3.6%) —

Top 5 Fujitsu (0; 0.0%) Haier group (4; 3.9%) Apple (5; 6.3%) IBM (0; .0%) —
Financial services
company selected

Top 1 Commonwealth Bank
(31; 38.8%)

ICBC (29; 30.9%) Sparkasse (49; 66.2%) Chase Bank (27; 30.7%) —

Top 2 ANZ (15; 18.8%) CCB (27; 28.7%) Volksbank Raiffeisenbank
(11; 14.9%)

Wells Fargo (26; 29.5%) —

Top 3 Westpac (15; 18.8%) ABC (19; 20.2%) Commerzbank (9; 12.2%) Bank of America (25;
28.4%)

—

Top 4 National Australia Bank
(NAB) (11; 13.8%)

Life Insurance (13;
13.8%)

Deutsche Bank (4; 5.4%) Citibank (8; 9.1%) —
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Top 5 Bendigo Bank (8; 10.0%) Ping An (6; 6.4%) 

In the results in Table 4, customer experience value emerges
s a strong, significant predictor of each behavioral outcome at
he customer level. When companies use customers’ personal
nformation to devise a better experience, customers allocate
ore of their share of wallet to that company (γ  = 2.91, p  < .001),

eport greater loyalty intentions (γ  = .41, p  < .001), are less likely
o switch to a close competitor (γ  = −4.18, p  < .001), and are

ore willing to opt-in to further data gathering efforts (γ  = .38,
 < .001). Perceptions of greater economic value instead sig-

ificantly influence only their willingness to opt-in to further
ata gathering efforts (γ  = .15, p  < .001). At the company level,
n indicator variable signifies if the firm is a retail company,

t
n

HypoVereinsbank (1;
1.3%)

Morgan Stanley (2; 2.3%) —

hich we include as a focal independent variable in the level-
wo model. When we do so, we determine that customers report
llocating a greater share of wallet to retail companies (γ  = 2.91,

 < .01) and lower intentions to shift business away from a cho-
en retailer (γ  = −5.77, p < .05). Therefore, favorable behavioral
esponses by customers regarding firms’ uses of their personal
nformation are driven less by financial savings or reduced costs
nd more by a desire to receive a better, more customized
xperience. Considering the informants’ reported commitment

o retailers in this sample, these effects should be particularly
oteworthy to such firms.
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Table 3
Global survey: descriptive statistics and correlations.

Variables Mean Std. deviation 1 2 3 4 5 6 7 8 9 10 11

1. Customer Experience
Value

4.49 1.33 1.000

2. Customer Economic
Value

3.91 1.50 .527** 1.000

3. Customer Share of Wallet 59.10 24.81 .166** .110** 1.000
4. Customer Loyalty

Intention
5.45 1.35 .361** .123** .252** 1.000

5. Customer Switching
Intention

47.30 29.35 −.172** −.098** .111** −.163** 1.000

6. Customer Opt-In
Willingness

4.62 1.35 .458** .354** .181** .308** −.153** 1.000

7. Consumer Regulatory
Protection

3.93 1.39 .276** .233** .153** .054 −.060 .240** 1.000

8. Country Internet Privacy
Index

60.13 31.52 −.060 −.186** −.052 .224** −.129** −.116** −.126** 1.000

9. Consumer Vulnerability 3.54 1.45 −.083** .013 −.021 .024 .161** −.049 −.106** −.004 1.000
10. Consumer Data

Disclosure Worries
4.01 1.52 −.016 .072* .058 −.116** .152** .065* .037 −.292** .463** 1.000

11. Consumer Privacy
Concerns

4.83 1.35 −.075* −.063* .045 .066* .196** −.015 −.130** −.055 .605** .413** 1.000

** Correlation is significant at the .01 level (2-tailed).
* Correlation is significant at the .05 level (2-tailed).

Table 4
Global survey: effects of data-enabled customer value.

Customer share of wallet Customer loyalty intention Customer switching intention Customer opt-in willingness

Variables �  (s.e.) � (s.e.) � (s.e.) �  (s.e.)

Intercept 56.27 (1.56) *** 5.52 (.08) *** 47.60 (1.71) *** 4.61 (.06) ***
Individual Level
Customer Experience Value 2.91 (.73) *** .41 (.06) *** −4.18 (.90) *** .38 (.04) ***
Customer Economic Value .90 (.77) −.04 (.04) −.75 (.86) .15 (.04) ***
Company Level
Retailer Identifier 6.80 (2.55) ** −.09 (.12) −5.77 (2.72) * .07 (.10)
A
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ote: *p < .05; **p  < .01; ***p < .001.

Collectively, these findings reinforce extant evidence that big
ata drive retail performance. In a global sample with consumers
rom four countries, across 60 different companies, the value
esulting from personalized, improved customer experiences,
stablished on the basis of big data, leads to critical behavioral
ewards. Customers report greater shares of wallet and enhanced
uture loyalty toward companies that provide value through
ersonalized experiences, beyond mere price discounts. This
ustomer experience value also reduces intentions to switch,
hile increasing opt-in willingness for data-driven company

pplications. If retailers can demonstrate to customers how pro-
iding personal information leads to better experiences, they
ikely can unlock a host of behavioral benefits. These findings
re consistent across all four countries in our sample, implying
he universal nature of the beneficial customer outcomes that
esult from data-enabled customer value.
ase  in  brief:  Australia
We consider a specific example from Australia that speaks

o these data-enabled value benefits. This case also introduces

g
s

.03 .23

rade-offs between enhanced personalization value and privacy,
hich sets the stage for our subsequent emergent themes. Wool-
orths is Australia’s largest grocery retailer, with 995 stores and
15,000 employees, and it operates with diversified business
nterests (woolworthsgroup.com.au, 2019). In 2013, it acquired
0% of Quantium, a data brokering firm, for $20 million to
nhance its customer information strategy and data analytics.
he goal was to design customized promotions to build market
hare and maximize sales (Mitchell 2016). Quantium partners
ith Facebook to collect and analyze customer profile data

Digital Rights Watch 2016), including lifestyle characteristics
nd other sensitive information—often beyond what might be
onsidered possible by the average consumer. Woolworths uses
his information to design tailor-made, direct marketing promo-
ions; its efforts have enabled the retailer to generate a 24%
ncrease in customers’ reported satisfaction with the marketing
ommunications they receive (Pascoe 2017).
Yet data privacy remains a critical issue in Australia. Retail
iants such as Coles and Woolworths enjoy vast access to con-
umer data from in-house and third-party loyalty programs such
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Fig. 2. Global survey: cross-country differences in customer share of wallet,
loyalty intention, switching intention and opt-in willingness.
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s FlyBuys or Woolworths Rewards loyalty programs (14.5
illion users) (Rubinsztein-Dunlop 2014). Furthermore, the

omplicated Australian Privacy Act, with its unclear guiding
rinciples and ambiguous terminology, has created increased
onfusion about information disclosure risks (Kemp and Vaile
018). Yet innovations that enable greater data procurement and
imit privacy continue to emerge, prompting ethical questions.
or example, Australian retailers rely extensively on data bro-
ers to develop their direct marketing strategies. The present
tate of privacy legislation, which imposes few regulatory limits
n the data brokering industry, represents a threat to Australian
onsumers’ privacy (Digital Rights Watch 2016).

ummary
In our interviews, the executive informants note how big data

nalytics facilitate rich customer connections and retailer advan-
ages. The resulting value often is sufficient, such that customers
illingly disclose information to obtain it. Our global survey

uggests that across all four countries, the value resulting from
ersonalized, improved customer experiences, supported by big
ata, leads to critical behavioral rewards, such as increased share
f wallet, loyalty, and opt-in willingness and reduced switching
ntentions. The case in brief pertaining to Australia’s leading
etailer Woolworths illustrates how investments in big data ana-
ytics can pay off, in the form of substantially increased customer
atisfaction, even if the country’s complicated regulations pose a
isk to consumers’ data privacy. Despite growing concerns about
onsumer data privacy though, big data analytics deliver added
alue to both customers and retailers, which enhances customer
elationship outcomes.

heme  2:  Profound  Impact  of  Regulation

Regulations determine retailers’ collection, use, storage, and
verall management of customer data. But they often remain
omewhat in flux, as evidenced by regulatory responses to con-
umer privacy protections required by the COVID-19 pandemic
Brough and Martin 2020). Their influence on consumers and
etailers exemplifies the convergence of interests that motivates
ur research: Strong regulatory influences on retailers’ big data
ses and applications, as well as on consumer responses, emerge
s dominant features in our executive interviews and empirical
urvey investigation. They also have prompted the creation of

 new market, offering comprehensive data privacy compliance
nd strategy-focused services—some of which were developed
y our interview informants.

nterview  insights
The executive informants refer to business-as-usual in the

ost-GDPR era, signaling a collective realization that managing
ustomer data in compliance with GDPR did not require many
hanges even after the law took effect in May 2018. Rather,
he shifts that occurred reflected their ongoing need to moni-

or data privacy practices. Even within the EU, firm responses
o GDPR have been mixed. For example, a survey of German
xecutives revealed that 63% of respondents believe the law
reates undue business process complexity, and 43% predict it
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ill decelerate business digitalization (Statista 2018a). Yet 56%
f respondents from the same pool praise GDPR’s effective-
ess in setting global personal data standards and 46% consider
he GDPR as a competitive advantage for EU firms (Statista
018b). An IT consulting director echoed these sentiments in an
ptimistic prediction about GDPR’s transformative role:

Companies use [GDPR] as an excuse not to get data. If you
architect it correctly through privacy-by-design and automate
processes around the regulation, you can be compliant but
still get data and use it competitively. Data is a currency. This
is an opportunity for meaningful exchange. GDPR should
not stop that but just change the parameters. Think for exam-
ple about HIPPA [U.S. federal privacy regulations for health
data] and how companies managed that when it went into
effect. Now these companies have credibility around it.

At the time of our interviews, most informants also noted
he challenge of the California data privacy law (CCPA), which
as scheduled to take effect in January 2020. An informant who

erves as the chief security, privacy, and compliance officer at a
ecurity software company summarizes some firms’ reactions to
he varied legal and regulatory frameworks governing consumer
ata use across different U.S. states:

Right now, every state has a different data privacy law with
which companies need to be compliant. We need a federal
mandate on data privacy. Companies want some consistency.
GDPR solved this for the EU, China has one policy. A federal
mandate is needed.

This view is reflected in a formal letter to the U.S. Congress
rom the Main Street Privacy Coalition (2019), with the National
etail Federation and Retail Industry Leaders Association as
embers and cosigners, calling for uniform federal regulations.
he coalition has expressed its concern about retailers’ ability to
omply with the current patchwork of state laws and requested

 uniform federal law that would put customer interests in the
enter.

urvey insights
Whether federal regulation ultimately will pass in the United

tates and create uniformity remains an open question. Yet we
bserve some interesting consumer reactions to regulations at
he national level, regarding their sense of being protected by the
ational regulatory environment. With regard to individual-level
eliefs about a country’s regulatory protection of consumers,
r the extent to which consumers feel safeguarded by their
ountry’s national regulatory environment, we apply a one-way
nalysis of variance (ANOVA) to examine group differences
n consumer regulatory protection beliefs and find significant
ifferences across countries (F3, 980 = 10.93, p < .001). Pair-
ise comparisons reveal that consumers in countries with the

trongest privacy protections (i.e., Australia [M = 3.98] and
ermany [M = 3.80]) report no significant differences (p  > .40).

et consumer respondents from the Chinese sample report

eeling significantly more protected (M = 4.26; p  < .05) than con-
umer respondents from other countries in our sample. This
esult seems paradoxical, given China’s relatively weaker pri-
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acy protections. Finally, the U.S. sample differed significantly
rom China and Australia (M = 3.61; p < .05) but not from
ermany (p  > .40) in these beliefs. The lack of pairwise differ-

nces may reflect the extent to which the effects of the EU-based
DPR have spilled over to U.S. customers by default, as a result
f the regulation’s scope and reach.

We also use a two-level hierarchical multivariate model
n HLM 8.0 to examine how both consumer-level regula-
ory protection and country-level privacy protection indices
ight influence different consumer outcomes (consumers nested
ithin countries; Table 5). In these analyses, we examine con-

umers’ perceived vulnerability, data disclosure worries, and
rivacy concerns as outcomes of interest. To address the influ-
nce of their individual-level perceptions of the extent to which
heir country’s privacy regulations protect their personal infor-

ation and data security, we use the consumer regulatory
rotection measure from our ANOVA. Then to capture the influ-
nce of country-level privacy protection measures, we employ
n established Country Internet Privacy Index (Best VPN.org
020). The analysis shows that individual-level perceptions of
onsumer regulatory protections reduce consumer vulnerability
γ = −.13, p  < .10) and privacy concerns (γ  = −.15, p  < .10). The
ountry-level Country Internet Privacy Index negatively relates
o both consumer-perceived data disclosure worry (γ  = −.02,

 < .05) and privacy concerns (γ  = −.004, p  < .10).
Although we do not intend to advocate for or against data

rivacy regulations, these global survey results reveal that
egulatory protections can have suppressing effects on differ-
nt measures of consumer vulnerability, worry, and concern
bout personal information and data privacy. These suppressing
ffects ultimately can benefit retailers. Yet consumers across the
our country samples cite significant differences in the extent
o which they feel protected by their governments’ privacy
egulations. Their sense of regulatory protection influences vul-
erability, data disclosure worries, and privacy concerns. Finally,
his effect manifests both at the individual level and when we
xamine the influence of privacy protections at the country level
i.e., Country Internet Privacy Index). No view of regulatory
cope and influence exists without its internal contrasts though,
s highlighted by the evidence from Germany. We consider
he unique privacy regulatory landscape in China by unpacking
ome nuances in the following brief case.

ase  in  brief:  China
China’s new privacy standard, the Personal Information Secu-

ity Specification, was formally implemented in May 2018. It
stablishes detailed provisions for the collection, use, sharing,
isclosure, and storage of personal information (Han and Munir
018). For consumers, its measures provide for personal infor-
ation security, similar to GDPR. For example, retailers are

equired to clarify the purposes for which they gather informa-
ion and their processing methods, as well as seek consumer
onsent. The standard also advocates for collecting only the

inimum information needed to provide a particular product

r service (Palmatier and Martin 2019). Finally, it suggests that
etailers should grant consumers the ability to access, correct,
nd delete any personal information (Greenleaf and Livingston
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Table 5
Global survey: effects of country- and individual-level regulation perceptions.

Consumer vulnerability Consumer data disclosure worries Consumer privacy concerns

Variables � (s.e.) � (s.e.) � (s.e.)

Intercept 4.97 (.32) *** 4.63 (.45) *** 5.67 (.34) ***
Individual Level
Consumer Regulatory Protection −.13 (.07) * .08 (.00) −.15 (.08) *
Country Level
Country Internet Privacy Index −.004 (.003) −.02 (.01) ** −.004 (.002) *
A .07 

N

2
s
v
t
T

i
c
a
a
t
r
p
f
c
t
2
p
Z
r
p
f
t
p
f
M
p
a
v
c
F
e
b

S

a
e
n
l
c
i
t
o

o
c
t
v
t
c
r
i
b
o
d
c
c
c
e

T

i
i
b
c
t
r
v
i
l
w
t
a
o

I

O
s
p
a

djusted R2 .01 

ote: *p < .10; **p  < .05; ***p < .01.

017). In response, Alipay cancelled its use of a default con-
umer review of a service agreement and instead offers identity
erification and one-click hiding of billing data, to better pro-
ect data privacy (Sohu 2019). Other retail giants such as JD and
aobao have updated their privacy policies too.

Our data suggest that Chinese consumers express confidence
n the national regulatory system and believe its relevant poli-
ies protect their personal information. Yet paradoxically, when
sked, “What types of organizations are you most concerned
bout for keeping your information secure?” respondents ranked
he government as their top worry. This inconsistency may
eflect three factors. First, the Chinese government collects and
rocesses personal information to realize social management
unctions; e-government services increasingly facilitate citizen
ommunications (Janowski 2015) but also can create informa-
ion leakage (Liu and Carter 2018) and cyber-attack risks (Ynlibs
019). Second, government regulators both protect consumer
rivacy and oversee privacy security regulations (Reddick and
heng 2018; Xu et al. 2012). Chinese consumers prefer stricter

egulations and therefore rely on the government to manage their
rivacy, rather than turning to what they perceive as weaker
orms of industry self-discipline (Yang and Liu 2014). Although
he Chinese government has issued guidance related to privacy
rotection, some believe the existing laws do not go far enough
or China’s transitional economy (Miltgen and Smith 2015).

oreover, the centrality of government to information security
rotection efforts means that Chinese consumers tend to attribute
ny failure to the government. Third, people may have higher pri-
acy concerns if they lack control over the personal information
ollected and used by specific institutions (Phelps, Nowak, and
errell 2000; Xu et al. 2012). When interacting with their gov-
rnment, consumers tend to express greater privacy concerns,
ecause they perceive less control over that exchange.

ummary
Firm responses to GDPR have been mixed: Some perceive it

s an undue burden, whereas others recognize its aid in setting
ffective global standards. In reference to CCPA, respondents
ote the challenges it highlights, due to inconsistent state laws,
eading to calls for a unified U.S. federal law that prioritizes

ustomer interests. Our surveys further show that consumers
n four countries express different perceptions of the protec-
ion afforded by their country’s privacy regulations. A sense
f regulatory protection can suppress consumers’ perceptions
.02

f their vulnerability, data disclosure worries, and privacy con-
erns; collectively, diminished vulnerability and worry work to
he advantage of retailers. These effects emerge at both indi-
idual and country levels. For Chinese consumers specifically,
heir high confidence in national regulations to protect their data
ombine with their paradoxical assertion that the government
epresents their greatest worry when it comes to keeping their
nformation secure. This inconsistency may reflect the various
enefits and risks posed by universal control and management
f consumer data. Privacy regulations have varying impacts,
epending on a country’s unique internal contexts, but a general
onsensus exists. Effective regulatory protection that prioritizes
ustomer interests can suppress various privacy-related con-
erns and negative effects that might otherwise hinder consumer
ngagement with retailers.

heme  3:  Data  Privacy  as  a  Proactive  Retail  Strategy

A third key theme pertains to the opportunities for compet-
tive advantages resulting from data privacy, when proactively
ntegrated into a retailer’s broader strategy. This notion goes
eyond the findings that data privacy regulations can reduce
onsumer worries and enable retailer interactions. Rather, in
his theme, data privacy functions as a positive differentiator for
etailers. Insights from both the interviews and the global sur-
ey suggest that consumers value protection of their personal
nformation and reward retailers that provide it. Another recent,
arge-scale investigation of data privacy in retail notes that it
ould be a “missed opportunity” if retailers fail to integrate

heir data privacy strategy with their overall corporate strategy,
nd yet, such integration appears to exist among only about 20%
f all firms (Sides et al. 2019).

nterview insights
Examples of successful integration provide notable insights.

ne informant, currently the CEO for a human resources firm,
poke to her past experience with a large market research
rovider, which she considers “best” at using data privacy as

 strategy:

We lobbied heavily and worked with government to ensure

competitive advantage and importantly, never collected [per-
sonally identifying information]. Our product design and
measurement had data privacy built into it, and [many] years
of measuring consumer behavior embedded a culture in [the
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firm] that always made them super careful with customer
data. Newer companies have not been raised that way, as
they grew up among newer technologies and hence, put
less emphasis on privacy. [My firm] would walk away from
analytical techniques if they were not comfortable with the
privacy aspects, such as web scraping.

Privacy as a retail strategy can manifest in a contin-
um of consumer benefits. On the one end, consumers’
ersonal information can be protected using data minimiza-
ion, privacy-by-design architecture, and strong data security
ystems. Retailers thus would aim to attain advantages by high-
ighting their novel protections as superior to rivals’. On the
ther end of the continuum, retailers may secure advantages by
ompensating consumers for their personal information, paying
air market prices for access to and the right to use these data.
he idea of paying consumers for their information is gaining

raction, and evidence continues to emerge about the value of
uch data, implying that consumers have increasing access to
uch insights (Palmatier and Martin 2019). Momentum for this
dea also increased with advocacy efforts by former U.S. presi-
ential candidate Andrew Yang and California Governor Gavin
ewsom (Anderson 2019).

urvey insights
In our consumer survey, we asked four questions about the

onetary value (open entry; adapted to the local currency and
onverted later to U.S. dollars) and level of compensation con-
umers would consider fair in exchange for the use of their
ersonal information (financial or demographic) or for firms to
ell their personal information. The amounts listed varied con-
iderably. Yet we do not find any clear cross-industry differences
n the amount of compensation customers perceive as appropri-
te in exchange for using or selling their personal information
p > .30), nor can we identify any cross-national differences in
hat compensation appears fair across countries (p  > .40). The

ack of significant differences at the industry (retail, IT, financial
ervices) and country levels suggests that the notion of compen-
ating customers for access to their personal information may
e universally popular. This compensation option is just one
xample of how to use privacy strategically, yet the findings
einforce growing evidence of the effectiveness of such a strat-
gy for ensuring a firm’s competitive advantage. To understand
rivacy as a strategy, through the lens of a groundbreaking com-
any in this domain, we examine compensation responses to
mazon, using German and U.S. samples.

ase  in  brief:  Germany  and  U.S
Amazon is one of the most frequented retailers in both our

erman (Amazon.de) and U.S. (Amazon.com) consumer sam-
les. Although we do not identify significant mean differences
y country, if we specifically compare German and U.S. cus-
omers’ compensation demands, in response to a hypothetical

equest from Amazon to use their personal data, we find that
erman consumers require more compensation (Table 6). Yet

his finding cannot be attributed to German customers’ attitudes
oward Amazon.de, which repeatedly wins customer-centered c
ailing 96 (4, 2020) 474–489 483

wards, denoting it the most fascinating brand (ServiceValue
019) or the most trusted retailer (ServiceValue 2018).

Rather, German and U.S. consumers’ general understanding
f the value of personal information may differ as a result of
he distinct legal conceptions of data privacy that have evolved
n each country. In Germany, the protection of personal data
s a basic right. In a verdict related to the population census,
ermany’s Federal Constitutional Court in 1983 first determined
eople’s basic right of informational self-determination, anchor-
ng data privacy in the German Constitution. In contrast, U.S.
egislation does not comprehensively situate data privacy within
conomic life; rather, it appears within broader consumer pro-
ection regulations but does not constitute a formal, codified
ight for U.S. citizens (Stewart 2017). Considering the relatively
igher importance that German legislation and jurisdictions his-
orically have assigned to the protection of people’s privacy
nd personal data, it may not be surprising that German con-
umers assign more (financial) value to their personal data than
.S. consumers and request more compensation from the same

etailer (i.e., Amazon). That is, a deeper analysis suggests that
he discrepancy in responses stems not from negative customer
erceptions of Amazon.de but rather from the greater value that
erman consumers grant to their personal data, compared with
.S. consumers, when it comes to Amazon and perhaps other

etailers too. This brief case thus highlights one of the many
nique intersections of retailer privacy strategies with varying
onsumer perceptions, influenced by the overarching regulatory
ramework. The intersection of all three forces is likely to shape
any conversations about the global role of data privacy in retail,

n the near and perhaps distant future.

ummary
Consumer data privacy can underlie a proactive retail strat-

gy, implemented to establish a continuum of consumer benefits.
he successful integration of data privacy into a firm’s strategy
ight involve novel techniques that efficiently protect privacy,

r it could extend to offering consumers compensation for their
ata. According to our survey results, across all industries and
ountries, no significant differences exist in the amount of com-
ensation that customers perceive as appropriate; customer data
ompensation seemingly represents a universally popular idea.
owever, German consumers may require higher compensa-

ion than do U.S. consumers, because they consider personal
ata protection a basic right, as anchored in their constitution.
his effect does not stem from a negative consumer percep-

ion of Amazon but rather from a higher value assigned to their
ata. Thus we argue that if firms decide to embrace the increas-
ngly popular concept of compensating consumers for disclosing
heir personal data, they should consider how country-specific
ontexts inform consumers’ perceptions of the value of their
ersonal data.

Data  Privacy  in  Retail:  Research  Opportunities  Involving

Three Key  Stakeholders

The three themes emerging from our multisource data
ollection provide rich insights into the dyadic and triadic
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Table 6
Compensation for Data Use and Sharing: Amazon Germany versus Amazon U.S.a

I would think it is fair if Amazon compensates. . . Amazon Location N Mean Std. Deviation

$ for using my financial data (e.g.,
payment methods, purchase history,
preferences)

Germany 60 $ 1,114.28 $ 6,463.94
U.S. 20 $ 398.75 $ 1,121.99

$ for selling my financial data (e.g.,
payment methods, purchase history,
preferences)

Germany 59 $ 22,618.51 $ 131,304.56 *
U.S. 20 $ 1,106.45 $ 2,581.96

$ for using my demographic data
(e.g., age, ethnicity, zip code, etc.)

Germany 60 $ 2,125.40 $ 12,937.54 *
U.S. 21 $ 68.00 $ 120.23

for selling my demographic data (e.g., age,
ethnicity, zip code, etc.)

Germany 59 $ 27,896.36 $ 144,697.74 *
U.S. 21 $ 132.43 $ 237.32

Note: *Denotes difference significant at p < .10 level.
a Note that we identify some large values reported by German consumers in Table 7. Many German respondents reported high compensation values (especially

for selling customer data), even after reporting positive privacy beliefs about Amazon.de overall. We carefully examined the data and found that these values are
not attributable to one or two outliers; many responses indicate high values. After discussing this finding, both among the author team and in consultation with a
German legal expert, we believe two factors are at play. First, such compensation strategies are not widely used in Germany, so consumers may be unfamiliar with
the idea of monetary compensation for personal data and thus unsure of how to respond. Second, German consumers may believe their personal data are not tradable
in a financial deal, because they consider privacy a basic, non-negotiable right. In the United States, privacy is part of commercial law, so exchanging money for
data makes more sense as a fair exchange. We expect that some German respondents reason that their privacy is “priceless” (explicitly indicated by one respondent)
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nd thus report large values. Nonetheless, our small sample size and inability 

xplanations and findings to be interpreted with caution.

nterrelations among the key stakeholders involved in data pri-
acy issues, as synthesized in Table 7. Knowledge germane to
ach key player—consumer, retailer, and regulation—remains
urprisingly limited though. Understanding the influence mech-
nisms and conditions that affect consumers, retailers, and
egulation can lead to a more solid foundation for data pri-
acy research; we accordingly suggest specific research avenues
elated to each stakeholder, informed by our emergent themes,
ut also in light of stakeholder convergence.

onsumer  Intersections

For consumers, data privacy topics trigger specific emotions
nd cognitions, involving vulnerability, trust, and emotional vio-
ations (Martin, Borah, and Palmatier 2017). A key consideration
s how privacy-associated emotions evolve throughout customer
ourneys. For example, what motivates consumers to overesti-

ate the risks of data disclosure or underestimate its benefits?
 related extension might investigate how consumers perceive

he value of disclosing their data to retailers and the relative
eight they assign to retailers’ privacy standards, relative to
ther relational benefits (e.g., rewards, preferential treatment),
hat inform their perceptions of relationship quality. Data dis-
losure decisions may reflect consumers’ distinct preferences
bout various data usages (e.g., product improvement, personal-
zed ads, third-party sales). In some cases, consumers might seek
ays to circumvent (e.g., using VPN) retailer data collection

fforts. Understanding such behaviors can help firms proactively
anage their methods, especially in relation to new technologies

e.g., artificial intelligence, Internet of Things, geo-location).

ven remote work cultures warrant investigation, to determine
ow new working environments might affect consumers’ per-
eptions of online privacy. Arguably, new work paradigms
ight desensitize consumers to information disclosures, or they

t
b
c

ify the reasoning behind these values with respondents directly requires these

ould make them even more discerning. Questions also remain
egarding cultural differences and how they inform consumers’
xpectations of regulatory protection. Do consumers in vari-
us cultures value strong consumer protection, or do they feel
atronized and prefer freedom of choice and self-determination
ith regard to data privacy?

etailer  Intersections

The options for using a data privacy strategy to gain a compet-
tive advantage remain almost completely open for investigation.
etailers need research insights into how to determine their con-

umers’ privacy calculus (i.e., perceived costs and benefits of
ata disclosure) and expectations. With such insights, retail-
rs can better frame data consent queries, whether as the gains
chieved from consent or losses suffered without consent. In
ome industries or for specific products/services, personaliza-
ion benefits might outweigh privacy losses more or less. To
everage privacy protection as a competitive advantage, retailers
eed to be able to anticipate whether their decisions to protect
rivacy, beyond legal requirements, will enhance consumer trust
nd favorable firm-directed behaviors sufficiently. Third-party
ertifications of good data privacy standards also might reinforce

 competitive advantage. In the event of a data breach, retailers
equire guidance for mitigating the damage and repairing their
elationship with consumers. Ultimately, any effort to leverage
rivacy strategies will demand reliable, specific performance
ndicators (e.g., impact of consumer consent versus non-consent
or customer lifetime value). Finally, another important ques-

ion involves how retailers might bridge a communication gap,
etween regulatory and legal data privacy terminology versus
onsumer-focused and layperson terminology.
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Table 7
Summary of findings on three emergent themes on data privacy in retail.

Theme Interviews Survey Case in brief Implications

Theme 1: Big Data as a
Driver of Customer
Relationship Performance

Executive informants note
that big data analytics
facilitate rich customer
connections and retailer
advantages. And the value
often is sufficient that
customers willingly
disclose information to
obtain it.

Across all four countries,
the value resulting from
personalized, improved
customer experiences,
allowed by big data, leads
to critical behavioral
rewards such as increased
share of wallets, opt-in
willingness and future
loyalty, and reduced
switching intention.

Australia: Woolworths,
Australia’s largest
supermarket chain
acquired 50% of
Quantium, a data
brokering firm to enhance
its customer data
analytics. This
contributed to a 24%
increase in reported
customer satisfaction with
the marketing
communications.
However, the current
complicated state of
Australian privacy laws
poses a threat to
Australian consumers’
privacy.

Despite the growing
concerns on consumer
data privacy, big data
analytics can deliver
customers and retailers
the added value that leads
to a host of enhanced
relationship outcomes.

Theme 2: Profound
Impact of Regulation

Firm responses to GDPR
has been mixed—some
perceive it as undue
business complexity,
while others perceive as
effective global standards.
Most informants note that
CCPA posed many
challenges due to
inconsistent state laws
and thus call for a unified
federal law that makes
customer interests central.

Consumers in four
countries express
different levels of feeling
protected by the country’s
privacy regulations.
Feelings of regulatory
protection can suppress
consumer vulnerability,
data disclosure worries,
and privacy concerns.
This effect is observed in
both individual and
country-level.

China: Chinese
consumers express high
confidence in the national
regulations and believe
them to protect their
personal information.
However, they also rank
the government as the
highest worry about
keeping their information
secure. This inconsistency
may be due to (1) the
government collecting
and processing data, (2)
consumers relying on the
government to manage
their privacy but also
attributing any failure to
the government, (3)
higher privacy conerns
may be due to the lack of
perceived control.

Privacy regulations have
differential impact on
consumers depending on
the country’s unique
internal contexts.
However, a general
consensus is that an
efficient regulatory
protection that prioritizes
customer interests can
suppress various
privacy-related concerns.

Theme 3: Data Privacy as
a Proactive Retail
Strategy

Successful integration of
data privacy into firm
strategy can vary on a
continuum of consumer
benefits—one end with
novel techniques that
efficiently protect privacy,
and the other end with
consumer compensation
of their data.

Across all industries and
countries, there was no
significant difference in
the amount of
compensation that
customers perceive as
appropriate. This suggests
that customer data
compensation may be a
universally popular idea.

Germany and U.S.: For
Amazon, German
consumers require higher
compensation than do US
consumers. This may be
because German
consumers consider
personal data protection a
basic right, as anchored in
the constitution. Results
suggest this effect does
not stem from a negative
consumer perception of
the firm, but from higher

Consumer data privacy is
emerging as a proactive
retail strategy as it can be
implemented based on a
continuum of consumer
benefits. Compensating
consumers for disclosing
their personal data is
becoming a popular
concept. However, firms
must consider the
country-specific contexts
that inform consumers’
perceived value of their

R

f

C
egulatory  Intersections
Interesting questions emerge regarding the effectiveness and
eatures of different data privacy regulations around the world.

a
t
i

value assigned to their
data.

data.

ultural norms (e.g., individualism, power distance) arguably

ffect the design and implementation of data privacy regula-
ions across countries; levels of economic development also may
nform a region’s data privacy regulations. Once regulations go



4 f Ret

i
v
p
s
“
o
l
c
m
p
a
t
t

d
l
d
c
h
e
s
d
r

f
e
s
k
t
m
t
w
t
t
p
s
a
e
l
c
e
b
o
f
r
i
t
D
a

u
a
i
o

v
t
G
p
f
m
r
t
w
d
t
t
f
d
m
l
T
a
t
a
c

i
t
e
t
c
m
v
r
c
e
s
d
l
m
s
u
t
U
b
2
e
a
t
m
v

r
r
i
c
t

86 K.D. Martin et al. / Journal o

nto effect, regulators need to ensure compliance, but as pri-
acy regulations shift and evolve, they may require a dynamic
erspective, especially for global, online retailing practices that
pan national boundaries. Researchers might explore potential
new norms” for data disclosure and their impact on the design
f privacy regulations. Certain regions are known for their high
evel of data privacy regulations (e.g., GDPR), which seemingly
ould limit their ability to foster an innovation culture (e.g., pro-
ote start-ups with technology-based products or services). But

ublic welfare considerations also are pertinent, so regulators
nd governments must balance their efforts to ensure consumer
rust in data collection efforts, consumers’ own management of
heir personal privacy, and the accountability of retailers.

Conclusion

This article identifies three emergent themes surrounding big
ata and privacy at the intersection of consumer, retail, and regu-
atory interests. We share insights from top-level executives and
raw from empirical evidence gathered through a large, global
onsumer survey; these combined sources confirm that big data
ave transformed the retail landscape, often in ways that ben-
fit both consumers and retailers. Case studies inspired by our
urvey findings offer illustrative examples. Collectively, this evi-
ence informs our research framework, which suggests fruitful
esearch opportunities.

What might retail scholars and practitioners understand dif-
erently by considering implications derived from the three
mergent themes? The insights gathered from these themes
hould inform and encourage research that, thus far, has not
ept pace with rapid technological advances. For example, in
he quest for data-enabled performance advantages, retailers

ight use novel technologies that extract consumer informa-
ion without their knowledge or permission. What happens
hen consumers become aware of an unwanted disclosure of

heir personal information? Sometimes the extracted informa-
ion involves video monitoring, facial recognition, or tracking of
ersonal devices—each of which provide highly sensitive con-
umer data. Not only do we need to determine how consumers
re likely to respond to such platforms, but the field also should
stablish predictions about likely evolutions in the retail techno-
ogical landscape and their implications for a diverse range of
onsumer outcomes, whether positive (e.g., purchases, loyalty,
ngagement) or negative (e.g., defection, switching, punishing
ehaviors). As retailers become more sophisticated in their uses
f advanced analytical techniques, new implications also emerge
or customer acquisition, retention, and migration strategies. The
etailing discipline should establish a better, broader understand-
ng of how firms engage with existing and potential customers, in
he face of both advancing technologies and shifting regulations.
oing so ultimately may help retail firms secure competitive

dvantages, through privacy as strategy.
As retailers continue to attempt to adjust to “business-as-
sual” under GDPR, the CCPA, and other laws, our research
dvises them to expect to continue grappling with the profound
mpact of these regulations for some time. The ramifications
f regulations for retailers continue to emerge, but we pro-

a
C
a
m
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ide important preliminary evidence that they can be a pathway
oward smoother, more confident consumer–data interactions.
lobal companies need consistent, coherent approaches to data
rivacy, despite cross-national regulatory differences, especially
or achieving data minimization and collecting only the infor-
ation needed to execute basic transactions. Each data point

equires justification (Palmatier and Martin 2019). In this con-
ext, what effects does data minimization have on retailers,
hose performance hinges on their ability to process consumer
ata? Furthermore, how do retailers undertake data minimiza-
ion practices that require consumer data to be expunged from
heir systems over time? Do they address consumers’ right to be
orgotten, even after consumer data already are deeply embed-
ed in their various systems and processes? Retailers further
ust decide whether they will comply with data privacy regu-

ations or go beyond them to embrace a data privacy strategy.
his decision has a range of performance implications. Retailers
lso might elect not to comply with regulations, and just hope
o avoid detection, which creates other performance advantages
nd disadvantages; what are the ramifications, should they be
aught?

Consumers appear to behave differently toward retailers
f they know that strong regulatory protections at the coun-
ry level safeguard their data. However, more research and
vidence is required to understand whether and how regula-
ion may put consumers at ease. For example, do stronger
ountry-level regulatory protections encourage deeper, more
eaningful consumer–retailer relationships? Or might data pri-

acy regulations actually stifle consumer options and choice? If
etailers experience undue constraints on their ability to serve
ustomers, such that they simply cannot provide personalized
xperiences and still comply with regulations, how will con-
umers respond? Although much research attention has been
evoted to the consumer–retailer disclosure setting, we know
ess about consumer–government disclosure contexts. Govern-

ents worldwide already practice tracking, monitoring, and
urveillance of citizens, and people might react differently to
nwilling disclosures to government agencies, compared with
hose to a retailer with which they voluntarily transact. Among
.S. consumers at least, some commercial businesses tend to
e trusted more than the government (Rainie, Keeter and Perrin
019). Important government versus retailer distinctions may
merge from such research, as might cross-national differences
nd cultural variations in privacy norms. The question also raises
he issue of the appropriate relative balance between market

echanisms and government regulations when it comes to pri-
acy protections.

The symbiotic relationship between consumers and
etailers—the former appreciate personalized experiences and
eward the latter with patronage—is unlikely to disappear, but
t might be irrevocably influenced by regulatory forces, because
onsumers who are aware of data privacy mandates that protect
heir personal information and guard their data-driven trans-

ctions report greater comfort with relinquishing information.
onsidering the consistent calls from high-profile retail associ-
tions and U.S. firms for federal, uniform regulations, lawmakers
ay wish to examine growing evidence (e.g., from Europe,
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ustralia) about how data privacy regulations can facilitate con-
umer interactions with retailers, as well as level the playing
eld with regard to retailer compliance.

Whether regulation eventually becomes the law of the land
n all countries remains an open question. In the meantime, we
nd evidence that retailers have room to improve their data pri-
acy capabilities, which can secure their customers’ interests
nd promote greater engagement. Data privacy is good for busi-
ess. Beyond the clear performance advantages that we highlight
n this research, retailers benefit from taking data privacy seri-
usly, as described by the CEO and founder of a privacy solutions
ompany:

Technology is now advancing so fast that we cannot keep up.
Privacy as control of information, such as notice and choice,
will shift to questions of what kind of world we want to live
in. Robotic automation and legal frameworks cannot handle
it. Things are advancing so rapidly that there is no time to
have the ethical debate. There is a monumental shift in the
ways we are being monitored and surveilled and there is a
worry that we don’t have enough time to carefully create the

world we want to live in. None of the frameworks we have,
on any front, are designed to accommodate this.

able A1
lobal survey: measures.

heme 1: big data as a driver of customer relationship performance

ata-Enabled Customer Value: Customer perception of firms’ ability to proactively
services’ purchasing experiences or prices to their individual tastes based upon th
information (Chellappa and Sin 2005).

ustomer Experience Value 

ustomer Economic Value 

ustomer Share of Wallet:  Degree of engagement with company’s products or serv
Wulf, Odekerken-Schröder, and Iacobucci 2001).
hat percentage of your use in this product/service category do you allocate to [foca
ustomer Loyalty Intention: Customer stated intention of continued use/interactio
(Wagner, Hennig-Thurau, and Rudolph 2009).

 am likely to continue to use the products and services of [focal company].
ustomer Switching Intention: Customer likelihood of discontinuing relationship w
favor of a similar alternative (Martin, Borah, and Palmatier 2017).

f another company offered the same product/services but did not collect any data abo
usiness to this new company.
slider ranging from 0% to 100%)
ustomer Opt-In Willingness: Extent to which customer perceptions of company pr
them to opt-in to data sharing (Hann et al. 2007).

verage of:
s long as my data is protected (e.g., breach insurance up to $1 M), I would opt in fo
s long as my data is being used for product improvement, I would opt in for [focal c
heme 2: Profound Impact of Regulation
onsumer Regulatory Protection: Extent to which consumers feel protected by thei
regulatory environment (new scale).

verage of:
ow protected to you feel by your country’s regulatory environment? (seven-point sc
ow likely do you believe government policies protect your data privacy? (seven-poi

n general, how much does your country’s government care about your privacy? (sev
ountry Internet Privacy Index: Extent to which a country takes steps to protect in
(Best VPN.org 2020)
ailing 96 (4, 2020) 474–489 487

Even as we acknowledge this expression of the urgent need
or data privacy conversations, we are encouraged by the striking
onvergence of consumer, regulatory, and retailer imperatives.
he time seems ripe for a breakthrough agreement regarding
ow to manage big data in the retail environment, responsibly
nd in a way that promotes all parties’ interests. We hope the
nsights from our research help advance such objectives.
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as improved this contribution. After the first author, the authors
ppear in alphabetical order.
 tailor products’ or
eir personal and preference

[Focal company] is able to provide
customers a better experience by using their
personal information.
[Focal company]’s prices are lower, or its
services are free, because of its customer
data use.

ices within category (De

l company]? (slider ranging from 0% to 100%)
n with the company

ith the focal company in

ut your activities, I would shift percent of my

ivacy protection encourage

r [focal company]’s use of my personal information.
ompany]’s use of my personal information.

r country’s national

ale ranging from 1 = “not at all” to 7 = “extremely”)
nt scale ranging from 1 = “not at all” to 7 = “extremely”)
en-point scale ranging from 1=“not at all” to 7=“extremely”)
formation shared online
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Table A1 (Continued)

Theme 1: big data as a driver of customer relationship performance

Country-level composite score between 0 and 100 comprised of the following information:
Press freedom
Data privacy laws
Democracy statistics
Freedom of opinion and expression
Cybercrime legislation worldwide
Consumer Vulnerability: Consumer perceptions of susceptibility to harm owing to companies’ data privacy

practices (Martin, Borah, and Palmatier 2017).
Average of:
In general, the personal information companies have about me makes me feel:
Exposed
Insecure
Threatened
Vulnerable
Consumer Data Disclosure Worries: Extent to which the sensitivity of one’s personal data profile creates

feelings of nervousness (new scale, adapted from work on Gossip Theory).
Average of:
If others were to obtain the information about me that is online, it could cause me: (seven-point scale ranging from 1=“no harm” to 7=“great harm”)
In general, how much do you worry about being the victim of a data breach? (seven-point scale ranging from 1=“not at all” to 7=“extremely”)
Consumer Privacy Concerns: Individual difference on attentiveness and familiarity with privacy threats

(Malhotra, Kim, and Agarwal 2004).
Average of:
I am sensitive to the way companies handle my personal information.
I am concerned about threats to my personal privacy.
Theme 3: Data Privacy as a Proactive Retail Strategy
Customer Compensation Request: Customer perception of an adequate monetary payment by companies in

exchange for personal information (Palmatier and Martin 2019).
Please indicate the [country currency] amount you think is appropriate for below situation. (amount of money)
I would think it is fair if the company compensated me with [country currency] for using my financial data (e.g., payment methods,
purchase history, preferences).
I would think it is fair if the company compensated me with [country currency] for selling my financial data (e.g., payment methods,
purchase history, preferences).
I would think it is fair if the company compensated me with [country currency] for using my demographic data (e.g., age, gender, ethnicity, zip code).
I would think it is fair if the company compensated me with [country currency] for selling my demographic data (e.g., age, gender, ethnicity, zip code).

All items were measured on a seven-point Likert-type scale ranging from 1 = “strongly disagree” to 7 = “strongly agree,” unless otherwise noted.
O tion o
o now 
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13–42.
verall, my strategy was to always talk about c̈onsumerïf we use the general sec
f the survey. But I am also open to use c̈onsumeräcross the board, just let me k
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