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In December 2019, the novel COVID-19 virus spread from a cluster of
pneumonia cases in Wuhan, China, to every corner of the globe,
creating a worldwide pandemic pushing hospital systems past ca-
pacity and bringing economies worldwide to a halt. The COVID-19
pandemic is unique in comparison to prior coronavirus epidemics
in its superior ability to be spread by asymptomatic and presymp-
tomatic patients, allowing the virus to silently evade traditional
symptoms-based screening approaches. Countries have imple-
mented cutting-edge digital solutions to enhance traditional
contact-tracing methodologies in combination with novel testing
strategies to combat the virus, with variable levels of success.
Despite having one of the most advanced and expensive health
care systems in the world, the United States (U.S.) response is argu-
ably one of the world’s largest failures, as it leads the globe in case
number as well as deaths. Until a successful vaccine can be broadly
distributed, it is imperative that the U.S. curb the viral spread by
rapidly developing a framework implementing both enhanced
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tracing and testing strategies balancing the needs of public health
while respecting individual liberties. This review will explore the
role of technology-augmented contact-based surveillance in
tracking the outbreak in select countries in comparison to the cur-
rent U.S. approach. It will evaluate barriers in the U.S. to imple-
menting similar technologies, focusing on privacy concerns and a
lack of unified testing and tracing strategy. Finally, it will explore
strategies for rapidly scaling testing in a cost-effective manner.
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Introduction
In late December 2019, a cluster of pneumonia cases
emerged in Wuhan, Hubei, China, of unknown etiology.1

On January 7, 2020, the World Health Organization
(WHO) identified the novel coronavirus SARS-CoV-2, or
COVID-19, as the cause of this outbreak.2 By the end of
the month, they declared the Chinese outbreak of COVID-
19 a Public Health Emergency of International Concern, as
the new virus infected individuals across the globe.3 In the
first 3 months alone, nearly 1 million people were infected
and 50,000 died. Hospital systems were pushed past capacity
and health care providers faced shortages in essential sup-
plies such as ventilators and even personal protective equip-
ment. Entire economies were brought to a halt as large
segments of the world’s population were ordered to shelter
in place. Global trading routes were compromised as sover-
eign borders were shut, with 3 billion people now living in
countries enforcing complete border closures.4 By the middle
of September, 30 million cases and 950,000 deaths had been
reported in the world.5
COVID-19 is a member of the coronavirus family, which
are single-stranded RNA viruses that can cross species bar-
riers and cause illnesses ranging from the common cold to
respiratory failure and septic shock. In comparison to prior
coronavirus epidemics, such asMiddle East Respiratory Syn-
drome (MERS) and Severe Acute Respiratory Syndrome
(SARS), where patients typically shed the virus when symp-
tomatic, COVID-19 patients can be contagious without dis-
playing symptoms, accelerating its transmissibility. Over
50% of infections can be attributed to asymptomatic and pre-
symptomatic spread.6 Furthermore, the infectiousness level
of asymptomatic people is estimated at 75% relative to those
who are symptomatic.7 The mortality rate of COVID-19 is
much lower than MERS and it requires hospitalization less
frequently, increasing its spread throughout the community,
leading to a global pandemic and a larger overall morbidity
and mortality than seen in prior coronavirus outbreaks. The
estimated basic reproduction number of COVID-19 is 2.5,7

whereas that of SARS is 1.7–1.9 and MERS is,1.8 Success-
ful containment of COVID-19 will rely on a combination of
proper hygiene, mask utilization, and, importantly, the capa-
bility to rapidly identify individuals at risk for COVID-19
through robust contact tracing and adequate, timely testing.
Traditional screening methods that evaluate only for symp-
toms are thus inadequate, necessitating a novel approach to
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KEY FINDINGS

� A digitally enabled testing and contact-tracing system
combined with mask wearing, proper sanitation, and
social distancing can be utilized successfully to help
control COVID-19 transmission.

� A successful testing strategy will rely on a combination
of low-cost screening tests with at least moderate accu-
racy as well as focused, highly accurate diagnostic tests
and novel at-scale community testing techniques, for
example sewage testing, for early identification of dis-
ease presence.

� The United States falls behind other countries that have
used technology to augment traditional testing and
contact-tracing strategies in the COVID-19 response
as a result of privacy concerns and the absence of a co-
ordinated national strategy.
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track the spread of this virus. New methods should include
identifying COVID-19 patients without symptoms, as noted
in revised Centers for Disease Control (CDC) and WHO
guidelines.9,10 This review will evaluate the role of rapid
technology-augmented contact-based surveillance in identifi-
cation of exposed individuals. It will discuss the strategies
and technologies used in select countries to successfully
combat COVID-19 and compare this to the current U.S.
approach. Finally, it will describe different types of viral
testing and explore strategies for rapidly scaling testing in a
cost-effective manner.
Digital augmentation of traditional contact-
tracing methodologies
Strategies proposed to limit the spread of COVID-19 include
early detection, isolation, prompt treatment, and the imple-
mentation of a robust system to trace contacts. Contact tracing
has been instrumental in decades of response to disease out-
breaks. The eradication of smallpox was not achieved by uni-
versal immunization, but rather by exhaustive contact tracing
to find all those infected.11 Contact tracing was used to quell
Ebola and is still performed today in the U.S. to manage out-
breaks of tuberculosis.12,13 Public health officials manually
contact identified cases both to provide education and sup-
port, such as directions for self-isolation and food services,
and to further identify at-risk contacts, who are then referred
for appropriate testing and quarantine. However, the silent
transmission and sheer number of COVID-19 cases has over-
whelmed the existing infrastructure of contact tracing across
the world, leading countries to look to technology solutions to
augment traditional contact-tracing infrastructure.

From real-time mass monitoring to smartphone-based
contact-tracing apps, technology can expedite and streamline
the work of contact-tracing teams. Automating the process of
retracing a person’s movements and finding people they may
have infected ensures earlier notification for isolation at scale.
Reducing delays in contact tracing is imperative for its effec-
tiveness; however, contact tracing is inherently invasive and
what is gained in tracking capability through advancements
in technologies can come at a loss of privacy. Mass surveil-
lance utilizes technology, such as camera surveillance,
tracking bands, and geolocation data collected from cell-
phones, to provide contact tracers continuous monitoring ca-
pabilities at a scale and finite level never before possible
(Figure 1a); however, privacy regulations in countries such
as the U.S. do not permit systematic mass surveillance.
Instead, 2 models of voluntary smartphone-based apps with
varying data-sharing capabilities have been proposed to
augment traditional contact-tracing strategies: centralized
and decentralized (Figure 1b). In a centralized design, the
user’s phone’s anonymous ID code plus those gathered
from other phones are deposited in a central server where
all contact tracing, analysis, and alerts are generated. The
database is operated by the government and protected by cy-
bersecurity measures. In the decentralized architecture, only
the individual user’s ID is sent to a centralized database,
and the phone pulls the data down and performs all contact
matching and risk analysis locally. Proponents of the central-
ized approach argue this method enables health officials to
view networks of contacts and better identify superspreaders
and hot spots. Privacy advocates argue this method is at risk
for data breaches and potential overreach, as the data enable
the future possibility of state surveillance.14,15

Smartphone-based contact-tracing apps, in both centralized
and decentralized models, utilize different tracking methods
with varying levels of data privacy. These methods can be
done via personal smartphones or wearable devices such as
wristbands.16,17 GPS and Wi-Fi track the location of mobile
phones, following the exact movements of infected individ-
uals, which additionally aids in identification of COVD-19
hot spots. Bluetooth technology, on the other hand, logs each
encounter a person makes and does not track location,
providing added security and privacy and making it an ideal
choice for the decentralized model. When phones come into
contact, each phone generates a random numerical ID that it
broadcasts to nearby phones. Bluetooth and GPS can incor-
rectly register interactions between people in different rooms
when signals pass through walls or ceilings. Ultrasound tech-
nologymay offer better proximity detection byutilizing sound-
wave technology to augment Bluetooth.18 This technique also
preserves anonymity; however, for both Bluetooth and ultra-
sound technology, the app must remain open to work, signifi-
cantly limiting utility.19 Experts predict that future devices will
use ultra-wideband radio signals,20 Wi-Fi RTT (Round Trip
Time) ranging signals to Wi-Fi access points,21 Bluetooth
v5.0 with an angle-of-arrival direction-finding feature,22 and
fingerprints of sensor measurements to enhance proximity
detection and distinguish if 2 devices are in the same airspace
or separated by a pane of glass or wall.23

Third-party smartphone-based mobile apps that leverage
Bluetooth technology for contact tracing have experienced
technical difficulties on Apple devices, most specifically bat-
tery drain, greatly decreasing their utility and popularity.
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Singapore developed 1 of the first Bluetooth-based apps
(TraceTogether), which, while initially gathering worldwide
excitement, only gained 17% use by the population after 1
month. Such low uptake was secondary to both the require-
ment for the app to be constantly running in the foreground
on iPhones, causing significant battery drain, and public
backlash over privacy concerns.24 In May 2020, Apple and
Google released an exposure notification application-
programming interface (API) to better enable Bluetooth.25

This toolkit implements cryptographic functions to generate
and process the pseudonyms directly into operating systems,
preserving battery by allowing apps to collect data in the
background.14 To provide extra security, the toolkit prohibits
third-party apps from collecting location data, and it only
works with decentralized apps that store data on phones,
rather than on central servers. Unlike other developer frame-
works, this API was only available for use by public health
authorities at first; however, in September 2020, Apple
released iOS 13.7 to allow users to opt in to the Exposure
Notification system without having to download an official
public health app.26 This update still requires users to live
in an area where such an app exists. While decentralized
apps remedy concerns about users’ social networks being
vulnerable to hacking or exploitation, they can hinder effi-
cient contact tracing. By keeping contact networks anony-
mous, health officials will not know if the right people are
getting notifications or if they have the resources they need
to self-quarantine. These restrictions have led some devel-
opers to continue to make separate centralized apps in order
to better enable health departments to track the spread of the
virus. Additionally, large segments of the private sector are
individually developing workplace-, school-, and
consumer-focused apps. This has resulted in a fragmented
system of unconnected applications deploying different tech-
nologies, making it near impossible to achieve the level of
adoption of 60% suggested to be required27 to make such
technology successful.25
Global examples of digital contact tracing
Globally, countries have employed a variety of methods for
contact tracing to assure that individuals exposed or infected
are complying with quarantine recommendations. Cultural
norms are a large determinant of population compliance
and willingness to be tracked. In addition, many govern-
mental emergency measures to track populations, especially
with smartphone contact tracing, have subsequently been
challenged in court systems. As the pandemic persists,
many populations are less willing to accept blanket govern-
ment surveillance.28 Sharing outbreak data has created public
discrimination and prevented people from getting tested in
South Korea,29 and Israelis have started using cellphone hol-
sters to block location tracking.30 With a small, homogenous
population and relatively isolated location, Iceland has
reduced COVID-19 transmission with a combination of
traditional contract tracing and use of digital technologies.
Despite starting off with one of the highest infection rates
in Europe, its screening and contact-tracing system was so
efficient that it virtually eliminated COVID-19.31 Iceland
augmented the traditional contact-tracing methodology with
a mobile tracking app, Ranking C-19, to more efficiently
track COVID-19 transmission over time.32

Early in the pandemic, South Korea, Israel, and China de-
ployed mass surveillance contact-tracing systems to identify
people potentially exposed to the virus and successfully sup-
press viral spread (Figure 1a). In South Korea, exposure to a
prior epidemic served to educate and prime the population for
a high level of government surveillance. Following the
MERS pandemic in 2015, the government was criticized
for its lack of transparency in communicating information
and responded by sending emergency phone alerts with inti-
mate details of new cases and their movements to people in
proximity. This system was accepted in response to
COVID-19, with citizens familiar with and willing to wear
masks, cooperate with contact tracers, and accept that the
tradeoff was privacy. The population also accepts that those
who violate quarantine will be punished with a location-
tracking bracelet and possibly incarceration. Epidemiological
intelligence officers monitor data from GPS, CCTV footage,
credit card transaction data, and travel information to assure
that those with infections and those under ordered quarantine
comply.33–35 Israel’s Security Agency (The ISA) was
initially granted wide permissions to share the name, ID
number, cellphone number, internet browsing history, and
every voice call and text message of confirmed COVID-19
patients with the Health Ministry in order to identify who
came in close contact and to enforce quarantine.36,37 Though
this was very successful in controlling viral spread, concerns
developed related to privacy and improper identification of
infected individuals. The program was suspended and then
reauthorized as the spread of COVID-19 increased, but
with more constraints related to sharing of data, types of
data identified, and duration of data collection and storage.38

Additionally, the smartphone-based program has limited ef-
ficacy in the ultra-Orthodox community, owing to the low
penetration of smartphones. The government has employed
wearable devices for contact tracing in this populous commu-
nity, who often congregate in large gatherings.36,37 China has
adopted a variety of policies and tools to contain COVID-19,
with very little consideration for individual privacy rights.
China mandated the use of a mobile smartphone application,
Health Code, which generates a rating indicating the likeli-
hood of an individual’s being infected or exposed to the virus
and grants permission as to whether they can walk around
freely.39 Additionally, there are hundreds of millions of cam-
eras installed in China’s physical infrastructure equipped
with facial recognition, enabling contact tracing and identifi-
cation of quarantine violations. Although heavy-handed and
associated with severe penalties for violation, China’s sur-
veillance program, combined with frequent mass testing,
has been effective in preventing a second wave of infections.

In contrast to China, Israel, and South Korea, Europe has
some of the most protective privacy laws concerning per-
sonal digital data, specifically the European Union General
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Figure 1 Digital contact-tracing strategies. a:Mandatory CentralizedMass Surveillance: South Korea, Israel, and China have employedmandatory centralized
mass surveillance techniques to contact trace. If an individual is infected, officials use location data to map where he visited and evaluate who he may have
exposed before being diagnosed. Location data can be obtained by CCTV footage, facial recognition cameras, location-tracking bracelets, and cell phone tower
signals. QR codes can also be used to track one’s location, as people must scan them on their smartphones to enter public areas. Citizens obtain a code by entering
personal details and possible history of COVID-19 symptoms or exposure. They are assigned different color codes (green, yellow, red) based on their likelihood of
infection. Green code holders are allowed to travel, yellow code holders cannot travel, and red code holders must quarantine.119 b: Voluntary Contact-Tracing
Applications: Apps can be divided into 2 categories based on whether data are collected in a centralized or decentralized manner. When 2 people come into con-
tact, their phones exchange anonymized key codes. When B becomes infected, he updates his status in the app. In a centralized approach, B uploads both his ID
code and all the codes of people he has been in contact with to a central server. The central server, usually run by a public health authority, uses the codes to do
contact matching and sends alerts to those exposed to B. In a decentralized approach, B only uploads his ID to the central server and keeps his contact history on his
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Germany, Ireland, the U.K., Italy, Canada, Austria, Switzerland, Latvia, and Denmark have decentralized apps.
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Data Protection Regulation (GDPR). European countries
have taken the lead in developing contact-tracing apps with
privacy in mind and have thus deployed either centralized
or decentralized voluntary tracing applications to augment
increased testing and manual contact-tracing capabilities
(Figure 2b). Germany and Ireland pursued decentralized
models incorporating Apple and Google’s privacy-focused,
Bluetooth API early on, with strong adoption. Germany’s
“Corona-Warn-App” had 6.5 million downloads within 24
hours of launch.40 Ireland’s app, COVID Tracker, reached
roughly 37% of the country’s adult population in 1 week
and has started to work with other countries and U.S. states
to retool the app for themselves.41 Italy, Denmark, Latvia,
Austria, and Switzerland have similarly also released decen-
tralized apps. Norway developed a centralized model that
relied on smartphone-based GPS tracking data in addition
to Bluetooth proximity data, but it was suspended as an inap-
propriate encroachment on privacy, according to a ban noti-
fication from the Norwegian Data Protection Authority.28

Similarly, the United Kingdom (U.K.) government initially
released a centralized contact-tracing mobile app but later
switched to a decentralized model to address privacy and bat-
tery concerns. France remains the only major holdout in Eu-
rope to favor a centralized app.42 Its centralized app has been
limited by user uptake, as it continues to experience battery
drain, collects more personal information than advertised,
and is not interoperable with neighbors’ decentralized
apps.43,44 As of July 14, 2020, it had only been downloaded
by 3% of the population.45 The perfect balance of effective
technology-based contact tracing and protection of individ-
ual privacy remains a challenge.
State of contact tracing in the U.S. and barriers
to implementation of digital contact-tracing
techniques
Basic infection control measures to COVID-19 in the U.S.,
such as social isolation and mask wearing, have become
politicized and face significant resistance from subsets of
the population. Thus, it is not surprising that there have



Figure 2 Pooled testing: Sample pooling allows multiple people to be
tested at once. Swab samples are collected from each individual. Half of
each sample is combined in a pool with the others, and half is set aside in
case a retest is needed to confirm positivity. If the pool is negative, then all
samples in that pool are cleared as negative. If the pool is positive, it means
that 1 or more of the individuals in that pool are positive, so each sample is
tested again individually.92
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also been significant problems associated with effective
contact-tracing solutions.46 Tracing efforts lag in the U.S.,
where COVID-19 cases hit record highs in the middle of
September 2020, leading the world with over 6.5 million in-
fections and 200,000 deaths.47 The country has no national
strategy for contact tracing, requiring states to take their
own approaches. Experts estimate that, using traditional pub-
lic health nondigital contact tracing, 100,000–300,000 con-
tact tracers are needed for adequate tracing based on
reported exposures of people testing positive for COVID-
19 in the U.S.48; yet only 41,000 tracers had been hired by
the end of July.49 Though states are rushing to expand
contact-tracing capabilities, most are woefully behind in
both contact-tracing and testing capabilities in comparison
to European counterparts.49–52

In the absence of unified U.S. federal strategy, a number of
states have turned to contact-tracing apps to supplement de-
ficiencies in traditional contact-tracing capabilities. Virginia
was the first to launch COVIDWISE on the Apple-Google
API, followed by 8 more states: Alabama, Arizona, Dela-
ware, Nevada, North Carolina, North Dakota, Pennsylvania,
and Wyoming.53,54 In total, at least 20 states are developing
apps to cover almost half the U.S. population.55 In prepara-
tion, the Association of Public Health Laboratories partnered
with Apple, Google, andMicrosoft to build a cloud-based na-
tional server that can securely store COVID-19 Exposure
Notification data.56 Instead of storing user contact-tracing
keys on multiple, unlinked servers run by state agencies, it
utilizes a national server to eliminate duplication and enable
notifications across state borders. However, several states
have released contact-tracing apps without the Exposure
Notification framework, like Utah and South Dakota.27

Many states refuse to develop a contact-tracing app at this
time, given privacy concerns and the need to further develop
manual contact-tracing and testing capabilities. These gaps at
the national and state level have led counties, cities, and even
private corporations such as Uber and university systems to
consider developing their own contact-tracing applications
or strategies (ie, smart bands) to aid return to work and
school; unfortunately, this will only serve to further fragment
the system and inhibit the Department of Health’s ability to
combat COVID-19.

To supplement smartphone-based contact tracing, several
private companies have repurposed their existing products
and digital platforms and data to help track COVID-19 trans-
mission. Palantir, a data analytics company, releasedHHSPro-
tect Now to pull data from across the federal, state, and local
governments, healthcare facilities, and colleges to track spread
and predict the required health response.57 However, a number
of lawmakers are concerned Palantir is not well positioned to
ensure privacy of sensitive medical records, given its work
with national security agencies and immigration offices.58 To
determine social distancing, Uncast, a location-based data bro-
ker, is using GPS data from smartphone apps, and Facebook is
sharing movement data with infectious disease researchers.
Clearview AI has pitched to use its facial recognition services
on surveillance cameras. Uber is working to provide driver and
user data to public health officials to track cases.59 While con-
sumers may consent to existing data-collection protocol from
these companies, they should be aware of possible data sharing
and know precisely what their data will be repurposed for.
These technologies eerily mirror techniques deployed by
mass surveillance states and are concerning for the rise of sur-
veillance capitalism in the absence of a strong, privacy-
focused, central government solution.

The U.S. public is significantly wary of loss of privacy and
civil liberties secondary to the adoption of digital contact
tracing–aiding technologies, despite the possible public
health gains. In a June 2020 survey from Avira, 71% of
Americans did not plan to download a contact-tracing appli-
cation, citing privacy as a primary concern,60 and there is an
ideological opposition by some to any form of tracing.61

Much of this stems from concern about data safety and
long-term use, as well as the possibility to use such data to
gain insight into the individual’s daily activities. Further-
more, immigrant populations and communities of color,
who are particularly at risk of adverse outcomes from
COVID-19, are rightfully wary of discrimination based on
personal data tracking. Additionally, vulnerable under-
resourced populations and older individuals are the least
likely to have access to smartphones, leading to an exacerba-
tion of health disparities.62,63 The fragmented implementa-
tion of contact-tracing apps, a public wary over privacy
concerns, and continued shortages of both testing and manual
contact-tracing capabilities call to question whether the U.S.
will successfully be able to employ the technology produced
by its own technology giants.
COVID-19 testing strategies
Contact tracing alone is insufficient to control COVID-19
transmission without complementary large-scale testing to
identify COVID-19 carriers. The availability of widespread
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testing has been a key component in successfully suppressing
the disease in countries across the world, such as South Korea
and China. Currently, tests are prioritized for those with
symptoms or those who have been in contact with COVID-
19-positive patients, given a limited availability of tests.
The CDC estimates that the U.S. is only identifying and quar-
antining as little as 10% of cases.64 The current number of
daily tests in the U.S. is at only 52% of the level considered
necessary to mitigate the spread of the virus.65 The demand
for testing is so high that it can take up to 7 days for most
commercial labs to get results to patients. Even if all contacts
are successfully traced, a delay of 3 days or more between
symptom onset and testing will not reduce further spread of
the virus, making improvements in contact-tracing capabil-
ities unserviceable.66

Without a vaccine, the frequency of testing is the most
powerful variable that businesses and universities can control
to return to normal operations. The National Basketball Asso-
ciation (NBA) has been a model of success for return to play,
currently testing players, including asymptomatic individ-
uals, every day and relying on rapid return of results in less
than 24 hours.67 However, this has come at a significant
cost and will require an estimated 17,000 tests by October
13, 2020, for players alone.68 Tyson Foods has proposed
weekly scheduled testing of all employees, and other private
corporations are beginning to evaluate frequent testing strate-
gies to enable return to work.69,70 Experts have modeled
testing strategies to reopen universities and have found,
similar to the NBA, that frequent testing of every individual
every 2 days could allow schools to safely be reopened.71

However, testing every other day and even weekly would
require testing at a mass scale that would be both cost prohib-
itive to the general population and technically not feasible
without significant investment and expansion of current
testing infrastructure.

Current diagnosis of active COVID-19 infection relies on
tests that detect either viral RNA or viral antigens. The
reverse transcription polymerase chain reaction (RT-PCR)
is the gold-standard COVID-19 test that is highly sensitive
and specific but requires expensive equipment, certified lab-
oratories, and hours for results. Rapid point-of-care PCR-
based and low-complexity molecular tests have since been
created that deliver results in as little as 5–15 minutes.72,73

Antigen testing detects viral proteins with rapid results (20
minutes)74 but is less accurate.75–77 Antibody tests are also
being developed by numerous companies, but since
antibody responses do not form until up to 3 weeks after
infection,78 their primary use is to document previous expo-
sure and/or immunity to the virus (Table 1).

The distribution and turnaround time of widespread
testing may be impeded by the emphasis on perfect sensi-
tivity, requiring complex equipment that renders tests more
expensive, less accessible, and slower. By putting a premium
on the perfect accuracy of tests, the U.S. fails to identify a ma-
jority of cases and also introduces delays that undermine its
ability to quarantine individuals in a timely manner and
thus reduce spread. Although somemay deem it irresponsible
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to use a test that might miss positive cases, the high cost and
slow analysis from the gold-standard PCR test may under-
mine its high sensitivity to use. Increasing the frequency of
testing would improve accuracy while less expensive equip-
ment would expand its distribution to identify more cases,
thus accelerating the speed of results required to prompt indi-
viduals to quarantine without delay. Experts propose a strat-
egy of increasing the production and distribution of RT-PCR
testing, implementing screening protocols for the public as
well as workplaces, and supporting the development of rapid,
easy-to-use, affordable testing screening tools.79 In the
absence of a coordinated federal response, 7 states have
banded together to combine purchasing power to fund the
production of over 500,000 rapid antigen tests.80 Researchers
have proposed the idea of a $1 test that could be mass-
produced and provided freely to everyone to enable at-
home daily testing.81 However, the over-the-counter tests
that currently exist do not meet the sensitivity standards of
the U.S. Food and Drug Administration (FDA); and, without
supervision, cases may not be reported or contact traced. The
newest antigen test, BinaxNOW, is administered by a health
professional and has the capability to scale up testing without
significantly compromising accuracy, as it quickly delivers
results in 15 minutes, costs $5, and has 97.1% sensitivity
and 98.5% specificity.82 The Trump Administration has pur-
chased 150 million of these tests from Abbott, to be deployed
to schools and other special needs populations.83 With an
increased supply of screening tests, PCR tests with higher
sensitivity can be preserved for high-risk settings such as
nursing homes, where missing the detection of an infected
person may lead to serious consequences. Since BinaxNOW
is only authorized to test people with COVID-19 symptoms,
pooled testing may present an opportunity to test more people
with fewer tests, thus reducing labs’ backlog and allowing re-
sults to be returned more quickly.
Pooled testing
Pooled testing has been used since World War II to test sol-
diers for syphilis, to screen for chlamydia and gonorrhea, and
to test donated blood for HIV, Zika virus, and hepatitis B and
C.84 It has been deployed successfully in other countries to
rapidly scale testing capabilities for COVID-19.85,86 Pooled
testing is a cost-effective approach to test small groups, or
pools, of people using only 1 test (Figure 2). Rather than
testing 1 person at a time, samples from multiple individuals
are mixed together. If the test comes back negative, everyone
in the pool is cleared. If positive, each member of the pool is
retested individually using their original sample, which can
be done quickly in an automated manner. The need for retests
may even be eliminated, as a research group in Israel recently
developed a single-step method effective in groups of 48
saliva samples, refined by utilizing each individual’s sample
in multiple pools.87 Although experts worry that pooling will
dilute the samples and reduce the test sensitivity, studies have
shown that pool sizes of 8 samples are as accurate as individ-
ual testing.88 Even if there is sensitivity loss on a single test, it
will be counteracted by an overall increase in sensitivity from
more frequent testing. Others are concerned that when infec-
tion prevalence is too high, pooled testing will be inefficient
and require too many retests; but even at a prevalence of 10%,
cost-savings can reach up to 40%.89 Machine learning can
also improve efficiency at high prevalence rates by identi-
fying who is likely to test positive and keeping them out of
large pools.90 Dr Deborah Birx, theWhite House coronavirus
response coordinator, claimed that pooled testing could allow
for people to return to schools and work with the ability to test
on a frequent basis.91 In July 2020, the FDA issued an emer-
gency use authorization to Quest Diagnostics to authorize its
RT-PCR test for use with pooled samples containing up to 4
specimens.92 Recent data show the second-highest source of
infection after nursing homes is multigenerational house-
holds, which questions how effective such a small pool size
will be in terms of both cost-savings and increasing capac-
ity.93 To prepare for college classes resuming in the fall,
the governor of New York granted The State University of
New York approval to undertake pooled surveillance testing
of groups of 10–25 people using saliva.94
Novel testing techniques
Alternative techniques for cost-efficient widespread testing
are being widely explored. In Barcelona, Spain, virologists
found traces of coronavirus in wastewater collected in
March 2019, 9 months before the disease was identified
in China.95 Because there are large quantities of coronavirus
in stool that reaches sewage, water-based epidemiology pre-
sents a potential tool for early detection of viral circulation
in a community, which can then serve as a signal to imple-
ment testing at the individual level. Such monitoring could
prove beneficial with large numbers of those infected not
displaying clinical signs and living in close proximity, as
in college dorms. The University of Arizona possibly pre-
vented an outbreak on campus by quickly testing a dorm
with a positive wastewater sample and identifying 2 asymp-
tomatic students who tested positive.96 In Israel, a start-up
company developed a nanoscale, sensor-based smelling sys-
tem that can identify a coronavirus patient via nasal exhala-
tion.97 If successful, it could be used for mass 30-second
screening of people at stores, hospitals, airports, and border
entries. In Chile, Germany, and the U.K., police dogs are
being trained to sniff volatile organic compounds released
from humans with COVID-19.98,99 A dog can sniff 250
people in an hour, which could aid in reopening stadiums,
schools, businesses, and restaurants. While daily testing is
infeasible owing to cost and supply shortage, strategies
like pooled testing, sentinel surveillance of sewage, NanoS-
cent technology, and “bio-detection” dogs could expand its
scale. Testing more frequently can lower the prevalence rate
by containing infections, thereby requiring fewer tests and
reducing costs in the long run. Regular testing also allows
companies to use cheaper tests with lower sensitivity, as
an individual patient is unlikely to have multiple false-
negatives in a row.100 However, even with rigorous testing
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strategies, it is imperative that people comply with mask
wearing, social distancing, sanitation, and contact
tracing.101
Summary
The U.S. and the world have invested significant amounts
of capital into vaccine development, and researchers are
on their way to producing a vaccine at record speed. How-
ever, it is unlikely that the vaccine will be the panacea that
the U.S. is hoping for, as, in reality, it will take time to
vaccinate the entire population and vaccine hesitancy may
hinder the vaccine’s ability to gain sufficient levels of pro-
tection for herd immunity.102 In the meantime, Americans
are banned from travel to all but a few countries in the
world, as the country accounts for over a fifth of the world’s
confirmed COVID-19 cases, despite making up just 4% of
the world’s population.5,103 Essential workers, frequently
minorities, are unable to work remotely and become vectors
of transmission within their homes and communities, exac-
erbating socioeconomic and racial health disparities.104,105

Persistent school closures force parents to be both educators
and providers, and also perpetuate achievement disparities
across income levels, sex, and races, with potential long-
term negative effects on the entire U.S. economy.106,107

Furthermore, it is becoming increasingly evident that
COVID-19 has long-term health effects not originally
appreciated, including significant residual lung injury,108,109

as well as cardiac involvement,110–117 even in mildly
symptomatic or asymptomatic patients.

The sooner we can understand how to create an effective
COVID-19 surveillance and containment strategy, the sooner
people can get back to work, kids can get back to school,
economies can reopen, and supply chains can be reinstated.
The tremendous scale at which COVID-19 has spread
throughout the globe has overwhelmed human tracing capa-
bilities, necessitating digitization of health surveillance.
Technology used in countries to successfully combat
COVID-19 is beginning to surface in the U.S., but privacy
concerns hinder adequate uptake. In this pandemic that has
shut down economies and killed hundreds of thousands of
people, the public health benefits justify a prudently designed
surveillance system. Because the success of digital contact
tracing is directly proportional to user uptake, the government
must be transparent in its policies and enact legislation to
regulate data collection and use.118 With mass testing, tech-
nology provides an opportunity to strengthen the fight against
this virus and return to normalcy. It is imperative for the
response to be unanimous and united to live freely again.
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