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Abstract

Background: Recent legislation in the US requires that all medical records become electronic
over the next decade. In addition, ongoing developments in patient-oriented care, most notably
with the advent of health social networking and personal health records, provide a plethora of new
information sources for research.

Content: Electronic health records (EHRs) show great potential for use in observational studies
to examine drug safety via pharmacovigiliance methods that can find adverse drug events as well
as expand drug safety profiles. EHRs also show promise for head-to-head comparative
effectiveness trials and could play a critical role in secondary and tertiary diabetes prevention
efforts. A growing subset of EHRs, personal health records (PHRS), opens up the possibility of
engaging patients in their care, as well as new opportunities for participatory research and
personalized medicine. Organizations nationwide, from providers to employers, are already
investing heavily in PHR systems. Additionally, the explosive use of online social networking sites
and mobile technologies will undoubtedly play a role in future research efforts by making
available a veritable flood of information, such as real-time exercise monitoring, to health
researchers.
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Summary: The future confluence of health information technologies will enable researchers and
clinicians to reveal novel therapies and insights into treatments and disease management, as well
as environmental and genomic interactions, at an unprecedented population scale.

INTRODUCTION

The recently enacted Health Information Technology for Economic and Clinical Health
(HITECH)® Act in the US, part of the 2009 economic stimulus package, provides $27 billion
over 10 years for the adoption of electronic health records nationwide (1). By 2012,
Medicare and Medicaid reimbursement will be tied to whether a healthcare provider
implemented “meaningful use” of electronic health records (EHRS) (2). Integrated EHRs,
once mostly limited to large health maintenance organizations (HMQOs) and academic health
systems (3), are expected to become a reality of clinical practice, in a move considered akin
to the Medicare/Medicaid adoption of electronic billing for prescriptions. As part of the
“meaningful use” implementation of HITECH, healthcare providers will be required by
2012 to make patient EHRs available on request in a format that can become part of a
personal health record, further opening up the closed management of health records to
patient involvement and control (4).

Recent developments in patient-oriented care, most notably with the advent of health social
networking and personal health records (PHRs), have greatly expanded patient’s
involvement in their medical decisions and management. In addition to the use of the
Internet for diagnosis help and research on medications, patients are increasingly turning to
social networking Web sites, such as TuDiabetes (www.tudiabetes.org), to manage their self-
care and seek advice. Some of these Web sites, such as PatientsLikeMe
(www.patientslikeme.com), enable patients to monitor their symptoms and therapy regimens
over time. This information can be shared with other users, allowing for comparison of novel
side effects and treatment regimens. With integration of such data into PHRs and personally
controlled health records (PCHRs), the ability to conduct research into patients’ behavior,
treatments, and environment greatly expands (5). The surplus of information generated by
such tools is already of great interest to pharmaceutical companies and public health
researchers (6, 7).

The plethora of real-world health information available from these varied data sources will
increase the ability of health researchers to perform translational research, better understand
clinical effectiveness of therapeutics, and open doors to increased understanding of
environmental and behavioral influences on disease. Challenges remain before the use of
EHRs and PHRs for health outcomes research can reach its full potential, including proper
study design and ability to better understand bias in these new data sources (e.g., how are
companies ensuring that a representative sample of users are reviewing a product or
treatment, and not just those who feel strongly in favor of it or against it). The details of
wide-scale adoption of EHR systems, their interoperability, and quality assurance remain
unresolved. Yet, with the implementation of the HITECH Act and continuous developments
on the Internet, researchers and clinicians must prepare themselves for the coming
transformations in healthcare. This review addresses the use of EHRs in research, the
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potential of PHRs and online social networking to improve health, and what this means for
the future of health outcomes and diabetes research.

EHRS AND HEALTH OUTCOMES RESEARCH

Although randomized controlled trials (RCTs) provide the most rigorous method to
determine the efficacy of a drug compared to placebo, their finite durations can limit the
ability to detect latent health effects in drugs designed for a lifetime, and they are further
restricted by their weak ability to obtain clinical effectiveness data and lack of longitudinal
comparisons with other drugs available for the same condition (8, 9). Observational studies
that harness large-scale EHR and medical records databases have the potential to uncover
the effectiveness of drugs in routine care, identify latent adverse events, compare outcomes
from several therapies head on, help expand our knowledge base of safe indications (10),
and detect adverse drug events (ADES) in real time (8, 11, 12).

Pharmacovigilance and Adverse Drug Events

The measuring, monitoring, and prevention of ADEs using EHRs and inpatient monitoring
systems has been an important area of observational studies (13, 14). As noted above,
preapproval trials establish efficacy but cannot provide clinical effectiveness data.
Developments in pharmacovigilance have enabled physicians to extend their knowledge of
therapeutic safety and contraindications tremendously, even if such systems have largely
been limited to government databases and academic medical centers. The long-term scale of
such databases, such as the U.S. Food and Drug Administration’s (FDA) Adverse Event
Reporting System (15), has yielded important safety profiles of late-arising ADEs, such as
dermatological and gastrointestinal ADEs in children from use of antibiotics (16). More
recently, large commercial health insurance databases have used active drug safety
surveillance systems such as i3 Aperio and helped define safety profiles of new diabetes
drugs such as incretins (17). This area continues to be an important component of
surveillance research and will only increase with the widespread adoption of EHRs in the
coming years.

Signal detection, or the ability to automate ADE warnings with computerized database
monitoring systems, is another area of ongoing research and clinical implementation (8, 18-
20). One study of such an automated system monitored 36 653 inpatients over an 18-month
period and correctly identified 731 ADEs in patients, whereas health professionals only
reported 92 (18). A study published by one of the authors showed the potential for
automated signal detection through population monitoring to detect early signs of COX-2
inhibitor’s association with myocardial infarction (21). Although there are potential
difficulties in translating data entry from physician-based EHRs to accurately detect signals,
one study found consistency between natural language processing characterization of
patients with asthma with known population characteristics (22), providing further validation
of this approach.

Recently, the FDA helped move the field forward with the launch of the Sentinel Initiative,
the goal of which is to provide a linked, automated database from multiple sources of all
approved drugs (23), and the Observational Medical Outcomes Partnership (24), which aims
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to improve the methodologies of surveillance research. These projects should provide a solid
foundation for when widespread EHR adoption populates the National Health Information
Exchange (NHIE) infrastructure and further expands the ability to perform such studies.

Comparative Effectiveness of Therapeutics

With few exceptions, the vast majority of RCTs compare the efficacy of drugs under trial to
that of placebo to gain approval by the FDA. In the routine clinical setting, however,
physicians are not tasked with choosing between placebo and a drug, but rather between
several drugs for the same condition (25). Pharmaceutical companies typically do not carry
out such trials because of a lack of incentives to show that their new product will either be
proven only as, or less than, effective than currently available medications (12). Head-to-
head trials are mostly government sponsored, with a recent increase, since the passage of
Medicare Part D provided an incentive for the government to ascertain comparative
effectiveness data (26).

To help overcome some limitations of RCTs and assist in clinical decision-making,
comparative effectiveness research using healthcare utilization databases, such as HMO
administrative databases, Medicaid data, and EHR databases, can use epidemiological
methods to study large and diverse populations of multiple drugs. This method provides the
advantage for researchers to select patients of a specific disease and compare multiple drugs
for their efficacy while examining the impact of ethnicity, location, age, duration of use, and,
hopefully soon, genomics (12). Additionally, it is possible to observe various outcomes from
differing drug exposures within the same patient over time, allowing patients to serve as
their own control.

Methodological limitations are prevalent in postmarketing comparative effectiveness, and
researchers must pay special attention to ensuring that proper techniques for data analysis
are used. For example, confounding effects (e.g., inherit bias within physician prescribing by
medical specialty) can limit generalizability and must be considered carefully before
embarking on any such studies (9, 12). Despite this, the advent of EHRs increases the ease
and potential benefits of such studies tremendously.

EHRs in Diabetes Research

EHR-based research on diabetes ranges from surveillance monitoring of treatment regimens
to tertiary prevention and disease management efforts (27, 28). Most notably, observational
studies using large-scale provider databases in both the UK (29) and Canada (30) provided
early human-based evidence of the protective effect of metformin therapy as well as the
increased risk of insulin and sulfonylureas on the development of cancer. More recently, the
use of EHR-based research for surveillance purposes was demonstrated to be a useful
adjunct to RCTs and provide signals of potential ADE in a study by one of the coauthors of
a head-to-head comparison of myocardial infarction risk among users with rosiglitazone vs
metformin (31). This study demonstrated that EHR-based ADE signal detection systems
could have raised early warnings about the excess risk of myocardial infarction associated
with rosiglitazone. Another large-scale observational study using the Medicare prescription
data agreed with this finding and found pioglitazone relatively safer than rosiglitazone
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among the thiazolidinediones (32). In light of these findings, the FDA recently conducted a
second review of approved thiazolidinediones on the basis of these findings and that of
several other observational studies. On metaanalysis, the FDA advisory committee
concluded rosiglitazone therapy is associated with adverse cardiovascular outcomes when
compared to other antidiabetic agents and recommended stronger warnings than were
previously in place when this first came to light in 2007 (33). The consistency of several
observational studies and the strength of their design provided critical confirmation of this
substantial risk that was not fully appreciated in the RCT-based drug approval studies.

Hivert et al. (34) used EHRSs to predict future diabetes and congestive heart disease among
patients in a primary care network. Again, this study looked retrospectively at EHR data
focusing on patients with aspects of metabolic syndrome to predict future outcomes based
on a defined set of criteria and were able to demonstrate predictive power.

These studies demonstrate the possibility of identifying drug interactions and predisease
characteristics either as they are happening, retrospectively, or predicatively, providing a
useful resource for both researchers and physicians.

Challenges of EHR Observational Studies

Much has been made of the shortcomings with observational studies and infamous examples
of misleading findings—most notably, the controversy over the use of hormones to protect
against coronary artery disease in postmenopausal women (35, 36). Past missteps in
observational studies for health outcomes could be attributed to confounding by indication,
the use of proxies for covariates, and unmeasured patient population characteristics (9). Part
of these shortcomings arose from the relatively new and growing nature of the field of
epidemiological surveillance studies, considered akin to RCTs of the 1950s (9).

One of the chief shortcomings of observational studies is their lack of randomization, which
can lead to bias in both physician and patient selection as well as potential differences in
baseline risk factors (37). This lack of randomization and difficulty in quantifying
pretreatment patient characteristics can be partially ameliorated through statistical
approaches, such as propensity scoring and instrumental variable analysis (38). While
epidemiologists are continually making strides in addressing these concerns, the prospect of
a national shift to EHRs, with lifelong records and potentially genomic profiles, will allow
researchers to effectively randomize observational studies on the basis of real-world
treatments. In the near term, addressing such bias as discontinuation rates and movement out
of an EHR network will need to be carefully addressed in the design of EHR-based studies.

Beyond statistical and study design challenges, the true historic difficulty in the
implementation of these observational studies has been the lack of consistency, reliability,
and overall quality of healthcare databases, which were not primarily designed for research
(8). Secondary data-use studies often rely on a merging of electronic prescription billing
databases with physician-oriented electronic medical records (39, 40). Furthermore, there
remain substantial limitations in the use of these data for hypothesis-testing research,
especially with the pervasive lack of key confounding variables. The reliance on advanced
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natural language processing methods to transform EHRs in structured data with varying
success means that current approaches are focused on hypothesis generation.

In this regard, the widespread adoption of EHRs and thrust of the HITECH Act will
fundamentally alter the landscape of HER-based studies to a point where the use of datasets
with millions of patients will become feasible (41). Additionally, the expansion of EHRs
over the next decade will enable focused subpopulation analysis, enable long-term treatment
studies, and reduce the need for proxy covariates when controlling for associated risk factors
of treatments. Combined with the methodological maturation of the field and emphasis on
data quality, the future for HER-based observational studies looks promising.

HITECH Act and Future Potential

The use of large-scale health databases facilitates observational studies by making real-time
population data available on the use of drugs, as well as important patient descriptors such as
BMI, smoking status, and alcohol use (39). Surveillance studies have historically relied on
medical records databases, which often are physician entered and oriented, and
administrative databases designed for reimbursement and accounting purposes (39).
Although electronic billing of prescriptions is mandated in the US, these prescriptions often
lack key information required for studies such as coexisting conditions, ethnicity, health
behaviors, and other important confounding conditions that are often noted in physician-
oriented medical records (39). While a few large institutions have instituted integrated
electronic health records that combine both of these sources of information, (notably
academic medical centers and some HMOs), only 1.5% of hospitals in the US have a
comprehensive electronic records systems as of 2009 (3).

Conversely, and perhaps complimentary, to the use of pharmacovigilance for the discovery
of ADRs and the potential for harm is the ability of EHR database studies to understand the
safe use of therapeutics in clinical settings (42). The Netherlands PHARMO database has
already shed light on the safe use of statins as well as the conditions for which they are
possibly not helpful (10, 43). It is especially important to establish the proper use of
therapeutics under multiple-drug regimens. It is also worth noting the potential for EHRs to
integrate personal genomics data, which could allow for countless avenues of analysis of
drug safety by genotype. The ability of EHRs to assist in this aspect of clinical management
rests not only on the breadth and depth of researcher output, but also the management,
analysis, and data-mining capabilities enabled by the widespread adoption of EHR
databases. With adequate tools, perhaps enabled by third-party vendors, it may be possible
in the future for physicians to compare their patient profile and specific characteristics (i.e.,
genomic data integration such as envisioned by the Informatics for Integrating Biology and
the Bedside —12B2 program (44)) with other patients on the same treatment regimens. This
step would enable nonpublished analytical decision-making to be at the hands of physicians
nationwide, a major shift that could significantly improve health outcomes.
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PHRS AND SOCIAL NETWORKING
Defining PHRs and PCHRs

PHRs vary in definition depending on their use, control, software, and context. PHR systems
often include the ability for patients to enter their own health information and gain access to
health provider—hosted EHRSs, whereas others delineate access through employer portals
(45). The American Health Information Management Association defines PHRs as a tool for
patients to collect, track, and share past and current health information (46). The underlying
intent of all of these systems is to allow patients to have better access and control over their
health information and thus increase participation in their own care (45, 47). In this review, a
PHR will be considered any system that, at a minimum, allows patients access to their health
records via computer.

PCHRs are a subset of PHRs, but with the specific characteristic of the patient as the
absolute controller of the PHR. Therefore, the individual patient decides who can read,
write, or modify their PCHR. By delineating access through patient consent, even for
deidentified or aggregated data, systems using PCHRs hope to allay concerns of data privacy
and confidentiality, while at the same time empowering and engaging patients (45, 48). In
this review, a PCHR will be considered any system or EHR that gives the patient explicit
control over his or her records.

Deployed PHR and PCHR Systems

Large corporations and government-administered healthcare plans are already investing
heavily in both the use and development of PHR and PCHR systems. Most notable of these
in the private sector are Dossia and Microsoft HealthVault. Indivo (www.indivohealth.org),
developed at Children’s Hospital Boston, set the groundwork for PCHRs through its open-
source development platform and open standards (48), on which the Dossia platform
(www.dossia.org), founded by AT&T, Wal-Mart, and others, is based (49). HealthVault
(www.healthvault.com), tested in collaboration with New York Presbyterian Hospital, aims
to collect and store patient information and also directly upload data from compatible
medical devices such as blood pressure and heart rate monitors. Google Health
(health.google.com), launched in collaboration with the Cleveland Clinic, aims to allow
patients to manage all of their health information from various providers and sources in one
place. Other private sector initiatives include Health Record Banks such as
Healthbanking.org and Revolutionhealth.com.

In the public sector, the Centers for Medicare & Medicaid Services launched a PHR to allow
patients to track services and communicate with providers over the Web
(www.mymedicare.gov), while the Veterans Administration is piloting My HealthVet (http://
www.health-evet.va.gov) which allows users to self-enter structured medical data, track
personal health metrics, and grant access to other users (6). In this sense, the My Health\et
project is essentially a PCHR. Whereas these models may differ in their implementations,
they all allow the patient greater access and in some cases control of their own EHR.
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PHRS Enabling Patient Feedback, Accuracy, and Efficiencies

One challenge of HER-based research is ensuring complete and accurate data, especially
when combining multiple data sources and information created for disparate purposes. By
enabling patients to proofread their medical files, PHRs and PCHRs help providers obtain
the most comprehensive file possible (50). While some patient-entered data are error-prone
(e.g., patient-entered test results), studies have shown that patient recall can reduce
duplicative laboratory tests and procedures (51).

Among patients with type 2 diabetes, the use of electronic journals (Web-based survey of
patient-entered data) before their visits increased the accuracy of information transmitted to
their physician (27). Similarly linked PHRs to provider EHRs resulted in more frequent
medication adjustments when patients entered clinical data (52). Some PHR systems allow
for patients to add over-the-counter medications and supplements, an often critically missing
resource from current EHR-based studies (45). Whereas these studies demonstrate the
inherent and unpredictable errors possibly present within paper medical records and EHRSs,
they also demonstrate potential fixes through greater patient participation. Such additional
safeguards could help improve confidence in PHR-based studies.

PCHRs and Patient Participation in Research

One of the more burdensome aspects of EHR-based research is the extent to which caution
must be taken to satisfy Health Insurance Portability and Accountability Act (HIPAA)
requirements and the various medico-legal hurdles of institutional review boards. While
offering myriad protections to patients enrolled in research, the anonymization of data and
other requirements has also resulted in a situation where physicians are unable to
communicate findings of trials in which the patient is a participant (53). Though RCTs
require a certain level of anonymity, to safeguard both privacy and objectivity, such lack of
communication from incidental findings could be detrimental. Kohane et al. (53) give the
example of a genomewide study during which researchers find polymorphisms among
dozens of participants, indicating they may respond favorably to a newly approved drug.
Although it may benefit the patients, such a discovery cannot be easily communicated
without overcoming significant ethical and legal hurdles. PCHRs represent a unique way to
overcome such pitfalls while at the same time better engaging patients and improving
research outcomes. With PCHRs, electronic “listeners” can be put into place to allow
patients to be notified of ongoing research pertaining to their particular health condition,
medications, or even genotype (45, 53). Critically, patients can allow key pieces of their
PCHR to be broadcast for use in public health research and then decide if they would like to
participate in the research that the “listener” finds. Already, patients have shown a
willingness to engage in such systems provided they are largely for public benefit and
clearly define how their data will be used (54, 55, 56).

With proper interoperability standards, researchers have the potential to make population-
wide queries across multiple PCHR databases with the potential to reach millions of patients
across vast geographies. Because there is no central database needed for such queries and
patients have authorized access themselves, the potential for privacy breaches and data theft,
sensitive in the wake of large-scale consumer credit thefts, are minimized (56). Another
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boon to researchers and patients is the fact that this system design allows for enrichment of
patient phenotypic data over time, opening up new avenues to research in which individual
patient’s information can be merged across studies as well as providing healthcare providers
with additional information on patients in their care (56).

Health Social Networking and Quantified Self-Tracking

Health social networks (HSNs) are online social networking communities where patients can
connect with each other around shared medical conditions. HSNs vary in their capabilities
and features: at baseline, all provide emotional support through shared struggle, a few
provide physicians to answer questions (57), and some offer quantified self-tracking (QST)
(e.g., the symptom and quality-of-life charts at PatientsLikeMe [www.patientslikeme.com])
or alert patients to clinical trials. The emotional support and empowerment engendered by
HSN Web sites can improve disease management, facilitate patient-physician
communication, and promote psychological well-being (54). All of these aspects are
important for health quality research, but perhaps the greatest potential for integrated
translational research lies in QST.

QST allow patients to catalog their symptoms, medications, mood, and general condition
over time in an analytical and standardized format via the Web. Aggregation of these data at
the population level permits research by casual and knowledgeable users, Web site
administrators, pharmaceutical companies, and health researchers. Users can share QST data
with other community users, compare treatments and responses to drugs, and match to
others with similar attributes and conditions (57).

PatientsLikeMe is one of the largest HSN Web sites that has QST and makes available
member data for clinical trials, with over 79 000 members as of November 2010 (58). The
self-stated goal of the Web site is to help patients improve their (often chronic) condition:
“Given my status, what is the best outcome | can hope to achieve, and how do | get there?”
PatientsLikeMe has reported a wide range of benefits for patients using its site, including a
reduction in risky behavior among HIV patients and reduction of inpatient care among
patients with mood disorders (54). In addition to helping patients manage their conditions,
PatientsLikeMe has published a variety of research including the following: site of onset
links to dominant hands among amyotrophic lateral sclerosis (ALS) patients (59),
pathological gambling among ALS and Parkinson patients (60), and others (61).

CureTogether (www.curetogether.com), another HSN with QST features, has over 15 000
members who have contributed over 1.3 million data points covering 625 conditions.
CureTogether advocates an Open Source Health Research Plan, modeling its patient
community around diseases in a similar fashion to how software programmers developed
Linux (62). Much like the collaborative model of PatientsLikeMe, CureTogether is
increasingly using its HSN community to verify the effectiveness and compare the use of
popular treatments, for example, pain medications and management techniques for
Vulvodynia (63).

MedHelp is another HSN that offers QST for a variety of conditions, with a focus on
providing health applications (e.g., drug interaction checker), direct communication with
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physicians, and QST tools for patients with a wide variety of conditions. MedHelp began in
1994 and currently has over 10 million monthly users as well as a database of self-reported
medical data with over 5 million data points (64).

TuDiabetes (www.tudiabetes.org) is an HSN focused on community support for patients
with diabetes that currently has over 446 groups organized around various aspects of
diabetes (e.g., Animas insulin pump users, athletic diabetics). Recently, TuDiabetes
announced collaboration with Children’s Hospital Boston to enable QST of hemoglobin A
values, with the ability to share with other users and display geographically (65). Part of the
program is designed to investigate the ability to integrate QST data into PCHR platforms.
SugarStats (www.sugarstats.com) is another newly developed Diabetes HSN that allows for
QST. A list of innovative Web sites and platforms is included in Supplementary Table 1.

The potential for HSN, and especially QST, to be used in clinical trials has not gone
unnoticed. As mentioned previously, PatientsLikeMe sells anonymized data to
pharmaceutical companies and researchers. Other HSN sites let their users know of various
ongoing clinical trials in which they could participate. Although patients vary in their
willingness to share data, many want to know the latest treatments and help advance
research on their disease. One striking example of this willingness was observed among the
ALS community at PatientsLikeMe. After news spread of the potential benefit of lithium
treatments for ALS, one patient gathered 250 PatientsLikeMe ALS volunteers to self-
experiment with lithium. Although there are obvious challenges with such studies, it is
worth noting that the patients had a larger sample than the original report and, unlike the
initial findings, did not appear to demonstrate benefit from lithium (66), which was also the
conclusion of a traditional follow-up study (67).

The integration with clinical trials and potential for expanded patient led trials opens up the
possibility for patients to share their feedback from clinical trials with the public and other
affected users, allow for cross-comparisons of responses, and feed this data into PHRs, all of
which open up previously unavailable avenues for research (45, 57).

Automated Tracking of Patient-Entered Data

Because of their ability to receive data streams from multiple sources, EHRs and PHRs also
have the potential to continuously track patient health through fully automated processes.
Already, physicians use automated health tracking with cardiac monitoring devices and
implanted health monitors in telemedicine that enable remote diagnosis (68, 69). As these
devices transmit data wirelessly to healthcare providers at specified intervals, they can link
to EHRs and facilitate patient tracking as well as completeness of medical files for care
management and research. Beyond such invasive devices are technologies already in place,
such as pedometers and glucose monitors that could be linked to PCHRs and QST systems
to automate self-reporting of activity levels. One such device, FitBit (wwuw.fitbit.com) is an
inexpensive, wearable monitor of sleep and activity patterns that syncs wirelessly to the
Internet. A recent study found cell phone data entry of activity levels to be as accurate as
paper-based methods (70), while applications for diabetics to enter their blood glucose levels
into smartphones have been proliferating, with several already developed for both the
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Android (71) and iPhone OS (72) platforms. These applications when linked to PCHRs hold
great potential for diabetes research and management on multiple levels.

The explosive uptake of smartphones in the US presents unique opportunities to track patient
exposure to various environmental hazards and benefits such as parks. The University of
California Los Angles participatory urban sensing project (http://urban.cens.ucla.edu) does
exactly this by uploading data from GPS-enabled cell phones while giving users their own
Personal Environmental Impact Report (57). When this information is connected with
Environmental Protection Agency pollution monitoring, similar to how Centers for Disease
Control and Prevention diabetes rates were recently associated with Environmental
Protection Agency monitoring of particulate matter pollution (73), it could enable
researchers to match genotypes with diseases and exposure.

For researchers, the incoming information explosion will require both knowledge to harness
and integrate such disparate data streams as well as the methodological rigor to properly
design studies to elucidate novel health connections between environment, behavior, and
genes.

Despite enthusiasm for the potential that PHRs, PCHRs, HSNs, and QST hold for research
and health outcomes, many significant challenges remain. Although the HITECH Act makes
patient access to data through PHRs one of the goals for 2012, there is less definition over
what type of systems are applicable and how much control patients should have.
Additionally, consumer demand for PCHRs is largely predicated by having a “life-changing
health event that creates a need to take an active role in self-health management. With
obesity and diabetes exploding across the US, the prevention of such conditions,
management of existing ones, and reduction of overall rates could be the impetus needed for
consumer uptake.

7

Internet access, education, age (74), and even ethnicity (75) represent barriers to adoption of
PHRs as well as general information of patient benefits. Some reports have shown a general
lack of interest or knowledge of PHRs among the general population with concerns over
privacy, cost, and access seen as chief concerns. These barriers could lead to selection bias
and limit the generalizability of studies using PHRs, at least in the near term. However,
among patients with chronic and life-threatening conditions, PHRs are seen as an
instrumental tool to managing their care once they have been adopted. Additionally, HSNs
provide patients with means to confirm their diagnosis and to become better adherent to
medications and realistic about their expectations for improvement.

In terms of the HSN and QST communities, caution is warranted on the reliability of
patients representing true symptoms, or even having the diseases at all. There are two ways
this may be addressed. First, the patient communities themselves are often best at
determining who truly has a disease and who is attempting to fraud the system (57).
Individuals in a Munchausen Syndrome type situation could find themselves under scrutiny
if they are too vocal. Thus, researchers could potentially screen based on activity level.
Second, if QST Web sites become integrated into PHRs/PCHRs, then patients will have a
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greater incentive to remain honest with themselves, since their physicians and healthcare
providers would use the data to assess their status. While a certain level of misrepresentation
and misclassification may be expected, the hope is that the size of the patient population
properly reporting health information will overcome any introduced noise.

CONCLUSION

Demand for EHR adoption has largely been driven by the desire to reduce waste and foster
better communication within the healthcare system as a whole. Because the benefits of
EHRs are system-wide, but the costs are borne by individual providers, uptake has been slow
and fragmented outside of large providers. With the introduction of the HITECH Act, it is
now likely that system-wide adoption will take place. This should lead to a step forward in
the use of EHRs for health outcomes research, with the ability to query unified records
across multiple health systems in a radically inexpensive manner.

The drivers for PCHRs are distinctly different from those of EHRs, being driven by
consumers/patients rather than by providers. Although the uptake of PCHR systems does not
have direct incentives in HITECH, there are several social elements that are combining to
make PCHRs a game-changing force in healthcare: the rise of social networking, the
explosion of mobile technologies, the availability of powerful self-analytical tools, and the
desire for patient autonomy and empowerment via personalized medicine (e.g., patients as
decision-makers and the concordance model). The unification of these social forces through
the PCHR appears inevitable, with a concomitant explosion in information available for
future health researchers.
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