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ABSTRACT

Objective: To identify and understand the factors that contribute to medication errors associated with the use of

computerized provider order entry (CPOE) in pediatrics and provide recommendations on how CPOE systems

could be improved.

Materials and Methods: We conducted a systematic literature review across 3 large databases: the Cumulative

Index to Nursing and Allied Health Literature, Embase, and Medline. Three independent reviewers screened the

titles, and 2 authors then independently reviewed all abstracts and full texts, with 1 author acting as a constant

across all publications. Data were extracted onto a customized data extraction sheet, and a narrative synthesis

of all eligible studies was undertaken.

Results: A total of 47 articles were included in this review. We identified 5 factors that contributed to errors with the

use of a CPOE system: (1) lack of drug dosing alerts, which failed to detect calculation errors; (2) generation of inap-

propriate dosing alerts, such as warnings based on incorrect drug indications; (3) inappropriate drug duplication

alerts, as a result of the system failing to consider factors such as the route of administration; (4) dropdown menu

selection errors; and (5) system design issues, such as a lack of suitable dosing options for a particular drug.

Discussion and Conclusions: This review highlights 5 key factors that contributed to the occurrence of CPOE-

related medication errors in pediatrics. Dosing support is the most important. More advanced clinical decision

support that can suggest doses based on the drug indication is needed.
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BACKGROUND AND SIGNIFICANCE

Medication errors in the pediatric population are common; one

study estimated that a child experiences an out-of-hospital medica-

tion error every 8 minutes in the United States.1 An earlier study

found that as many as 27% of pediatric inpatient medication orders

contained an error.2 The potential adverse drug event (ADE) rate for

children has been found to be 3 times higher than the rate for

adults.3 Pediatric patients are particularly vulnerable to medication
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errors; their physiology is continuously changing, and their ability to

tolerate errors is limited.4 There is also a lack of pediatric-specific

medications currently available on the market. This leads to medica-

tions being used “off label” (outside the terms of license, ie, for an

unapproved clinical use) more often in children than in adults. Also,

as physicians often need to calculate doses based on a child’s weight

or body surface area, the opportunity for calculation errors is poten-

tially greater than in adults.5

Computerized provider order entry (CPOE) and clinical decision

support (CDS) have been associated with reductions in medication

errors,6–8 not only in the adult population but also in pediatrics.9

The introduction of a CPOE system in one tertiary-care pediatric

hospital was associated with a 40% reduction in medication errors.9

However, we also know that these systems can introduce new types

of error.10,11 A systematic review conducted by Reckmann et al.12

identified 4 studies that explored the quantitative effects of CPOE

systems on medication errors in pediatric hospital inpatients. All 4

of those studies demonstrated a reduction in errors, but further

details about the errors that occurred with the use of CPOE are be-

yond the scope of this review.12 Another review, by Ghaleb et al.,13

identified dosing errors (often those associated with 10-fold overdo-

ses) as the most common medication error type in pediatrics; how-

ever, that review did not focus on errors that occurred with the use

of a CPOE system.13

In our previous systematic review, we identified 8 factors that

contributed to the occurrence of CPOE-related prescribing errors.10

These were: issues with the computer screen display, dropdown

menus and auto-population, wording, default settings, nonintuitive

or inflexible ordering, repeat prescriptions and automated processes,

users’ work processes, and CDS systems. However, the design and

functionality of CPOE systems in the pediatric setting may differ

substantially from those used in the adult setting, with pediatric-

specific functionality or completely specialized pediatric systems.14

Furthermore, current CPOE systems have been criticized for falling

short of providing recommended characteristics,15 so we were eager

to identify and understand the factors that contribute to medication

errors associated with their use and provide recommendations on

how these systems could be improved.

METHODS AND MATERIALS

Our review was conducted according to the Preferred Reporting

Items for Systematic Reviews and Meta-Analyses guidelines and reg-

istered with PROSPERO: PCRD42016039984.16

Eligibility criteria
Quantitative and qualitative primary research studies that focused

on medication errors (eg, before-and-after comparative studies, eval-

uations of error reports, and failure modes and effect analyses) asso-

ciated with CPOE systems with and without CDS used in the

pediatric population (<18 years or population defined by the study

as pediatric), which included data about the types and/or causes of

these errors, were eligible for inclusion. Our search strategy covered

the use of all types of CPOE systems (eg, homegrown or commer-

cial) in any type of clinical setting (eg, hospital, outpatient, or pri-

mary care). Studies published in peer-reviewed journals or

conference proceedings were included. The time frame of the search

was not restricted. Only articles published in the English language

were included. Editorials, commentaries, letters, and opinion articles

were excluded.

Information sources and search
Three large databases were searched on May 3, 2016: Cumulative

Index to Nursing and Allied Health Literature (1982–present),

Embase (via OVID) (1974–present), and Medline (via OVID)

(1946–present). Appropriate search terms were developed and

grouped into sets, specifically relating to computerized provider or-

der entry, clinical decision support, electronic health records

(EHRs), and errors. In each set, terms were combined with the

“OR” operator, and all sets were then combined with the “AND”

operator. A search strategy is available via the online supplement.

Study selection
After duplicate articles were removed, 3 independent reviewers

(CLT, NF, and KC) screened the titles to determine whether the

articles met the inclusion criteria. Two authors (CLT and NF, or

CLT and KC) then independently reviewed all abstracts and full

texts, with one author (CLT) acting as a constant across all publica-

tions. Disagreements were resolved by discussion with a fourth re-

viewer (SPS), if necessary. The reason why a publication was

rejected was also documented.

Data collection and analysis
We developed a customized data-extraction sheet to be used by each

of the 3 reviewers (CLT, NF, and KC) to independently extract spe-

cific details about each study’s location, objectives, methods, and

key findings, with data subsequently merged. This included both

qualitative and quantitative data related to the occurrence of medi-

cation errors that were made when using CPOE systems in pediatrics

and factors that contributed to such errors occurring (eg, system de-

sign). A narrative synthesis of all eligible studies was undertaken.

Papers were read and reread by 3 authors (CLT, NF, and KC), and

key recurring themes and subthemes were identified iteratively from
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Figure 1. Diagrammatic representation of the steps involved in the literature

search.
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the data, using an inductive approach. This involved summarizing

the raw data into a brief format, deriving clear links in these data,

and developing a thematic framework into which main themes and

subthemes could be grouped.17 This framework was validated

through peer debriefing with a further author (SPS).18 Subthemes

that lacked sufficient detail in the included studies are noted in Sup-

plementary Appendix S1 and Table 1, hence these subthemes are

not discussed further in this review. Authors of 2 papers were con-

tacted by e-mail to obtain further information.19,20 The data per-

taining to the specific causes of the error were of particular interest

to meet our objectives.

Risk of bias (quality) assessment
It was anticipated that the included studies would be too heteroge-

neous (eg, a range of pre-post intervention studies with a qualitative

element, surveys, and studies using failure modes and effects analy-

sis to identify risk in a system) to allow for systematic application

of a quality assessment tool, therefore quality assessment was not

conducted. All scientific studies were included; this included large

quantitative retrospective reviews of error reports, or before-and-

after studies using chart review methods to identify errors, and

in-depth failure modes and effect causality analysis about one stage

of a process at one organization. We included all studies due to

their potential to add valuable insight in this area. The examples in-

cluded were intended to be illustrative of the points being made and

provide specific details about the causes of errors to aid the reader’s

understanding.

RESULTS

Our search identified a total of 419 papers; duplicates were re-

moved. Articles were removed at the title (n¼58), abstract (n¼95),

and full-text stage (n¼85). Forty-seven articles (44 full texts and 3

conference abstracts, 2 of which had corresponding full-text papers

based on the same study data21,22) were included in this review.

Studies were conducted mainly in the United States (n¼29), the

United Kingdom (n¼4), Canada (n¼2), Iran (n¼2), the Nether-

lands (n¼2), and Sweden (n¼2), with the remaining countries

(France, Israel, Singapore, Spain, and Taiwan) publishing just one

paper each. Of these, 38 used quantitative methods, 6 used mixed

methods (with 2 papers reporting on the same data), and 3 used ei-

ther failure modes and effect analysis or qualitative methods. The

qualitative data ranged from larger studies that performed a qualita-

tive analysis of 613 overridden CDS alerts to smaller studies that

interviewed prescribers on a 17-bed ward.23,24 Non-English-

language papers were excluded. Further details about the included

studies, methods used, and key findings of relevance can be found in

Supplementary Appendix S1.

We identified 5 key factors that contributed to errors with the

use of a CPOE system: (1) lack of drug dosing alerts, (2) generation

of inappropriate drug dosing alerts, (3) inappropriate drug duplica-

tion alerts, (4) dropdown menu selection errors, and (5) system de-

sign. We describe each of these in turn using examples that the

authors felt best illustrated the issues being discussed. Out of the 47

individual articles, 40 had subthemes that were included in the 5

overarching themes. Other areas that lacked sufficient detail, such

as documentation discrepancies and omission of information on the

electronic order, are not discussed in depth in this review, as it was

not possible to explore such topics fully.

Lack of drug dosing alerts
Doses were often calculated according to a patient’s weight, with

one minimum and maximum dose value recorded in the system.

Stultz et al.25 noted how these minimum and maximum doses

were based on a specific drug indication (eg, lupus nephritis) and

sometimes lacked drug dosing alerts for other indications (eg, sta-

tus asthmaticus). For example, an alert was not present for an

overdose of methylprednisolone prescribed at 2 mg/kg (instead of

1 mg/kg) intravenously every 6 h for status asthmaticus, as the

maximum dose for lupus nephritis is 30 mg/kg/day. In other

words, the maximum dosing alert was only triggered if the highest

possible dose in the system was exceeded, regardless of the indica-

tion for which the drug was prescribed.25 Studies also highlighted

how users were not alerted to calculation errors, because the sys-

tem did not include any automated dosing support functional-

ity.26 Similarly, Jani et al. noted how the system used in their

study failed to alert a prescriber to an overdose of prednisolone

(49.5 mg instead of 15 mg). In this example, the user had mistak-

enly requested that all doses of a titrating dose (15 mg once a day

for 2 days, 10 mg once a day for 2 days, etc.) start on the same

day. This was reported as quite a significant incident, as this pa-

tient could have potentially received almost 2 weeks of treatment

in 1 day,27 which could have resulted in increased serum glucose

concentration, effects on mental state, and cardiovascular

issues.28 Crucially, there was no active dosing support in this

CPOE system, such as minimum and maximum dose checks, or

indication-based dosing suggestions.27

Generation of inappropriate drug dosing alerts
The existence of minimum and maximum dose values in the CPOE

system also led to inappropriate alerts being generated. Scharnweber

et al.29 described how amoxicillin/clavulanate was calculated

according to a patient’s weight, with one minimum (26 mg/kg) and

one maximum (875 mg) dose value recorded in the system.29 The

authors explained how, when a 36 kg patient was prescribed 900 mg

twice daily, 2 contradictory and inappropriate alerts were generated:

an underdose alert, because the dose (900 mg) was under the

system-calculated dose of 936 mg (based on the 26 mg/kg calcula-

tion), and an overdose alert, because the dose exceeded the system’s

maximum dose of 875 mg.29 Scharnweber et al.29 also found that a

large number (n¼500) of underdosing alerts were inappropriately

generated for enteral erythromycin orders, which users ignored. In-

vestigation of these events revealed that the dosing rule logic had

not been updated to reflect the more recent use of erythromycin as

an antimotility agent (rather than an antibiotic), which uses a lower

dose. The risk here was that users inappropriately prescribed

erythromycin at the higher dose, with the increased likelihood of

gastrointestinal side effects. Kirkendall et al.30 evaluated a set of

vendor-supplied dosing rules against the most common dose from a

selection of gold standard pediatric dosing sources (eg, Harriet Lane

Handbook [19th edition], PDR.net [Physician’s Desk Reference],

Epocrates Online, Micromedex, and Lexi-Comp Online [CCHMC

formulary]), and found that they exactly matched in only 55.1% of

cases. It is possible that this could have contributed to the generation

of inappropriate drug dosing alerts and/or providers ignoring these

alerts. Kirk et al.31 found that providers did not trust the computer-

calculated doses and often manually adjusted the doses, which was

associated with acetaminophen over- and underdosing.

Missing or out-of-date patient information within the CPOE sys-

tem may have also contributed to either a lack of or the generation
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Table 1. Key factors, specific issues, and recommendations

Key factor Specific issues Examples Recommendations

Lack of drug

dosing

alerts

Absence of indication-specific dose ranges,

thus dose errors were not identified25,42,43

Lack of dosing-support functionality in

use19,22,26,27,37,44–47

Lack of support for dosing calculations 48–51

Failure to alert when an overdose of

methylprednisolone was pre-

scribed at 2 mg/kg (instead of

1 mg/kg) intravenously every 6 h

for status asthmaticus, as the max-

imum dose for lupus nephritis is

30 mg/kg/day25

Encourage use of dosing support

Use indication-based dosing alerts

Use indication-based order

sentences51,52

Document relevant historical data within

the system, eg, vaccination history and

radiation exposure52

Generation of

inappropri-

ate drug

dosing

alerts

Ambiguous dose ranges that had conflicting

overdose and underdose alerts for certain

patient weights29

Inappropriate underdose alerts due to a fail-

ure to update drug dosing logic to reflect

most recent doses for certain medications29

Lack of agreement between vendor-supplied

dosing rules and suggested doses from gold

standard courses30

Lack of trust in computer-calculated doses31

Absence/lack of information, eg, patient

weight entered into the system, preventing

utilization of available CDS24,32,53

Failure to display calculation method for

suggested doses24

Failure to consider normal dose rounding

procedures54

Alert overrides23,31,53,55

Inappropriate generation of under-

dosing alerts for enteral erythro-

mycin orders, because the dosing

logic did not include the more re-

cent use of erythromycin as an

antimotility agent (rather than an

antibiotic), which uses a lower

dose29

Enforce entry of patient weight before

dosing medications32

Suggest system prompts up-to-date val-

ues for certain parameters, eg, age or

weight, when reasonable32

Systems should provide condition-spe-

cific growth charts and age-appropri-

ate references throughout a patient’s

care56

Use standardized fixed-dose order sets

for most high-risk drugs19

Use dose rounding52

Use most up-to-date patient data52

Inappropriate

drug dupli-

cation alerts

False positive and false negative alerts be-

cause of a lack of consideration of medica-

tion name, strength, route and time of

administration, formulation, or reasonable

alternatives23,33

Inappropriate drug duplication alerts

were generated when salbutamol

was prescribed twice but by differ-

ent routes (inhaled and intrave-

nous), although this would not

have resulted in any significant in-

teraction23

Use context-specific alerts

Dropdown

menu selec-

tion errors

Mis-selecting from a list24,27,33,39,55,57,58

Alphabetical listing and juxtaposition selec-

tion errors34,36,59

Presence of nonstandardized concentrations

in the system contributing to calculation

errors37

Non-patient-specific dropdown menus and

suggested order sentences prone to error24

Presented doses did not include the full range

of clinical possibilities or provide sufficient

guidance related to titrating doses20

Selection error possibly less able to detect, as

it potentially gives a reasonable order,

though inappropriate for a specific

patient38

A 1000� overdose of the antibiotic

ceftriaxone (900 g selected rather

than 900 mg) was prescribed as a

result of a dropdown menu selec-

tion error34

Avoid long dropdown menus60

Ensure list is up to date and comprehen-

sive based on the organization’s usual

prescribing habits

Use indication-based dosing CDS (order

sentences or required information

prior to dose selection)61,62

Use interventions to reduce wrong pa-

tient selection errors, eg, nonsequential

identification numbers, identification

re-entry, or distinct naming conven-

tion63,64

Inappropriate

system de-

sign

Error-prone free-text orders as a result of in-

sufficient structured dosing options38,40,65–67

Selecting all functionality on an order set

resulted in drug duplication errors34

Failure to link protocols with CPOE system41

Manual order entry (rather than selecting an

option from an order sentence) because

drug dictionary had not been updated to

reflect current formulary

Inappropriate system design, which impacts

clinical workflow68–71

Omission errors, potentially due to a lack

of mandatory fields or prepopulated

information72–74

A physician was forced to inappro-

priately select “1 drop by mouth”

from a dropdown menu and add

the free-text instruction “1 drop-

per daily,” because the desired op-

tion did not exist in the system38

Use standardized units throughout a

patient’s care or automated conversion

between units75

Evaluate normal work processes and

effects of intervention on downstream

effects of CPOE68

Limit use of “select all” functionality

where feasible34

Link data, eg, maternal and child data,

with EHR52

Use mandatory fields76
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of inappropriate dosing errors. Killelea et al.32 found that 31.1% of

medication orders (n¼17 051) lacked a body weight for the patient

in the system, and although age could be used in some cases to deter-

mine the dose, the authors reported that>4500 orders could not uti-

lize the available CDS, because this information was missing.

Similarly, Kazemi et al.24 discovered that prescribers in a neonatal

intensive care unit rarely updated the dose or frequency according to

the patient’s age in the system, so ran the risk of underdosing

patients for a period of their admission. Kazemi et al.24 posed that

some users ignored alerts because they could not understand the rec-

ommended dose, particularly for more complex doses such as those

that were based on renal function.

Inappropriate drug duplication alerts
Jani et al.33 found that drug duplication alerts were not generated

when the same medication was ordered via a different drug name,

strength, or formulation in a system, even though this would have

resulted in a duplicate order. For example, a patient who was pre-

scribed prednisolone 12.5 mg once a day as part of a clinical trial

was also prescribed a second dose of prednisolone 12.5 mg once a

day (outside the trial), because the system did not generate an alert

for this non-trial dose. Mille et al.,23 however, encountered false

positive drug duplication alerts, because the system failed to con-

sider either the route of administration or the dates over which the

drugs were administered. For example, an inappropriate alert was

generated when nalbuphine (an opioid) was prescribed over the time

period December 20–25, when there was an existing prescription for

codeine (also an opioid) over the time period December 1–5 in the

system. Similarly, inappropriate drug duplication alerts were gener-

ated when salbutamol was prescribed twice but by different routes

(inhaled and intravenous), although this would not have resulted in

any significant interaction.23 A “not advised” warning was also en-

countered when medications that contained alcohol were prescribed

for a child with a sedative agent.23 However, the authors explained

how these alerts were felt to be of little value to the health care pro-

vider, because no suitable alternative product existed, increasing the

likelihood of alert fatigue.23

Dropdown menu selection errors
Selection errors with dropdown menus were relatively common.

Walsh et al.34 reviewed 352 inpatient ward admissions and discov-

ered that almost 20% (20/107) of the medication errors identified in

their study were computer-related; the majority of these (n¼9) were

due to dropdown menu errors, eg, mis-selection of an option alpha-

betically listed above or below the intended order. Four of these

mis-selections were classed as serious errors, as they had the poten-

tial to cause substantial harm to the patient. Ceftriaxone, an antibi-

otic, can be prescribed in milligrams or grams (maximum dose of 4 g

in adults and children>12 years).35 Walsh et al.,34 however,

reported a 1000�overdose of this antibiotic (900 g selected rather

than 900 mg) as the result of a dropdown menu selection error; luck-

ily, this error was intercepted before the medication reached the pa-

tient, although such a dose would have been very difficult to

administer (ie, the nurse would have to administer 900 one-gram

ceftriaxone vials).

Caruso et al.36 also encountered serious dose errors that they felt

were due to user mis-selections, such as 100–1000�under- and over-

doses of acetaminophen and some antibiotics. They posed that this

was because of the ease with which the “mL” (milliliter) option could

be selected from a dropdown menu instead of “mg” (milligram).36

Kazemi et al.24 suggested that non-patient-specific dropdown menus

and default order sentences may fail to achieve the same success in

the neonatal pediatric population compared to the adult population,

owing to the huge range of doses that may be appropriate for pediat-

ric patients based on their individual age or weight. The use of

nonstandardized concentrations in a system, such as mg/5 mL and

mg/1 mL for different drugs, eg, amoxicillin 400 mg/5 mL and flucon-

azole 10 mg/mL, was also found to be more commonly associated

with calculation errors than nonliquid dosage forms in one study.

The route associated with different concentrations for oral and intra-

venous preparations was also unclear in the system and was felt by

the authors to have contributed to errors.37 Holdsworth et al.20

reported how the suggested doses from a dropdown menu of a pedi-

atric dosing table for opioid-based analgesics were based on the

lower end of the standard dose range. This was intentional, as the

expectation was that providers would choose the lower dose and in-

crease according to the patient’s pain level. However, the system did

not prompt users to adjust the dose after first ordering, thus patients

were often underdosed.20 Cochran et al.38 posed that dropdown

menu selection errors of a predefined order sentence were potentially

more likely to reach patients, as the pharmacist would be less likely

to detect an inadvertent mis-selection of an incorrect option. Errors

involving mis-selection of a patient name or wrong drug product

were also reported.27,33,39

Inappropriate system design
Users resorted to including free-text dosing instructions in some sys-

tems due to a lack of available dosing options. For example,

Cochran et al.38 found that a physician was forced to select “1 drop

by mouth” from a dropdown menu and add the free-text instruction

“1 dropper daily,” because the desired option did not exist in the

system. Discrepancies between free-text comments and electronic

orders were felt to be particularly common in pediatrics, because

“nonstandard” doses, volumes, or directions for oral liquids, drops,

or topical preparations were more frequently used.38 Nelson and

Selbst40 also found that omission errors were more likely to occur

when users entered free-text orders, and thus missed important pre-

scription information (eg, directions for “when required” usage).

Walsh et al. highlighted how easy it was to make a prescribing

error while using order set system functionality. The authors

described how one provider mistakenly selected all items from an

order set, thus prescribing a duplicate dose of a hepatitis B vaccine

for a patient who had already received the vaccination at another

hospital.34 This order set also contributed to erroneous orders of the

hepatitis B vaccine being placed for premature infants weigh-

ing<2 kg. Kim et al. also found an increase in the risk of medication

orders that did not match the chemotherapy treatment plan after

CPOE was implemented (n¼14/1253 pre-CPOE to 67/1112 post-

CPOE). Secondly, new or experimental drugs did not always appear

on the predefined drug menu, thus had to be entered manually.41

DISCUSSION

We identified 5 key factors that contribute to errors with the use of

CPOE systems in the pediatric population: (1) lack of drug dosing

alerts, which failed to detect calculation errors; (2) generation of

inappropriate dosing alerts, such as warnings based on incorrect

drug indications; (3) inappropriate drug duplication alerts, as a re-

sult of the system failing to consider factors such as the route of

administration or the dates over which the drugs were administered;
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(4) dropdown menu selection errors, which resulted in large overdo-

ses of antibiotics being ordered; and (5) system design issues, such as

a lack of suitable dosing options for a particular drug. Below we

comment on each of the 5 factors and summarize recommendations

made by prior authors that we deem especially useful. Table 1

provides an overview of the key factors, specific issues, and recom-

mendations arising from this review. Table 2 provides specific infor-

mation about some of the pros and cons associated with these

recommendations.

Dosing support and recommendations
Dosing errors have been commonly reported in both adults and chil-

dren before and after implementation of a CPOE sys-

tem.3,11,26,27,31,77,78 Indeed, Schiff et al.78 found that “ordered

wrong dose or strength errors” were among the most common error

codes (alongside missing or incorrect directions) that they assigned

when reviewing 10 060 US MEDMARX error reports. Dean-

Franklin et al.79 also found dosing errors following the implementa-

tion of a closed-loop electronic prescribing and administration sys-

tem at a UK hospital site; however, wrong administration route and

omission errors were found to be more common than dose errors.

Pediatric patients are particularly prone to dosing errors, as calcula-

tions are often needed to determine the amount of drug to be given

(weight-based dosing), thus increasing the possibility of human

error. A key feature of CPOE systems is the ability to support pre-

scribers by helping to calculate a dose based on a patient’s weight,

body surface area, and drug indication, particularly for high-risk

drugs.56 However, this review highlighted that there was a lack of

CDS tools, such as weight-based dosing calculators, in many of the

CPOE systems studied.19,26,44,45 Even if such tools existed, some

systems were missing key information, eg, a patient’s weight, which

prevented certain checks from being carried out.32 Furthermore,

missing data can increase the need to contact prescribers at a later

date to add this information.80 Thus, we propose that system devel-

opers should mandate that certain key pieces of information, eg, an

up-to-date weight estimate, be entered before ordering a particular

medicine, or the system should prompt providers to provide an up-

to-date value when needed.32 However, increasing the documenta-

tion load for clinicians may also be undesirable and could reduce

satisfaction with the system.81 Furthermore, where possible, treat-

ment protocols should be incorporated into the CPOE system to

guide physicians and reduce errors at the ordering stage due to slips

and lapses.41 Lehmann suggested that systems must provide clini-

cians with condition-specific growth charts, age-appropriate refer-

ence ranges, and decision support throughout the patient’s care.56

Available dosing tools were also in need of some improvement.

The setting of minimum and maximum doses in the system, for

example, was responsible for the generation of inappropriate dosing

alerts.25,30,43 Nonspecific or erroneous alerts can contribute to alert

Table 2. Major recommendation: pros and cons

Major Recommendation Pros Cons

Provide dosing support with calculations

based on body weight

Likely to improve safety and reduce medica-

tion errors

Improving the sensitivity and specificity of

any dosing support may require addi-

tional information, such as the drug

indication

Mandate entry of patient’s weight Important for dosage calculations

Potential for time saving due to reduced calls

from pharmacy

Potential to disrupt the user’s workflow and

impact satisfaction

Make treatment protocols, age-specific

growth charts, and reference ranges avail-

able at the point of ordering

Supports safer prescribing and may reduce

medication errors

Possibility of overloading the clinician with

information if these tools are not incorpo-

rated correctly

Provide details of the calculation method for

dosing suggestions generated by the

system

Users can understand the way doses were

calculated by the system, which may pro-

vide them with learning opportunities

May impact on the user’s workflow unless

system is designed in such a way that the

calculation method is available on request

Evaluate dosing alert overrides Provide insight into potential system design

flaws, eg, inappropriate dosing limits

May require additional tools and resources

to undertake such evaluations

Use greater standardization of pediatric

doses and units

Potential to improve medication safety Difficult to reach consensus on specific pedi-

atric doses and possible variability in ex-

pert opinion

Providers should document a patient’s expo-

sure to an agent over time and vaccination

history

Complete records that will help to better in-

form future prescribing decisions

Increased documentation load for users

Prompt provider to enter the drug indication Potential to improve the specificity of the

system’s decision support and reduce se-

lection errors

Increased documentation load for users, and

certain information may not be readily

available

Use nonsequential naming format and ID re-

entry for children born from multiple

births

Reduce wrong patient errors Increase the time needed to enter the

patient’s ID

Conduct pre-implementation assessment of

wards and clinical workflow, and con-

sider preemptive potential challenges and

risks to inform the system design

Anticipate, prevent, or minimize risks as a

result of workflow changes

Resources and expertise to perform robust

pre-assessment

Opportunities to modify the system design

will depend on the commercial system

vendor
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fatigue and high override rates, which have been well discussed in

the literature.82–84 Therefore, understanding the reasons behind

alert overrides is vital to ensuring that systems are designed appro-

priately. In particular, the dosing support did not always consider

the indication that the medication was prescribed for.29 Scharn-

weber et al.29 suggested that at the very least, CDS dose limits

should include the lowest and highest ranges to ensure that all po-

tential errors will be identified, and we would also add that this

should be tailored to the drug indication where possible. Kazemi

et al. also suggested that the CPOE system should display the calcu-

lation method used in the alert logic to help improve transparency

and reduce any confusion about how the dosing suggestion was de-

rived. It was also noted that this might improve alert acceptance.24

The lack of standardized and approved pediatric drug doses that

were not or could not be incorporated into CPOE and CDS systems,

noted by Doherty et al.,19 explains why some systems failed to de-

tect certain 10-fold underdosing errors, and thus it would be reason-

able to suggest greater standardization of pediatric doses. However,

there are important challenges here in developing standardized

guidelines for the pediatric population, such as the off-label use of

drugs and a lack of agreement among clinicians.19 Doherty et al.19

suggested the creation of standardized fixed-dose order sets that are

based on patient weight, specifically focusing on the most high-risk

drugs. Condren et al.37 also suggested that measurement units be

standardized to prevent miscalculation-associated errors. Standard-

ized units, therefore, should be used consistently in CPOE systems

across all aspects of care, eg, a patient’s weight should be docu-

mented in kilograms and grams rather than pounds and ounces.

CPOE systems, again, could guide users to enter information in the

desired format or automatically convert or display the units in a par-

ticular format depending on the user’s preference, eg, the patient

may prefer to discuss his or her weight in pounds and ounces.75 Pat-

terson et al.48 suggested that it should be possible for providers to

document a patient’s cumulative radiation exposure and vaccination

history, including vaccines given at different locations, to ensure

that a comprehensive history is available on the CPOE system.

Dropdown menus
CPOE systems can assist clinicians by providing lists of predefined

order sentences to choose from (including drug, dose, and route),

thereby reducing the risk of placing an erroneous free-text order.85

However, as reported in our previous review, these tools can be

error-prone and can contribute to wrong patient, medication, and

dose errors, among others.10 Furthermore, it has been suggested that

these tools, which have been successfully employed in systems used

in the adult population, may fail to achieve the same results in pedi-

atrics.24 There is a wide range of doses that may be appropriate for

children depending on their age, weight, comorbidities, and the drug

indication. Compared to adults, for whom doses are usually avail-

able as a full dosage form unit, eg, 1 tablet or 1 ampoule, in pediat-

rics the dose may consist of a portion of the full dosage form eg,

one-tenth of a tablet.24 Khajouei and Jaspers60 suggested that long

dropdown menus, which require the user to scroll up and down,

should be avoided, as these can be non-user-friendly and contribute

to selection errors. Furthermore, the absence of a necessary dosing

option from a dropdown menu could result in the user adding con-

tradictory free-text comments,38 which may be confusing and lead

to patient harm.86

As the drug dose is closely related to the drug indication, it

would seem reasonable for systems to prompt providers to enter this

information first, from which indication-specific doses could then be

selected.61 As Schiff et al.61 and Galanter et al.62 point out, such an

approach would not only help providers select the correct dose,44

but also potentially reduce mis-selection errors. Furthermore, if in-

formation about the drug indication was available to other health

care professionals, such as pharmacists, they could perform a more

detailed clinical check of that order and potentially be better

equipped to identify errors.61 The use of indication-specific order

sentences should be considered, so the provider is clear about the

specific indication that the order sentence relates to. This could rep-

resent a relatively easy adjustment to the system and is relevant to

both adult and pediatric patients.

Lowry et al.64 also suggested that nonsequential identification

numbers should be assigned to newborns in the same hospital, par-

ticularly if the child was from a multiple birth (eg, twins or triplets),

to prevent the risk of patient name mis-selection. Adelman et al.63

found that interventions such as ID re-entry (providers must verify a

patient’s identity by re-entering the patient’s initials and sex before

gaining access to the order entry screen) and distinct naming conven-

tions (replacing nondistinct naming of newborns, eg, “baby girl,”

with a naming format that includes the mother’s name and birth

number, eg, “1firstnamesexsurname,” “2firstnamesexsurname,”

etc.), particularly for multiple births in a neonatal intensive care unit

setting, could significantly reduce the risk of wrong patient errors.

System design and workflow considerations
There is a clear need for systems to be developed with an under-

standing of normal work processes and prescribing habits in both

the adult and pediatric setting.87 Han et al.,68 for example, reported

an increase in mortality after a CPOE system was implemented in a

pediatric setting. Workflow changes may not be associated with a

specific type of error, but rather may impact the entire medication

process, making it more error-prone. Prior to system implementa-

tion, a team of physicians and nurses worked together to stabilize

critically unwell patients; post-implementation, one physician was

required to remain on the computer and enter orders, and was there-

fore not available at the bedside.68 Such examples demonstrate the

downstream effects of CPOE implementation, especially when

poorly done, on the entire work process and emphasize the need to

evaluate the impact of such systems on patient outcomes, eg, ADEs

and mortality, including those that measure users’ experiences and

system usability.

Walsh et al.34 suggested that the “select all” option within an or-

der set should be removed. According to the authors, this could pos-

sibly reduce the risk of patients receiving inappropriate or duplicate

doses of a medication when prescribers “select all” and do not take

the time to check the appropriateness of each drug in the order set.

Further research is clearly needed to determine what the positive

and negative impacts of removing such an option would be, particu-

larly if it increased the time needed to prescribe.

A key finding from this review was that included studies mostly

focused on the effects of CPOE on medication error rates and ADEs,

and only a handful fully explored the errors encountered during use

of these systems. The lack of such information limits the ability of

organizations and system developers to recognize and address sys-

tem flaws, and thus further research is needed to understand the

wide range of issues that are specific to the pediatric population. In

2015, the Agency for Healthcare Research and Quality produced an

updated list of high-priority recommendations for the formatting of

pediatric EHR systems.52 Examples include linking maternal and
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child data within the EHR, using age-specific decision support,

rounding administrable doses, and re-prescribing medications based

on the most recent information about the patient (eg, increasing the

dose on a refill prescription according to the patient’s age). Studies

have highlighted the importance of designing and customizing sys-

tems according to human factors design principles88 and incorporat-

ing recommendations from those with expertise in human factors.48

These must be considered by system developers, health care organi-

zations, practitioners, and other key stakeholders involved in the use

of health care information technology in pediatrics.52

Previous literature reviews have mainly focused on the rates of

medication errors following the introduction of CPOE systems in pedi-

atrics.12,89,90 This review adds to the literature by outlining specific fac-

tors that have contributed to medication errors arising or persisting

with the use of such systems, specifically in pediatrics. We believe that

it is important for system developers and health care organizations to

not only be aware of these areas, but help address them to improve pa-

tient safety. There are a number of recommendations that we believe

would be valuable in both the adult and pediatric setting, such as using

indication-specific doses and standardized units within the system. It is

important that these changes are independently validated in both set-

tings. There are limitations to this review. First, although we searched

for papers across 3 large databases, we only report our findings from

the published literature and therefore may have failed to capture rele-

vant content within unpublished work. Second, owing to the heteroge-

neity among included studies, it was not possible to use one assessment

tool to assess the quality of these studies.

CONCLUSIONS

This review identified 5 key factors that contributed to errors when

using a CPOE system in pediatrics. These are: (1) lack of drug dos-

ing alerts, (2) generation of inappropriate dosing alerts, (3) inappro-

priate drug duplication alerts, (4) dropdown menu selection errors,

and (5) system design. Improvements are needed, such as developing

dosing support that is based on the drug indication and using

patient-specific order sets and order sentences. Safeguards to prevent

selection errors, for example, using nonconsecutive patient identifi-

cation numbers for children born from multiple births, or adding in

CDS that encourages users to “second check” their selection, may

also prevent errors. The system should also prompt users to enter

up-to-date information about clinical parameters, eg, a child’s

weight, that are used in CDS algorithms, and importantly, there

should be better integration and use of information between the

patient’s EHR and CDS systems. The concentrations of medications

and units used within the system should be standardized where pos-

sible. Although medications may be prepared to a range of specific

concentrations by pharmaceutical companies, it might be worth

considering whether these could potentially be standardized at the

system level to prevent calculation errors. Finally, CPOE systems

should be designed with an understanding of normal ward processes

and incorporate human factors design principles and usability stand-

ards during the development and implementation stages.
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