
Review

Criteria for assessing the quality of mHealth apps: a

systematic review

Rasool Nouri,1 Sharareh R Niakan Kalhori,1 Marjan Ghazisaeedi,1 Guillaume

Marchand,2 and Mobin Yasini2

1Health Information Management Department, School of Allied Medical Sciences, Tehran University of Medical Sciences,

Tehran, Iran and 2Research and Development Department, DMD Sant�e, Paris, France

Corresponding Author: Marjan Ghazisaeedi, PhD, Health Information Management Department, School of Allied Medical

Sciences, Tehran University of Medical Sciences, Tehran, Iran; tums.sdi@gmail.com

Received 20 September 2017; Revised 28 March 2018; Editorial Decision 2 April 2018; Accepted 17 April 2018

ABSTRACT

Objective: Review the existing studies including an assessment tool/method to assess the quality of mHealth

apps; extract their criteria; and provide a classification of the collected criteria.
Methods: In accordance with the PRISMA statement, a literature search was conducted in MEDLINE, EMBase,

ISI and Scopus for English language citations published from January 1, 2008 to December 22, 2016 for studies

including tools or methods for quality assessment of mHealth apps. Two researchers screened the titles and

abstracts of all retrieved citations against the inclusion and exclusion criteria. The full text of relevant papers

was then individually examined by the same researchers. A senior researcher resolved eventual disagreements

and confirmed the relevance of all included papers. The authors, date of publication, subject fields of target

mHealth apps, development method, and assessment criteria were extracted from each paper. The extracted

assessment criteria were then reviewed, compared, and classified by an expert panel of two medical informat-

ics specialists and two health information management specialists.
Results: Twenty-three papers were included in the review. Thirty-eight main classes of assessment criteria

were identified. These were reorganized by expert panel into 7 main classes (Design, Information/Content, Us-

ability, Functionality, Ethical Issues, Security and Privacy, and User-perceived value) with 37 sub-classes of cri-

teria.
Conclusions: There is a wide heterogeneity in assessment criteria for mHealth apps. It is necessary to define

the exact meanings and degree of distinctness of each criterion. This will help to improve the existing tools and

may lead to achieve a better comprehensive mHealth app assessment tool.
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INTRODUCTION

Mobile health, or more commonly, mHealth, has been defined as

“the use of wireless communication devices to support public health

and clinical practice”.1 Mobile health applications have been de-

fined as “soft wares that are incorporated into smartphones to im-

prove health outcome, health research, and health care services.”2

For the general public, mHealth apps could empower patients to

take a more active role in managing their own health.3,4 They could

more effectively engage patients,5,6 positively influence their behav-

ior, and potentially impact health outcomes.7 Therefore, mHealth

apps could help empower high-need and high-cost patients to self-

manage their health.8

Management and control of diabetes, mental health, cardiovas-

cular diseases, obesity, smoking cessation, cancer, pregnancy, birth,

and child care are some examples of the targets of mHealth apps for
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patients and the general public.9–12 Healthcare professionals also

use mHealth apps in performing important tasks including patient

management, access to medical references and research, diagnosing

medical conditions, access to health records, medical education and

consulting, information gathering and processing, patient monitor-

ing, and clinical decision-making.13–19 With this diversity of use

cases and the growth of the needs that could be addressed by

mHealth apps, concerns arise about potential misinformation and

the role of the health professional in recommending and using apps.

There is continuing worldwide growth in the number of these

apps. Recent reports showed that there are more than 325 000

mHealth apps available on the primary app stores, and more than

84 000 mHealth app publishers have entered the market.20 Despite

the huge number of mHealth apps, a quarter of these apps are never

used after installation. Many are of low quality, are not evidence-

based,21 and are developed without careful consideration of the

characteristics of their intended user populations.22 Users often

pay little attention to the potential hazards and risks of mHealth

apps.23 This has led to an interest in better oversight and regula-

tion of the information in these apps. Changes in mobile devices

and software have been accompanied by a broadening discussion

of quality and safety that has involved clinicians, policy groups,

and, more recently, regulators. Compared to 2011, there is greater

understanding of potential risks and more resources targeted to-

wards medical app developers, aiming to improve the quality of

medical apps.24

The decision to recommend an app to a patient can have serious

consequences if its content is inaccurate or if the app is ineffective or

even harmful. Healthcare providers and healthcare organizations

are in a quandary: increasingly, patients are using existing health

apps, but providers and organizations have quality and validity con-

cerns, and do not know which ones to recommend.25 Although there

are various tools to assess the quality of health-related web sites,

there is limited information and methods describing how to assess

and evaluate mHealth apps.26

The issues concerning mHealth apps are wide-ranging, including

location and selection of appropriate apps, privacy and security

issues, the lack of evaluation standards for the apps, limited quality

control, and the pressure to move into the mainstream of

healthcare.27

Important reported limitations of mHealth apps include lack of

evidence of clinical effectiveness, lack of integration with the health

care delivery system, lack of formal evaluation and review, and po-

tential threats to safety and privacy.28

Creating a comprehensive set of criteria that covers every aspect

of mHealth app quality, seems to be a complex task. In this study,

we aimed to review the existing papers that included an assessment

tool or method to assess the quality of mHealth apps, to extract and

summarize their criteria, if possible, and to provide a classification

of the collected criteria.

Various stakeholders including app developers, citizens/

patients, policy makers, health business owners, assessment bod-

ies/regulators, clinicians/health professionals, authorities/public

administration, funders/health insurance, and academic depart-

ments may find a consolidated view of the existing criteria

helpful.

METHODS

This study was conducted according to the PRISMA29 (Preferred

Reporting Items for Systematic reviews and Meta-Analyses).

Search Strategy
A comprehensive literature search was conducted in MEDLINE

(OVID), EMBase, ISI web of science and Scopus for English lan-

guage citations published from January 1, 2008 (considering that

the first mobile phone app store was started in mid-2008) to Decem-

ber 22, 2016. A researcher with a library and information science

degree (RN) developed and carried out a Boolean search strategy us-

ing key words related to “mobile health applications” (eg mHealth

apps OR mobile health applications OR mobile medical applica-

tions OR medical smartphone applications) and keywords related to

quality assessment or scaling the mobile health applications (eg eval-

uation OR assessment OR measurement OR scaling OR scoring OR

criteria). We used MeSH terms in Medline and EM Tree terms in

EMBase and also truncation, wildcard and Proximity operators to

strengthen the search (Supplementary Appendix 1).

Inclusion Criteria
The inclusion criteria were studies in English that provide a tool or

method to evaluate mHealth apps and published from January 1,

2008 to December 22, 2016.

Exclusion Criteria
Studies in a language other than English, studies on mobile apps that

were not related to medicine or health area, and those that con-

tained a tool without presenting a scientific method for developing

it, were excluded. Papers that focused only on the design and devel-

opment of mHealth apps were also excluded.

Study Selection
After duplicates were removed, the titles and abstracts were screened

by two researchers (SRNK, RN) according to the inclusion/exclu-

sion criteria. The full texts of potentially relevant papers were then

individually assessed by the same 2 researchers. Disagreements were

resolved in consultation with a senior researcher (MY, the lead au-

thor), who also examined and confirmed the relevance of all in-

cluded papers.

Data Extraction and Classification
Data elements extracted from selected articles, included authors,

date of publication, subject fields of target mHealth apps, method

used to develop the assessment tool, and the assessment criteria. The

extracted criteria were then reviewed by an expert panel including

two medical informatics specialists and two health information

management specialists. The panel compared similar criteria from

different studies and created categories that grouped all criteria rele-

vant to a specific concept of evaluation (eg, usability). We analyzed

each criterion and tried to find or create classes and subclasses that

could encompass all criteria. Whenever a criterion did not match an

already existing class, a new class was added. The criteria found in

each of the included studies, the classes and subclasses were then

listed incrementally, as they were discovered.

RESULTS

We retrieved 1057 records by searching the previously mentioned

databases. After removing duplicates, 851 articles remained. Based

on the review of titles and abstracts, 72 were found to have met the

initial selection criteria. After examination of the full texts, 23

articles met the inclusion criteria and were included in the final re-

view. Two of these articles were found by reviewing the references
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(Figure 1). Most of the 23 articles were published in 2016 (39.1%)

or 2015 (34.8%).

Some of the assessment criteria and tools described in the in-

cluded studies30–42 were developed based on a literature review. The

reliability and validity of these tools were then evaluated in the re-

spective studies. Others43–52 were adapted versions of a selected ar-

ray of existing tools for software or website evaluation. Many of the

mobile apps evaluation criteria, which were reviewed in this investi-

gation, were originally developed as website assessment criteria; Sil-

berg,37,44,47,51 HON code,37 Kim Model,30,33,38 Brief DISCERN,37

HRWEF (Health-Related Website Evaluation Form)36 and Abbott’s

scale37 are examples of these instruments and scales.

There is great variety in the mHealth apps assessment criteria

and their classifications in the articles reviewed. Jin and Kim30 de-

veloped an evaluation tool for mHealth apps that contains 7 main

criteria including accuracy, understandability, objectivity, consis-

tency, suitability of design, accuracy of wording, and security.

Stoyanov et al.33 identified 5 main categories of criteria including 4

objective quality scales: engagement, aesthetics, functionality, and

information quality, and one subjective quality scale, with 23 sub-

items. Anderson et al.34 presented a protocol for evaluating self-

management mobile apps for the patients suffering from chronic dis-

eases; 4 main groups of criteria including engagement, functionality,

ease of use and information management were addressed. Taki

et al.36 presented 9 main groups of criteria: currency, author, design,

navigation, content, accessibility, security, interactivity and connec-

tivity, and software issues. Loy et al.41 developed a tool for quality

assessment of apps that targets medication-related problems. Their

criteria were classified in 4 main sections including reliability, us-

ability, privacy, and appropriateness to serve intended function.

Reynoldson et al.52 proposed another classification of criteria which

included 4 main classes of criteria: product description, development

team, clinical content, and ease of use. Therefore, there were not ho-

mogeneous definitions across the different sets of criteria we

reviewed. This was due to not clearly defined or non-existent docu-

mented definitions for the assessment criteria in each set of criteria.

However, the problem is not raised within each set of criteria and in-

dividual studies were consistent independently according to their

context.

Most of the tools found in the included articles30–33,39,42–45 were

developed for no special subject category of mHealth apps. Other

tools were developed for specific subject categories of mHealth apps

including self-management of asthma,46 cardiovascular diseases

apps,47 chronic diseases,34 depression management and smoking

cessation,35 HIV prevention,48 infant feeding,36 medication-related

problems,41 mobile patient health records (PHRs),40 self-

management of pain,52 panic disorder,37 self-management of heart

diseases,49 prevention and treatment of tuberculosis50 and weight

loss.51 Table 1 summarizes the main characteristics of each studied

paper.

There were 38 main classes of criteria in the 23 papers reviewed:

Accessibility, Accuracy, Advertising, Policy, Aesthetics, Appearance,

Attribution, Authority, Availability, Complementarity, Consistency,

credibility, Currency, design, disclosure, Ease of Use, Engagement,

Ethical Issues, Financial disclosure, Functionality, Information/con-

tent, Interactivity and connectivity, Justifiability, learning, legal con-

sistency, navigation, Objectivity, performance, Precision, privacy,

reliability, Safety, Security, User-perceived value, Transparency, Un-

derstandability, Usability, usefulness, and Wording Accuracy. The

criteria, the articles in which they appeared, and the details from

each article (criteria sub-classes, descriptions and questions) are

included in Supplementary Appendix 2. These criteria were reclassi-

fied by our expert panel. In this process, some classes of criteria

were merged, and the sub-class criteria were rearranged under the

main class to provide a consolidated classification of evaluation cri-

teria for mHealth apps. The consolidated classification contains 7

main classes of criteria including Design, Information/Content, Us-

ability, Functionality, Ethical Issues, Security and Privacy and

User-perceived value. These 7 main classes contain a total of 37 sub-

classes of criteria (Figure 2). More details are presented in Supple-

mentary Appendix 3.

Each of the main classes in the consolidated classification was

mentioned in several studies, either directly or indirectly. “Design”

was found in 9 different articles30,31,33,34,36,38,48,49,52 “Information/

Content” (using different terms) observed in 15 studies30,33,34,36–

38,41,42,44,45,47,49,51,52“Usability” in 14 articles,30,31,34,36,38–43,47–

49,52 “Functionality” in 7 studies,31,33,34,38,43,49,50 “Ethical Issues”

in 1 study,42 “Security and Privacy” in 8 articles30–32,36,41,42,49,52

and finally “User-perceived value” in 4 studies.31,33,38,49

DISCUSSION

We conducted a systematic review of the studies that applied a type

of evaluation method or an assessment approach for mHealth apps.

After reviewing all these studies, we have classified the extracted cri-

teria in 7 main groups including: design, information/content, us-

ability, functionality, ethical issues, security and privacy, and User-

perceived value. Each of these classes was divided into various sub-

classes. In total, we identified 37 sub-classes of criteria.

The development and evaluation of tools for assessing mHealth

tools is an area of active research interest. More than a third of the

papers included in this review were published in 2016, our last year

of coverage, and therefore not included in previous systematic

reviews on the topic. BinDhim et al.26 conducted a systematic review

and tried to summarize the criteria used to assess the quality of

mHealth apps and analyze their strengths and limitations. Their

study was limited to the mHealth apps designed for consumers.

More recently, Grundy et al.60 conducted a systematic review to

find and explain emerging and common methods for evaluating the

quality of mHealth apps. They also provide a framework for assess-

ing the quality of mHealth apps.

There are great differences in the way assessment criteria are de-

fined and classified in the studies reviewed. For example, “usability”

was treated in many different ways. Zapata, et al.39 divided

“Usability” in four sections; attractiveness, learnability, operability,

and understandability. Brown et al.43 had other sub-classes under

“usability’ including error prevention, completeness, memorability,

information needs, flexibility/customizability, learnability, perfor-

mance speed, and competency. In the study of Yasini et al.,42

“usability” included ease of use, readability, information needs, op-

erability, flexibility, user satisfaction, completeness, and user con-

tentment by look and feeling perceived after using the app.

Anderson et al.34 viewed usability as a sub-class of ease of use, while

Yasini et al.42 and Loy et al.41 placed ease of use under usability.

Reynoldson et al.52 classified ease of use and usability as 2 separate

classes that each one has its own sub-classes. Stoyanov et al.33

placed usability as a part of functionality.

In the study of Cruz Zapata et al.,40 usability included style, be-

havior, and structure subclasses. In the study of Loy,41 it included

ease of use, user support, and ability to adapt to different user

needs.
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Similarly, “design” was identified in some studies30,36,52 as a

separate main criterion, but in others it was placed under 4 separate

criteria including functionality,33,34,38 usability,48 consistency,30

and engagement.33,38 Design is a multi-dimensional criterion and

may be considered from various viewpoints.

In some of the studies, criteria were used interchangeably or

overlapped. For example, security, privacy, and safety overlapped in

some sets of criteria, and there were different interpretations of these

3 concepts.30,32,36,41,49

Mobile health apps have various functionalities. Two of the as-

sessment tools reviewed (Yasini42 and Loy41) provided dynamic as-

sessment criteria based on the use cases and features of specific

mHealth apps. In these methodologies, the relevant criteria are se-

lected for each app according to its use cases. For example, the crite-

rion “accuracy of the calculations” will be only used for apps that

provide at least one calculation. This can lead to more accurate and

efficient assessment. As an example, the criteria to assess an app

that geolocates the nearest pharmacy in real time would be

completely different from the criteria to assess an app created to

manage a chronic disease. Dynamic assessment of apps according to

use cases is not in contradiction with providing a single and compre-

hensive set of criteria in a data base. Therefore, the first step would

be detecting the use cases offered by the app. This could be carried

out by using a classification questionnaire. Once the use cases of an

app are discovered, the appropriate criteria could be selected to as-

sess the app. If the data base is well designed with relevant decision

trees, the assessment criteria could be selected even automatically

according to the answers given to the classifying questionnaire. It is

clear that some criteria are applied to all apps and do not need to be

selected for special functionalities.

We have classified the criteria extracted from the 23 studies

reviewed to provide a consolidated and inclusive set, based on litera-

ture published through December 2016. There will never be a com-

plete and perfect mHealth apps assessment criteria, because these

criteria must apply to apps that are changing in development contin-

uously. We need decisive, accurate and reliable criteria to assess the

compliance of these apps to the existing regulations and best practi-

ces. We do not have to add a jungle of criteria to the existing jungle

of apps. Today, many public and private institutions (The French

National Authority for Health,61 NHS in England,62 the European

commission,63 etc.) are working to publish guidelines concerning

mobile health applications. We hypothesized that all experts of all

institutions could collaborate to create a community that publishes

common exhaustive guidelines in this field. An open source project
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Figure 1. The flowchart that schematizes the approach to identify, screen and include the relevant studies in this review.
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Table 1. Details of included studies

Reference Author (s) Year Subject category Criteria examples Short Description about provided tool

Stoyanov SR, Hides L,

Kavanagh DJ, Zelenko

O, Tjondronegoro D,

Mani M.33

2015 General Engagement

Functionality

Aesthetics

Information

subjective quality

In this study, a simple and reliable tool for

classifying and assessing the quality of

mHealth apps entitled Mobile Applica-

tion Rating Scale (MARS), was devel-

oped. The process for development of the

instrument involved a systematic review

of existing guidelines/instruments for eval-

uation of websites and an expert panel.

This tool assesses app quality on 4 dimen-

sions. All items are rated on a 5-point

scale from “1.Inadequate” to

“5.Excellent.”

Powell AC, Torous J,

Chan S, et al.35

2016 Depression and

Smoking Cessation

The criteria are not classified from

general to specific. Some of the cri-

teria that had greatest interrater re-

liability are:

- Interactiveness/ Feedback

- Password protection

- Uploaded by health care agency

- Number of consumer ratings

- Explicit privacy policy

- Encryption

- Basis of research

- Product advisory support

In this study a panel of 6 reviewers reviewed

20 apps by 22 measures. Rating scale for

mental health apps presented in the Anxi-

ety and Depression Association of Amer-

ica (ADAA) website including 5 measures

on a five-point scale and the scale pre-

sented in the PsyberGuide website with 7

measures were 2 main sources of these

measures.

Zapata BC, Fern�andez-

alem�an JL, Idri A,

Toval A.39

2015 General Usability criteria including:

- Attractiveness

- Learnability

- Operability

- Understandability

This paper has analyzed 22 studies that per-

form usability evaluations of mHealth

applications. Usability model applied in

this study was ISO/IEC 9126-1.

Schnall R, Rojas M,

Bakken S, et al.48

2016 HIV prevention Usability criteria including:

- Visibility of system status

- Match between system and the

real world

- User control and freedom

- Consistency and standards

- Help users recognize, diagnose,

and recover from errors

- Error prevention

- Recognition rather than recall

- Flexibility and efficiency of use

- Aesthetic and minimalist design

- Help and documentation

In a section of this study, the authors used a

usability evaluation checklist for evaluat-

ing apps. This checklist developed by

Bright et al.53 based on Nielsen’s 10 us-

ability heuristics for user interface design.

Jin M, Kim J.30 2015 General Accuracy

Understandability

Objectivity

Consistency

Suitability of design

Accuracy of wording

Security

In this study, after developing a version of

an evaluation tool for mHealth apps from

a review of previous studies, the provi-

sional tool was modified and edited after

verification by 5 experts with regard to its

content validity. The answers were then

collected to verify the validity and reliabil-

ity of the tool.

Jeon E, Park HA, Min

YH, Kim HY.44

2014 General Quality of the health information

including:

- Authorship

- Attribution

- Disclosure

- Currency

In this study, the quality of the health infor-

mation provided by each assessed app

was evaluated using a Silberg score modi-

fied by Griffiths and Christensen.

Brown W, Yen P-Y, Rojas

M, Schnall R.43

2013 General Usability Evaluation including:

- Error prevention

- Completeness

- Memorability

- Information needs

- Flexibility /Customizability

This study tried to clarify the usefulness of

the Health-IT Usability Evaluation Model

for assessment the usability of mHealth

apps. This model was developed to inte-

grate multiple theories as a comprehensive

framework for usability evaluation54.

(continued)
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Table 1. continued

Reference Author (s) Year Subject category Criteria examples Short Description about provided tool

- Learnability

- Performance speed

- Competency

- Other outcomes

Reynoldson C, Stones C,

Allsop M, et al.52

2014 Pain Self-Manage-

ment

Product description

Clinical content

Interface design

Ease of use was

In this study to develop criteria of each com-

ponent, different resources were used.

The section “ease of use” was developed

using heuristics evaluation methods for

mobile computing, designed by Bertini E,

et al.55 For interface design assessment an

adapted version of heuristics for user in-

terface design56 and for clinical content

assessment Clayton’s program to assess

and manage pain57, SOCRATES mne-

monic was used.

Martinez-Perez B, de la

Torre-Diez I, Lopez-

Coronado M.49

2015 Self-management of

heart diseases (one

app)

Android guidelines

Style

Behavior

Structure

Quality of Experience

Content quality

Security

Ease of use

Availability

Performance

Appearance

Learning

This study tries to use 2 different tools for

assessing the quality of a mHealth app

named Heartkeeper. The first tool assesses

the agreement with the Android guide-

lines that presented by Google and the

second tool measures the users’ Quality of

Experience (QoE).

Van Singer M, Chatton

A, Khazaal Y.37

2015 Panic disorder Interactivity, Abbott’s scale

The health on the net code (HON)

Brief DIS9CERN

Silberg scale for accountability

self-help model

Content Quality

In this study panic disorder apps were

assessed by using several tools that some

of them adapted from quality evaluation

studies of websites, and tools described in

previous studies on the quality of mobile

apps. Abbott’s scale, health on the net

code (HON), Brief DISCERN, Silberg

scale for accountability were the main

tools that were mentioned in this study.

Xiao Q, Wang Y, Sun L,

Lu S, & Wu Y.47

2016 Cardiovascular dis-

eases apps in China

Authorship

Attribution

Disclosure

Currency

Ease to Use

Usefulness

Privacy

In this study, selected apps were assessed by

a quality assessment scale with 7 dimen-

sions and 20 items derived from the Sil-

berg scale and Technology Acceptance

Model.

Taki S, Campbell K J,

Russell CG, Elliott R,

Laws R, & Denney-

Wilson E36.

2015 Infant Feeding Apps Currency

Author

Design

Navigation

Content

Accessibility

Security

Interactivity and connectivity

Software Issues

In a section of this study a quality assess-

ment tool was developed based on items

from the HRWEF (Health-Related Web-

site Evaluation Form) tool used for web-

sites and tools used in previous studies.

Yasini M, Beranger J,

Desmarais P, Perez L,

& Marchand G.42

2016 General Medical aspects and content validity

Legal consistency

Ethical issues

IT security

Usability

In this study, criteria were presented based

on a literature review and expert experi-

ences in 5 sections. For each section, a

working group including at least 5 experts

was created. These criteria were also set

according to the various use cases pro-

vided by the app.

(continued)
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Table 1. continued

Reference Author (s) Year Subject category Criteria examples Short Description about provided tool

Stoyanov SR, Hides L,

Kavanagh DJ, & Wil-

son H.38

2016 General Engagement

Functionality

Aesthetics

Information

subjective quality

In this study, a simple and reliable tool

(uMARS) that can be used by end-users to

assess the quality of mobile Health apps

was created. Actually, uMARS is a user

version of the original MARS33.

McNiel P, & McArthur

EC.45

2016 General Currency

Relevance

Authority

Accuracy

Purpose

The authors adapted the CRAAP (Currency,

Relevance, Authority, Accuracy, Purpose)

Test to present it as a guideline for stu-

dents to assess the credibility of mobile

apps, and identify evidenced-based

mHealth apps.

Loy JS, Ali EE, & Yap

KYL.41

2016 Medication-Related

Problems

Appropriateness

Reliability

Usability

Privacy

A tool consisted of 4 sections for quality as-

sessment of mobile apps that target Medi-

cation-Related Problems (MRPs) was

developed. Features considered to be im-

portant for apps targeting MRPs included:

monitoring, interaction checker, dose cal-

culator, medication information and med-

ication record. The quality scores become

different based on the presence of each

considered feature.

Anderson K, Burford O,

& Emmerton L.34

2016 Chronic Disease Engagement

Functionality

Ease of use

Information management

In a section of this study, a checklist for as-

sessment of apps dealing with chronic dis-

eases was synthesized using peer-reviewed

studies and checklists. Also face and con-

struct validity were assessed by the

authors.

Iribarren SJ, Schnall R,

Stone PW, & Carballo-

Dieguez A.50

2016 Tuberculosis Preven-

tion and Treatment

Inform

Instruct

Record

Display

Guide

Remind/alert

Communicate

In this study authors developed a tool for as-

sessment and scoring the functionalities of

apps dealing with tuberculosis prevention

and treatment. The tool includes 7 func-

tionality criteria and 4 subcategories

based on the Institute for Healthcare In-

formatics report58.

Huckvale k, Car M, Mor-

rison C, and Car j.46

2012 asthma self-manage-

ment

Attribution

Purpose clearly stated

Privacy policy

Information referencing

Contact details

Funding model clear

Editorial/advertising policy

Justification of claims

In a section of this study, a set of quality cri-

teria that derived from HON code were

used for asthma self-management app

quality assessment. These criteria include

8 best-practice principles involving attri-

bution, transparency of information and

traceability.

Chen J, Cade JE, & All-

man-Farinelli M.51

2015 Weight Loss Accountability

Scientific coverage

Content accuracy

Technology-enhanced features

Usability

In this study, a tool developed based on a

modified version of the instrument devel-

oped by Gan and Allman-Farinelli59. The

usability of apps was assessed by the vali-

dated SUS (System Usability Scale)

10-item.

Scott K, Richards D, &

Adhikari R.32

2015 General Security risks

Safety measures

In this study, after a literature review a tool

was developed containing a set of 9 fea-

tures, categorized as security risks (first 3)

and safety measures (last 6). This tool also

scoring the Security risk and safety.

Cruz Zapata B, Hern�an-

dez Ninirola A, Idri A,

Fernandez-Alem�an JL,

Toval A.40

2014 Mobile PHRs Style

Behavior

Structure

In this study, a questionnaire was developed

based on the known usability standards

and recommendations, related literature,

and the official design guidelines released

for Android and iOS. This questionnaire

was then validated through an online

survey.

(continued)
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in this field allows us to ensure adaptability and transparency. To

meet this aim, the results of this study as a framework of criteria

and sub-criteria can be applied as an approved layout for further in-

vestigation. Furthermore, developing a new assessment tool for

mHealth apps based on the classification presented in this study

could be one of the perspectives of the utility of this research. A con-

siderable number of papers was published on this topic after the cut-

off for this review, including some reporting on the application of

some existing reviewed assessment criteria (for example, uMARS38).

The reports of experiences with existing criteria are likely to be a

valuable source of input for any efforts to achieve one or more sets

of standard criteria. This would be the subject of a further research

that could be designed applying the criteria used in this review.

Limitation: We excluded non-English articles, and we did not

take into account existing guidelines and standards about mHealth

apps assessment that were not indexed in our search resources

(EMBase, Medline, Web of sciences and Scopus). For example,

some European states have published related guidelines in this

field.61 Another limitation was the general lack of good definitions

among assessment criteria that could lead to some misinterpreta-

tions of the expert panel, for the construction of our consolidated

set of criteria.

CONCLUSION

In conclusion, in this study 7 main categories of criteria and 37 sub-

classes were presented for health-related app assessment. There is a

huge heterogeneity in assessment criteria for mHealth apps in differ-

ent studies. This can be either due to the various assessment

approaches used by researchers or different definitions for each cri-

terion. Although in some cases providing a unique and scientific def-

inition of a criterion or defining its place in an appropriate hierarchy

of criteria may be very difficult, it seems necessary to reach a consen-

sus by experts of this field about related concepts. It is also necessary

to provide precise and mutually exclusive definitions for assessment

criteria. Other findings indicate that, depending on their use cases,

different kinds of mHealth apps may need different assessment crite-

ria. Addressing these points may lead to improvement of existing

tools and development of better and more standard mHealth app as-

sessment tools.
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Table 1. continued

Reference Author (s) Year Subject category Criteria examples Short Description about provided tool

Martinez-Perez, B, de la

Torre-Diez I, Candelas-

Plasencia S, & Lopez-

Coronado M.31

2013 General Quality of Experience including:

- Content quality

- Security

- Ease of use

- Availability

- Performance

- Appearance

- Learning

In this study, firstly in order to obtain a

general classification of mHealth apps a

review of these apps has been done.

Secondly, a Quality of Experience (QoE)

measuring tool was developed in the form

of a survey by contribution of psycholo-

gists. Then this tool was evaluated by us-

ing a sample of applications selected with

the aid of the classification obtained.

Design

Suitability of 
design

Aesthe�cs

appearance

Design 
consistency

Informa�on/Cont
ent

credibility

accuracy

Quality of 
informa�on
Quan�ty of 
informa�on

Usability

Ease of use

Operability

Visibility of 
system status

User control and 
freedom

Consistency and 
standards

Error preven�on

Completeness

Informa�on 
needs

Flexibility/Custo
mizability

Competency

Style

Behavior

Structure

Func�onality

Performance

Health Warnings

Feedback

Connec�vity and 
interoperability

Record

Display

Guide

Remind/alert

Communicate

Ethical Issues

beneficence

non-maleficence

autonomy

jus�ce

legal obliga�ons 

Security and 
Privacy

Security

Privacy

User -Perceived 
Value

Figure 2. Outline of developed classification of mhealth apps evaluation criteria.
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