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ABSTRACT

Objective: Patient-powered research networks (PPRNs) are a valuable source of patient-generated information.

Diagnosis code-based algorithms developed by PPRNs can be used to query health plans’ claims data to iden-

tify patients for research opportunities. Our objective was to implement privacy-preserving record linkage pro-

cesses between PPRN members’ and health plan enrollees’ data, compare linked and nonlinked members, and

measure disease-specific confirmation rates for specific health conditions.

Materials and Methods: This descriptive study identified overlapping members from 4 PPRN registries and 14

health plans. Our methods for the anonymous linkage of overlapping members used secure Health Insurance

Portability and Accountability Act–compliant, 1-way, cryptographic hash functions. Self-reported diagnoses by

PPRN members were compared with claims-based computable phenotypes to calculate confirmation rates

across varying durations of health plan coverage.

Results: Data for 21 616 PPRN members were hashed. Of these, 4487 (21%) members were linked, regardless of any

expected overlap with the health plans. Linked members were more likely to be female and younger than nonlinked

members were. Irrespective of duration of enrollment, the confirmation rates for the breast or ovarian cancer, rheu-

matoid or psoriatic arthritis or psoriasis, multiple sclerosis, or vasculitis PPRNs were 72%, 50%, 75%, and 67%, in-

creasing to 91%, 67%, 93%, and 80%, respectively, for members with�5 years of continuous health plan enrollment.

Conclusions: This study demonstrated that PPRN membership and health plan data can be successfully linked

using privacy-preserving record linkage methodology, and used to confirm self-reported diagnosis. Identifying

and confirming self-reported diagnosis of members can expedite patient selection for research opportunities,

shorten study recruitment timelines, and optimize costs.

Key words: patient-powered research networks, patient-reported information, anonymous linkage methods, data hashing,

claims-based computable phenotypes
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INTRODUCTION

Linking digital patient data from diverse sources to health plan ad-

ministrative claims data can enhance identification for appropri-

ate, targeted treatment options and pinpoint opportunities for

patient participation in patient-centered outcomes research

(PCOR) such as drug safety and clinical effectiveness research.1–3

PCOR promotes collaboration and partnership between communi-

ties of people with commonly shared health concerns and research-

ers, patients, clinicians, policymakers,4–7 and, more recently,

payer stakeholders.

In 2013, the PCOR Institute launched its patient-centered data

research network, PCORnet.2,8,9 PCORnet is a distributed net-

work of 13 clinical data research networks, 20 patient-powered re-

search networks (PPRNs), and 2 Health Plan Research

Networks.10 PPRNs are communities of motivated patients and

care partners, among others, with common interests in 1 or a

group of related diseases, and represent an invaluable source of

patient-generated information.1,2 As part of their mandate, PPRNs

include patients in their governance.11 PPRN members actively

reach out and volunteer or are recruited and encouraged to partici-

pate in clinical studies.1,2,12

To expand their scope of activities and research collaborations,

some PPRNs have been engaged with payer stakeholders. Specifi-

cally, this study is an example of such engagement—between 4

PPRNs and 14 health plans to explore improvements in methodol-

ogies for integrating longitudinal payer claims data into the

PCORnet environment. In these engagements, the integration of

administrative claims data by deterministic or probabilistic match-

ing based on personal identifying information or potentially utiliz-

ing anonymous data linkages is essential. The integrated data

environment can be used to validate claims-based computable phe-

notypes (eg, diagnosis code-based algorithms to identify patients

for research opportunities) while using patient-reported disease la-

bel from PPRN members as the “silver standard” (the “gold stand-

ard” being a review of medical records). It could also be used for

evaluating the outcomes of health plan recruitment efforts to in-

crease the size of PPRN membership.

While methods exist to link PPRN data to health plan data, a

number of technical challenges, such as incomplete capture of rele-

vant longitudinal data13 and inadequate data harmonization (stan-

dardization), persist.14 Challenges regarding governance, such as

setting policies covering data use and sharing across the PPRN orga-

nization9 and regarding security and privacy of PPRN members,

such as requiring sensitive data like social security numbers (SSNs)

and technical challenges (eg, implementing privacy-preserving re-

cord linkage [PPRL] software solutions)1,2 continue to impede prog-

ress. Other challenges include ethical and regulatory considerations

and ongoing monitoring of human subjects’ research can be slow,

inefficient, and expensive.15,16

The main objective of this study was to compare linked and

nonlinked members to assess selection bias—on the likelihood of

patients joining a PPRN as members and participating in PPRN

research—to demonstrate generalizable characteristics and com-

ponents of already linked PPRN and health plan members. We

also aimed to implement a PPRL process between data from 4

disease-specific PPRNs and enrollee membership information

from 14 health plans, and measure patient overlap and confirma-

tion rates in specific conditions of interest to the PPRNs. To our

knowledge, these analyses will be novel additions to the

literature.

MATERIALS AND METHODS

Study design and data sources
This descriptive study used the HealthCore Integrated Research En-

vironment (HIRE) to identify overlapping members between 4

disease-specific PPRNs and 14 geographically dispersed commercial

health plans. The HIRE is a repository of longitudinal patient-level

administrative claims data for approximately 60 million enrollees

and is broadly representative of the United States commercially in-

sured population.17 This nonexperimental study received Institu-

tional Review Board approval. Researchers accessed a limited,

deidentified dataset, and all data were handled in strict compliance

with applicable privacy rules under the Health Insurance Portability

and Accountability Act (HIPAA).

PPRNs
The study population comprised of members from the 4 disease-

specific PPRNs, which are managed by patient-governance groups

and are a part of PCORnet.

• The ABOUT (American BRCA Outcomes and Utilization of

Testing) Network (aboutnetwork.org) includes men and women

18 years of age and older. Members may have a known genetic

mutation (within their family) or a personal or family history of

breast, ovarian, or related cancers.18

• ArthritisPower concentrates on musculoskeletal and inflamma-

tory skin conditions (focused on arthritis or psoriasis) and oper-

ates a nationwide research registry network of patients

diagnosed with rheumatoid arthritis, psoriatic arthritis and spon-

dyloarthritis (eg, psoriatic arthritis and ankylosing spondylitis),

and a variety of other rheumatic conditions.19

• The iConquerMS PPRN specializes in multiple sclerosis (MS). iCon-

querMS is working to establish a community of 20 000 participants.

People with MS and other stakeholders enroll on the network’s por-

tal (iConquerMS.org), which facilitates collection of demographic,

MS history, and patient-reported outcomes data plus ongoing inter-

actions and communications with the network’s members.20

• The Vasculitis PPRN (VPPRN) focuses on vasculitis, and has

more than 2500 members enrolled in clinical studies investigat-

ing multiple types of vasculitis.21

Linkage methodology
The anonymous linkage methods we used were built on a secure

HIPAA-compliant double-salted SHA (secure hash algorithm)-256

hash function, to conduct PPRL between the HIRE and PPRN data-

bases.22–24 Hashing was appropriate because the PPRNs and health

plans involved elected not to exchange encrypted fully identifiable

patient information that could be reversed.

The anonymous linkage of HIRE and PPRN data networks is

similar to an approach formulated by Weber et al,25 which complied

with the HIPAA minimum privacy policies, and precluded the full

exchange of identifiers such as SSN, which are required by more so-

phisticated linkage algorithms. As a result, only minimal informa-

tion was included—patients’ whole first and whole last names, dates

of birth, and sex, and we avoided using unique distinct identifiers

such as SSN. Exact matches on whole first names, whole last names,

dates of birth, and sex were used in a deterministic fashion to estab-

lish linkage. The study used 2 software implementations of the

anonymous linkage algorithm, SQL Server, and JAVA programming

languages. Both languages were selected because they were easily

implementable in the PPRN data environments.
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Linkage scope
Hashing was not limited to PPRN members we expected to compare

or link. All patients’ data in each of the 4 PPRNs were hashed, irre-

spective of geography, or whether they reported that they were com-

mercially insured or any other features. The anonymous linkage

between the HIRE and each PPRN enabled identification of PPRN

network specific overlap in membership, and validation of comput-

able phenotypes. The diagnoses self-reported by PPRN members

(the denominator) were compared with claims-based computable

phenotypes (the numerator) to generate confirmation rates (percen-

tages) across varying durations of health plan coverage (any, or �5

years). Only self-reported diagnosis was used, as not all PPRNs col-

lected other patient information (eg, care from the relevant special-

ists) or other types of data such as immunosuppressive medication

use (eg, biologic therapy).

Computable phenotypes
Both broad and strict confirmation rates for computable phenotypes

were calculated for PPRN members who were successfully linked

with administrative claims data; specific codes are shown in Supple-

mentary Table 1. Across the 4 PPRNs, broad definition computable

phenotypes were based on at least 1 diagnosis in any position that

was specific to the condition of interest to the specific PPRN, based

on medical claims from any treatment setting including inpatient

hospitalization, emergency department services, or outpatient or of-

fice visits. Strict definition computable phenotypes relied on more

stringent requirements and varied across the cohorts. In the ABOUT

PPRN, strict computable phenotypes required at least 2 diagnoses in

any position as found in medical claims that were 30 days apart in

the office visit setting.26 Strict computable phenotypes for members

of the iConquerMS PPRN required at least 3 claims for MS diagno-

sis–related hospitalizations or MS diagnosis–related outpatient or

emergency department visits in any diagnosis position or MS-related

prescription fills in any combination that were no more than 365

days apart.27 In the ArthritisPower PPRN, strict computable pheno-

types required at least 2 diagnoses in medical outpatient claims from

a specialist, such as a dermatologist for psoriasis or a rheumatologist

for other relevant conditions, and age at diagnosis.28 Strict comput-

able phenotypes in the VPPRN were constructed from a combina-

tion of diagnosis codes, physician specialty (rheumatology,

immunology, nephrology, otorhinolaryngology or pulmonary, car-

diology or vascular surgery), and the use of immunosuppressive

medications.29

Statistical analysis
Descriptive statistics were used to establish patient counts and evalu-

ate demographic and clinical characteristics, including age, sex, re-

gion, comorbidities, medical and pharmacy utilization, and costs

during health insurance coverage periods of January 2006 to July

2017. Differences in demographic and clinical characteristics were

compared using t test for continuous variables and chi-square test

for categorical variables. The confirmation rate is simply a propor-

tion. Therefore, we determined the exact 95% confidence limits for

confirmation rates using binomial random variables.

RESULTS

PPRN and HIRE matching
As informed consent to allow data linkages is mandatory for mem-

bership in ArthritisPower and VPPRN, all members in these 2

PPRNs were available for linkage. In contrast, 60% and 87% of

iConquerMS and ABOUT Network members, respectively, were

available for linkage, as membership in these 2 PPRNs is not tied to

mandatory informed consent (Table 1). At the time of this analysis,

data for 21 616 PPRN members were available to be hashed, includ-

ing 5665 members from ABOUT Network; 11 343 from Arthritis-

Power; 2509 from iConquerMS; and 2099 from VPRRN. Of these,

4487 (21%) of the members were linked to the 14 health plans, in-

cluding 25% (n ¼ 1435) of ABOUT members; 19% (n ¼ 2166)

from ArthritisPower; 22% (n ¼ 543) iConquerMS members; and

16% (n ¼ 343) VPPRN members. A total of 3546 (16%) PPRN

members were commercially insured and had at least 1 day of medi-

cal coverage (Table 1). A total of 684 (3%) of PPRN members over-

all had at least 5 years of uninterrupted medical insurance

enrollment.

Patient characteristics
Compared with the reference group, that is, health plan members

who were not linked with PPRNs but who met broad definition

computable phenotype (Table 2), PPRN members linked to health

plans were younger (mean age 56 6 16.5 vs 48 6 11.6 years), more

likely to be women (76% vs 92%), and less likely to reside in the

North East (23% vs 18%) (P< .001). In general, smaller propor-

tions of PPRN members linked to health plans had more comorbid

conditions and smaller proportions had more medical and pharmacy

utilization vs the reference group. These apparent differences suggest

some bias in patient selection when joining PPRNs.

Relative to the reference group, PPRN members who met claims-

based broad definition computable phenotype after linkage to health

plans were younger (mean age 56 6 16.5 vs 50 6 11.2 years), more

likely to be women (76% vs 90%), and less likely to reside in the

Northeast (23% vs 20%) (P < .001. These PPRN members were

less likely to have more comorbid conditions and had higher phar-

macy utilization vs the reference group. However, they had similar

levels of medical utilization compared with the reference group.

These apparent differences suggest some bias in research participa-

tion as only PPRN members who meet computable phenotype are el-

igible for collaborative research with health plans.

Broad definition confirmation rates
Confirmation rate for claims-based computable phenotype using pa-

tient self-reported diagnosis as the reference standard are shown in

Table 3 when no minimum duration of health plan enrollment was

required. Irrespective of the duration of coverage, the confirmation

rate for breast or ovarian cancer (ABOUT PPRN) was 72% (95%

confidence interval [CI], 68%-76%). Confirmation rates increased

with 5 years or more of longitudinal health plan coverage: for breast

or ovarian cancer, the confirmation rate was 91% (95% CI, 82%-

96%). The confirmation rate for breast cancer was 66% (95% CI,

61%-70%), and for ovarian cancer was 68% (95% CI, 55%-79) for

any duration. The confirmation rate at 5 years for breast cancer

only increased to 90% (95% CI, 81%-96%). For ovarian cancer

only, the confirmation rate increased to 100% (95% CI, 72%-

100%). In the ArthritisPower PPRN, the confirmation rate for rheu-

matoid or psoriatic arthritis or psoriasis for patients with any dura-

tion of health plan enrollment (ie, no minimum duration of

coverage) was 50% (95% CI, 49%-53%). For rheumatoid arthritis,

the confirmation rate was 52% (95% CI, 48%-56%). The confir-

mation rate for psoriatic arthritis was 52% (95% CI, 43%-60%)
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and for psoriasis was 47% (95% CI, 38%-55%), as shown in

Table 3.

For patients with 5 years or more of health plan enrollment,

rheumatoid or psoriatic arthritis or psoriasis were confirmed in

claims at 67% (95% CI, 60%-73%). The confirmation rates for

rheumatoid or psoriatic arthritis increased to 67% (95% CI, 59%-

74%) and 67% (95% CI, 47%-83%), respectively. The confirma-

tion rates for psoriasis also increased to 79% (95% CI, 54%-94%),

as shown in Table 4. For MS (iConquerMS), the confirmation rate

was 75% (95% CI, 71%-79%), for any duration, and at 5 or more

years of health plan enrollment, the rate for MS increased to 93%

(95% CI, 87%-97%). The confirmation rate for vasculitis (VPPRN)

was 67% (95% CI, 59%-74%), and at 5 years or more of health

plan enrollment, the rate increased to 80% (95% CI, 67%-90%).

Strict definition confirmation rates
For any duration of health plan enrollment, 60% (95% CI, 55%-

64%) of ABOUT Network members were strictly confirmed using

the strict definition in claims. The strict definition confirmation rate

for breast cancer in claims was 58% (95% CI, 53%-63%), and for

ovarian cancer alone, the strict definition confirmation rate was

63% (95% CI, 50%-75%). Confirmation rates increased with 5

years or more of longitudinal health plan coverage: for breast or

ovarian cancer, the strict definition confirmation rate in claims was

90% (95% CI, 80%-96%). Using the strict definition, the confirma-

tion rate for breast cancer alone was 89% (95% CI, 79%-95%),

and for ovarian cancer alone, the strict definition confirmation rate

in claims was 91% (95% CI, 59%-100%). In the ArthritisPower

PPRN, the strict definition confirmation rate for rheumatoid or pso-

riatic arthritis or psoriasis was 35% (95% CI, 32%-38%) for mem-

bers with any duration of health plan coverage. For rheumatoid

arthritis, the strict definition rate was 37% (95% CI, 33%-41%),

and the strict definition confirmation rate for psoriasis was lower,

16% (95% CI, 10%-23%), as shown in Table 3. The strict defini-

tion confirmation rate for rheumatoid or psoriatic arthritis or psori-

asis for members with 5 years or more of enrollment was 58%

(95% CI, 51%-65%). The strict definition confirmation rates of

rheumatoid or psoriatic arthritis increased to 59% (95% CI, 51%-

67%) and 47% (95% CI, 28%-66%), respectively. The strict defini-

tion confirmation rates for psoriasis was 47% (95% CI, 25%-71%),

as shown in Table 4. For MS (iConquerMS), the strict definition

confirmation rate was 73% (95% CI, 68%-77%) for any duration,

and at 5 years the rate for MS increased to 92% (95% CI, 86%-

96%). The strict definition confirmation rate for vasculitis (VPPRN)

was 42% (95% CI, 35%-49%) for any duration, and at 5 years it

increased to 51% (95% CI, 37%-65%).

DISCUSSION

This study examined overlapping membership between 4 disease-

specific PPRNs and 14 health plans. From more than 20 000 indi-

vidual patient records obtained and hashed with PPRL, between

16% and 25% were successfully linked to health plans across the

PPRNs. This linkage was performed without the requirement for

PPRN members be enrolled in any type of commercial insurance or

the 14 health plans studied.

Accessing health plan claims data brings in additional informa-

tion capable of serving as a foundation for future collaborative re-

search with PPRNs. Claims data capture a comprehensive set of

inpatient and outpatient medical encounters that could offer im-

proved verification of self-reported comorbidities by PPRN mem-

bers. Claims data also allow the assessment of medication

adherence, as it captures filled or dispensed prescriptions, which is

closer to actual consumption compared with prescription ordering

data from electronic medical records. In addition, claims data can be

linked to sources of mortality data which could support outcomes

research.

Linked patients were about 48 years old, indicative of a work-

ing-age population with commercial health plan coverage sponsored

by employers. Patients were predominantly women, which was con-

sistent with the conditions focused on by the PPRNs. Hence, the

linked members may not be generalizable to broader fee for service

Medicare- or Medicaid-insured populations. We also documented

how the linked PPRN members differed from nonlinked commer-

cially insured members with conditions of interest. This represents a

novel contribution for understanding the selection bias in who is

likely to join PPRNs, and who is likely to participate in PPRN re-

search.

Table 1. Patient counts for PPRN-HIRE matching

Steps Description All PPRNs ABOUT Network ArthritisPower iConquerMS VPPRN

1 PPRN memberships 24 131 6513 11 343 4176 2099

2 PPRN memberships obtained and

hashed

21 616 (90%) 5665 (87%) 11 343 (100%) 2509 (60%) 2099 (100%)

3 PPRN memberships linked with

14 health plans (ie, final linkage

result)

4 487 (21%) 1435 (25%) 2166 (19%) 543 (22%) 343 (16%)

4 Linked PPRN members who were

commercially insured including

Medicare Advantage (ie, final

study sample)

3546 (16%) 1228 (22%) 1600 (14%) 444 (18%) 276 (13%)

5 Linked PPRN members with at least

5 years of uninterrupted insurance

coverage (ie, sample size for

sensitivity analysis on members)

684 (3%) 187 (3%) 314 (3%) 116 (5%) 67 (3%)

Values are n (%) using step 2 as denominator. HIRE data contained claims from 14 health plans.

ABOUT: American BRCA Outcomes and Utilization of Testing Network; HIRE: HealthCore Integrated Research Environment; PPRN ¼ patient-powered

research network; VPPRN ¼ vasculitis patient-powered research network.
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We demonstrated that it was possible to securely link and con-

firm patient generated data from PPRN and health plans. The open-

source, privacy-preserving linkage processes we used represent

scalable, low-cost options for other PPRNs and registries, and are

devoid of key restrictions such as end-user licensing and other costly

impositions. Restrictions like end-user licensing, even for open-

source programs, may require time and resources to draft and imple-

ment agreements. This study took advantage of the scalability of

this privacy preserving approach because no exchange of sensitive

data fields such as SSN were required, nor was there any exchange

of protected health information. In addition, scalability was facili-

tated by the freedom to select from different programming lan-

guages including the more established SQL as well as newer

software products such as Java.

Considering PPRN membership as a veritable “silver standard”

disease label compared with claims data, our findings support the

concept that simpler and broader phenotype definitions may be just

as good as stricter ones (the “gold standard” being a review of medi-

cal records). This study also demonstrated that claims-derived con-

firmation rates increased in direct proportion to the duration of

Table 3. Confirmation rates of claims-based diagnosis as percentage of self-reported diagnosis from PPRN members regardless of duration

of insurance coverage

PPRN Diagnosis from PPRN Member Self-Report Denominator

Broad definition confirmation

in claims

Strict definition

confirmation in claims

n % (95% CI) n % (95% CI)

ABOUT Network PPRN memberships overlapping with health plans 1228

Breast or Ovarian Cancer 519 373 72 (68-76) 309 60 (55-64)

Breast Cancer 474 311 66 (61-70) 275 58 (53-63)

Ovarian Cancer 62 42 68 (55-79) 39 63 (50-75)

ArthritisPower PPRN memberships overlapping with health plans 1600

Arthritis or Psoriasis 935 467 50 (49-53) 323 35 (32-38)

Rheumatoid arthritis 699 357 52 (48-56) 257 37 (33-41)

Psoriatic arthritis 147 76 52 (43-60) 46 31 (24-40)

Psoriasis 139 64 47 (38-55) 22 16 (10-23)

PPRN memberships overlapping with health plans 444

iConquerMS Multiple sclerosis 444 335 75 (71-79) 323 73 (68-77)

VPPRN Number of PPRN membership overlapping

with health plans

276

Vasculitis 177 118 67 (59-74) 74 42 (35-49)

Confirmation rate for claims-based computable phenotype using patient self-reported diagnosis as the reference standard. No minimum duration of health plan

enrollment required.

ABOUT : American BRCA Outcomes and Utilization of Testing; CI: confidence interval; PPRN: patient powered research network; VPPRN ¼ vasculitis

patient-powered research network.

Table 4. Confirmation rates of claims-based diagnosis as percentage of self-reported diagnosis for PPRN members with 5 or more years of

uninterrupted insurance coverage

PPRNs Diagnosis From PPRN Member Self-Report

Denominator

Broad Definition

Confirmation in Claims

Strict Definition

Confirmation in Claims

N n % (95% CI) n % (95% CI)

ABOUT Network PPRN memberships overlapping with health plans 187

Breast or ovarian cancer 78 71 91 (82-96) 70 90 (80-96)

Breast cancer 72 65 90 (81-96) 64 89 (79-95)

Ovarian cancer 11 11 100 (72-100) 10 91 (59-100)

ArthritisPower PPRN memberships overlapping with health plans 314

Arthritis or psoriasis 199 133 67 (60-73) 115 58 (51-65)

Rheumatoid arthritis 160 107 67 (59-74) 94 59 (51-67)

Psoriatic arthritis 30 20 67 (47-83) 14 47 (28-66)

Psoriasis 19 15 79 (54-94) 9 47 (25-71)

iConquerMS PPRN memberships overlapping with health plans 116

Multiple sclerosis 116 108 93 (87-97) 107 92 (86-96)

VPPRN PPRN memberships overlapping with health plans 67

Vasculitis 51 41 80 (67-90) 26 51 (37-65)

Confirmation rate for claims-based computable phenotype using patient self-reported diagnosis as the reference standard. Five or more years of health plan

enrollment was required.

ABOUT: American BRCA Outcomes and Utilization of Testing; PPRN: patient powered research network; VPPRN ¼ vasculitis patient-powered research

network.
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health plan enrollment. Improved confirmation of PPRN conditions

was found in patients with longer uninterrupted insurance coverage

with a health plan. Therefore, linking of PPRN membership to

health plan data may yield greater value if they link to health plan

databases with greater local market share and longer longitudinal

coverage.

Nonetheless, the process of linking data across different net-

works is fraught with challenges. Governance,9 security, and privacy

issues, while exceptionally challenging now, may become even more

difficult with future cyber threats.1,2 Lapses in any of these areas

could seriously interfere with patient trust, which is essential for

PCOR initiatives. To understand and address the data linkage trust

issue on the patient side, we are conducting in-depth interviews of

patient participants from PPRNs. In addition, we intend to produce

an educational video on PPRL process and disseminate our result

back to PPRN members.

Currently, health plan enrollees do have access to their own

claims data through health plan member portals. Similarly, partici-

pants of PPRNs get access to their own data contributed to the

PPRN. Linking together PPRN data with health plan claims helps to

build the foundation for future research. The HIRE repository

affords researchers an important strength such as large local market

penetration and longitudinal follow-up that may not be available in

other large health plan data repositories. While the researchers in

this study only accessed a limited set of de-identified data, informa-

tion curated in the HIRE allow for full patient identification and

may be used to communicate with and recruit patients for studies,

and is ideally suited for pragmatic clinical trials. Furthermore, this

approach to patient identification, particularly strict computable

phenotypes, could be made substantially more stringent depending

on the need, and be invaluable in patient recruitment in future stud-

ies. Toward this end, we have identified and randomized health plan

members who are not currently part of the 4 PPRNs into mail vs

email recruitment groups, after identifying them through the now

confirmed strict definition computable phenotypes. The findings of

that effort will soon be reported through a separate publication.

Limitations
Patients in HIRE and the PPRNs were identified with diagnosis and

procedure codes. Administrative claims may have coding inaccura-

cies resulting in outcome misclassifications, and over- or underesti-

mation of the sample. Claims may have incomplete clinical data

capture, which interfere with estimates. Deterministic matching is

overly conservative and may not link in situations with spelling or

naming differences (eg, “Robert” in HIRE data, but “Bob” in the

PPRN data). Deterministic matching is not as flexible as more so-

phisticated and probabilistic matching algorithms, which come at

the cost of reduced trust by patients, as they require disclosure and

full exchange of identifiers, either multiple nonunique identifiers30

or sensitive identifiers including SSN. As PPRNs rely on patient trust

for sustainability, deterministic matching, through PPRL, is a rea-

sonable approach.

This process did not have internal validation through manual or

other review of matches using fully identifiable data exchange as

that was not possible in a PPRL approach, which is not a reversible

process. It will be instructive for future research efforts to explore

fully identifiable record linkage and compare the results to PPRL.

Such research, however, will be challenging given the legal, gover-

nance, data security, and trust hurdles including the possible need to

obtain informed consents from all members of health plans and

PPRNs alike. Currently, health plans do not have the legal authori-

zation to require enrollees to consent to fully identifiable data link-

age. Further, it is doubtful that an institutional review board or any

privacy board can have jurisdiction to authorize waiver of informed

consent for the transfer of fully identifiable information of 60 mil-

lion health plan members to PPRNs for internal validation of data

linkages.

All enrollee data in the HIRE and hence the linked PPRN mem-

bers have commercial health insurance coverage including Medicare

Advantage members. As a result, enrollment rates were affected by

turnover for a variety of reasons including members switching

health plans. In addition, because the study populations was com-

mercially insured, these results may not be readily generalizable to

Medicaid, which may have differing levels of access to healthcare

resources, insufficient educational preparation to understand and

participate in the offerings of PPRN-type initiatives, or are pre-

cluded from participation because of logistic or geographic consider-

ations. The challenges of obtaining state-by-state government

permissions to include Medicaid data for research are not limited to

PCORnet, and are also a feature of other similar efforts such as

Sentinel.31

Data were hashed, and linkage was attempted, regardless of

what type of insurance the PPRN member reported. It is probable

that restricting the linkable sample to patients who self-reported

coverage from 1 of the 14 health plans studied would have greatly

improved the linkage rates beyond the 16%-25% we observed. Fi-

nally, while some self-reported PPRN conditions like breast cancer

and vasculitis are highly specific, the confirmation rate of self-

reported rheumatoid arthritis, for example, in the absence of addi-

tional data is relatively low.32 For this reason, requiring additional

information from patients to improve the specificity of self-reported

conditions (eg, for rheumatoid or psoriatic arthritis, active care from

a rheumatologist, plus use of disease modifying antirheumatic drugs

or biologic therapy) increases the specificity of the condition and

likely would have increased the confirmation rates beyond the 67%

we observed in claims data for this study.

CONCLUSION

This study demonstrated the ability to successfully link health plan

patient-level data and PPRN membership data while safeguarding

privacy and security with the judicious use of anonymous linkage.

The selection bias on who joins a PPRN as a member is similar to

the bias on who ultimately joins a PPRN research opportunity.

Higher claims-based confirmation rates of PPRN conditions were

found for self-reported diagnosis from patients with longer uninter-

rupted insurance coverage in the same health plan. The strict defini-

tion computable phenotypes analyzed in this study can be used to

identify health plan members who are not currently members of

PPRNs to be invited to join PPRNs and engage in related research

opportunities, while potentially shortening study recruitment time-

lines and reducing research costs.
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