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ABSTRACT

Objective: Although patient generated health data (PGHD) has stimulated excitement about its potential to in-
crease patient engagement and to offer clinicians new insights into patient health status, we know little about
these efforts at scale and whether they align with patient preferences. This study sought to characterize
provider-led PGHD approaches, assess whether they aligned with patient preferences, and identify challenges
to scale and impact.

Materials and Methods: We interviewed leaders from a geographically diverse set of health systems (n=86),
leaders from large electronic health record vendors (n=3), and leaders from vendors providing PGHD solutions
to health systems (n=3). Next, we interviewed patients with 1 or more chronic conditions (n=10), half of
whom had PGHD experience. We conducted content analysis to characterize health system PGHD approaches,
assess alignment with patient preferences, and identify challenges.

Results: In this study, 3 primary approaches were identified, and each was designed to support collection of a
different type of PGHD: 1) health history, 2) validated questionnaires and surveys, and 3) biometric and health
activity. Whereas patient preferences aligned with health system approaches, patients raised concerns about
data security and the value of reporting. Health systems cited challenges related to lack of reimbursement, data
quality, and clinical usefulness of PGHD.

Discussion: Despite a federal policy focus on PGHD, it is not yet being pursued at scale. Whereas many barriers
contribute to this narrow pursuit, uncertainty around the value of PGHD, from both patients and providers, is a
primary inhibitor.

Conclusion: Our results reveal a fairly narrow set of approaches to PGHD currently pursued by health systems
at scale.
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INTRODUCTION

As part of recent efforts to create a more patient-centered health care
system, patient generated health data (PGHD) has received significant
attention because of its potential to foster better patient—provider
communication, improve care coordination, and strengthen patient
engagement.'™ Although smartphones and other mobile devices have
rapidly expanded opportunities for patients to capture and monitor

their own health data, PGHD efforts to date are predominantly small-
scale pilots focused on specific conditions or technologies.>*™*
Health care delivery organizations have been slow to build PGHD ca-
pabilities at scale.® This is likely because working with PGHD at scale
requires addressing not only technical challenges,'? but also determin-
ing how to incorporate the data into multiple workflows and clinical
decisions in a safe, efficient, and effective way.
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To strengthen incentives for provider organizations to address
these challenges and realize the value from PGHD, policymakers in-
cluded a measure for the incorporation of PGHD into electronic
health records (EHRs) in the Stage 3 Meaningful Use (MU) final
rules.'® The corresponding EHR certification criterion required that
EHRs allow for the transmission and incorporation of PGHD. Re-
cent changes to the meaningful use program (now called Promoting
Interoperability Program) removed the proposed PGHD measure be-
cause it was not sufficiently aligned with program goals,'® which
called into question the extent to which health systems will pursue
PGHD. Against this dynamic policy backdrop, there is a critical
need to evaluate early experiences with PGHD in order to build an
evidence base to guide future policy and practice efforts. It is partic-
ularly valuable for early assessments to determine what types of
PGHD providers are accepting at scale, models of care built around
PGHD, and how these approaches align with patient preferences.

In this study, we identified current PGHD approaches pursued by
leading health systems and supported by vendors, and we subsequently
incorporated patient perspectives to capture the degree of alignment be-
tween patient preferences and health system approaches. We also cap-
tured PGHD-related challenges, cited by health systems, vendors, and
patients, along with suggested solutions. Capturing these results in the
early phase of scalable PGHD uptake reveals whether we are heading in
the right direction and whether there are early barriers and signs of
misalignment—particularly between provider capabilities and patient
preferences—that could limit the value from PGHD. It also serves to
guide provider organizations as they decide whether and how to pursue
PGHD.

METHODS

Sample

We sought to recruit health systems, vendors, and patients to partici-
pate in this study. We identified health systems with PGHD experi-
ence through the American Hospital Association’s IT Supplement
survey (those reporting in 2016 that they support PGHD) and the
American Medical Informatics Association’s Implementation list-
serv. We recruited selectively for geographic diversity (2 Northeast,
2 Midwest, 1 Southeast, 1 West) until we achieved the target num-
ber of 6 health systems. Next, we sought to recruit 6 vendors: 3 large
EHR vendors (based on market share) and 3 “pure play” vendors
that focused on PGHD solutions for health systems identified during
health system interviews (Supplementary Table 1).

Then we recruited 10 patients through the University of Michi-
gan’s Health Research platform. In order to participate in the study,
patients were required to meet the following 4 criteria: 1) be a cur-
rent or former Michigan Medicine (the University of Michigan
Health System) patient, 2) have at least 1 chronic condition, 3)
speak English, and 4) be over 18 years old. The first 10 patients who
met these criteria (as determined by the Health Research platform
screening tool) and scheduled an interview with our research team
were included. Half of these patients had experience submitting
PGHD to their provider and half did not, which allowed us to cap-
ture both hypothetical and empirical perspectives.

Interview guides and data collection

We developed 3 interview guides, 1 for each interviewee type. The
health system and vendor guides were similar and covered current
PGHD efforts and capabilities, clinician uptake and response,
successes/challenges, and future plans for PGHD (Supplementary

Exhibits 1-3). The patient interview guide covered PGHD experien-
ces, priorities, motivations, and preferences. In order to assess align-
ment between current provider approaches and patient preferences,
we also asked patients about their opinions of specific PGHD
approaches identified through health system and vendor interviews.

To facilitate this analytic design, we first developed the health
system and vendor interview guides and conducted interviews (by
phone) between August 16 and December 13, 2017. After analyzing
transcripts from these interviews (as described later), we developed
the patient interview guide and conducted patient interviews (by
phone) between April 9 and May 1, 2018. All interviews were
recorded and transcribed. Our study was approved by the University
of Michigan IRB (HUMO00132510).

Analysis

We performed content analysis of interview transcripts, first for
health system and vendor transcripts and then separately for patient
transcripts, following the same approach as follows: we created a
codebook prior to beginning the interviews and then supplemented
it with additional codes based on new concepts that emerged in the
interviews. Each interview transcript was coded with the final ver-
sion of the codebook. Coded interview content was entered into an
analytic matrix organized around primary topics from the interview
protocol, and analytic table entries were synthesized.

Content analysis of health system and vendor interviews

We used content analysis to characterize the types of PGHD col-
lected by health systems and supported by vendors. Then, for each
type of PGHD, we identified the associated data capture devices,
approaches to data transmission and integration into the EHR (if
any), and workflows reported by respondents. All data types and
data collection devices were captured and reported; that is, if a
health system predominantly used a portal to allow patients to re-
port data but also allowed internet-enabled device reporting, we
captured both. Next, we sought to identify the challenges and con-
textual factors that prevented effective use of PGHD by comparing
analytic matrix content and selecting illustrative quotes from coded
interview transcripts. We also used this approach to identify the sol-
utions that respondents perceived as useful to addressing the chal-
lenges they faced.

Content analysis of patient interviews

Content analysis of patient transcripts assessed alignment between
health system PGHD approaches (identified in content analysis de-
scribed previously) and patient PGHD preferences, patient motiva-
tion for reporting PGHD, and challenges faced by patients. Because
patients were asked to react to the specific PGHD models identified
in the health system and vendor interviews, we were able to directly
assess alignment (ie, whether the 3 models met patient needs and
preferences) as well as analyze associated challenges and solutions
across each category of respondent (ie, for health systems/vendors
and for patients).

We present results of the content analyses by integrating health
system/vendor findings and patient findings as follows. First we de-
scribe the identified PGHD models and patient responses to them.
Next we describe patient motivations for reporting PGHD. Finally,
we present the challenges and associated solutions in the emergent
domains of value, policy, and operational.
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RESULTS

Types of PGHD supported by health systems and
vendors

We identified 3 main types of PGHD collected by health system
respondents and facilitated by vendor solutions (Table 1). The first
type was health history data. This type of PGHD largely replaced
health history data that was collected on paper intake forms for data
like current medications, family medical history, and allergies. The
second type included validated questionnaires and surveys. As with
the first type, these largely replaced data that used to be collected on
paper, but, in some cases, respondents indicated greater use of ques-
tionnaires and surveys because they could be administered electroni-
cally. The third type of PGHD was biometric data (such as weight,
blood pressure, and blood glucose) and patient activity data (such as
exercise and nutrition). Health systems often limited this category of
PGHD collection to patients with certain conditions, such as COPD
and diabetes.

Models of PGHD collection and use by health systems
and vendors

The data capture devices, data transmission methods, and integra-
tion into the EHR and clinician workflows were largely similar
across PGHD types (Table 1). However, we observed variation both
within and across respondents, suggesting that the models that wrap
around each type of PGHD are not yet mature. For example, within
a given PGHD type across respondents, the specific devices and
applications used to collect the data varied significantly. Even within
a single health system for a single type of PGHD, several respond-
ents reported the use of multiple approaches to data integration.
There was also variation in whether the PGHD was integrated into
the patient’s medical record, or stored and accessed in an EHR-
tethered or untethered repository. Similarly, we observed variation
in how, when, and by whom PGHD was reviewed and evaluated
(Table 1).

Patient perspectives on PGHD models

Patients felt that the 3 data types and available transmission meth-
ods identified in our PGHD models met their preferences and needs.
The 1 exception was the collection of biometric and activity data by
third parties on behalf of health systems, which patients found gen-
erally unacceptable due to privacy concerns; they preferred to share
their information directly with their provider or health system. This
held true even if their provider was able to view the data that they
submitted to the third party. Patients did not expect immediate
responses to PGHD but identified some suboptimal aspects of how
providers integrated it into patient interactions (described later).

Patient motivation for PGHD engagement

Patients with and without direct PGHD reporting experience identi-
fied common motivations for PGHD engagement. First, patients had
specific health goals or wanted to increase their knowledge of their
own health through tracking and reporting their data. Second,
patients wanted to streamline their office visits and saw PGHD as a
potentially effective way to avoid wasting valuable time with their
provider by describing their health history or biometric data. Third,
patients wanted to provide any information that may be helpful to
their provider for effective diagnosis, management, and overall care.
Patients cited specific PGHD experiences that they believed led to
improved outcomes like symptom tracking leading to an accurate

diagnosis after several misdiagnoses or using nutrition data to sup-
port the behavior change needed to lower cholesterol.

Challenges and solutions
Health systems and vendors identified similar challenges that fell
into 3 categories: value, policy, and operational (Table 2).

Value: Challenges. The first value challenge was how to identify
actionable insights from PGHD. As an example, respondents
pointed to the lack of evidence about the clinical importance of daily
or weekly fluctuations in step data and heart rate data from wear-
able devices. It was therefore not clear when to act on such data by,
for example, titrating medications. A second value challenge was in-
formation overload and the concern that providers would be pre-
sented with an overwhelming amount of information if many
patients were able to submit PGHD. A third but less concerning
challenge was the validity of data and how providers could feel con-
fident that reported data were accurate.

A fourth value challenge, cited by patients, was the burden in-
volved in tracking and reporting data. Some patients with experi-
ence submitting data or updating their medical records through their
patient portal reported that it was not clear to them whether the
data was utilized in their care. This led them to question the value of
the time and effort spent submitting PGHD (for challenges and
quotes, see Table 3).

Value: Solutions. In response to these challenges, health sys-
tems and vendors identified the need for an evidence base for the
clinical significance of commonly reported types of PGHD and, in
particular, thresholds for intervening. In the interim, to
minimize the volume of clinically irrelevant data, health systems
focused PGHD collection on patients with certain conditions
and those considered likely to benefit from routine PGHD report-
ing.

To address patient value concerns, health systems and patients
identified patient-provider communication as crucial, pointing to
the specific importance of providers demonstrating or explaining to
patients how PGHD was used in clinical decisions. Demonstrating
alignment with patient responses, 1 health system respondent
reported that patients will submit their data “if they feel it’s valuable
to their care, so it’s very important that the provider explains how it
was used or references it. Otherwise the patient will think we’re
wasting their time and they won’t complete it.”

Policy: Challenges. Health systems and vendors also identified
PGHD policy concerns related to reimbursement and liability. They
cited lack of a business case for PGHD because it is not reimbursed
and can take substantial time to integrate into workflow and review.
Liability concerns stemmed from the fact that important patient
data might be missed—particularly if patients can report PGHD 24
hours per day and there are not established norms for when and
how to respond.

Patients expressed an additional policy-related concern about
data security. Patients were apprehensive about the security of their
data, particularly when submitting it to a third party. For some
patients, this concern was sufficiently salient to prevent them from
submitting PGHD.

Policy: Solutions. Policy solutions discussed by health system
and vendor respondents included CPT codes to facilitate reimburse-
ment for reviewing PGHD. There was not a suggested solution for
liability concerns; however, health systems felt comfortable receiv-
ing PGHD by relying on automated alerts for out-of-range values to
ensure that critical patient data was not missed.
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Table 2. Challenges to PGHD use and suggested solutions

Category Challenge Description Solution Description
Value Finding a signal in ~ Concerns about how to analyze PGHD Building evidence base Identifying the clinical value, thresh-
the data to identify clinically actionable results olds and most appropriate
responses based on frequently
reported data points
Information over-  Concerns about the volume of PGHD Targeting PGHD collection Accepting PGHD only from patients
load overwhelming the organization and with conditions particularly
individual providers responsive to PGHD
Data validity Concerns about whether PGHD is No solution identified
accurate
Burden of report-  Concerns about the value of the time Provider communicates value  Providers communicate to patients
ing data and effort required to submit PGHD how PGHD is used in clinical care
Policy Compensation Lack of reimbursement for PGHD use PGHD reimbursement Codes for reimbursement of PGHD
models review
Liability uncer- Concerns about lack of legal precedent Sensitive thresholds and Setting alerts in the EHR for values
tainty and risk for PGHD “standard of care” and lia- alerts that fall outside of a provider-
bility risk from timeliness of response specified range, such that a pro-
to PGHD vider is notified when a concerning
value is entered
Data security Concerns that personal health informa- No solution identified
tion is vulnerable to security breaches
or inappropriate access
Operational  Initial patient Technological barriers for patients to Technical support Providing tools, guidance and IT

learn how to capture and report
PGHD

Concerns about maintaining patient

engagement

Ongoing patient
engagement willingness to continuously report

PGHD
Data provenance

tiate PGHD from clinically-generated

data

Concerns about how to visually differen-

support for patients engaging with
new tools for PGHD
Provider communicates value  Providers communicate to patients

how PGHD is used in clinical care

Visual differentiation in the EHR to
clarify which data has been sub-
mitted by the patient and which
has been entered by clinical staff

User interface design that
differentiates data types

Operational: Challenges. Engaging patients in adhering to
PGHD submission was a common concern among health systems
and vendors. The level of manual effort required and technical bar-
riers to PGHD entry were seen as contributing factors, especially
to initial engagement. Most PGHD required that patients manually
enter data into a portal or tablet, or sync devices with apps that
required technical savvy. Insufficient provider communication about
the value and application of PGHD was an additional contributor to
the engagement challenge. A second operational challenge was how
best to represent PGHD in the EHR, in particular, how to differenti-
ate PGHD from provider-generated data and integrate it into pro-
vider workflow.

Operational: Solutions. To engage patients, respondents again
emphasized the role of providers in communicating the value of
PGHD and how it is used (as described previously). There was also
hope that there would be more seamless ways to track and share
PGHD that did not require the patients to possess technical expertise
or that technical support could be made available to patients. The
capability to visually differentiate between PGHD and clinician-
entered data in the EHR was seen as a user-interface design solution
to the problem of unclear data provenance. However, several
respondents noted that presenting PGHD on a stand-alone dash-
board to a dedicated nurse or third party might be a better approach
because it avoids the broader challenge of integrating data into
frontline provider workflow.

DISCUSSION

PGHD has received significant attention because of its potential to
foster better patient engagement, offer providers a clearer picture of
patient health status, and improve patient care.'™ Whereas the techni-
cal capabilities to support PGHD exist, health care delivery organiza-
tions have been slow to build PGHD capabilities at scale. To our
knowledge, our work is the first to describe PGHD efforts that go be-
yond pilot programs to scalable approaches and we identify 3 emerg-
ing models being pursued at scale, each based around a different type
of data: health history, validated questionnaires/surveys, and biomet-
ric/activity. Perhaps more importantly, we identify the early chal-
lenges as described by health systems vendors, and patients, to
pursuing PGHD in ways that create value. Addressing these challenges
requires specific policy actions related to reimbursement, a stronger
evidence base connecting PGHD to clinical outcomes, vendor engage-
ment to deliver a technically seamless experience, and provider com-
munication with patients about the value of PGHD.

We found a stark contrast between the 3 models of PGHD pur-
sued by health systems and the PGHD hype and vision of the
“quantified self” patient who measures and shares with their pro-
vider every aspect of their health status and health behaviors. In-
deed, 2 of the 3 PGHD models consisted of replacing or
supplementing data collection that occurs today on paper which
many may not consider PGHD. For the third type, biometric/activity
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Table 3. Challenges and illustrative quotes

Category Challenge Description Illustrative quotes
Value Finding a signal in ~ Concerns about how to analyze “For most providers, they wouldn’t know what to do with daily blood pres-
the data PGHD to identify clinically ac- sure data on a patient because they’ve never seen it before. What do you do

tionable results

Information over-  Concerns about the volume of
load PGHD overwhelming the
organization and individual
providers
Data validity Concerns about whether PGHD
is accurate

Burden of report-  Concerns about the value of the
ing data time and effort required to
submit PGHD
Policy Compensation Lack of reimbursement for
PGHD use
Liability uncer- Concerns about lack of legal
tainty and risk precedent for PGHD

“standard of care” and liabil-
ity risk from timeliness of
response to PGHD
Data privacy Concerns that personal health
information is vulnerable to
security breaches or
inappropriate access
Operational Initial patient Technological barriers for
engagement patients to learn how to
capture and report PGHD

Ongoing patient Concerns about maintaining
engagement patient willingness to
continuously report PGHD

Data provenance  Concerns about how to visually
differentiate PGHD from
clinically-generated data

differently when you were used to seeing a blood pressure once every 3
months and now this patient is sending me daily blood pressures? How
much tweaking should I be doing?. .. So, some of our providers do have a
sense of not knowing what to do. .. Because it’s data most doctors haven’t
seen before, there’s a question of what to do with it that would meaning-
fully help the patient’s health. .. The data availability has outpaced the
science, so the science needs to catch up to show us where the ‘there’ is.”
(Health System)

“The struggle is going to be the care management staff you need to take that
on... people are still trying to figure out who’s going to do the regular mon-
itoring to help physicians stay on top of it.” (Health System)

“Providers do want to distinguish between new data that came in and hasn’t
been validated yet versus the validated clinical med list they keep on their
own. They will often review and accept PGHD in their review workflow to
say ‘yes these patient-added allergies make sense, and I want that integrated
with their allergy list’.” (Vendor)

“I think the value is streamlining their office. I don’t think the value is to me
as a patient.” (Patient)

“If you track your blood pressure for a month, every single day, and then go
to your doctor 2 months later they’re not going to look at it for every single
day. They’re not going to look at my little notebook that says my blood
pressure. They’re just going to say ‘your blood pressure today is this. It’s
good’.” (Patient)

“There’s not really a sustainable means to get reimbursed for this data. .. we
still have a lot of work to do to provide financial means to support this. The
cost angle of how are we going to pay for this and who is going to pay for
this is definitely a huge barrier.” (Vendor)

“There’s concern about liability, like if someone puts in a bad blood pressure
repeatedly and no one is there to act on it, that’s a liability that we don’t
want. So we only accept patient data if a clinician is willing to supervise
and provide feedback to the patient.” (Health System)

“I’m a strong believer that everything you put online, no matter how secure it
is, can be seen by a lot of people. So there’s always that concern about
privacy.” (Patient)

“The challenge we have with technology in general is we don’t have patient
technical support. We have portal support specialists but they’re not neces-
sarily technical and their mandate isn’t necessarily to help someone get their
blood pressure numbers right. We would need people who know how to
troubleshoot. With that structure we could reassure the clinics that it’s a
matter of just getting the data and not becoming technical support.”
(Health System)

“It’s not clear what the value to the patient is. . .What is the return on invest-
ment? From the patient level you’re asking them to do extra work without
any value. If that value can be a $200 check, then sure they’ll spend the
extra time entering that data.” (Health System)

“Clinical data models have not historically had a notion of the patient as a
direct contributor to the medical record, which has required significant
thought and IP investment around how best to store and maintain prove-
nance across concepts.” (Vendor)

data, there was limited appetite for frequently collecting this data
from all patients (even if patients themselves wanted to report it) pri-
marily because of the limited evidence base to understand how it is
clinically actionable. We observed substantial variation in PGHD
models, particularly in terms of how PGHD was captured, where it
was stored, and the integration into workflow, suggesting that even

the 3 common models are early in their development. The observed
variation has important implications for issues such as PGHD pres-
ervation and access. If PGHD is not integrated into the patient’s
medical record, it may not be maintained for future use or made
available to any future provider treating the patient. We also did not
hear about models that considered how government agencies or
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other entities that may benefit from PGHD access to support epide-
miologic or public health efforts might be able to access PGHD
while ensuring appropriate privacy protections.

To move toward maturation of PGHD models and expanded use
of PGHD, a diverse set of challenges needs to be tackled by various
stakeholders. Chief among them are value and reimbursement.
There is little evidence that ties day-to-day fluctuations in biometric
data, even well-established measures like blood glucose, with the
types of clinical actions that should be taken in response in order to
improve clinical outcomes. In addition, for new types of data, such
as step count outside of postoperative recovery, there is even less evi-
dence on how daily data should be interpreted and made clinically
actionable.®

Once the clinical evidence base is more robust and suggests that
frequent review of PGHD is clinically beneficial, it is likely that reim-
bursement models will need to change to pay for the time required to
review and act on PGHD. Today, there are select cases where pro-
viders are reimbursed for reviewing PGHD, such as CPT code 95251
which allows reimbursement for analyzing continuous glucose moni-
toring data.'” These codes could be expanded in response to the evi-
dence. In addition, growth in value-based payment models may
result in greater use of PGHD if such use can be tied to avoidable
readmissions, adherence to evidence-based guidelines, and other out-
comes. However, in our interviews, value-based payment was not
cited as a driver of PGHD. More broadly, development of quality
measures generated from PGHD across a range of conditions may
spur uptake and facilitate integration into reimbursement models.

In order for PGHD to be successfully implemented at scale, tech-
nical advances will also be important. Whereas there has been a sub-
stantial policy effort to ensure that all providers use 2015-certified
EHRs with application programming interfaces (APIs), these APIs
are read-only, which does not guarantee that EHR vendors or health
systems will configure EHRs with the ability to “write” data such as
PGHD. If APIs move toward read—write capabilities, it will be addi-
tionally important to ensure that patients have apps and devices that
are easy to use.'® The current manual and technical requirements
for patients to submit PGHD are sufficiently complex that they pre-
vent many patients from engaging, which indicates a need for more
simplified and automated reporting. Lastly, advances in data visuali-
zation and analytics that move away from information overload of
frontline providers to distilled actionable insights will help ensure
that PGHD translates into improved outcomes.

Limitations

This study has several limitations. First, because we examined
PGHD early in its development, the sample size is small and, for
health systems, includes early adopters that were predominantly
large organizations (though the sample varied on other important
dimensions including rural/urban and safety net status). Relatedly,
our patient sample was limited to patients from a single health sys-
tem who wanted to engage in research. Therefore, while our results
speak to early experiences with PGHD, it is not clear the extent to
which results will hold true for later adopters. Second, the definition
of what constitutes PGHD is not widely agreed upon. Whereas all
respondents agreed that telehealth/remote monitoring was distinct
from PGHD and therefore out-of-scope for this study, we did en-
counter some definitional ambiguity, such as a health system that
sends a home health agency to the homes of frail elderly and enters
data about their home life and health behaviors. We therefore chose
to focus on the 3 models that were common across health system
respondents. Finally, we were unable to go into depth on all topics

related to PGHD including, for example, unique data security con-
siderations for PGHD.

CONCLUSION

PGHD is still nascent and a variety of largely non-technical chal-
lenges are preventing broader uptake. The 3 PGHD models identi-
fied here provide a starting point for health systems considering
pursuing PGHD capabilities, and the challenges and solutions we
identify serve to guide their approaches. Ultimately, it is unlikely
that PGHD will rapidly expand until there is compelling evidence
that reveals how to make PGHD clinically actionable in ways that
improve patient outcomes.
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