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ABSTRACT

Healthcare information technologies are now a routine component of patient–clinician interactions. Originally

designed for operational functions including billing and regulatory compliance, these systems have had unin-

tended consequences including increased exam room documentation, divided attention during the visit, and

use of scribes to alleviate documentation burdens. In an age in which technology is ubiquitous in everyday life,

we must re-envision healthcare technology to support both clinical operations and, above all, the patient–

clinician relationship. We present 6 habits for designing user-centered health technologies: (1) put patient care

first, (2) assemble a team with the right skills, (3) relentlessly ask WHY, (4) keep it simple, (5) be Darwinian, and

(6) don’t lose the forest for the trees. These habits should open dialogues between developers, implementers,

end users, and stakeholders, as well as outline a path for better, more usable technology that puts patients and

their clinicians back at the center of care.

Key words: health information technology, user centered design, human centered design, digital health, doctor-patient

relationship

Over the last decade, healthcare delivery has undergone a technolog-

ical revolution. In a 2009 survey of almost 3000 hospitals across the

United States, fewer than 1 in 10 had an electronic health record sys-

tem (EHR).1 That same year, the federal government implemented

the Health Information Technology Economic and Clinical Health

Act. The legislation called for the adoption and meaningful use of

health information technology (HIT) to support coordination of

care, tracking of clinical conditions, and clinical quality measures.2

By 2015, 96%3 of nonfederal acute care hospitals and 86% of

office-based physicians reported adopting some type of EHR in their

practices.4 Despite the Act’s goals for HIT systems to advance

patient care and the flow of data,2 many barriers remain. In an age
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where technology-supported information sharing and interactions

have become ubiquitous in other industries and in everyday life,

HIT in medicine lags behind.

Safe adoption of any new HIT requires careful consideration of

technology design within medicine’s complex social, political, and

communication systems.5 Despite intentions to improve safety, new

technologies can introduce safety risks.6,7 A 2012 National Academy

of Medicine report lists usability, workflow, and interface complexity

among the patient safety threats related to the introduction of HIT.8

Too often, the introduction of new systems into practice impedes

good care by disrupting patient–clinician communication, failing to

capture information richness, and increasing provider workload.9–11

A 2018 survey found that nearly half of the 521 primary care physi-

cians surveyed saw digital storage as the primary value of their

EHR.12 Only 8% of physicians reported that their EHR’s primary

purpose was for clinical care and only 2% reported their EHR as sup-

porting patient engagement. The majority (69%) of physicians

reported that their EHR hindered relationships with their patients. To

address these concerns, we need to envision new possibilities for the

patient–clinician-EHR relationship in the digital age.10

To accelerate a move from widespread (and widely frustrating)13

HIT to more transformative HIT that improves patient safety and

patient–clinician relationships, this paper draws from best practices

and lessons learned across multiple industries and disciplines to offer

6 habits of successful HIT design and implementation (Table 1) for

developers, implementers, and stakeholders (eg, vendors, local EHR

implementation teams).

HABIT 1: PUT PATIENT CARE FIRST

HIT should first and foremost support care that is patient-

centered, safe, effective, and efficient. HIT must be designed to en-

sure the best medical decision-making while simultaneously sup-

porting patient–clinician interaction. The introduction of HIT,

especially in the exam room, splits providers’ attention between a

computer screen and the patient.14 Empathic clinician communica-

tion is a key driver for better patient adherence, clinical outcomes,

and reduced risk of malpractice lawsuits.15–17 A systematic review

of the literature on HIT in the patient–clinician relationship dem-

onstrates EHR use can negatively impact communication behav-

iors through interrupted speech patterns, multitasking, and lack of

screen sharing.11 HIT can be a positive factor when technology is

situated in a way that facilitates conversation and information-

sharing, avoiding designs that turn the clinician away from the pa-

Table 1. Habits to promote successful HIT design and implementation

Habit Description How-to

1. Put patient

care first

HIT must enhance patient care by making it

safe, effective, efficient, and patient cen-

tered

Designs to facilitate clinician–patient communication. Consider potential sol-

utions for shared clinician–patient HIT as well as team-based solutions that

allow the clinician to focus on the patient, and not other tasks, eg, docu-

mentation.

2. Assemble a team

with the right skills

Innovation is an interdisciplinary team ef-

fort; it requires diversity in expertise and

perspective.

Bring together a team diverse in expertise. Teams often include project manag-

ers, visual and interaction designers, human factors/industrial engineer

experts, software engineers, writers/information architects, content experts,

patients, clinicians, and key organizational stakeholders.

3. Relentlessly

ask WHY

Defining needs and generating innovative

solutions calls for an iterative and inquisi-

tive approach. Ask why is it done this way

and could it be better?

Conduct needs analysis through observation, cognitive work analysis, task

analysis, and interviews to understand current care processes, use patterns,

workarounds, and cultural norms. Bring together users and key stakehold-

ers in brainstorming sessions to generate design ideas. Avoid stifling early

innovation with constraints, instead ask how innovation can advance pol-

icy, cultural norms, and technological limitations. Advance the best ideas

into prototype design.

4. Keep it simple Leverage the science of human factors to

support good design.

Consider user abilities and limits for visual perception, working memory, and

motor skill. Consider the additive effect of each new system component on

user cognitive load. Turn to other high stakes industries such as aviation

and nuclear power for insight into designing for user performance. Look to

industry standards when possible to support interoperability (eg, SMART

on FHIR, ISO, NIST IR 7741, Usability, gov, AMIA). However, good de-

sign must drive the evolution of standards so design for the best solution

first.

5. Be Darwinian Continue iterative improvements throughout

the HIT life cycle. Test and retain only the

best features at every stage.

Evaluate both in design and implementation. Formative evaluation should

guide design iterations. Test for usability once design is stable. Continue

summative evaluation once the system is implemented in the clinical envi-

ronment. Consider target and novel outcomes of user behavior, patient

care, and clinician wellness (eg, work after work, click count). Continue to

evaluate across the postadoption life cycle as needs and technology continue

to change.

6. Don’t lose

the forest

for the trees

Putting patient care first requires safe design.

Assess for safety and unintended conse-

quences across the sociotechnical system

with each design modification.

Introduction of new HIT in an existing sociotechnological system changes the

dynamics of that system. Assess for unintended consequences and safety

threats. Be aware that changes may occur not only on the user level, but

also in interactions with others across the system (eg, changes in informa-

tion exchange, shared work processes)

AMIA: American Medical Informatics Association; FHIR: Fast Healthcare Interoperability Resource; HIT: health information technology; IR: Internal

Report; ISO: International Organization for Standardization; NIST: National Institute for Standards and Technology.
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tient. Team-based care, in which a clerically or clinically trained

person provides in-room data entry and retrieval support, allows

the clinician to provide undivided attention to the patient.18,19 Per-

forming front-line clinician and patient needs assessments during

early design phases can help to drive new and innovative ways to

support clinical interactions10. The clinician–patient relationship

is the center of medicine; we should move away from technology

driving patient care to patient care driving technology.20 Doing so

will likely lead to new, patient-centered hardware and software

configurations.

HABIT 2: ASSEMBLE A TEAM WITH THE RIGHT
SKILLS

Developing effective, usable HIT requires a rich understanding of

users and use context (eg, workflows, team interactions). In the

complex, interrelated healthcare environment developing HIT for

one user or user group ultimately impacts other users. To keep all

team members’ needs at the forefront, it is critical to engage end

users as active participants across the design, development, and test-

ing phases of a new technology through user-centered design

(UCD).21–24 Yet, many technology developers are not employing

well-developed UCD processes.25,26 Challenges for developers

employing UCD range from lack of understanding, resources, and

access to the right users and contexts.26 Organizations and vendors

must partner in the development of new HIT to assemble the teams

necessary for transformative design. Innovation is a team effort; no

single member can be an expert in all necessary areas. Team mem-

bers should represent both developers and adopting organizations,

bringing a diverse array of knowledge and skill sets to help design

appropriately for users’ needs. Key roles often include project man-

agers, visual and interaction designers, human factors or industrial

engineers, software engineers, writers or information architects, con-

tent experts, end users (eg, patient, clinicians), and important orga-

nizational stakeholders.

At the heart of this team are users and stakeholders. To achieve

usable and useful HIT, designers and human factors professionals

should work together to identify and translate user’s needs and pref-

erences into meaningful workflows. Design translates into develop-

ment through the work of software engineers and information

architects. With the disparate nature of such an interdisciplinary

team, facilitation of communication and oversight of team priorities

become a critical role for project managers.

HABIT 3: RELENTLESSLY ASK WHY

Transforming HIT requires questioning status quo and generating

new, innovative ideas for HIT design. UCD and design thinking

methods begin by understanding of the needs of users, their goals

and motivations, and the current state of the sociotechnical system

of care delivery. Given its complexities and dynamic nature, multi-

ple methods for information gathering including observation, cogni-

tive work analysis, interviews, and policy review may be required to

fully understand the needs.27,28 Design thinking approaches engage

users and key stakeholders directly in design processes through

brainstorming.29 Encouraging ideas that challenge status quo helps

to move toward stakeholders move toward innovative design.

While design must support users’ needs, asking why early can

help avoid designing for inefficient and outdated processes and shift

focus to new solutions.30 Ideas can then be refined with low-fidelity

prototypes. Formative evaluation of prototypes with users, allows

for an iterative design process identifying which features are success-

ful and which need to be redesigned or eliminated early in develop-

ment.28,31 Building from user-generated ideas can establish early

user buy-in for later design solutions. Innovation can easily become

stifled early through discussion of constraints (eg, assumptions that

solutions cannot be achieved with available technology). Instead,

asking why constraints exist can drive innovation forward to ex-

plore requirements necessary to support meaningful improvements

in care. Asking why can help better address regulations around doc-

umentation and reporting requirements at the organizational, local,

and national levels. However, even the most streamlined workflow

and graphical user interface may not address regulatory issues that

may be impeding clinician–patient interaction (eg, structured data

entry for multiple organ systems on physical exam to meet a specific

level of service for billing purposes).32

HABIT 4: KEEP IT SIMPLE

Good design is more than pleasing aesthetics. High-risk industries

including military, aviation, nuclear, and aerospace have developed

evidence and best practices for optimizing humans’ use of technol-

ogy in complex environments.33,34 Designers should leverage the sci-

ence of human factors in considering the user’s abilities and limits

for visual perception, working memory, and motor skill. Seemingly

simple features such as size and placement of buttons can affect both

speed and error rates. For example, Fitts’ law predicts that the time

required to move rapidly from one target to another is a function of

the ratio between the distance to the target and the size of the tar-

get.35,36 This principle has been used in cockpit design for over 60

years but is rarely considered when determining the placement of

buttons to click in the EHR. Utilizing established interaction design

principles can guide design of key interactions including information

presentation, navigation, feedback, and error prevention and recov-

ery.37,38 Moreover, the use of smart data entry may aid error pre-

vention by supporting cognitive processing during documentation.39

Inconsistency in HIT designs and lack of adoption of shared stand-

ards creates patient safety challenges.6,40 Technical standards are es-

sential for error prevention, learnability, efficiency, and

interoperability.41 Industry standards exist for technology platforms

(eg, SMART on FHIR [Fast Healthcare Interoperability Re-

source])42 and usability testing (eg, International Organization for

Standardization (ISO), Usability.gov). Yet, while the U.S. Depart-

ment of Health and Human Services’ Office of the National Coordi-

nator for Health Information Technology certification requirements

call for UCD and usability testing, reports indicate less than half of

certified EHRs used industry standards for UCD.25 While standards

need to be adopted to support interoperability, designers should al-

ways consider if there is a better solution. Creating better solutions

should then inform the evolution of better standards.

HABIT 5: BE DARWINIAN

Evaluate design across the life cycle only keeping what works. De-

veloping HIT within an agile software development model allows

for flexible design and iterative development, testing, and refinement

across the product life cycle.43,44 Formative evaluation conducted

during design should utilize working prototypes within realistic and

representative clinical scenarios (use cases). An iterative approach

provides design feedback for early identification of usability issues,
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prompt redesign, and further testing. Iterative refinement based on

user feedback helps to optimize a new design. Once a stable design

is achieved it is important to assess for usability issues with multiple

users prior to implementation. The most important issues are often

identified with only 3-5 users; groups of 15 participants find more

than 90% of errors.45,46

Prepare for implementation by understanding potential barriers

and solutions. Employing implementation science principles, inte-

grate the system into user workflow and monitor effects through

summative evaluation (eg, A/B testing, Plan-Do-Study-Act meth-

od). Consider both software and hardware issues. Even well-

designed IT may present challenges in implementation when

hindered by system issues (eg, placement of computer).40,47 Both

healthcare organizations and vendors need to encourage user feed-

back. Remember to treasure every complaint and communicate

how comments will be addressed. While not all feedback may be

suitable for design modification, engaged users can offer learning

points for design and implementation. HIT with poor usability is

by definition error-prone.48 It is important to find and address

these errors before they reach the patient.49

The healthcare landscape is dynamic; technical solutions sup-

porting it must adapt as the field advances. Technology cannot be

viewed as a 1-time investment. Implementing a design solution is

not an end point but a stage in the life cycle. Continue to monitor

the utility and performance of the system and revise as users’ needs

change.

HABIT 6: DON’T LOSE THE FOREST FOR THE
TREES

Even if safety threats are identified and addressed prior to imple-

mentation, unintended consequences and safety risks can still arise

through interactions with the broader work system.50 Incremental

benefits when considered in the aggregate can be hazardous if they

overload the humans in the system. High-risk fields (eg, aviation) de-

sign for safety through detailed focus on system impact on operator

performance.33 No single HIT element exists in isolation—each fea-

ture adds to or eases workload. Focus on designing for safety by sup-

porting a manageable cockpit for clinicians that accounts for an

intervention’s effect on overall clinician cognitive workload, time

pressures, administrative and clerical work, and need for work-

arounds.34

DISCUSSION

Physicians now spend nearly 45% of their workday and more than

11 h/wk outside of their workdays interacting with EHRs.51 Al-

though much of this time is spent satisfying documentation require-

ments,32 technology should be capable of easing some of this

burden. Our list of habits builds from prior work in HIT implemen-

tation as well as from the fields of design, usability, and human fac-

tors. Work specific to EHR implementation highlights the

importance of usability,52 evaluation,47 the environment,53 and cli-

nician training.

In a recent New England Journal of Medicine survey, 47% of

the 519 executives, clinical leaders, and clinicians who responded

identified HIT as 1 of the top 3 sectors needing disruptive innova-

tion.54 Across industries from aviation to consumer mobile technol-

ogies, UCD techniques represent the standard for development; yet,

they have seen only isolated adoption in HIT. Many EHR develop-

ers and adopting institutions, have focused on installing functional

and reliable systems in time to qualify for federal incentive dollars10

and the ability of these systems to support financial and regulatory

compliance needs.32 In this model, needs of the client have priori-

tized institutional level goals over the patient–clinician relationship

often at the expense of both of these key end users.

Transforming HIT requires partnerships across the healthcare in-

dustry, both at organizational and user levels. Organizations devel-

oping and adopting HIT must understand that failure to dedicate

resources to UCD can cost time and safety through issues discovered

after adoption. To advance HIT usability, organizations must recog-

nize the importance of the habits presented here and integrate

throughout their culture.55 A business case needs to be made not for

the adoption of HIT, but rather for the strategic investment in trans-

formative HIT. Meaningful change in the HIT marketplace must be

driven not by developers or organizational leaders alone, but rather

by teams of developers, users, and stakeholders. To capture infor-

mation needs, potential safety hazards, work processes, and the

patient–clinician relationship, development teams must have access

to representative users in the clinical workspace. Consumers need to

be actively involved in the design process to ensure products are

designed both for functionality and usability. Ultimately, these hab-

its should drive development, testing, and redesign until the visions

of HIT facilitating better communication, safer patient care, and

more effective patient–clinician interactions are realized.
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