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ABSTRACT

Objective: To describe current practices and stakeholder perspectives of patient portals in the acute care set-
ting. We aimed to: (1) identify key features, (2) recognize challenges, (3) understand current practices for design,
configuration, and use, and (4) propose new directions for investigation and innovation.

Materials and Methods: Mixed methods including surveys, interviews, focus groups, and site visits with stake-
holders at leading academic medical centers. Thematic analyses to inform development of an explanatory
model and recommendations.

Results: Site surveys were administered to 5 institutions. Thirty interviews/focus groups were conducted at 4
site visits that included a total of 84 participants. Ten themes regarding content and functionality, engagement
and culture, and access and security were identified, from which an explanatory model of current practices was
developed. Key features included clinical data, messaging, glossary, patient education, patient personalization
and family engagement tools, and tiered displays. Four actionable recommendations were identified by group
consensus.

Discussion: Design, development, and implementation of acute care patient portals should consider: (1) provid-
ing a single integrated experience across care settings, (2) humanizing the patient-clinician relationship via per-
sonalization tools, (3) providing equitable access, and (4) creating a clear organizational mission and strategy to
achieve outcomes of interest.

Conclusion: Portals should provide a single integrated experience across the inpatient and ambulatory settings.
Core functionality includes tools that facilitate communication, personalize the patient, and deliver education to
advance safe, coordinated, and dignified patient-centered care. Our findings can be used to inform a “road
map” for future work related to acute care patient portals.
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INTRODUCTION

Over the past 5 years, patient portals have been increasingly adopted
by health care systems throughout the United States. The trend to-
ward accelerated adoption of these patient engagement technologies
is driven by a focus on safety and quality of care through patient-
centered care, the “quantified-self” movement and consumer-health
technologies, accountable care, online hospital and provider ratings,
and online patient communities.”> Concurrently, Meaningful Use
regulations have also motivated adoption of patient portals.*” To
date, adoption and use of patient portals has largely been limited to
the ambulatory setting: patients use these tools at home to review
their health data (lab results, medications, etc.), schedule appoint-
ments, request prescription refills, pay bills, and communicate with
providers.® Increasingly, patients and caregivers are interested in ac-
cessing health information and communicating with providers dur-
ing a hospital stay.”” However, current patient portals are not
appropriately configured for use in the inpatient setting to support
the dynamic and complex nature of hospital-based care.

BACKGROUND AND SIGNIFICANCE

Despite mixed results, emerging data support the use of patient-facing
health information technology tools to deliver patient-centered care,
foster health services efficiency, and improve clinical outcomes.'®!!
Although hospitalized and ambulatory patients have some overlap-
ping information and communication needs,”'* the evidence regard-
ing optimal use of inpatient engagement technologies is scarce.' In a
recent and comprehensive review, Prey et al.' identified considerable
gaps in knowledge and called for future research that focuses on defin-
ing optimal strategies for patient engagement using health information
technology in the inpatient setting and rigorously evaluating the im-
pact on health outcomes and cost-effectiveness.

Preliminary work suggests that hospitalized patients and/or des-
ignated caregivers can use acute care patient portals to seek educa-
tional content about medications and test results, and to
communicate health concerns, needs, preferences, and questions di-
rectly to providers.” However, a multitude of content and function-
ality design considerations and implementation challenges persist.”
Key considerations include clinician and administrator stakeholder
engagement during design and implementation, use by health care
proxies when patients are incapacitated, secure access, seamless data
flow during care transitions (ie, to, from, and within the hospital),
sustainability, and policies regarding access to mainstream social

media tools and web browsing.'*>~"*

Objective

Given the dearth of published findings, we sought to describe cur-
rent practices and stakeholder perspectives to identify requirements
for patient portals in the acute care setting. Specifically, we aimed
to: (1) identify key features in common and different across sites, (2)
recognize operational and implementation challenges, (3) under-
stand current practices for design, configuration, and use, and (4)
propose new directions for investigation and innovation specific to
the acute care setting.

MATERIALS AND METHODS
Study design

We employed mixed methods consisting of an electronic survey ad-
ministered at baseline, and semistructured interviews and focus

groups conducted at site visits. Using purposeful sampling, we iden-
tified 5 academic medical centers (AMCs) in the United States that
were actively designing, developing, implementing, and evaluating
patient portals in the acute care setting. Four were identified through
the Libretto Consortium, a collaboration of AMCs established by
the Gordon and Betty Moore Foundation with a goal of reengineer-
ing the critical care setting to facilitate patient engagement, reduce
preventable harm, and ensure dignity and respect for patients and
family members. The fifth site was identified through a published
systematic review.' Organizations that were implementing existing
patient portal technology in the acute care setting without evaluat-
ing design, development, or implementation were excluded. Institu-
tional Review Board approval was received from Partners
Healthcare Systems, the primary research site, and from each institu-
tion that participated in on-site visits. Informed by prior work,"” we
defined an acute care patient portal as follows: “a patient-facing
technology that provides hospitalized patients and care partners se-
cure, online access to personalized health information in order to en-
gage in their care.”

DATA COLLECTION

To assess the current state of acute care patient portals, we used an
iterative process to modify a semistructured survey capturing key
features, policies, and usage statistics that was previously used for
ambulatory patient portals.'>'® The survey topics included use,
leadership, access, features and functionalities, educational content,
messaging, patient/caregiver input, data access, policies, challenges,
and visions and goals. The survey was administered using RED-
Cap.'” A link to the confidential survey was emailed to an identified
stakeholder and expert leader for the acute care patient portal at
each site. The site representatives volunteered to complete the survey
for topics on which they were the site expert, and to seek survey re-
sponses from other experts at their site for remaining topics. Site
stakeholders included patient and family advisory council (PFAC)
members (including actual patient portal users), clinician leaders,
policymakers and administrators, information system (IS) leaders,
and researchers. Variation in the PFAC member experience of por-
tals was desired in order to better understand the breadth of patient
and family perspectives and needs.

We used results from this survey to inform development of semi-
structured interview/focus group guides and to identify targeted
stakeholder groups to participate in interviews and focus groups.
The final semistructured guides included questions about clinical
content and functionality, personalization and social media tools,
messaging tools, patient and caregiver access, “bring your own de-
vice” (BYOD) options, policies and decision-making, security and
technical architecture, infection control, enrollment procedures for
patients and health care proxies, engagement and use, and barriers
to and facilitators of implementation (see Online Appendix 1). Data
was collected in person during site visits or remotely via video/con-
ference calls when site visits were not feasible; these sessions in-
cluded a demonstration of the acute care patient portal. Whenever
possible, focus groups were conducted with all identified representa-
tives from each stakeholder group. Interviews were conducted when
there was only 1 representative from the stakeholder group or when
group schedules could not be coordinated. Member checks were per-
formed and recorded throughout the interviews/focus groups to con-
firm that interpretation of statements and results was consistent
with participants’ intended meaning.
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Table 1. Baseline Survey: Overview of Participating Sites
Site A Site B Site C Site D Site E

Total number of beds 793 650 720 1031 2478
Geographic location Northeast Northeast West Coast ~ Mid-Atlantic  Northeast
Logistics and Accessibility of Institutional Patient Portal(s)
Currently has ambulatory patient portal? v v v v v
Status of acute care patient portal Implemented In development Implemented Implemented Implemented
Is acute care patient portal integrated with ambulatory patient portal? X X X X v
Acute Care Patient Portal Functionality (see above for status of

Implemented or In development)
Available in 1 or more inpatient units/populations v N/A v v v
Access to clinical data v X v X v
Access outside of hospital X v X X X
Multiple stakeholders responsible for different aspects of portal v v v X v

(eg, content, security, policies)
Access in critical care setting v v v v v
Access in noncritical care setting v v X v

Key: v =yes; X =no; N/A = not applicable since the system is still in development.

Table 2. Themes derived from stakeholder interviews and focus groups; perspectives by common category across stakeholder groups

Category Theme
Access and Security 1. Access should be seamless across ambulatory and inpatient settings.

2. Most policies and strategies are borrowed from ambulatory portals.

3. Security concerns exist for health proxy access, access outside of hospital, and “bring your own device” solutions.
Content and Functionality 4. Look and feel of content and functionality should be seamless across settings.

5. Multimedia personalization tools may humanize the patient and enhance patient and family connection

with the care team.

6. Educational content should be tailored to the patient’s clinical state.
7. Displays should be simple and intuitive, with tiered options available for more detailed clinical

information as desired.
Engagement and Culture 8.

Stakeholder buy-in is needed during design/development and for setting end-user expectations.

9. Dedicated teams are needed for patient/family enrollment and coaching to increase awareness,

facilitate software development and vendor collaboration, and involve clinical governance and leadership.
10. Clinicians should be actively engaged in using the portal with patients.
11. A hospital culture of patient-centered innovations may facilitate adoption among providers.

Quantitative and qualitative analysis
Surveys: Data from surveys were analyzed using Microsoft Excel
and presented quantitatively and descriptively.

Identification of Themes: Focus groups and interviews were re-
corded and transcribed verbatim. Content was imported into NVivo
(version 10) for thematic analysis.'®° The thematic coding process
involved 3 steps: (1) coding of individual transcripts by 2 research
team members, emphasizing the focus areas identified from the sur-
vey results; (2) team meetings to review coding, arrive at a consensus
for major codes, and group major codes into themes by stakeholder
group and focus area; and (3) team meetings to identify and reach
consensus on thematic variation across sites and stakeholder groups,
as well as the main themes from the data.”’ Themes that emerged
from 2 or more stakeholder groups were identified as being common
across stakeholder groups (see Tables 2 and 3).

Development of explanatory model and actionable
recommendations

Emergent themes were incorporated into an explanatory model of
current practices and experiences that focused on concepts and pro-
cesses for development and implementation of acute care patient
portals. Group sessions were held to refine the model, reach

consensus on the final versions, and identify actionable recommenda-
tions based upon a synthesis of themes and the explanatory model.

Validation of findings

Identified themes, the explanatory model, and actionable recom-
mendations were presented at an annual meeting to PFAC, clinical,
policy/administrative, IS, and research stakeholders representing
Libretto sites to confirm that interpretation of results was consistent
with participants’ intended meaning. Uncertainties or disagreements
were resolved by consensus discussion among the key stakeholders.

RESULTS

Data from surveys, interviews, and focus groups

Five AMCs participated in the survey (Table 1). A single survey was
completed by the primary site representative and up to 5 additional
experts at each of the § sites (response rate 100%). From surveys, 5
groups were identified as key operational leaders and/or stake-
holders of the patient portal: PFAC members, clinician leaders, poli-
cymakers and administrators, IS leaders, and researchers. Clinician
leaders included clinical directors as well as staff nurses and physi-
cians who actively provided patient care; they were identified from
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Table 3. Themes derived from stakeholder interviews and focus groups; perspectives by stakeholder group

Stakeholder group Theme
Patients and Families 1. Access to clinical information, personal notepad, and educational materials is highly valued.
2. Portal should enhance, not replace, in-person communication with the care team.
Clinician Leaders 3. Appropriate timing for staff to introduce the portal to patients and providing flexible access are critical,

(92}

Policymakers and Administrators
Information Systems Leaders

o 0 N O

Researchers

because ICU patients are sick and families may be in a state of crisis.

. Increased documentation requirements, staffing demands, and training resources need to be resolved to

support effective adoption by clinicians.

. Nursing staff caring for vulnerable populations may have concerns about identifying information being

shared on the portal, requiring collaborative agreements such as only first name and photo will be used.

. Need to promote equitable access to address the “digital divide."

. Web-based mobile platforms are ideal with a database architecture that can support real-time data display.
. Use of standards facilitates integration with the EHR, but read-only access from the EHR is limiting.

. Pilot testing to refine communication technologies, such as messaging workflows and

video-conferencing, is needed.

10. Demonstration of impact on clinical outcomes is essential to sustain clinical staff engagement
during and after pilot stages of investigation.

existing shared governance infrastructure, including clinical practice
councils and leadership groups at each site.

Four of the 5 sites that participated in the survey also partici-
pated in focus groups and interviews. A total of 84 individuals par-
ticipated in 12 interviews and 18 focus groups (ranging from 3 to 11
participants) that were conducted across these 4 sites. On average,
3.3+ 2.6 PFAC members, 4.5 = 3.7 researchers, 3.8 + 1.9 IS lead-
ers, 6.0 £ 3.6 clinical leaders, and 3.5 = 1.3 policymakers/adminis-
trators participated in interviews or focus groups across the 4
organizations. Approximately half of the PFAC participants were
current or past users of patient portals. Thirty transcripts were tran-
scribed from a total 21 hours (1245 minutes) of audio recording. On
average, 5 hours (311 minutes) of audio was transcribed per site.
The fifth site (Site E) did not participate in focus groups or inter-
views due to study time constraints.

Themes, facilitators, and barriers identified from
stakeholders’ perspective

We identified a total of 21 themes (see Tables 2 and 3) from stake-
holder interviews and focus groups: 11 themes in 3 categories com-
mon across 2 or more stakeholder groups (Table 2), and 10 themes
by 5 stakeholder groups (Table 3). We identified 10 main facilitators
and 7 major barriers (Table 4) for the design, configuration, imple-
mentation, adoption, and use of acute care patient portals.

Higbhlighted Themes by Common Category across Stakeholder
Group Perspectives

Representative themes from each category are presented here. These
themes were used to inform development of the explanatory model
of current practices and experiences (described below).

Access and Security. One of the most common perspectives identi-
fied across stakeholder groups was that a patient portal should be
easily accessible across the inpatient and ambulatory settings
(Theme 1, Table 2). Several sites discussed the need for a road map
for an integrated network patient portal that would provide seam-
less access across settings. With regard to policies for health care
proxy access, most sites borrowed policies from ambulatory portals
(Theme 2, Table 2; Figure 2). Furthermore, participants identified
provision of ubiquitous access for designated family caregivers from
any location and a BYOD strategy as critical factors for adoption

Table 4. Key facilitators of and barriers to design, configuration, im-
plementation, adoption, and use of acute care patient portals iden-
tified from stakeholders’ perspective

Facilitators

. Patient-centric paradigm shift

. Human factors engineering design processes with end users

Demonstration of improved clinical outcomes

. Dedicated clinical task force

. Coaching and awareness efforts

. Setting end-user expectations

. Prior sociotechnical innovations

. An existing ambulatory portal

. Hybrid device management approach (hospital-issued devices and
BYOD)

10. Funding for research

Barriers

. Cultural shift required for use of messaging and personalization tools
. Clinician effort required to collect new types of data

Lack of resources and time for training

. Care team identification resistance from nurses

. Environmental constraints on BYOD devices

. Security concerns for family access and access outside hospital

. EHR and technical architecture constraints

and use (Figure 1). Nonetheless, they suggested that patient portals
configured for a BYOD strategy and flexible access must still con-
sider all health data security requirements and environmental con-
straints (Figure 2), such as wireless guest network access, account
setup, and authentication procedures (Theme 3, Table 2). Navigat-
ing episodic health care proxy access was thought to be complex
and would require more advanced security and policy considerations
than those typically required in the ambulatory setting.

Content and Functionality. Aligned with the theme of integrated ac-
cess, the look and feel of the portal’s content and functionality
should be consistent across all care settings (Theme 4, Table 2):
“Anything done inpatient [on the portal] shouldn’t be any different
than what you see in an outpatient [portal].” Participants identified
personalization tools, such as functionality to identify hobbies, post
photographs, and link to social media accounts, as an important
way to humanize the patient-clinician connection in the acute care
setting (Theme 5, Table 2; Figure 1). Concerns regarding the use and



Journal of the American Medical Informatics Association, 2017, Vol. 24, No. e1 e13

Explanatory Concept Model of Stakeholder Perspectives

Figure 1. Concept model: current practices of acute care patient portals.
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Figure 2. Process model: development and implementation of acute care patient portals.

security of social media were common across stakeholder groups
and sites, but were not adequately addressed. Specifically, perspec-
tives regarding the appropriateness and security risks of providing
social media access on hospital-issued devices varied widely across
sites (Figure 2). Our data indicated that access to social media ac-
counts was favored on the West Coast, in line with patient expecta-
tions. Finally, the construction and layout of patient rooms also
influenced the appropriateness of types of content that were dis-
played (Barrier 5, Table 4). For example, single rooms afford more
privacy, and thus would be more amenable to the display of

personal information, digital photo sharing, and video-conferencing,
particularly if a television in the room was used for portal access.
Other important functionality included tailored educational con-
tent based on health literacy levels and tiered information display
options for patients and family caregivers who desire access to richer
clinical data (Themes 6 and 7, Table 2; Figure 1). While content
across study sites was provided at a 4th-to-8th-grade reading level,
none of the portals included tools that screened for health literacy to
enable tailored comprehension of content. Simple, intuitive, and
tiered information displays and barcoding technology to facilitate
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ease of account setup and login were thought to enhance compre-
hension and usability while minimizing required training (Theme 4,
Table 3; Figure 1).

Engagement and Culture. Participants generally felt that a dedicated
clinical task force to facilitate key aspects of design and implementa-
tion would serve as a form of governance to actively engage clinical
staff in using the portal with patients and families (Themes 8-11,
Table 2). Aligning with a cultural shift from a traditional clinician-
centric to a patient-centric view of hospitalized care, the clinical task
force would help prepare the acute care setting for integration of the
patient portal into clinical practice (Theme 9, Table 2; Figure 2).

Highlighted Themes by Stakeholder Group Perspective

Patients and Families. Patients and family stakeholders emphasized
the critical value of access to clinical information, a personal note-
pad, and educational materials (Theme 1, Table 3; Figure 1). Fur-
thermore, while they believed that the intent was not to replace
in-person communication between patients, family members, and
care team members (Theme 2, Table 3), they suggested that the pa-
tient portal could add value by facilitating verbal communication
(see Figure 1), for example about patient goals, preferences, expecta-
tions, and priorities for care.

Clinician Leaders. Because hospitalized patients, particularly those
in critical care settings, tend to be sick and family members are often
in a state of crisis, clinical leaders suggested that patients and family
caregivers would need time to acclimate before accessing tools and
resources in the portal (Theme 3 and Table 3). They highlighted the
need to balance expected benefits to patients and family caregivers
with the increased workload placed upon clinical staff; the patient
portal “needs to be built into what we (clinicians) do 100% of the
time” (Facilitators 2, 3, and 6, Table 4; Figure 1). For example, ad-
ditional clinician effort would be required to collect and review new
types of data (eg, daily goals) that previously may not have been
part of the formal patient record (Barrier 2, Table 4). Finally, they
suggested that documentation must be streamlined and integrated
with the EHR, because clinicians would “refuse to double docu-
ment” (Theme 4, Table 3; Figure 1).

Several nursing stakeholders expressed concern about displaying
nurses’ names and pictures on the patient portal. For example, at 1
site trauma nurses felt vulnerable, given that their patient population
included many victims of violent crimes (Barrier 4, Table 4). To ad-
dress these concerns while maintaining functionality to identify cli-
nicians for messaging and personalization tools, clinical leaders
established a policy that would allow nurses’ first names and photo-
graphs on the portal, but not their last names (Theme 5, Table 3;
Figure 2).

Policymakers and Administrators. Administrators and policymakers
suggested that, given the potential benefits for patients and families/
care partners, institutions would have a moral responsibility to pro-
mote equitable access to all patients and address the digital divide
(Theme 6, Table 3; Figure 1). For example, one administrator com-
mented that “there’s just no one size fits all. I think we have to build
our strategies based on certain patient characteristics.” Most agreed
that a hybrid device management approach that enables patients to
use their own device whenever possible (BYOD strategy) and offers
hospital-provisioned devices to patients without a personal device
would be ideal (Facilitator 9, Table 4).

Information Systems Leaders. A thorough analysis of requirements
to inform the best technical approaches for design and development
was thought to be essential. Typically, this analysis would consider
the use of third-party vendors, interoperability standards, web-
based and mobile platforms, and database architecture approaches
that support real-time display (Themes 7 and 8, Table 3; Figure 1).
Use of open application programming interfaces for integration and
innovative development was a key consideration, but there was con-
cern that some EHRs prevent the storage of data from external ap-
plications (Barrier 7, Table 4; Figure 2).

Researchers. Use of patient-clinician messaging and personalization
tools was considered potentially disruptive in the hospital environ-
ment and represented a cultural shift for clinical staff. Participants
voiced the importance of delineating clear expectations for use and
evaluating smoother workflows (Theme 9, Table 3 and Barrier 1,
Table 4; Figure 2). Funding to enable robust investigation of patient
portals by using prospective data-collection techniques, leveraging
human factors engineering methods, pilot testing novel features, and
linking to outcomes data was also considered important (Theme 10,
Table 3 and Facilitators 3 and 10, Table 4; Figure 1).

Explanatory Model

Acute care patient portal explanatory model: concepts of current
practices and process of development and implementation experien-
ces. Based on the themes, facilitators, and barriers identified above,
we constructed an explanatory model for acute care patient portals.
The overall structure and linkages between concepts were informed
by the key thematic categories. The specific concepts in the model
correspond to individual themes. The explanatory model comprises
2 components: (1) a conceptual model that identifies key and value-
added features and synthesizes current practices for successful
design, implementation, adoption, and use from the stakeholder per-
spective (Figure 1); and (2) a process model that explains how stake-
holder assumptions and outcomes of interest may influence the
hospital mission and strategy for acute care patient portals, drive
cultural shift and content, and ultimately impact the evolution of
key and value-added features (Figure 2).

As depicted in the concept model (Figure 1, middle box), acute
care patient portals can enhance existing care processes by humaniz-
ing the clinician-patient connection, maintaining and sharing verbal
communication, and providing ubiquitous and equitable access. The
8 key features of an acute care patient portal (Figure 1, smallest
box) that are perceived to add value to existing care processes to
enable success are: (1) access to clinical data, (2) messaging, (3) glos-
sary of terms, (4) patient education, (5) patient diary, (6) patient
notepad, (7) tools to encourage family involvement in care, and (8)
tiered displays (Figure 1).

As depicted in the process model (Figure 2) for development and
implementation, we identified 3 untested assumptions that appeared
to have influenced the acute care patient portal mission and strategy
at each hospital: (1) ICU-level data are different, requiring filtered
data displays (ie, ICU data vs non-ICU data), (2) personalization
tools will increase staff engagement, and (3) design and implementa-
tion efforts should consider and incorporate feedback from all stake-
holders (Figure 2). Although there was substantial overlap in the
outcomes of interest across sites, we observed variation in the pre-
ferred primary outcome that drove evolution of key features at indi-
vidual sites. For example, an emphasis on patient dignity and
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respect at one site, per stakeholder perspective, influenced the devel-
opment of personalization tools and a decision to exclude protected
health information (PHI); exclusion of PHI was thought to enable
sharing of accounts among family members. An emphasis on
improving clinical communication and care plan concordance at
another site, per stakeholder perspective, led to more robust imple-
mentation of care team identification functionality to support
patient-centered messaging and the inclusion of PHI to enable dis-
play of the plan of care for patients and family caregivers. Because
the inclusion of PHI required separate health care proxy accounts,
patients and caregivers at this site were perceived to have encoun-
tered greater barriers to access the portal than at sites that did not
provide access to PHI.

DISCUSSION

Our aim was to describe stakeholder perspectives and current practi-
ces for acute care patient portals at early-adopter institutions. The
most important theme that emerged was that patients want a unified
and seamless experience across care settings, acknowledging that
content, data, and specific features will differ from the ambulatory
setting. We analyzed major themes, facilitators, and barriers, and
developed an explanatory model from which we offer an initial set
of actionable recommendations to guide future design, development,
implementation, and research efforts related to acute care patient
portals. Providing a single integrated experience across settings was
the most important actionable recommendation. Other actionable
recommendations were: (1) incorporating personalization tools to
humanize the patient experience, (2) minimizing health care dispar-
ities by ensuring equitable access, and (3) strategically aligning the
acute care patient portal with the overall mission of the hospital
while continuing to test stakeholders’ assumptions for design, devel-
opment, and implementation. We anticipate that these early recom-
mendations will evolve as the field matures.

Our results represent an early consensus perspective of a diverse
group of patient advocates, health care professionals, policymakers
and administrators, information system personnel, and researchers
affiliated with leading academic medical centers engaged in innova-
tion and research to improve delivery of patient-centered care in the
hospital setting. As such, they emphasize current features of acute
care patient portals and mechanisms by which these features are per-
ceived to add value to existing care processes, helping hospitals
achieve desired patient-centered outcomes. Furthermore, the results
reflect the fact that acute care patient portals at each institution are
in various stages of development, implementation, and evaluation,
and that individual stakeholder participants are engaged in a variety
of activities directly and/or indirectly related to patient portals.
Finally, most participants in this study are members of the Libretto
Consortium and actively collaborate with other members as part of
consortium activities regarding various aspects of acute care patient
portal design, development, and implementation, predominantly in
the critical care setting.

The increasingly prevalent requirement that clinicians should
have a seamless experience accessing patient data across care set-
tings has motivated health care organizations to make significant
investments in system-wide EHRs.”' Similarly, we learned that
patients and caregivers desire a seamless experience accessing and
interacting with content and features via the patient portal regard-
less of location: patients should be able to use a single log-on to
access clinical information about inpatient and ambulatory encoun-
ters, and the “look and feel” of the portal must seem equally

familiar. In short, acute care patient portals should not become
“information islands,” as has been reported for ambulatory patient
portals.”” Many participants expressed concern regarding the level
to which an acutely ill patient or a preoccupied caregiver would
engage in using the patient portal when attempting to access and
navigate an unfamiliar online environment. These concerns align
with the ambulatory literature indicating that personal factors (eg,
age, ethnicity, education level, health literacy, health status, and role
as caregiver), provider endorsement, and usability influence engage-
ment with patient portals.**~**

Enhancing the patient-clinician relationship and the concept of
“knowing the patient” has been well studied in the nursing literature
as an essential precursor to the delivery of high-quality patient
care.>>*® Patients and their family caregivers are key sources of
information that nurses rely on to obtain information, but families
are not always present and patients are not always able to communi-
cate.?® Personalization tools offer a unique opportunity to opera-
tionalize the concept of knowing the patient. This technology-driven
approach is a potentially powerful way for care team members,
including non-unit-based clinicians (eg, consultants who are mobile
and wish to work remotely), to humanize their connections with
patients. Also, the variation in use of multimedia and social media
tools for personalization that we observed across sites indicates the
need to better understand the role of such tools during hospitaliza-
tion, and how best to securely integrate external applications with
acute care patient portals. Nonetheless, requirements for ubiquitous
access and personalization raise novel policy, security, and device
concerns that could directly impact patient and health care proxy
access, and may be handled differently at various institutions. While
these concerns are novel and represent unexplored layers of com-
plexity in the acute care setting, they are an extension of important
concerns addressed in the ambulatory literature, including care part-
ner and proxy access and use of electronic signatures.**>”

Patients and their family caregivers are rapidly becoming
more technologically savvy. Nonetheless, hospitals are unfami-
liar and isolating places, and patients feel disempowered, partic-
ularly when access to their information is limited.! Furthermore,
disparities exist among patients who have and do not have access
to smart mobile devices, and those who have high versus low lev-
els of eHealth literacy.?® To bridge the digital divide and mini-
disparities, stakeholder participants
unanimously agreed to provide hospital-issued devices to ensure
equitable access to the acute care patient portal. Prior work on
ambulatory portals also addresses the need to overcome racial,

mize health care

ethnic, and literacy barriers in order to enable broad adoption
and equitable access.***’

Recent studies support the use of patient educational tools
within acute care patient portals, and these tools must be configured
for a general health literacy level.”'* Tools to assess eHealth literacy
are promising,”®° but these were notably absent from the portals
that we investigated. Our prior review of health literacy screening
instruments suggests that a single question may be a reliable, valid,
and feasible means of establishing health literacy.”® Such screening
and tools could be leveraged to tailor content specific to patients’
eHealth literacy levels within the acute care patient portal.

As Prey et al.’s' systematic review suggests, hospitals are
unfamiliar, isolating places and patients are in disempowering
situations, often with limited (if any) access to their information.
We found that sites viewed the acute care patient portal as a plat-
form to enable more effective patient and family empowerment
and engagement. We learned that an awareness of the need to
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provide safe, patient-centered care within the hospital influenced
how individual institutions identified the types of outcomes that
could be positively impacted by acute care patient portals. An
outcomes-focused approach is critical to motivating clinical staff
to actively engage with patients and families in using the portal,
and should advance the evidence base for inpatient engagement
technologies, including impact on specific health outcomes and
cost-effectiveness.! For example, in the ambulatory setting,
patient portals are associated with improved medication adher-
ence,’’*? and higher overall activation by patients is associated
with better clinical indicators, healthy behaviors, and greater use
of preventive services.>® These findings support continued devel-
opment and investigation to address the knowledge gaps regard-
ing the potential impact of ambulatory and acute care patient
portals on clinical outcomes.

We learned that the use of human factors engineering methods is
essential to test design and implementation assumptions. Novel fea-
tures (eg, personalization, goal identification, messaging, etc.) imple-
mented with the intent to improve patient safety, satisfaction, care
coordination, and decision-making require formal usability and out-
comes evaluation, and this remains a need for both ambulatory and
acute care patient portals.>* Finally, health care organizations
should reflect on their missions and strategies as they implement
these portals, and should consider the link between specific features
and clinical outcomes to better understand the potential impact of
these features across care settings. We identified that conducting
pilot studies is perceived as a successful strategy to test new features,
evaluate usability, and assess potential financial and organizational
impact.??

Limitations

Our sample size is small and limited to academic medical centers
that were identified through the Libretto Consortium. As such, our
findings are limited to the early work of these and potentially simi-
larly pioneering institutions; they reflect current practices and opin-
ions that are felt to be successful at each site, gathered using a
mixed-methods approach. Furthermore, we acknowledge that the
academic medical centers included in this study do not represent all
types of facilities in which most people are hospitalized. Neverthe-
less, because few institutions (academic or non-academic) are
actively designing, developing, and implementing acute care patient
portals, our findings are noteworthy. An additional weakness was
that all the organizations were large integrated-delivery systems
with complex operations, which would have the resources needed to
integrate acute care patient portals. Another weakness is the inabil-
ity to contrast any of these findings with information from organiza-
tions that were unsuccessful or less successful. Therefore,
generalizability of our findings may be limited to these types of insti-
tutions. Although we do not provide an analysis of how specific
patient populations use portals when hospitalized (ie, medical vs
surgical patients), our observations are representative of the spec-
trum of acute care at these hospitals (eg, 3 of the 5 institutions in
our study were involved in efforts in both critical and noncritical
care settings). Nonetheless, we acknowledge the limited generaliz-
ability and early nature of our findings in this rapidly evolving field.
Finally, despite our extensive data-collection efforts and rigorous
qualitative analyses, our findings are not exhaustive; they more than
likely underscore considerable challenges to design and development
and barriers to implementation and adoption as perceived by stake-
holder participants.

CONCLUSION

Acute care patient portals are in still in their infancy, but a number
of lessons emerged; most notably, patients want access to a single
patient portal across care settings. We identify a number of emerging
features and describe current practices that could inform the design,
configuration, and use of patient portals in the inpatient setting.
Based on these early findings, our most notable recommendation is
that portal design, development, and implementation should focus
on creating a single experience that includes a core set of novel fea-
tures to humanize patient-clinician relationships and advance safe,
coordinated, and dignified patient-centered care. Further qualitative
and quantitative research should build upon these concepts, enhance
the themes we identified, refine the models we proposed, test design
assumptions, and measure the impact on outcomes.
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