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ABSTRACT

To reduce the risk of wrong-patient errors, safety experts recommend limiting the number of patient records pro-

viders can open at once in electronic health records (EHRs). However, it is unknown whether health care organiza-

tions follow this recommendation or what rationales drive their decisions. To address this gap, we conducted an

electronic survey via 2 national listservs. Among 167 inpatient and outpatient study facilities using EHR systems

designed to open multiple records at once, 44.3% were configured to allow �3 records open at once (unrestricted),

38.3% allowed only 1 record open (restricted), and 17.4% allowed 2 records open (hedged). Decision-making cen-

tered on efforts to balance safety and efficiency, but there was disagreement among organizations about how to

achieve that balance. Results demonstrate no consensus on the number of records to be allowed open at once in

EHRs. Rigorous studies are needed to determine the optimal number of records that balances safety and efficiency.
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INTRODUCTION

The use of health information technology has grown dramatically in

the United States over the past decade, with more than 4000 hospi-

tals1 and nearly 600 000 ambulatory care providers2,3 using elec-

tronic health record (EHR) systems when caring for patients. Many

EHR vendors design systems that can be configured to open multiple

patient records at a time to enable users to work efficiently when

providing care for more than 1 patient concurrently. However, re-

ports of wrong-patient errors within EHR systems4–9 have led health

information technology safety experts to recommend limiting the

number of patient records providers can open to 1 at a time.10–13 It

is unknown whether health care organizations follow this recom-

mendation or what rationales may drive their decisions. To address
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this gap, we conducted a national survey via the American Medical

Informatics Association and the Association of Medical Directors of

Information Systems listservs.

METHODS

Data collection
The aims of the survey were to determine the maximum number of

patient records organizations configured their EHRs to allow open

at once and describe the rationales for making these decisions. In

March 2014, we posted an electronic survey on the American Medi-

cal Informatics Association and Association of Medical Directors of

Information Systems listservs, followed by 3 reminders posted

throughout the month. Respondents were asked the following:

(1) to identify their EHR vendor, (2) to specify the current number

of records their organization’s EHR was configured to allow a single

user to open at once, and (3) to provide the rationale for their deci-

sion. Questions were asked for both inpatient and outpatient EHR

systems. The survey also asked for organization characteristics. For

the question “What is the current number of records your [inpatient,

outpatient] EHR is configured to allow opened at once?” responses

were selected using a dropdown list and included 1, 2, 3, 4, 5, more

than 5, and not applicable (do not use EHR). Responses to all other

questions were free text.

Analysis
Because we expected that some organizations utilized different EHR

systems in inpatient and outpatient facilities, we used the study facil-

ity as the unit of analysis. An organization was represented once in

the analysis but may have reported on an inpatient EHR, outpatient

EHR, or both. We defined the vendor-designed maximum as the

maximum number of records that an EHR system was capable of

opening, and the organization-configured maximum as the current

number of records chosen by the organization to allow users to open

concurrently in the EHR. As some EHR systems allow only 1 record

open by design, we excluded from the analysis systems not capable

of opening multiple records at once. We categorized the

organization-configured maximum number of records allowed open

as 1 (“restricted”), 2 (“hedged”), or �3 (“unrestricted”) and calcu-

lated frequencies overall and for inpatient and outpatient study facil-

ities separately. We also calculated frequencies for organization

characteristics.

For the open-ended question eliciting the rationale behind the

organization-configured maximum number of records allowed

open, we applied qualitative content analysis14 to summarize the

data according to the predefined categories and to examine other

categories that emerged from the responses. This study was deemed

exempt by the Albert Einstein College of Medicine Institutional

Review Board.

RESULTS

Organization characteristics
Respondents from 112 organizations completed the survey; because

we posted the survey on listservs, we could not calculate the re-

sponse rate. Of the 112 responding organizations, 79 used EHRs in

both inpatient and outpatient study facilities, 25 in only inpatient fa-

cilities, and 8 in only outpatient facilities. Thus, EHR configurations

in a total of 191 study facilities were examined. All major EHR

vendors were represented; Epic, Cerner, Allscripts, Meditech, and

Siemens were the most commonly used EHR systems in both inpa-

tient and outpatient study facilities. The organizations were widely

distributed across the United States, including 25 organizations in

the South, 16 in the West, 32 in the Midwest, and 32 in the North-

east (7 responses were missing).

EHR characteristics
EHRs in the 191 study facilities were examined, of which 104 were

inpatient and 87 were outpatient facilities. Overall, 167 of the 191

study facilities (87.4%) used an EHR with a vendor-designed maxi-

mum that allowed multiple records open at once, and the percentage

was similar for inpatient (91 of 104; 87.5%) and outpatient study

facilities (76 of 87; 87.4%). In the remaining 24 study facilities, the

vendor-designed maximum was only 1 record open at a time, and

these were excluded from analysis.

Organization-configured maximum number of records

open in EHRs
Of the 167 study facilities included in the analysis, the

organization-configured maximum number of records was

unrestricted in 44.3% of systems (�3 records open), restricted in

38.3% (only 1 record open), and hedged in 17.4% (2 records open)

(Table 1). These findings were consistent in inpatient and outpatient

settings and across the different EHR vendor systems.

Rationale for EHR configuration
Decision-making about the maximum number of records allowed

open in EHRs was driven by efforts to balance safety and efficiency;

however, there was considerable disagreement about the optimal ap-

proach. Comments illustrating each of the predefined categories of

organization-configured maximum number of records allowed open

are presented in Figure 1.

Unrestricted (configured for �3 records open at once): In unre-

stricted environments, increased efficiency was noted as justifying

potential safety risks. Respondents highlighted other ways to mini-

mize risk, including patient-verification alerts, color-coding, and pa-

tient photographs, although they acknowledged that these methods

are not used consistently. Some respondents who worked in an unre-

stricted EHR environment stated that, to their knowledge, their or-

ganization did not experience excessive wrong-patient error reports.

Restricted (configured for only 1 record open): In restricted envi-

ronments, respondents expressed the conviction that any potential

increase in efficiency was not worth an increased risk of wrong-

patient errors. However, several respondents reported that some

providers working in a restricted environment used workarounds,

such as opening multiple instances of the EHR in multiple browsers

or on multiple computers, and expressed concern that these prac-

tices could pose even greater risk for error.

Hedged (configured for a maximum of 2 records open): In orga-

nizations that hedged, respondents reported that this approach rep-

resented the “sweet spot” that balanced safety and efficiency. As

echoed by many respondents, regardless of the configuration of their

organization’s EHR, having 2 records open allows providers to

multitask and better manage interruptions. However, respondents

acknowledged that the extent to which providers choose to open

multiple records and the magnitude of increased efficiency and/or

risk are unknown.

Two other categories emerged in the qualitative analysis:

switched and variable (Figure 2). Although asked about the current

number of records allowed open at once, reported in Table 1, some
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respondents described situations where their organization changed

from one configuration to another (switched) or allowed different

configurations based on provider role or setting (variable). These

categories are not mutually exclusive: an organization may currently

hedge, but also may have switched from an unrestricted or restricted

configuration.

Switched: There were organizations that switched from an unre-

stricted to a more restricted environment, in some cases based on

experiencing an error. Others switched from a restricted to an unre-

stricted environment based on perceived inefficiency and provider feed-

back (ie, “frustration”). One organization switched from restricted to

unrestricted and back to restricted due to an increase in reported errors.

Variable: Some respondents reported variable standards for the

number of records allowed open depending on the provider role or

setting, eg, 1 record for most inpatient settings versus multiple records

for the emergency department, obstetrics, and ambulatory settings.

Others advocated a different number of records allowed open based

on type of provider, eg, 1 for physicians and 2 for nursing staff.

DISCUSSION

Results of this national survey representing diverse geographic areas

and all the leading EHR vendors demonstrate that a majority of

respondents are not adhering to expert recommendations to limit

the number of patient records open to 1 at a time. In fact, we found

that approximately the same percentage of systems allowed at least

3 records open as adhered to the guidelines that suggest limiting to 1

record open. A smaller percentage sought a middle ground and split

the difference, permitting 2 records to be open at once. These find-

ings were consistent in inpatient and outpatient settings and across

EHR vendor systems.

Respondents’ comments suggest that decision-making was based

on efforts to balance safety and efficiency, but there was consider-

able disagreement among organizations about how to achieve that

balance. Several respondents cited the inefficiency of restricting pro-

viders to a single record open at a time but generally considered this

approach the safer option. In a prior survey conducted by Levin

et al.,15 chief medical information officers attributed the ability to

view multiple records simultaneously as a cause of wrong-patient er-

rors and believed this feature should be deactivated. Our survey

found that being restricted to 1 record open at a time prompted

some providers to launch multiple instances of the EHR as a work-

around, using multiple browsers or multiple computers. This could

pose greater risk than configuring the EHR to open multiple records

using existing functionality. The finding that organizations switched

from one configuration to another, and that different configurations

were allowed based on different provider roles or settings, further il-

lustrates the lack of evidence-based decision-making.

Several expert guidelines warn that opening multiple patient re-

cords simultaneously increases the risk of patient identification er-

rors. The Office of the National Coordinator for Health

Information Technology states that data can be entered “incorrectly

into the electronic record due to multiple records being open.”10

Table 1. Organization-configured number of records allowed open in EHR systems vendor-designed to open multiple records at once

Study facilities Unrestricted (�3 records) (%) Restricted (1 record) (%) Hedged (2 records) (%) Total EHRs

Inpatient 38 (41.8) 37 (40.7) 16 (17.6) 91

Outpatient 36 (47.4) 27 (35.5) 13 (17.1) 76

Overall 74 (44.3) 64 (38.3) 29 (17.4) 167

EHR, electronic health record.

Figure 1. Comments about the organization-configured number of patient re-

cords allowed open in EHR systems vendor-designed to open multiple re-

cords at once. EHR, electronic health record.

Figure 2. Unexpected findings about organization-configured number of re-

cords allowed open in EHR systems vendor-designed to open multiple re-

cords at once at once. EHR, electronic health record; HIMS, Health

Information Management System; OB, Obstetrics; ED, Emergency Depart-

ment.
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In its Patient Identification SAFER Guide,11 the agency recommends

restricting “the number of patient records that can be displayed on

the same computer at the same time to one, unless other patient re-

cords are opened as ‘Read Only’ and are clearly differentiated.”

This recommendation also appears in a Joint Commission Sentinel

Event Alert, Safe Use of Health Information Technology.12

However, no studies to date have established an association be-

tween risk of wrong-patient errors and the number of records open

at once. In a study by Galanter et al.,16 60% of wrong-patient errors

occurred when at least 2 records were open simultaneously, but due

to methodologic limitations, investigators could not quantify the

relationship between the number of records open and the risk of

errors. The absence of evidence may explain the lack of adherence

to expert recommendations and the lack of consensus found in our

survey. In addition, while patient safety is paramount, these recom-

mendations do not take into account the real-world, day-to-day

demands on health care providers.

Limitations
Our study has several limitations. Because we posted the survey on

listservs, we could not calculate the response rate and the number of

respondents likely represents a small sample. Therefore, these results

should not be considered representative of general practice. How-

ever, our results highlight the lack of consensus on an important pa-

tient safety issue in the absence of evidence. In addition, since the

finding that organizations switched or had variable (ie, role- or

department-specific) configurations emerged in the analysis, we

could not quantify how frequently these occurred. Finally, we did

not verify the specifications of each system with EHR vendors as to

all the possible variations in configuration of the number of records

open. However, as reported, the vast majority of systems were

vendor-designed to allow multiple records open at once and could

be restricted as determined by the organization.

CONCLUSIONS/IMPLICATIONS

Our results show that decision-making about the number of patient

records to be allowed open in EHRs is based on efforts to balance ef-

ficiency and safety, but in the absence of evidence, there is a lack of

consensus and failure to adhere to safety expert recommendations.

No studies to date have demonstrated whether multiple records

open increases the risk of wrong-patient errors, to what degree, and

whether any increase in risk is dependent on the number of records.

(Is 4 more dangerous than 3? Is 3 worse than 2? Is 1 the safest?) The

mechanisms by which opening multiple patient records can lead to

wrong-patient errors and the magnitude of this risk need to be estab-

lished in order to guide evidence-based decision-making about safe

implementation of EHR systems. Given the near-universal use of

EHRs, rigorous studies using valid measures of safety17 and produc-

tivity are needed to inform decision-makers about how to configure

their systems to maximize efficiency and minimize risk.
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