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Abstract

Private industry is increasingly soliciting hospitals to sell or share health data and biospecimens, 

but current laws offer more disclosure and consent protections for research participants than for 

patients receiving clinical care. Hospitals can offer more protections than required by law, 

however, and should move toward greater transparency with their patients about the research use 

of clinical health data and biospecimens to respect patients and avoid distrust.

In November 2019, a whistleblower released information regarding an agreement between 

Ascension, a US non-profit health system, and Google Health to share up to 50 million fully 

identified medical records1. Google Health subsequently reported that the goal of the 

agreement was to conduct research into developing an “intelligent suite of tools” for 

clinicians to better leverage electronic medical record data to take care of their patients2. The 

ability to compare one sick patient with the treatment plans and outcomes of many patients 

with similar demographics and health issues would be an invaluable tool to be able to sell 

back to health systems. Unlike a previous agreement between the University of Chicago and 

Google, in which de-identified patient data were shared3, Ascension shared fully identified 

patient records under a ‘business associate agreement’—a contract between a health system 

and third-party provider that is allowable under the Health Insurance Portability and 

Accountability Act (HIPAA). But Google, a data conglomerate in and of itself, was not the 

‘third party’ originally envisioned by the drafters of HIPAA4. In fact, the office in the 

Department of Health and Human Services that enforces HIPAA is currently investigating 

whether this was an appropriate use of this mechanism1. In addition, several lawmakers, 

patients of Ascension, and even employees of Google went on record with their discomfort 

due to privacy concerns and a lack of oversight over the distribution and use of sensitive 

health information1,5.

In a progressively lucrative market, private industry is increasingly asking hospital systems 

to consider whether they are willing to share or sell (i.e., ‘commercialize’) biospecimens and 

health data in both identified forms and de-identified forms6. The potential legal, financial, 

ethical, and reputational consequences of this choice is substantial. But in the USA, the 
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government actually offers starkly different protections for a person’s data and biospecimens 

depending on how they were collected: laws governing the sharing or selling of health data 

and biospecimens collected from research participants are very different from laws 

governing those collected from patients. This is because health data and biospecimens are 

regulated on the basis of who originally collected them, rather than who is currently using 

them. One person can be presented with two different levels of information and choice about 

enrollment in research by the same hospital, depending on whether they are considered to be 

a research participant or a clinical patient.

HIPAA versus the Common Rule

The level of scrutiny over the collection of health data and biospecimens during research is 

high―and rightly so7. The Human Subjects Research Regulations, the first part of which is 

called the ‘Common Rule’, protects research participants and their identifiable data and 

biospecimens in federally funded research. Many hospitals also extend these protections to 

all participants at their institution. Under the Common Rule, a potential participant needs to 

be clearly notified that they are being asked to enroll in research, and they generally have the 

option to decline or withdraw. Researchers must obtain informed consent to engage with 

participants directly, or obtain informed consent or an Institutional Review Board exemption 

or waiver for low-risk ‘secondary’ research involving work with health data or biospecimens 

that were collected for some other purpose8.

The 2010 book The Immortal Life of Henrietta Lacks9 raised public awareness about 

research with biospecimens that had been collected for clinical care. In the wake of strong 

public reaction to the book, regulators considered whether all biospecimen research, 

including research with specimens that did not have any identifying information, should also 

be protected by the Common Rule. They planned to do this by considering all biospecimens 

‘inherently identifiable’, even if they do not include additional information, such as a name. 

Prior to that, research with de-identified data or biospecimens was allowable without 

additional consent10.

In 2018, regulators decided to move forward without fundamentally changing this system—

still allowing secondary research with de-identified data or biospecimens without specific 

consent. Their reasons for doing so have been covered at length elsewhere11, but one 

fundamental argument is that because patients benefit from improved clinical practices, they 

should also contribute to future improvements12. In addition, the costs of securing informed 

consent (both financial and in terms of a loss of diversity) are high in comparison to the 

minimal risks to participants8.

Regulators did decide to require several new disclosures at the time of research-data or 

biospecimen collection, however. These include whether data and biospecimens may be 

stripped of identifiers and used for secondary research, or whether biospecimens may be 

genetically sequenced or used for commercial purposes. Regulators also announced that they 

would convene an advisory committee to re-examine whether all biospecimen research 

should be considered inherently identifiable within a year, and every four years thereafter8. 

As of this writing, this committee has not yet been set up.
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But if data or biospecimens are collected from a patient, rather than from a research 

participant, the protections are completely different. Under HIPAA, as in the Ascension–

Google Health deal, hospitals can share fully identified clinical data or biospecimens to 

business associates if these associates provide them with specific services and meet other 

criteria13. In addition, they can use identified data for research without patient authorization 

if there is minimal risk and they receive a review-board waiver14. Generally, there is no way 

for patients to opt out of this system, and many affirmatively authorize it in standard clinical 

consent forms—likely without realizing they did so15.

Complexity hinders clarity

This difference in how we treat data and biospecimens collected from patients, versus those 

from research participants, is complex for the average patient (or even doctor) to 

understand15. In addition, offering more-limited secondary research protections for patients 

might have made sense in an era when clinical medical records were handwritten, 

biospecimens were kept in individual freezers, and risks of research participation were 

largely physical16. Data and biospecimens could not be shared easily across entities in the 

same way. But we have entered an age of healthcare advancement based increasingly on 

secondary research and broad data sharing. A research regulatory structure based on these 

previous assumptions is progressively dysfunctional12.

Hospitals are right to be concerned about the reputational repercussions of entering into 

agreements with third parties to sell patient data and biospecimens. There are also several 

important legal uncertainties in this space. First, whereas the Ascension–Google Health deal 

appears on its face to be legal under HIPAA, it is unlikely that Google is what regulators 

were picturing in 2000 as the archetypical ‘business associate’ of a hospital, or that such 

sharing is what patients understood that they were agreeing to when receiving their 

healthcare at Ascension. The Department of Health and Human Services investigation into 

this relationship will be important for our understanding of HIPAA moving forward. Second, 

at some point in the future, the new advisory committee could decide that a research 

biospecimen is ‘inherently identifiable’ under the Common Rule, but a clinical biospecimen 

could still be considered ‘de-identified’ under HIPAA. This could create an untenable legal 

fiction whereby a hospital system would be expected to categorize biospecimens without 

additional information as either ‘identified’ or ‘de-identified’ depending on whether they 

were collected from a research participant or a patient.

Such lack of clarity, both with the existing legal framework and where it is headed in the 

future, explains at least in part why patients and the media were startled by the Ascension–

Google Health deal. When research participants enroll in primary research that collects their 

health data and specimens they can make a discrete choice of whether or not to participate in 

research. When those collected data and biospecimens are then used for secondary research 

protocols, even if it is without specific consent, we at least know that the participants were 

open to contributing to research in the first place17. But when patients receive tests or 

treatments and have their data and biospecimens collected, they expect that those data and 

specimens are being used for their clinical care. In addition, patients are arguably in a more 

vulnerable position than are research participants. Participation in research is always 
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elective; receiving clinical care is generally not. And while, in theory, patients have a choice 

of providers and institutions, we know that location, insurance coverage, and clinical need 

sometimes make that ‘choice’ nonexistent. But under the current legal framework, patients 

have fewer options and less control than do research participants.

Just because something is legal does not make it ethically or socially acceptable. We know 

that that the majority of people are uncomfortable with biospecimen commercialization18. 

Some are even concerned about research with de-identified data and biospecimens; this is 

particularly true in black and Latino populations19. And while stronger informed-consent 

protections for research participants than for patients might make sense for some research 

protocols, it makes less sense for low-risk secondary research that participants will probably 

never even know occurred. People likely feel similarly about how their biospecimen and data 

should be used in research regardless of whether they enter a hospital as a patient or a 

participant. How the data or biospecimens were originally collected seems irrelevant to any 

current and compelling health-policy rationale.

Even if hospitals agree that all patients should contribute toward future research in exchange 

for receiving their clinical care at that institution, there should be more-consistent 

protections at a federal level for the sharing, use, and re-identification of health data20. But 

hospitals do not have to wait for legislatures or federal agencies to begin to mitigate this 

problem. A logical next step is for hospitals to voluntarily begin disclosing the same level of 

information about secondary research to their patients as they are legally obligated to 

disclose to research participants. This would include disclosures about future secondary 

research, commercialization, and genetic sequencing.

By ensuring that patients receive the same level of disclosure about secondary uses as 

research participants do, hospitals can begin to build a baseline of notification and reclaim 

trust. Both the goals of protecting vulnerable patients, and valuable research upon which 

future patients rely, are of critical importance.
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