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Automated analysis of electronic health record (EHR) data is a complementary tool for public health

surveillance. Analyzing and presenting these data, however, demands new methods of data communi-

cation optimized to the detail, flexibility, and timeliness of EHR data.

RiskScape is an open-source, interactive, Web-based, user-friendly data aggregation and visualization

platform for public health surveillance using EHR data. RiskScape displays near-real-time surveillance data

and enables clinical practices and health departments to review, analyze, map, and trend aggregate data on

chronic conditions and infectious diseases. Data presentations include heat maps of prevalence by zip code,

time series with statistics for trends, and care cascades for conditions such as HIV and HCV. The platform’s

flexibility enables it to be modified to incorporate new conditions quickly—such as COVID-19.

The Massachusetts Department of Public Health (MDPH) uses RiskScape to monitor conditions of interest

using data that are updated monthly from clinical practice groups that cover approximately 20% of the state

population. RiskScape serves an essential role in demonstrating need and burden for MDPH’s applications for

funding, particularly through the identification of inequitably burdened populations. (Am J Public Health. 2021;

111:269–276. https://doi.org/10.2105/AJPH.2020.305963)

State and local health departments

are responsible for monitoring the

magnitude, trends, and patterns of in-

fectious diseases, chronic conditions, and

health behaviors over time and within

various populations. The efficiency and

timeliness of data available to public

health agencies and processes for

managing and interpreting these data,

however, are variable. While notifiable

diseases are often infectious and re-

ported rapidly and electronically to health

departments, data on nonnotifiable con-

ditions such as asthma, obesity, and hy-

pertension are more limited.

Public health agencies use systems

such as the Behavioral Risk Factor Sur-

veillance System (BRFSS), the National

Health and Nutrition Examination Sur-

vey (NHANES), all-payer claims data-

bases, hospital-based data sources, and

electronic laboratory reporting for data

on chronic disease and health behav-

iors. The BRFSS is a self-reported, tele-

phone-based survey that provides

important public health data but has

relatively small sample sizes and delays

of about 1 to 2 years between data

collection and publication. The NHANES

combines self-reported data with

physical examinations, including labo-

ratory testing, but the sample size is also

relatively small, so it does not provide

state or local level results; it also involves

a wait of 2 or more years before results

are disseminated. Moreover, none of

these major public health surveillance

systems include user-friendly, interactive

visualization tools as part of the system.

By contrast, continual, automated anal-

ysis of electronic health record (EHR) data

is emerging as a complementary tool

for public health surveillance of infec-

tious diseases, chronic conditions, and

health behaviors. Novel and emerging

Research Peer Reviewed Cocoros et al. 269

A
JP
H

Feb
ru
ary

2021,Vo
l111,N

o
.2

RESEARCH AND ANALYSIS

http://ascopubs.org/doi/full/10.2105/AJPH.2020.306073
https://doi.org/10.2105/AJPH.2020.305963


infections—such as COVID-19—require

new, timely sources of data.

EHR-based surveillance has the

promise of providing health departments

with rich, timely, and clinically detailed

data from large populations. Examples

include New York City’s Macroscope

System1 and the Colorado Health Obser-

vation Regional Data Service network.2

EHR-based surveillance can serve as the

source for data visualization systems

that allow public health practitioners to

monitor and explore health indicators at

the aggregate level. We describe in this

article the Massachusetts Department of

Public Health’s (MDPH’s) RiskScape plat-

form, aWeb-based interactive data portal

for displaying and analyzing near-real-

time surveillance data from EHR systems.

DEVELOPMENT AND
EVOLUTION OF RISKSCAPE

In 2006, the Department of Population

Medicine at Harvard Medical School and

Harvard Pilgrim Health Care Institute

obtained funding from the Centers for

Disease Control and Prevention, via their

Centers of Excellence in Public Health

Informatics Program, to develop an au-

tomated reporting platform for notifi-

able diseases using EHR data. Working

closely with MDPH, we developed the

Electronic medical record Support for

Public health (ESP; http://esphealth.org)

surveillance platform. ESP is an open-

source software suite that clinical prac-

tices can populate with EHR data by

using a common data model (i.e., a

standard data structure with data ele-

ments to which all sites map their un-

derlying data); ESP analyzes these data

for notifiable diseases and chronic

conditions, generating individual case

reports for notifiable disease and ag-

gregate summaries of nonnotifiable

conditions to the state health depart-

ment.3,4 Selected Massachusetts prac-

tice groups use ESP for automated no-

tifiable disease reporting. We have since

added further functionality to ESP to en-

able MDPH to query ESP data for aggre-

gate counts of notifiable andnonnotifiable

conditions via aWeb-based user interface,

in a secure, transparent, and controlled

fashion using a system called MDPHnet.5,6

MDPHnet data are also aggregated and

deidentified to support the RiskScape

data visualization platform.

RiskScape is a Web-based interactive

data aggregation and visualization tool

that allows users to generate timely,

tailored, high-level summaries of specific

health measures and conditions of in-

terest on an in-care population. It en-

hances public health surveillance by

enabling policymakers and public health

managers to easily review data on nu-

merous conditions of interest, both

notifiable (e.g., chlamydia, HCV infection)

and nonnotifiable (e.g., asthma, obesity,

hypertension).

Because RiskScape draws on EHR data,

it can provide data on denominators (i.e.,

patients in care during a specified period

of time), care patterns, case counts, and

estimates of various conditions’ preva-

lence. Denominators are important be-

cause they allow one to calculate and

compare rates of disease and care pat-

terns rather than just counts. Users in-

terested in chlamydia, for example, can

evaluate testing and coinfection rates as

well as disease prevalence, while users

interested in hypertension can examine

diagnosed hypertension and controlled

hypertension in addition to total hy-

pertension counts and prevalence

rates. Users have the option to select

among multiple outcomes; filter down

to populations of interest; stratify by

demographics, comorbidities, and cer-

tain treatments; and compare condi-

tions between locations or across time.

By providing public health officials the

capacity to rapidly and easily work with

surveillance data, RiskScape makes it

possible for users to explore their evolving

hypotheses about disease distribution,

disparities, and the impact of public health

interventions in near real time.

RISKSCAPE IN
MASSACHUSETTS

In Massachusetts, RiskScape currently

draws upon EHR data from 3 clinical

practice groups. Atrius Health serves a

population of about 720 000 individuals

in eastern Massachusetts, the major-

ity of whom have health insurance.

Cambridge Health Alliance serves about

140 000 individuals and is a safety net

provider for vulnerable populations in

eastern Massachusetts including

Cambridge and greater Boston. The

Massachusetts League of Community

Health Centers data include approxi-

mately 400 000 people at federally

qualified community health centers

throughout the state. Taken together,

these clinical practice groups repre-

sent approximately 20% of the state

population and include people of all age

groups, races, and ethnicities. Partici-

pation by additional sites that provide

care, particularly in the central and

western parts of the state, is currently

being considered. Of note, patients who

seek care at multiple sites in the network

are not currently linked or de-duplicated.

Because the data in RiskScape are

from patients in care at participating

sites, they are not a random sample and

do not necessarily reflect the general

population, thoughMassachusetts has a

very high percentage of the population

with health insurance, likely meaning

generalizability is less of a concern

compared with a state with low insur-

ance coverage. However, we do not have
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geographic coverage across the state.

(This issue and other important con-

siderations are discussed in the Limita-

tions section later.)

We have previously compared esti-

mates of various chronic conditions

from the RiskScape source data to those

from theMassachusetts BRFSS data and

observed comparable estimates of dis-

ease prevalence, particularly at the state

level; for small-area estimates we ob-

served correlations by condition and

locale after adjustment for MDPHnet

versus census demographics but with

some variability and outliers.6 Although

comparing these 2 distinct systems has

limitations, this analysis suggested that

we have reasonable capacity to estimate

some conditions on the local level but

need to devote more attention to areas

where coverage is currently lacking (i.e.,

the central and western parts of the

state).

RiskScape utilizes an individual-level,

deidentified data set that is automatically

generated monthly by each participating

site’s ESP installation. The extract trans-

mitted to RiskScape includes 1 row per

patient in the practice and includes di-

chotomous (e.g., gender, type 2 diabetes

status, influenza vaccination), categorical

(e.g., age group, race, ethnicity, smoking

status, body mass index grouping), and

continuous (e.g., number of medical en-

counters in the last year, blood pressure,

hemoglobin A1C) variables. Geographical

data are based on each patient’s most

recent zip code of residence. The un-

derlying data at each site are assessed

approximately quarterly for data quality

and consistency. We review patterns in

patient visits, prescriptions, immuniza-

tions, and other measures to identify

anomalies for detailed investigation and

rectification. In addition, all of MDPHnet’s

key users, including MPDH epidemiolo-

gists, participating site representatives,

and those implementing and main-

taining the system, meet regularly to

share and discuss forthcoming up-

dates to the system (and potential new

sites).

Participating sites populate their ESP

systems using standardized daily ex-

tracts from their EHRs that include

structured data on all patient encoun-

ters from the preceding 24 hours. The

extracts include demographics, diagno-

sis codes, prescriptions, laboratory tests

(all are included in the extract, but we

only map and clean the subset pertinent

to the conditions we assess), vaccina-

tions, and social history (e.g., tobacco

use). ESP analyzes these data nightly to

detect chronic conditions and notifiable

diseases using custom algorithms

designed to maximize sensitivity, posi-

tive predictive value, or both depending

upon the condition.3,4,6–9 The algorithms

integrate vital signs, laboratory tests,

prescriptions, and diagnosis codes from

both current and previous encounters

to detect conditions of public health

interest. For example, the prevalent

hypertension algorithm evaluates diag-

nosis codes, blood pressure measures,

and medication prescriptions to assess

whether a person meets our definition

of hypertension (2 or more elevated

blood pressure readings within a year,

diagnosis codes for hypertension, or

normal blood pressure readings but

prescribed an antihypertensive). Note

that users with programming expertise

can adapt ESP’s existing algorithms or

develop new algorithms to redefine

existing conditions in new ways or

identify different conditions to meet

their specific needs.

ESP system data are stored on dedi-

cated servers managed within sites’ data

centers per local policy and procedure.

Access to the ESP servers is managed by

site. All communication between ESP

and RiskScape, and between RiskScape

and users, is encrypted in transit.

RiskScape does not maintain personal

health information data, but the appli-

cation and data are maintained on a

dedicated server. The RiskScape data-

base is configured for access from the

application only. All remote access to the

server and the RiskScape application is

via whitelisted and authorized permis-

sion. Further information about ESP is

available at http://esphealth.org, in-

cluding technical details and links to

download the algorithms used in

Massachusetts.

USING RISKSCAPE

Authorized users log into the RiskScape

Web site to review estimates of disease

and conditions. There are 4 ways of

examining the data: heat maps of dis-

ease prevalence by zip code, bar graphs

and pie charts to evaluate demographic

and clinical characteristics, time series

to evaluate changes over time, and

continuum-of-care tabular reports to

evaluate care cascades. The dashboard

(Figure 1) allows the user to review and

select a condition, specify the pop-

ulation of interest, and designate the

favored analysis (e.g., heat map, demo-

graphic description). These capabilities

are further described herein and shown

in Figures A through C (available as

supplements to the online version of

this article at http://www.ajph.org).

To generate prevalence estimates,

users first select a condition of interest.

The conditions in RiskScape are defined

by algorithms that have been developed

and validated within the system: type 1

diabetes, type 2 diabetes, prediabetes,

gestational diabetes, categories of body

mass index, hypertension, smoking

status, asthma, treated depression,

influenza-like illness, Lyme disease,
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vaccination status for several vaccines

(influenza, Tdap), chlamydia, gonorrhea,

opioid prescription, benzodiazepine

prescription, and cardiovascular risk

score. Users can then select among

various denominator options; in our

RiskScape instance, these are predom-

inantly outpatient or ambulatory en-

counters. The default option is “patients

with ≥1 encounter in the past two years.”

Users have the option, however, to se-

lect the denominators’ minimum en-

counter count (≥1 encounter or ≥ 2

encounters), look-back period (past 1

year or past 2 years), and minimum

number of lifetime encounters within

the participating site. Clinical encounter

counts for the purpose of estimating

denominators (i.e., persons at risk) are

defined broadly and include any

interaction in the EHR with at least 1 vital

sign (i.e., blood pressure, height, weight,

or temperature), diagnosis code, pre-

scription, laboratory test, or immuniza-

tion; multiple encounters on the same

day are treated as a single encounter.

The rationale for these different de-

nominator options and their impact on

disease prevalence estimates has been

previously described.10

FIGURE 1— The Dashboard of the RiskScape User Interface

Notes. BMI =body mass index (defined as weight in kilograms divided by the square of height in meters); MDPH=Massachusetts Department of Public
Health. The dashboard allows the user to review and select a condition, specify the population of interest, and designate the favored analysis (e.g., heat map,
demographic description).
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In the heat map capability (Figure A),

we can review, for example, the relative

prevalence of pediatric asthma, with

each outlined area representing a zip

code. The taupe zip codes are those with

inadequate or no data included in the

system (RiskScape will only provide data

on disease prevalence in a zip code if

there are data on at least 100 residents

in the zip code). A user can click on a zip

code and a pop-up window with the

following information will display: the

prevalence of the outcome in that zip

code, the number of patients in the

numerator and denominator, and Risk-

Scape’s coverage rate for the chosen zip

code (i.e., number of people with the

user’s selected demographic character-

istics in that zip code within RiskScape vs

the count of people with those demo-

graphic characteristics in the zip code

per the 2010 US Census [any zip code–

based population estimates can be

used]).

The bar charts and pie graphs that

RiskScape can generate allow users to

explore the demographic and clinical

characteristics of patients with a chosen

outcome. The bar graph in Figure B

depicts the prevalence of obesity (de-

fined as a body mass of ≥30 kg/m2)

among adults aged 20 years or older

while the pie chart shows the age dis-

tribution of people with obesity. Users

can specify target towns and neighbor-

hoods for analysis, compare 2 locations

side by side, or compare disease prev-

alence in the chosen location to the

state as a whole. Neighborhoods are

currently only available for the City of

Boston.

RiskScape can also generate time

series and regression statistics to help

users assess trends and changes over

time. The denominator is calculated

each month based on the number of

patients who meet the user’s chosen

denominator criteria (e.g., those with at

least 1 encounter in the last 1 year; this

automatically adjusts for temporal

changes in the population of patients in

care). Figure C shows the prevalence of

hypertension among adults from Janu-

ary 2012 through July 2020, stratified

by race. Users can select a “trend line

summary” to receive statistics on a

trend for a particular group based on

generalized least squares regression.

Users can specify an inflection point to

assess for changes in disease preva-

lence and trends before versus after a

specific point in time. This feature can

be used to obtain a rapid sense of the

impact of new programs or policy

changes on processes of care (such as

hemoglobin A1C testing or gonorrhea

screening) or prevalence (such as

gonorrhea cases).

An additional capability within Risk-

Scape is a set of “continuum of care”

summary reports for HIV, HIV risk, HCV,

diabetes, and cardiovascular risk score.

For these reports, users can select the

clinical site of interest, the time period,

age groups, gender, race, and ethnicity

for the analysis. These reports provide

users with data on the fraction of pa-

tients with key diagnoses who are

retained in care, receive recommended

processes of care, and success rates for

disease control.

For HCV infection, RiskScape reports

the number and percentage of individ-

uals tested for HCV, the number among

them who test positive, the number with

an HCV viral load test, and whether the

latest test had detectable virus. The

number of individuals who have acute

HCV are reported separately from those

who have chronic HCV, as defined by

internally validated algorithms. The re-

port provides the number of HCV cases

who have been treated, their recent viral

load results, and the number of patients

with HCV who spontaneously cleared

their infection without treatment.

For individuals with HIV, the care

cascade starts with the number of pa-

tients with HIV and then reports the

number and percentage of those with

the following: an encounter after diag-

nosis, a prescription for HIV medications,

being retained in care, a measured viral

load, viral suppression, and diagnosis

with an opportunistic infection. That

same cascade is reported separately for

those who are newly diagnosed with HIV

during a specified time period.

There is also a care cascade designed

to track uptake of HIV preexposure

prophylaxis. ESP calculates an estimated

risk of HIV acquisition in the forthcoming

year for every person in the system using

a validated EHR-based prediction

rule.11,12 It then stratifies the population

into high-, medium-, and low-risk cate-

gories and summarizes HIV testing rates,

preexposure prophylaxis prescribing,

and HIV acquisition per strata.

The diabetes continuum-of-care re-

port starts with individuals with at least 1

clinical encounter in the specified year(s)

of interest and then provides the num-

ber and percentage of those patients

with a hemoglobin A1C test, those with

diabetes, the number on treatment, and

patients’ outcomes by hemoglobin A1C

strata.

Finally, we recently created a report to

provide information on risk factors and

preventive care for patients at risk for

cardiovascular disease using the Amer-

ican College of Cardiology’s Atheroscle-

rotic Cardiovascular Disease risk score

algorithm.13 This score is calculated for

every member of the population aged

20 to 60 years, divides the population

into strata of risk (low, medium, high,

established cardiovascular disease), and

then for each strata characterizes the

fraction of the population screened and
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treated for hypertension, diabetes, hy-

percholesterolemia, and smoking. This

analysis provides a unique population-

level perspective on risk for cardiovas-

cular disease and where opportunities to

improve preventive practices might lie.

WHO CAN USE RISKSCAPE?

RiskScape in Massachusetts is accessi-

ble only to authorized members of

MDPH and participating sites via logins

and passwords. However, RiskScape

source code is open source and freely

available to developers under a 3-clause

Berkeley Source Distribution license.

Source code is available from http://

esphealth.org.

In Massachusetts, clinical practice

groups’ participation in RiskScape and the

underlying MDPHnet system is voluntary.

Staff from each of the participating sites

are informed of new capabilities added to

the system and weigh in on prioritization

and development of the platform.

Stakeholders from MDPH, participating

sites, the informatics developer (Com-

monwealth Informatics Inc), and the co-

ordinating center (Harvard Pilgrim Health

Care Institute) have biweekly conference

calls to discuss updates, address any

technical issues, and confer on plans.

Within Massachusetts, users are trained

and provided with background informa-

tion on RiskScape and the underlying ESP

system. Documentation is embedded in

the platform, including algorithm defini-

tions and major data interpretation is-

sues. Data that can be queried via

MDPHnet could be made available to

external researchers, with permission

and appropriate institutional review

board oversight, but this has not oc-

curred. To date, any research conduct-

ed using data from the underlying

system has been limited to MDPHnet

collaborators.

LIMITATIONS

Data from EHR systems must be inter-

preted appropriately, with understand-

ing of the limitations inherent to the data

type. The population is people in care

and may not be representative of the

general population, and diagnoses

may be recorded that are differential

or suspect only. The prevalence esti-

mates generated by RiskScape must be

interpreted with the same caution as

with any data leveraged from clinical

databases developed for clinical care or

billing rather than for public health

surveillance. The accuracy and com-

pleteness of EHR data vary, and disease

detection frequency of a system like

RiskScape is only as complete as the

underlying source EHR data. Variations

in the frequency of patients seeking

care; differences between clinicians and

practices in testing, diagnosing, and

treatment practices; variations and

changes in the completeness and ac-

curacy of coding; and the total amount

of time an individual has been affiliated

with a given site are challenges inherent

to the use of EHR data for surveillance.

The data in RiskScape may be incom-

plete for individuals who divide their

care between clinical sites contributing

to RiskScape and other health care in-

stitutions outside of the system. Patients

who seek care at multiple sites in the

network are not currently de-duplicated,

potentially leading to inflation of numer-

ators, denominators, or both depending

on the query. The major limitations of

the system are documented within

RiskScape and are actively discussedwith

MDPH users to facilitate their interpre-

tation of data drawn from the platform.

It is technically feasible to link data

from MDPHnet with data from other

sources such as vital statistics, disease

registries, claims databases, and other

EHR repositories and then enable Risk-

Scape to display data integrated across

multiple sources, but such work has not

yet been undertaken. Governance issues

as well as the technical and logistical as-

pects of that work have been discussed

with MDPH and linkage with other sour-

ces may be pursued at some later time.

While RiskScape does not currently

provide an option to generate preva-

lence adjusted by age or other demo-

graphics that could account for

differences between clinical sites’ pa-

tient populations and the Massachu-

setts census data, we have found that

crude disease prevalences tend to be

very similar to those adjusted for age,

race/ethnicity, and gender, particularly at

the state level. This is presumably a re-

flection of the size of the RiskScape

population as well as the diversity of the

contributing practices in Massachusetts.6

IMPLICATIONS

RiskScape enables epidemiologists,

other public health professionals, and

site staff focused on population health

to quickly examine patterns and trends

in various conditions or measures of

interest. The ability to generate estimates

of chronic disease and other non-

notifiable conditions or measures on a

monthly basis, stratified by site, allows

users to follow trends in disease preva-

lence and care patterns, with increased

frequency and timeliness relative tomost

existing public health surveillance sys-

tems for chronic conditions.

At this time, sites can review their own

data individually and compare their data

with data fromother sites, enabling them,

for example, to develop community

needs assessments as well as to better

understand health status, needs, and

opportunities of the populations in their

catchment areas. The demographic and
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geographic stratifications provide insight

into the epidemiology of conditions and

measures that are hard to obtain else-

where. For example, patterns or trends in

health disparities are difficult to find

elsewhere because of lack of data or

incomplete data on race/ethnicity in

other systems. While race and ethnicity

data are not complete in RiskScape, they

are more complete than in other data

sources routinely used for public health

surveillance (e.g., notifiable disease case

report forms or electronic laboratory

data), and the system is larger and more

timely than other routine surveillance

systems (e.g., BRFSS).

The aggregate nature of the system

means we can examine data on mea-

sures not otherwise available to MDPH.

For example, MDPH does not have ac-

cess to data on the number of people

tested for HIV outside of sites that they

fund. RiskScape’s continuum-of-care

reports allow MDPH to see patterns of

care and prevention for a general pa-

tient population across numerous types

of clinical sites. In addition, it can be

readily adapted for new conditions,

making otherwise inaccessible or hard-

to-access data available to public health

agencies. For example, we have devel-

oped pilot definitions for COVID-19

laboratory-based and syndromic surveil-

lance criteria via ESP.

Over time, RiskScape has become an

increasingly important tool in MDPH’s

planning and evaluation of chronic

disease efforts. Examples of its use

include identifying local hot spots of

chronic disease and affected pop-

ulations for targeted intervention, ex-

ploring population-level prevalence of

risk factors for chronic disease to in-

form program design, and evaluating

program impact, especially for state-

wide infrastructure grants. In addition,

RiskScape serves an essential role in

demonstrating need and burden for

MDPH’s applications for funding, par-

ticularly through the identification of

inequitably burdened populations. As

such, RiskScape has become an indis-

pensable tool to support data-driven

public health practice. That being said,

there are numerous considerations for

a jurisdiction or entity to plan for when

preparing to implement a system like

RiskScape. Governance, initial and

ongoing funding, maintenance (e.g.,

monitoring of data quality), and ex-

pansion (e.g., creation and incorpora-

tion of new conditions) of the system

are some of the major issues. It is also

imperative for each stakeholder to fully

understand what their participation

includes. RiskScape is currently being

adapted and implemented by multiple

jurisdictions outside of Massachusetts

under the umbrella of the National As-

sociation of Chronic Disease Directors’

Multistate EHR-based Network for Dis-

ease Surveillance (http://chronicdisease.

org/page/MENDSinfo).

In conclusion, RiskScape quickly and

easily enables users to identify novel

patterns and trends, get a rapid sense of

the impact of new interventions, inform

the design of program evaluations,

provide data for new funding applica-

tions, generate hypotheses, and help

plan for future analyses.
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