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ABSTRACT

Objective: Recent policy making aims to prevent health systems, lectronic health record (EHR) vendors, and
others from blocking the electronic sharing of patient data necessary for clinical care. We sought to assess the
prevalence of information blocking prior to enforcement of these rules.

Materials and Methods: We conducted a national survey of health information exchange organizations (HIEs)
to measure the prevalence of information blocking behaviors observed by these third-party entities. Eighty-nine
of 106 HIEs (84%) meeting the inclusion criteria responded.

Results: The majority (55%) of HIEs reported that EHR vendors at least sometimes engage in information block-
ing, while 30% of HIEs reported the same for health systems. The most common type of information blocking
behavior EHR vendors engaged in was setting unreasonably high prices, which 42% of HIEs reported routinely
observing. The most common type of information blocking behavior health systems engaged in was refusing to
share information, which 14% of HIEs reported routinely observing. Reported levels of vendor information
blocking was correlated with regional competition among vendors and information blocking was concentrated
in some geographic regions.

Discussion: Our findings are consistent with early reports, revealing persistently high levels of information
blocking and important variation by actor, type of behavior, and geography. These trends reflect the observa-
tions and experiences of HIEs and their potential biases. Nevertheless, these data serve as a baseline against
which to measure the impact of new regulations and to inform policy makers about the most common types of
information blocking behaviors.

Conclusion: Enforcement aimed at reducing information blocking should consider variation in prevalence and
how to most effectively target efforts.
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INTRODUCTION

A decade of concerted effort to achieve interoperable health infor-
mation exchange has revealed myriad challenges.! One persistent
challenge is that health information exchange between health sys-
tems and across electronic health record (EHR) vendors’ platforms
may not be perceived as strategically beneficial to these entities.”™
For health systems, health information exchange may make it easier
for competitors to gain market share by facilitating patient receipt
of care via more seamless access to their prior medical history.? For
EHR vendors, the high cost to health systems associated with
switching vendors may make it appealing to charge high prices for
additional services, such as connectivity to other applications.’ Fur-
ther, limiting sharing of information with other vendors may make
it more difficult for healthcare providers to easily switch between
vendors’ platforms.®” These incentives can lead to business practices
that actively block the sharing of information.

While there is limited data on the extent of information block-
ing, defined as a practice that “is likely to interfere with, prevent, or
materially discourage access, exchange, or use of electronic health

information,”®

the anecdotal and empirical data that do exist sug-
gest that information blocking is common.”'® In response, the 2016
21st Century Cures Act targeted these behaviors by requiring that
they be specifically defined and by identifying the actors—healthcare
providers, EHR vendors, and health information exchange networks
and exchanges—that would be subject to penalties if found to en-
gage in them (though disincentives were not specified). After exten-
sive debate, the Office of the National Coordinator for Health
Information Technology (ONC) published the Cures Act final rule
on May 1, 2020 to implement the information blocking provision in
the 21st Century Cures Act. It specifies the actors that are subject to
the provisions and establishes “exceptions™ to the provisions: 8 cate-
gories of reasonable and necessary activities that do not constitute
information blocking (eg, when an actor does not fulfill a request to
exchange patient information in order to protect an individual’s pri-
vacy).'!

As we transition into the enforcement phase to curtail informa-
tion blocking, it is critical to not only identify individual cases that
merit enforcement but also to assess the impact of the regulation on
overall levels of information blocking. Enforcement will largely de-
pend on individual reports by individuals or organizations that en-
counter information blocking; however, it is likely that many
instances of information blocking will not be reported, resulting in
an incomplete, and potentially biased picture of the type and extent
of behaviors that are occurring. Ongoing national data on informa-
tion blocking would shed light on the prevalence of these behaviors
in a manner that reports alone would not.

We therefore conducted a national survey of health information
exchange organizations (HIEs) to assess the current state of informa-
tion blocking. HIEs are well-positioned to provide surveillance data
on information blocking behaviors of both healthcare providers and
EHR vendors (which are included in the Cures Rule as “health IT
developer of certified health IT”), 2 of the actors identified in the re-
cently published ONC Cures Act final rule. As third-party organiza-
tions that enable interoperable exchange between healthcare
organizations, HIEs directly observe these actors’ behaviors and also
have a high level of technical sophistication to assess when lack of
sharing is due to business practices versus legitimate exceptions. In
surveying these organizations, we addressed 3 research questions:
First, what is the prevalence of information blocking practices by
EHR vendors and health systems? Second, what types of informa-

tion blocking behaviors are EHR vendors and health systems engag-
ing in? And finally, does the prevalence of information blocking
behavior depend on the competitiveness of the local market? We ex-
amined this final question under the hypothesis that both health sys-
tems and EHR vendors would be more likely to block the sharing of
information with other organizations, including their competitors,
in highly competitive markets. Addressing these questions provides
critical insight into information blocking practices across the United
States prior to enforcement of regulations designed to reduce these
practices.

MATERIALS AND METHODS

We initially identified 151 HIEs from prior lists used in censuses of
these organizations,'” contacts with leaders in each state, and from
lists maintained by the Strategic Health Information Exchange Col-
laborative (SHIEC) and eHealth Initiative (eHI). After screening
these organizations, we excluded 45 from the sampling frame be-
cause they were not operational (23), had merged/were duplicates
(9), did not work across healthcare system (7), or used a single tech-
nology (7 respondents, counted as 1). The survey was administered
online to the director of each organization or to the person in the or-
ganization who had responded to our previous surveys between
May 2019 and February 2020, and participants were offered a small
financial incentive. Nonrespondents were contacted a minimum of 3
times. Of the 106 HIEs that met inclusion criteria, 89 (84%) com-
pleted the survey.

Survey instrument

The first information blocking question on the survey asked: “What
proportion of EHR vendors have you encountered engaging in infor-
mation blocking?” HIEs had 5 response options: (1) All, (2) Most,
(3) Some, (4) Few, (5) Don’t know or N/A (Don’t interact with EHR
vendors). We then asked: “Among vendors that engage in informa-
tion blocking, how often do they do it?” HIEs had 4 response
options: (1) Often/Routinely, (2) Sometimes, (3) Rarely/Never, (4)
Varies by vendor, and (5) Don’t know. We repeated these 2 ques-
tions focusing on health systems rather than EHR vendors.

We asked HIEs to report on the forms of information blocking
that they encountered with EHR vendors and health systems and
provided hypothetical examples of each form (Supplementary Ap-
pendix Table 1). For EHR vendors, we included § options: (1) Price,
(2), Contract Language, (3) Artificial Technical, Process, or Re-
source Barriers, (4) Refusal, and (5) Other. For health systems, we
included 3 options: (1) Artificial Technical, Process, or Resource
Barriers, (2) Refusal and (3) Other. For each form of information
blocking, HIEs had 4 response options: (1) Never/Rarely, (2) Some-
times, (3) Often/Routinely, and (4) Don’t Know. The full survey in-
strument is included as a Supplementary Appendix.

Measures of developer and hospital competition

We combined survey data with the 2018 American Hospital Associ-
ation Annual Survey and 2018 and 2017 Information Technology
Supplement. These data contain information on hospitals’ member-
ship in multihospital systems and their EHR vendor (ie, their pri-
mary EHR developer), which allowed us to measure competition
within geographic areas served by each HIE (which HIEs reported
on the survey as the Hospital Service Areas and States in which they
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provide services). When data on primary developer were not avail-
able in 2018, we used 2017 data.

We created a population-weighted average of developer competi-
tion and of health system competition for each HIE to evaluate the
relationship between competition and information blocking.!>'* To
create these measures, we identified all zip codes within the HIE’s
service area, which HIEs self-reported as part of the survey. Using
the Hospital Service Area File, we then identified the hospitals that
treated patients in each zip code, and the total number of fee-for-
service Medicare discharges from beneficiaries in that zip code that
were treated at each hospital. For each zip code, we calculated 2
Herfindahl-Hirschman Indices (HHIs): 1 for the hospitals that
treated patients in that zip code and 1 for the EHR vendors serving
those hospitals. HHIs are commonly used measures of the extent of
market concentration, with an HHI near zero indicating a perfectly
competitive market and higher HHIs indicating greater concentra-
tion. A HHI of 1 indicates a monopolistic market. For each HIE ser-
vice area, we weighted each zip code by the proportion of that
service area’s fee-for-service Medicare discharges that originated
from the zip code to give greater weight to more populous zip codes
and then summed across all zip codes in the HIE’s service area. For
instance, if an HIE’s service area contained only 2 zip codes, and the
first zip code accounted for 10% of the service area’s population
and the other accounted for 90%, we would multiply the first zip
code’s HHI by 0.10 and the second by 0.90 and then sum.

Analysis

We first generated descriptive measures of the prevalence of infor-
mation blocking practices by EHR vendors and by health systems.
We measured prevalence along 2 dimensions: the proportion of
EHR vendors and of health systems engaging in information block-
ing and the frequency with which they did so. We then cross-
tabulated responses about the proportion of entities engaging in in-
formation blocking and the frequency with which they did so. This
generated a more holistic assessment of the overall level of informa-
tion blocking and revealed whether these 2 dimensions were corre-
lated. A negative correlation between these dimensions would
indicate that HIEs observed relatively few bad actors (ie, a small
proportion of entities engaging in information blocking, but those
that engaged did so frequently). A positive correlation would indi-
cate that some HIEs observed a low proportion of entities engage in
information blocking and also observed those entities doing so infre-
quently while other HIEs observed a high proportion of entities en-
gage in information blocking and also observed them doing so
frequently. We excluded HIEs that responded “don’t know” or did
not respond from these calculations and plots.

Next, to assess how vendors and health systems engaged in infor-
mation blocking, we generated descriptive measures of the fre-
quency of forms of information blocking by vendors and health
systems observed by HIEs. In calculating these measures, we again
excluded nonresponses and responses of “don’t know” from both
the numerator and denominator.

Finally, we examined the relationship between EHR vendor
competition and their information blocking behaviors as well as be-
tween health system competition and their information blocking
behaviors. Because our survey included many items measuring dif-
ferent dimensions of information blocking behaviors, we sought to
create composite measures across correlated items. We used explor-
atory factor analysis to identify relationships between 10 survey
items measuring information blocking behaviors (excluding only the

“other” category listed above). We found 1 factor that consisted of
all items related to developer information blocking practices and a
second related to all items related to health system information
blocking practices (Supplementary Appendix Table 1). We therefore
summed survey items within each factor, creating 2 scales and di-
vided the responses into high, medium, and low developer and
health system information blocking by identifying terciles in each
scale and compared these categories to levels of competition in the
service area covered by each health system.

RESULTS

More than half of HIEs (55%) indicated that at least some EHR
vendors engaged in information blocking, and 14% indicated that
most or all vendors did so (Figure 1). In contrast, only 24% of
respondents indicated that at least some health systems engaged in
information blocking, with 6% indicating that most did so.

A majority (55%) of HIEs reported that EHR vendors some-
times, often, or routinely engage in information blocking, while only
30% of HIEs reported the same frequencies among health systems.
(Figure 2) The single most common response for both vendors and
health systems was that frequency of information blocking varied by
the specific organization. Responses to the proportion of EHR ven-
dors that engaged in information blocking and the frequency that
those entities engaged in information blocking were moderately cor-
related (Spearman’s rank correlation of 0.40; Supplementary Appen-
dix Figure 1); the correlation was stronger for health systems (0.66;
Supplementary Appendix Figure 2).
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Figure 1. Proportion engaging in information blocking.
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Figure 2. Frequency of information blocking among EHR vendors and health
systems that engage in it.
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Figure 3. Frequency of forms of information blocking.
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Note: For each HIE, the number of hospital systems/vendors represents the weighted average number of systems/vendors that discharge patients from each zip
code covered by the HIE. For each HIE, market share represents the weighted average of hospital discharges across all zip codes served by the HIE that occur at
the hospital system/by hospitals using the vendor that serves the largest share of patients for that zip code.

Among vendors, the most common form of information blocking
was through price, with 42% of HIEs reporting that they often or
routinely observed information blocking through price (Figure 3).
Artificial barriers were the next most common form of information
blocking: 23% of HIEs reporting that they often/routinely observed
it. Contract language and refusal were less commonly reported as of-
ten/routinely occurring (11% and 9%, respectively) but were still
frequently reported as “sometimes” occurring (43% and 45%, re-
spectively). Among health systems, refusal was the most common
form of information blocking, with 15% of HIEs reporting that this

often/routinely occurred and 41% reporting that health systems
sometimes engaged in it. Artificial barriers were less common, with
only 10% of HIEs reporting often/routinely experiencing it and
27% reporting sometimes experiencing it.

Greater developer competition was associated with higher
reported levels of information blocking (Figure 4). In relatively com-
petitive developer markets, 47% of HIEs reported high levels of in-
formation blocking by vendors, and 14% reported low levels. In
contrast, 16% of HIEs located in relatively low competition markets
reported high levels of information blocking, while 58% reported
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low levels of information blocking. This trend was less evident for
health system competition with the same percent of HIEs (31%) in-
dicating high and low information blocking in markets with high
health system competition. In less competitive markets, 19% of
HIEs reported high levels of information blocking, and 38%
reported low levels of information blocking.

DISCUSSION

The regulations enforcing key provisions of the 21st Century Cures
Act are important steps to address the persistent problem of silos of
information across the health system. Our baseline data reveal that
information blocking is prevalent, with over half of HIEs reporting
that at least some EHR vendors engage in it and one quarter of HIEs
reporting that at least some health systems do so. Reduction in infor-
mation blocking behaviors is therefore a critical component of pol-
icy efforts to facilitate greater sharing of patient information. As
enforcement of the new regulations begins, surveillance of stake-
holders with knowledge of information blocking, including HIEs,
will be critical to identify where reductions occur, where informa-
tion blocking practices persist, and how best to target continued
efforts.

Our findings are notably consistent with a prior information
blocking survey of HIEs in 2016. In both surveys, HIEs reported en-
countering moderate levels of information blocking by EHR vendors
and health systems, and EHR vendors were reported to engage in in-
formation blocking substantially more often in both surveys.” This
consistency suggests that HIE survey responses about information
blocking are reliable, an essential property of any data source. HIE
survey data therefore provide an important baseline against which
to measure the impact of enforcement efforts moving forward. More
importantly, this consistency indicates that information blocking
remains common 3 years after the initial congressional report on the
issue and subsequent actions.

Given persistently high levels of information blocking reported
by knowledgeable actors, our findings support the importance of de-
fining and addressing it through the planned implementation of the
final regulation, definition of penalties, and enforcement for those
found to engage in information blocking."> Our findings also pro-
vide insight into how enforcement efforts might be targeted and one
useful approach to monitoring their effectiveness.

Our survey data offer a broad view of the information blocking
behaviors observed by HIEs and indicates that there is substantial
information blocking activity across actors and types of behavior.
The enforcement approach, which will rely primarily on complaints
to identify potential information blocking, is likely to identify im-
portant and egregious instances of information blocking but may
provide an incomplete portrait of the full breadth of information
blocking behaviors. For instance, relative to EHR vendors, a sub-
stantially larger proportion of health systems’ information blocking
was through outright refusal, which is a more obvious form of infor-
mation blocking. This may lead to high rates of reported complaints.
In contrast, high prices, the most common way that vendors engaged
in information blocking, may be viewed as more subjective and
therefore more challenging to identify and use as a basis for enforce-
ment. Broad monitoring could indicate where enforcement efforts
are most effective and where they less effectively identify and reduce
information blocking, suggesting ways to retarget efforts.'®

Our data provide some insight into how to effectively approach
individual enforcement of information blocking. We found a high

degree of correlation between the proportion of entities that engaged
in information blocking and the frequency with which they did so
(as well as other dimensions). In other words, when an HIE observes
that actors are high in 1 measure, the HIE is also likely to observe
that they are high in others (and vice versa). This positive correlation
suggests that there are information blocking “hot spots”—with
some areas of the country that have high levels of information block-
ing among many actors and other areas in which the number of enti-
ties and frequency of information blocking are low. However, this
correlation only holds within entity types, as EHR vendor and
health system behaviors were not correlated. Therefore, developer
information hot spots are different than health system ones.

Areas of high and low information blocking could arise due to dif-
ferent market dynamics affecting vendors and health systems in a
given market. Supporting this, we found a strong correlation between
EHR vendor competition and information blocking, with more devel-
oper information blocking reported in markets in which vendors were
more competitive with each other (but not necessarily high levels of
health system competition). This relationship is consistent with a reac-
tive form of information blocking—where vendors engage in these
behaviors in markets that are already competitive, perhaps to main-
tain or marginally gain market share. This is in contrast to proactive
information blocking in which information blocking by a few vendors
in a concentrated market could work to prevent that market from be-
coming more competitive. The reactive form of information blocking
is consistent with prior evidence that showed higher levels of informa-
tion exchange between hospitals in markets with a single dominant
developer, even among those hospitals that did not use the dominant
developer’s EHR, relative to more competitive markets that had lower
overall exchange.” Taken together, these findings suggest that sharing
data is viewed as particularly strategically disadvantageous in areas
with multiple EHR vendors and no clear market-dominant developer.
Vendors may view these markets as less settled and actively engage in
behaviors that provide competitive advantages, and the extent to
which this occurs may depend on the specific vendors operating in a
given area.”!”

While competition between health systems is also correlated
with information blocking by health systems, the relationship is not
as strong as among vendors. This may be due to nuances in how
health systems choose to share information. Prior work on health
system behavior has indicated that these systems may strategically
choose how and with whom to exchange information to reflect their
business interests.'®'? Similarly, health systems may not pursue in-
formation exchange with specific partners with whom they are
highly competitive despite a need for such exchange because com-
petitors often treat a shared patient population.?° Though not all of
these practices represent information blocking, they do indicate the
influence of idiosyncratic market dynamics on health system behav-
ior. This suggests the need for further research to identify why more
health systems engage in information blocking in certain areas and
to target business practices that represent active information block-
ing. Policy makers, particularly those leading enforcement efforts,
may want to proactively investigate information blocking “hot
spots,” which are markets where information blocking appears to
occur at higher levels due to developer competition and other dy-
namics.

Limitations
The measures used to assess information blocking in this survey do
not completely capture information blocking as defined in current
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regulations because the final regulations were published after the
survey was fielded and therefore did not probe about the prevalence
of exceptions to information blocking. Specifically, the survey did
not ask about all of the actors who may engage in information
blocking, including HIEs themselves, and used the terminology
“EHR vendors” rather than “health IT developers” which is the
term used in the rule and covers a broader set of actors.' Although
HIEs are uniquely situated to provide insights into EHR vendors’
and providers’ information blocking practices, they may not have
complete insight into these practices and when lack of information
sharing is for legitimate reasons. Thus, our measures may underesti-
mate some forms of information blocking, while potentially overes-
timating others (for instance, HIEs could not have assessed whether
observed information blocking occurred because of exceptions that
were defined in the published rule after the survey was fielded). Fur-
ther, HIEs’ responses may not be completely unbiased and in partic-
ular HIEs may in some cases find themselves in competition with
vendors in providing interoperability capability, which may be
reflected in their perception of information blocking. Given the mul-
tiple actors involved, gathering insights from various perspectives
will be necessary to obtain a complete and unbiased assessment of
information blocking for ongoing surveillance.

CONCLUSION

Our study offers baseline measures of the prevalence of information
blocking behaviors among 2 key actors. As regulation in this area
continues, these measures will indicate whether information block-
ing activities are decreasing and, in particular, whether the rate of
change in information blocking varies across the different actors
that might engage in information blocking, the specific forms they
pursue, and the dynamics of local markets that may alter incentives
to block information. Such insights are essential in order to assess
the effects of these regulations on a complex and pervasive barrier to
interoperability.
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