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Abstract

In 2020 the world is facing unprecedented challenges due to COVID-19. To

address these challenges, many digital tools are being explored and developed

to contain the spread of the disease. With the lack of availability of vaccines,

there is an urgent need to avert resurgence of infections by putting some mea-

sures, such as contact tracing, in place. While digital tools, such as phone

applications are advantageous, they also pose challenges and have limitations

(eg, wireless coverage could be an issue in some cases). On the other hand,

wearable devices, when coupled with the Internet of Things (IoT), are expected

to influence lifestyle and healthcare directly, and they may be useful for health

monitoring during the global pandemic and beyond. In this work, we conduct

a literature review of contact tracing methods and applications. Based on the

literature review, we found limitations in gathering health data, such as insuf-

ficient network coverage. To address these shortcomings, we propose a novel

intelligent tool that will be useful for contact tracing and prediction of COVID-

19 clusters. The solution comprises a phone application combined with a wear-

able device, infused with unique intelligent IoT features (complex data analysis

and intelligent data visualization) embedded within the system to aid in

COVID-19 analysis. Contact tracing applications must establish data collection

and data interpretation. Intelligent data interpretation can assist epidemiologi-

cal scientists in anticipating clusters, and can enable them to take necessary

action in improving public health management. Our proposed tool could also

be used to curb disease incidence in future global health crises.
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1 | INTRODUCTION

The World Health Organization (WHO) continues to
report elevated numbers of COVID-19 confirmed cases
and deaths in countries across the globe: Africa, the Ame-
ricas, Eastern Mediterranean, Europe, South-East Asia
and the Western Pacific. Figure 1 provides statistics on
the number of COVID-19 cases and the number of
COVID-19 related deaths globally, from the World
Health Organization, as on June 18, 2020.2 It is apparent
that there are about 8 242 258 and 445 522 infected cases
and deaths, respectively, from COVID 19, with the Ame-
ricas being the most affected, accounting for �50% of the
cases and deaths. The WHO has also corroborated that
while progress is seen in many countries, the pandemic
continues to escalate globally.3 With current vaccines
being exploratory or in preclinical stages,4 pharmaceuti-
cal treatments for COVID-19 are not yet available,5 and
therefore a successful intervention to prevent the pan-
demic spread is a challenging task.6 COVID-19 has been
reported to spread mainly through droplet transmission,
which can disperse to anyone within a distance of 1 m.1

Hence, to curb the virus spread and to inhibit resurgence
of infections, social and technological measures have
been implemented worldwide. One of these technological
measures that has been utilized in many countries is con-
tact tracing based on internet of things (IoT) Technology.

IoT has been employed in the medical, industrial,
transportation, and environmental domains,7 displaying
several advantages over systems which lack internet con-
nection. In the tracking of COVID-19 cases, it is

particularly useful as a monitoring system, enabling early
disease detection, which leads to less invasive treatment,
efficient control of spread, improved accuracy in diagno-
sis, limited financial expenditure and burden, and
reduced likelihood of error.8 These advantages have to be
balanced with the inherent challenges and complications
of the technology. IoT systems face security and privacy
threats7 from cyber-attacks, stemming from inadequate
authorization and verification, weak web interface pro-
tection, or lack of encryption.9 Interoperability is another
challenge wherein the exchange of information among
different IoT systems might be problematic due to the
contrasting nature of these systems.7 Another challenge
comes from a possible interruption to some services
and/or the availability of resources as a result of varying
transmission speed of data communication channels.10

Quality of service parameters, such as reliability, readi-
ness, security, service time, and energy consumption may
be compromised in an IoT device, posing another
challenge.11

The main challenge for contact tracing is to capture
the dynamic nature of the pandemic. Perfect measure-
ments are impossible, because the available data fails to
cover both geographical and temporal extent of the sam-
ple space. However, an abstract interpretation of contact
tracing data is possible. This abstract interpretation must
be based on knowledge which is acquired through expert
guidance. Despite the impossibility of representing the
sample space in its entirety, it is generally agreed that a
higher data volume increases the available information
and thereby improves the decision support quality of

FIGURE 1 A, Number of COVID-19 cases and, B, number of COVID-19 deaths globally1 [Color figure can be viewed at

wileyonlinelibrary.com]
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contact tracing applications. Indeed, both data volume
and data rate exceed, by far, the neurological capabilities
of a single human being. Therefore, expert guidance can
only happen on a methodological level where groups of
experts work cooperatively on methods for data interpre-
tation. Once the data interpretation methods have been
established, the next task is to construct learning systems
that capture the algorithms which underpin these
methods and the knowledge involved in the method
development. In this paper, we describe our first tentative
steps toward the construction of an AI system which can
improve the interpretation of contact tracing data.

To support our thesis, we have structured the remain-
der of the manuscript as follows. The next section provides
some background on COVID-19 and on “social distancing”
(also known as physical distancing), as well as technolog-
ical measures that have been implemented to reduce the
spread of the disease. Section 3 details a literature review
of contact tracing which helps us to identify research
gaps and potential future directions for contact tracing.
In the subsequent sections, we evaluate and refine these
thoughts by focusing on the role of artificial intelligence
in contact tracing. Concluding remarks are provided in
Section 8.

1.1 | Background of coronavirus disease

In 2020, the world has experienced novel coronavirus,
otherwise known as COVID-19. The protein spikes on
the outside of the virus molecule resemble a crown,
known as corona in Latin. The first symptoms of the dis-
ease came to light in Wuhan, Hubei province of China,
on December 1, 2019.12 Assimilating this information,
the term COVID-19 was coined by the WHO in February
2020 to describe the disease.12 The virus itself was termed
severe acute respiratory syndrome coronavirus 2 (SARS-
COV-2) by the International Committee on Taxonomy of
Viruses, due to its phylogenetic properties.13 Bats are
suspected to harbor alpha and beta coronaviruses.14 Ani-
mal coronavirus is believed to have become endowed
with the ability to transmit to humans,12 possibly via pan-
golins, which may be the intermediate host between bats
and humans.12 Some clinical representations of COVID-
19 include dry cough, sore throat, fever, and/or
experiencing breathlessness.15 Since the reporting of the
first case, the virus spread across China within 30 days.16

As the virus evolved over the following 4 months, it rap-
idly spread to many countries across the globe, posing a
global health threat, and forcing the WHO to declare
COVID-19 a pandemic on March 11, 2020.12 As COVID-
19 is quite contagious, it can spread rapidly, and con-
tinues to advance within the human population.12 Since

the outbreak, a range of social and technological mea-
sures has been implemented with the aim to slow the
spared of COVID-19. The next sections introduce some of
these measures with a clear focus on contact tracing.

1.1.1 | Social distancing

Social distancing is defined as the maintenance of a safe
distance of at least 1 m from others in open spaces, at any
point in time, to minimize viral spread. The WHO advo-
cates a minimum of 1 m apart,17 but these guidelines
vary around the world. In Singapore, France, and China,
this is pegged at a distance of 1.5 m in Italy and Ger-
many, 1.8 m in the US and 2 m in Canada.

1.1.2 | Quarantine

A contact is defined as any person who had a face-to-face
or direct physical encounter with a suspected or con-
firmed COVID-19 case, within a distance of 1 m for more
than 15 minutes, or who has cared for a COVID-19
patient without donning proper personal protective
equipment (PPE).1 Quarantine is defined as a separation
of contacts in their homes or other isolated areas for a
time period, often 14 days, to diminish the risk of poten-
tial transmission of the virus.1

1.1.3 | Contact tracing

Contact tracing can help to identify close contacts of posi-
tive cases, and can thereby allow the early potential
detection of further cases. By doing so, contact tracing
can reduce quarantine cases and control an epidemic
within a country.3,6 Technology is used to identify indi-
viduals who have had close contact with those infected,
so that they may be quarantined to avert further infec-
tions. This process is comprised of four stages: (a) contact
identification, wherein close contacts of an individual
since the onset of illness are identified, (b) contact listing
wherein these identified individuals are listed as contacts
and are provided with information about prevention of
the disease as well as isolating high risk contacts at home
or in hospitals, (c) contact follow-up whereby regular
follow-ups are conducted with all contacts to monitor
symptoms and test for possible infection, and (d) contact
discharge which involves omitting contacts from the
follow-up list when the follow-up period is over or when
the contact is reclassified as a case, noncontact, or non-
case subsequently.1 Hence, an efficient and expedient
contact tracing tool is imperative to identify individuals

JAHMUNAH ET AL. 457



who have had close contact with those infected and to
quarantine them to avert further infections. The process
is summarized in Figure 2. The individuals, depicted as
circles in the figure, move around freely, which implies
that all contact tracing applications must be based on
wireless technology. By far the most pervasive wireless
technology in use today are mobile phones. Contact trac-
ing depends on their widespread use, processing power,
and wireless connectivity. These properties allow the
implementation of IoT methods which can gather contact
data. The next section provides an expert review of wire-
less IoT technology for contact tracing.

2 | BACKGROUND OF THE
INTERNET

Back in 1999, the distinction was quite clear: there was
an internet for humans and there were the beginnings
of the IoT.18 The idea was to distribute measurement
and control data over the internet which flows to and
from central servers. The server concept is not new, and
indeed at the dawn of the computer age the processing
technology was concentrated on mainframe servers. At

this time, the reason for having the server concept came
from resource constraints, that is, processing resources
were expensive and it made sense to concentrate them
at a few locations. Today, processing is not a challeng-
ing issue anymore; even a smartphone has more
processing power than the old mainframe servers. Cur-
rent justifications for the server concept revolve around
data accessibility and, even more importantly, central-
ized control decisions. Big data holds the promise of
providing an overview about a situation, such as the
pandemic. It is very hard, if not impossible, to achieve
that overview with local processing solutions. The cen-
tral decision points which are needed get fed a large vol-
ume of data from a sensor network that is as extensive
as possible. IoT technology can help to establish
dynamic sensor networks almost without limitations in
terms of sensor number and data volume. The next
section provides an in depth review of IoT technology.
Based on that review, we put forward challenges and
shortcomings of that technology. Some of these short-
comings translate into challenges for COVID-19 contact
tracing. Having established these challenges, we are in a
position to propose an intelligent internet of things
which could be the solution to such challenges.

FIGURE 2 Summary of the

contact tracing process [Color

figure can be viewed at

wileyonlinelibrary.com]
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2.1 | IoT

IoT refers to the physical devices that are connected to
the Internet in order to support easy sharing and collec-
tion of data required for appropriate decision-making,
without need for significant human intervention.19 An
IoT system is comprised of five layers, consisting of
embedded systems like processors, sensors, and commu-
nication tools within web-based smart devices that aid in
the collection and sharing of acquired data.20 These
layers include the perception, network, middleware,
application, and business layers. The bottommost percep-
tion layer consists of physical devices, such as sensors or
barcodes that collate information to be delivered to the
network layer. The network layer enables information
transmission from the perception layer to the informa-
tion processing system using wired or wireless connec-
tions, such as mobile communication standards (4G, 5G),
Bluetooth, or Wi-Fi. The subsequent middleware layer
processes the gathered information and makes appropri-
ate decisions based on the results obtained from omni-
present computing devices. The application layer utilizes
the processed information to provide application- specific
services to users. In the topmost business layer, the infor-
mation and statistics acquired from the application layer
are utilized for the planning of future goals and
strategies.7

Figure 3 details the architecture of a typical IoT sys-
tem. IoT applications range from simple smart watches
or smartphones, to complex driverless cars. IoT devices
share the collated data from sensors by linking them to
an IoT gateway or other edge devices, wherein data are

sent to the cloud for analysis (in rare cases it is locally
analyzed). These devices actively correspond with other
related systems and act on the information they receive
from one another.8 For COVID-19 quarantine and con-
tact tracing purposes, IoT is advantageous due to its abil-
ity to track biometric measurements, such as the heart
rate, blood pressure, and glucose levels of high-risk
patients and trace infected patients, to enable timely
information sharing and accurate detection of suspected/
infected cases.8 Furthermore recent studies have affirmed
that tapping on IoT machinery is an effective and safe
way of handling COVID-19.8,21 Hence, tapping on IoT
technology allows the collection of real-time data and
crucial information concerning infections and infected
cases.22 The efficiency of contact tracing may be
enhanced through app-based digital tracing,23 a method
that has been adopted by many countries recently.

2.2 | Challenges of IoT applications

An IoT system should include the following characteristics
in order for it to be considered for use in contact tracing. It
should have security components embedded at each layer
of the architecture to inhibit security threats or attacks.24

These security components might include protocols, such
as Secure Socket Layer and Datagram Transport Layer
Security. They should be implemented between transport
and application layers for security solutions.25 This helps to
ensure privacy by supporting authentication within a
secured network to ascertain communication with reliable
parties,26 and meeting “quality of service” metrics such as

FIGURE 3 Architecture of an IoT

system7 [Color figure can be viewed at

wileyonlinelibrary.com]
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TABLE 1 Smartphone applications used by different countries for COVID-19

Countries Tools (app/devices) Features Advantages Limitations

Purpose: contact tracing

Australia27,28 • COVID SAFE app for
contact tracing.

BTS -Privacy is not infringed.
-Bluetooth signals work
best in open spaces.

-Voluntary, so only a small
fraction of population
downloaded the app.
-Data collected cannot be
used yet as information
sharing details have yet to
be finalized and app
appears to be interfering
with continuous blood
sugar monitoring.

Austria28 • Stopp Corona BTS -Close contacts are
informed anonymously
when a case is tested
positive and instructed to
self-isolate.

-Inaccuracy of app
-Usage of app is voluntary/

Brazil29 • Coronavirus-SUS app Geolocation tracking,
location maps

-Location maps are much
more accurate than GPS.
-Privacy of individuals is
protected as information
is only collected in
groups.

-Risk of privacy
infringement

China28 • Ali pay and
WeChat app

GPS tracker -Usage of app is
mandatory so data
collected may be more
reliable.

-Location is tracked so
privacy is infringed.
-Having to proof an
individual is at low risk
by scanning the QR
health code before setting
out to do any tasks.

Columbia28 • CoronApp GPS tracker -The app can be used
without registering.

-Location of users is
tracked so privacy is
infringed.
-Usage of app is voluntary.

Hawaii, USA27 • Questionnaires sent
everyday through text
and e-mail for at risk of
infection

Online survey -Health information sent
to the department of
health is encrypted, so
privacy is protected.
-Up to five times more
contacts can be
monitored.

-Individuals need to spend
about 5 minutes to be
surveyed daily.

Indonesia30 • PeduliLindun/Care
Protect app

BTS -Users' data will only be
accessed if they are “at
risk.”

-Obtains permission for
seven features from users
(location, photos, camera
etc.) intruding privacy.
-Concerns of continuous
surveillance by
government.

India28 • Arogya Setu app BTS, GPS tracker -Usage of app is
mandatory so information
collated may be more
reliable.

-Data security concerns.
-Location tracking causes
privacy concerns.

460 JAHMUNAH ET AL.



TABLE 1 (Continued)

Countries Tools (app/devices) Features Advantages Limitations

Israel28 • Track Virus app BTS -User is not identified with
this app.
-App allows user to check
independently if they
had crossed paths with
any confirmed cases.

-Usage of app is voluntary.

Malaysia30 • My Trace app(android
users)

• My Sejahtera app(apple
product users)

BTS -More information can be
collected as the apps are
catered to different types
of phone users.

-MyTrace app obtains
permission for 7 features
from users(location,
photos) appearing to be
intrusive.

Philippines28,30 • Stay Safe PH/We
Trace app

GPS tracker -Easy to use. -Obtains permission for 7
features from users
(location, photos, camera,
etc.) intruding privacy.

Singapore27 • Trace Together app for
contact tracing

• Wearable device for
contact tracing

• Safe Entry app for
contact tracing

BTS,
QR code scanner

-Privacy is not infringed.
-Easy to use

-Usage of app is voluntary,
only about a fifth of the
population had downloaded
the app upon its launch.
-False positives as signals
can travel through walls

South
Korea28,31

• Corona-100 m
• Advanced information

technology system
(integrated IT system)
for contact tracing

Infected cases data
retrieved from mobile
phones, police,
immigrations,
government agencies,
insurance agencies and
hospitals, credit card
companies and public
transit companies.

-Newly confirmed cases
and deaths were reduced.
-Data shared between
medical professionals and
within public sector
helped to reduce COVID-
19 cases, averting severe
lockdowns.

-Undesirable invasion of
privacy

Thailand28,30 • MorChana app BTS, GPS tracker -Collated data from app
would be processed using
epidemiology analysis
and AI.

-Obtains permission for 9
features from users
(location, photos, camera,
etc.) intruding privacy.
-Usage of app is voluntary.

USA28 • Safe Paths app GPS tracking -Individuals will be
notified if they had
crossed paths with a
confirmed case.

-Usage of app is voluntary.
-App is an open source,
risk of infringement;
reliability may be a
concern.

Vietnam30 • Blue zone app BTS -Users can search for other
users without revealing
their identity.

-Obtains permission for six
features from users
(photos, camera, etc.)
intruding privacy.

Purpose: tracking of quarantine cases

China/Hong
Kong/
Taiwan27

• Direct geolocalization Wi-Fi/GPS -Hong Kong and Taiwan
managed to limit deaths
despite being close to
China.

-Privacy can be infringed.

Hong Kong32 • Stay Home Safe app
• Wristband paired

with app

Geofencing
technology(phone app,
QR code)

-Privacy is not infringed as
location is not tracked.

-Wristbands have been
under-used (only a third
used).
-Glitches and errors are
reported.

Abbreviations: app, application; BTS, Bluetooth signals; GPS, global positioning system.

JAHMUNAH ET AL. 461



reliability, security, availability, and servicing time.11

Table 1 discusses IoT tools and devices comprising
smartphone applications mainly, utilized by some coun-
tries to address COVID-19 issues. Table 2 discusses wear-
able devices while Tables 3, 4, and 5 discuss drones, robots
and IoT buttons, respectively.

2.3 | Challenges of implementing IoT
in COVID-19 settings

There are challenges associated with the implementa-
tion of IoT to combat the pandemic. The first challenge
involves scalability concerns, wherein a large number of
IoT devices need to be used in healthcare settings for
accurate reading and measurement of vital signs in
COVID-19 patients, which would then be sent to the
IoT cloud.48 Thus, for this largely scaled setting, IoT
devices would need to be used in large amounts with
several sensor points. This results in a sizeable data pop-
ulation moving around tiny nodes. Furthermore, the
energy requirements of these devices increase due to the
scalability.48

Another challenge lies in the need for larger spec-
trum and bandwidth in IoT devices. With the demand
for more IoT devices, there is a dire need for larger
spectrum and bandwidth. For instance, the current use
of Wi-Fi or 3G/4G networks will soon become less

potent if needing to accommodate many devices. This
may result in errors or delay the transfer of data from
the devices to cloud or the desired body, potentially
leading to a loss of lives through delayed tracing
methods and algorithms.48

While security is a crucial concern, scalability and ele-
vated energy requirements call for IoT security solutions
to have more energy efficiency and less computational
complexity to provide end-to-end protection of data, pri-
vacy of consumers and secured authentication.49 Hence,
another challenge is in successfully providing the neces-
sary security solutions for IoT devices to be managed
safely in the community without major breaches of
privacy.

The large amounts of data transferred from IoT
devices to cloud or an application program interface, pose
the challenge of requiring large data centres to store such
big data, without overloading of resources available.48

3 | IOT ROLE ACROSS COUNTRIES
IN ADDRESSING THE PANDEMIC

3.1 | The use of smartphone applications

The use of smartphone applications and smartphone
applications used by different countries are given in
Table 1.

TABLE 2 Wearable devices used for COVID-19

Smart devices Purpose Advantages Disadvantages

Wearable
devices

Thermometers,3334 • Measure/monitor
temperature.

- Relatively cheap
- User-friendly
- Accurate

- Some devices have a
short battery life while
some cause concerns
over security and
privacy of data

- IoT-Q-bands can be
easily spoilt

Glasses35 • Crowd monitoring/
identify people with
higher temperature.

- Reduced human interactions.
- Infrared sensors are in-built and allow
around 200 people to be monitored at a
time.

Helmets36 • Capture the location
and image of a person.

- Reduced human interactions.
- Detection of high temperature alerts
health officials.

IoT-Q-bands37 • Track people who
arrive at airports/
quarantined subjects.

- Relatively cheap tracking system.

Proximity
tracing38

• Enables workers to
maintain social
distancing.

- Emits a loud sound when workers come
into close contact.

Easy band39 • Monitors safe
distancing

- Band beeps to alert people to keep a safe
distance from each other.

- Better results compared to smartphone
applications.

- Relatively cheap
- People feel safer using this device.
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TABLE 3 Drones used for COVID-19

Devices Purpose Advantages Disadvantages

Drones Delivery-
based40

• Transfer medical supplies
between labs and medical
centres.

• Deliver medical supplies to
patients.

- Reduced human interactions.
- Reduced visits to hospitals.
- Increased access to medical
support.

- Rapider diagnosis

- Drones are not secured, poor
quality of service and little
connections.

Disinfectant-
based41

• Disinfect areas - Reduce contaminations and
infections through disinfections
by drones.

Thermal
imaging-
based42

• Capture temperature in the
crowd.

- Reduced human interactions.

Surveillance-
based43

• Crowd/ social distancing
monitoring.

- Able to announce crucial
information from officials.

Multipurpose-
based44

• Combination of four types of
drones to carry out various
tasks.

- Able to capture temperature,
disinfect areas, monitor crowd
and announce information.

Announcement-
based45

• To make crucial
announcements

- Can be used in locations with
low internet accessibility

TABLE 4 Robots used for COVID-19

Devices Purpose Advantages Disadvantages

Robots Telerobots46 • Distant diagnosis/treatment/surgery
• Deliver medical supplies to patients.

- No human interactions.
- Reduced visits to hospitals.
- Increased access to medical support.
- Rapider diagnosis.

- Privacy
concerns

Social46 • Communicate with quarantined
patients.

- Reduced mental health problems in
quarantined patients.

Independent46 • Disinfect contaminated areas/asses
respiratory signs of patients

- Reduced/no human interactions.
- Reduced risk of infections.

Collaborative46 • Aids in preparing food/medication for
quarantined patients.

- Prevents close contact between
patients and healthcare workers.

Multipurpose
drones44

• Combination of four types of drones to
carry out various tasks.

- Able to capture temperature, disinfect
areas, monitor crowd and announce
information.

Announcement
drones45

• To make crucial announcements - Can be used in locations with low
internet accessibility.

TABLE 5 IoT buttons used for COVID-19

Devices Purpose Advantages Disadvantages

IoT buttons47 • Alert family members/health care providers
when isolated patients' condition exacerbates
at home.

- Only a button needs to be pressed for alerts to
be sent.

-

JAHMUNAH ET AL. 463



3.2 | The use of wearable devices

An array of IoT-based smart thermometers have been
used to record body temperatures constantly. These ther-
mometers are not only user-friendly, but are also rela-
tively cheap and accurate (Table 2).

3.3 | The use of drones

The use of drones in COVID-19 is shown in Table 3.

3.4 | The use of robots

The use of robots in COVID-19 is shown in Table 4.

3.5 | The use of IoT buttons

The content of Table 1 indicates that the majority of coun-
tries, such as Singapore, Australia, and Hong Kong use
phone applications to trace and contain COVID-19 cases,
and to identify close contacts of positive cases. Among the
Association of Southeast Asian Nations (ASEAN) coun-
tries, Singapore and Vietnam use safer apps that require
the least user permissions for contact tracing. The apps in
countries like Thailand, Philippines, Malaysia, and Indo-
nesia require more user permissions. In general, granting
these permissions allows the app to access personal data.
Although privacy laws forbid the access of personal data,
once permission has been granted there is no technologi-
cal barrier anymore, and hence data could be accessed
with a limited ability to detect any breaches of privacy
law.30 While Singapore and Hong Kong explore applica-
tions together with wearable devices, countries and dis-
tricts such as Hawaii and South Korea, explore a varying
range of tools, such as online surveys and integrated infor-
mation technology (IT) systems. Singapore has developed
a “Trace Together” application that works based on the
Bluetooth communication standard. Similar applications
are also being used by other ASEAN countries, including
Australia, and the United Kingdom. Despite their useful-
ness, these applications may drain phone battery life and
may encounter interoperability issues.50

Additionally, these applications have been reported to
be under-used by the public, because use is voluntary
rather than mandated by law. While some countries, such
as Hong Kong, Taiwan and China, Ghana, Iceland, Israel,
India, Norway, and many states in the United States have
rolled out applications that rely on GPS to obtain location
data from individuals, such methods are deemed to be an
invasive of privacy, and they are unappreciated or con-
demned by members of the public. Furthermore, GPS data

may not be sufficiently accurate, especially in crowded or
high-rise areas.50 South Korea is lauded by the WHO for
containing COVID-19 well,3 but its approach constitutes a
significant invasion of privacy. Hawaii metes out daily
online surveys, wherein completion may appear to be a
hassle. Additionally, less IT savvy or less affluent people,
who may not even have a computer at home, may be dis-
advantaged. In particular, the elderly, who are identified
as a vulnerable group, are less likely to have the knowl-
edge to manoeuvre these technologies, placing them at
further disadvantage of developing serious health conse-
quences as a result of infection spread.

Tables 2 to 5 discuss other IoT tools that are explored
in the various stages of COVID-19, from contact tracing
to monitoring of quarantined patients. While these tools
exhibit various advantages, akin to smartphone applica-
tions, they also exhibit disadvantages. For example, the
use of drones poses security issues, and robots pose pri-
vacy issues, while wearable devices pose both security
and safety issues, among other concerns.

Predominantly two different types of wireless tech-
nologies, (a) Bluetooth Low Energy (BLE)51 based and
(b) Ultra-Wide Band (UWB)52 based, are available for
the task of contact tracing. The BLE based IoTs uses
BLE protocols to detect the relative locations of two bea-
cons which can be standalone BLE tags with inbuilt
alert features (phones' inbuilt beacon). The two big
players, Google and Apple, have developed BLE-based
contact tracing solutions called exposure notification.
Even though BLE beacon-based solutions are relatively
cheap and easy to manage, studies have reported errone-
ous false positive results and serious privacy concerns.
For instance, the Trace Together application used in
Singapore is BLE-based and hence faces weak privacy.53

In comparison to BLE beacon-based technologies, UWB
based IoT technology was found to be an excellent solu-
tion for social distancing and contact tracing. UWB
based IoTs use a low energy level for short-range, high-
bandwidth communications over the radio spectrum, and
can be used to determine spatial parameters (distance and
location) with high accuracy and a low error margin of
about 10 cm.52 In addition, UWB has a smaller likelihood
of noise interference, which makes it appropriate for
indoor application, thus; suitable for an office or factory
environment in social distancing and contact tracing.
Table 6 summarizes BLE beacons and UWB based IoTs
(apps or devices/tools).

3.6 | BLE and UWB-based IoT

Different BLE and UWB based IoTs developed by compa-
nies for contact tracing and social distancing are shown
in Table 6.
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4 | ADDRESSING SECURITY AND
PRIVACY ISSUES IN IOT

Decentralization is one of the principal solutions to address
cyber security issues in wireless technology.54 In this set-
ting, information obtained is split into bits and stored in dif-
ferent parts of a network instead of storing the chunk of
information within a central server, such that none of the
separate parts will contain the full information. As a result,
decentralized architectures are favored to address security
issues in IoT tools.55 In particular, decentralization and pri-
vacy protection are promising characteristics for contact
tracing purposes.56 However, decentralization alone can
maintain the privacy of users sufficiently. Together with
decentralization, enhanced user privacy should be applied
at the protocol level of the architecture.57 Some user privacy
techniques include a physical layer that hides certain mea-
surements of users,58 improved security keys that create
temporary identifications59 and differential privacy that
adds noise to adjusted structures of data.60

5 | CHALLENGES IN CONTACT
TRACING FOR COVID-19

Presently, traditional contact tracing methods, such as
making phone calls, are being used in countries like the
United States. For instance, the Penn COVID-19 contact
tracing team from Pennsylvania reported achieving a 72%
success rate for being able to follow up contact tracing
cases, using numbers available in the electronic health
records. While above 80% of these contacted cases man-
aged to have their interviews completed, a significant num-
ber of cases were not reachable due to incorrect phone
numbers or the lack of alternate means of contact.61 Addi-
tionally, the physical contact tracing process is cumber-
some due to: (1) incomplete identification of contacts, (2)
inefficient paper-based reporting systems, (3) intricate data
management requirements, and (4) process delays which
prolongs the time from contact detection to quarantining
of suspected cases.62 Furthermore, this human-focused
approach also has significant data security issues.

TABLE 6 Different BLE and UWB based IoTs developed by companies for contact tracing and social distancing

Company Name of device (IoT) Features Cost (price)

BLE beacons based

Kinexon Kinexon safezone Wearable sensor, works with Android/
iPhone

$100-200/tag

BluEpyc BluEpyc BLE devices Works with Android/iPhone or BluEpye
gateway

$100-200/tag
$450/gateway

Estimote BLE beacons and wearable tag Works with Android/iPhone $99/tag

Apps with built-in BLE and GPS

Check-In PWC App $150/location/
month

IBM Watson Works Set of products that embeds Watson
artificial intelligence (AI) models and
applications

Safer Me Safer Me Bluetooth App works well indoors $5/user/month

ServiceNow Safe Work Place Suit – ServiceNow Contact
Tracing

Integrated with CISCO DNA Spaces, a
powerful location-based services
platform.

Sign In Smart Visitor Contactless Sign In App $100/location/
month

UWB based tags for contact tracing and/or social distancing

Iterate Labs COVID-safe Accelerated contact tracing $100/tag

ARIN Technologies
Inc.

Social Distancer/ARIN Alert tag App $100-200/tag

Tsingoal Local Sense Contact tracking and trace back system

Pozyx Pozyx wearable tag High accuracy and reliability $200/tag

Fleetwood
Electronics

Insta Trace Badges Badges with high accuracy and privacy $99/tag

TRX Systems Neon Micro-Tracer No phones, beacons, and Wi-Fi required.
High accuracy contact tracing

$1999
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These challenges can be alleviated with the use of dig-
ital tools that are assimilated into public health systems.62

Application-based digital tools could be useful in enhanc-
ing contact tracing processes.23 Some of these digital
tools, such as the outbreak response, symptom tracking,
and proximity tracing tools are already being used for
contact tracing, as discussed in Table 1. While
smartphone applications are advantageous, they do have
limitations. Some members of the public, the elderly for
instance, who may have limited access to these technolo-
gies, could be excluded62; hence data collected, using
these applications, may be unreliable. Furthermore,
smartphone applications work on a voluntary basis;
hence, the data collected does not represent a truly ran-
dom sampling of the population.63 In some cases, individ-
ual privacy could be infringed—for example, when GPS
trackers are integrated into the tools. In addition, some
smartphone applications, such as the Trace Together
application used in Singapore, may not be compatible
with Apple devices and may halt Bluetooth scanning.
Other IoT tools such as wearable devices, robots, and
drones also face similar security and/or privacy issues.
Hence, digital tools should be designed with careful con-
sideration, and they should not be used as the sole solu-
tion for contact tracing.62

Presently, wearable technology is not only being used to
combat COVID-19, but is also being used widely in the fit-
ness and healthcare domains, and it is becoming more
socially acceptable even outside of these domains.64

Singapore is rolling out wearable tokens, while South Korea,
Bulgaria, and Hong Kong are using wristbands. When these
wearable devices are made mandatory, more reliable and
representative contact tracing data can be collected from a
population. Furthermore, when these devices only rely on
Bluetooth, without tracking location with the GPS, individ-
uals may be more willing to use them, because the potential
for invasion of privacy is lower. Thus, an ideal contact trac-
ing tool may encompass a wearable device, implemented in
conjunction with a complementary digital tool like a
smartphone application. The challenge of large data, gener-
ated by any such wearable devices and phone applications,
may be converted to opportunities for research. These
opportunities will be discussed in subsequent sections.

6 | INTELLIGENT INTERNET
OF THINGS

In 2020, an estimated 25 to 50 billion devices are con-
nected to the Internet. Predictions indicate that IoT tools
will be the primary data sources on the Internet.65 Data
science is an inter-disciplinary field, comprising data
mining and machine learning techniques among others,

to better comprehend data.52 Data science is anticipated
to contribute significantly in making IoT applications
more intelligent.52,66 IoT tools that generate large
amounts of real-time data face the challenges of big data,
that exhibit one or multiple of the following properties:
large amount of data, high data rate, large data varia-
tion.67 This calls for the need to overcome the challenges
by transforming such data into smart data, wherein use-
ful information could be obtained for improved decision-
making68 through cost-effective and novel information
processing methods.52

7 | PROPOSED NEXT
GENERATION TOOLS AND
DISCUSSION

7.1 | Deep learning

Recent technological innovations have brought about a
change in our understanding of data. We are now living
in the age of big data, wherein research in science and
technology spawns sizeable data volumes.69 Faced with
unique challenges in analyzing and interpreting big data,
there is a need to shift from traditional methodology to
more advanced techniques of big data analysis.69 One of
these advanced techniques is deep learning, a new para-
digm in artificial intelligence (AI). Conceptually, deep
learning is a subfield of machine learning. However,
unlike traditional approaches, a deep learning model is
composed of many deep networking layers with the
capacity of extracting knowledge from very large data
quantities.70 Having this ability avoids feature engineer-
ing, which is in essence an information reduction strat-
egy.71 Hence, deep learning algorithms are becoming
established in many public health domains ranging from
disease classification72-75 to crowd monitoring.76 Some
deep learning models employed prevalently include phys-
iological signal analysis and convolutional neural
networks,77 auto encoders,78 deep belief networks,79 long
short-term memory networks,80 and deep feedforward
neural networks. AI- based models comprising conven-
tional machine learning as well as advanced deep models
have also been employed to manage or aid in the diagno-
sis of COVID-19.81-83 Training deep learning models from
scratch is computationally complex, and hence, it takes
considerable processing resources to execute and to vali-
date the training tasks within an acceptable time frame.
To be specific, training a deep learning system scale well,
means both faster and more processing resources in par-
allel will speed up the processing time. Hence, in a com-
pute cluster environment, monetary resources translate
directly into reduced processing time. The ability to
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execute training tasks in parallel is especially advanta-
geous when it comes to hyper parameter tuning, because
searching for these parameters is based on trial-and-error
methods, and having that design strategy implies that
testing more hyper parameters yields better results.84 A
transfer learning method could be beneficial, because
that method incorporates a pretrained deep learning
model from a related source field as a base for the train-
ing process.85 This might enable cost-effective and effort-
less classification of tasks.84

7.2 | Next generation tools

Wearable devices that incorporate IoT technology are
likely to profoundly influence healthcare and lifestyles in
the future.86 IoT, coupled with big data analytics, is antici-
pated to be a useful tool in converting conventional meth-
odology to more advanced technology87 wherein data
generated by these devices can be analyzed using big data
approaches for informed decision-making.7 Thus, the large
data created by wearable devices creates an opportunity
for the application of AI techniques, such as deep learning,
on these data in the future.88 With the infusion of AI,
intelligent IoT (IIoT) systems are created, augmenting exis-
ting IoT applications. Hence, future contact tracing tools
could potentially include wearable devices, like a watch
and phone applications, infused with IIoT, with special
features, such as complex data analysis and intelligent data

visualization integrated into the system.89 For complex
data analysis and intelligent data visualization, the Python
language and deck.gl algorithms could be utilized, respec-
tively, in the system. IIoT is also anticipated to benefit
COVID-19 analysis by predicting impending disease-
related events.90 Thus, sizeable data obtained from the
phone applications and wearable devices will be sent to
integrated deep learning data analysis and data visualiza-
tion systems, which will be maintained in the cloud server
for training and identifying data patterns, respectively, so
as to potentially predict COVID-19 clustering. This infor-
mation could be made accessible to epidemiologists via
secured web interfaces. To address safety and security con-
cerns, the IIoT architecture will be decentralized with user
privacy techniques applied at the protocol level in wireless
system. Figure 4 shows our proposed next generation tool
for contact tracing, maintained in a cloud computing set-
ting. Our proposed tool exhibits some advantages and limi-
tations, as compared to existing tools.

7.2.1 | Advantages

1. Existing tools are useful for contact tracing. The pro-
posed tool is probably the only one useful for both
contact tracing and prediction of COVID-19 clusters.

2. A wide range of sizeable population data would be
available to train the deep models.

3. Security and privacy issues will be addressed.

FIGURE 4 Proposed next generation tool for contact tracing [Color figure can be viewed at wileyonlinelibrary.com]
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7.2.2 | Disadvantages

1. Most countries which are currently facing a financial
crisis may not be able to provide such a tool to its citi-
zens, for contact tracing.

8 | CONCLUSION AND FUTURE
SCOPE

Countries around the globe have deployed digital tools
to assist with understanding, tracing, and reducing
COVID-19 infections. While many phone applications
with GPS or Bluetooth technology are being explored in
the process, these may invade privacy as well as gener-
ate an unacceptably large number of false positives
cases. Wearable devices are gaining popularity and they
are expected to be influential in shaping both
healthcare and lifestyle applications in the future, espe-
cially when integrated with IoT systems. Although
wearable devices with Bluetooth technology may have
some limitations, these are outweighed by several sys-
temic advantages. Large data, gathered by the wearable
devices, creates the opportunity to develop intelligent
IoT systems by incorporating AI based decision support
structures.

The existing tools being used for contact tracing
exhibit various limitations. The virus is still spreading in
many countries as a robust system to predict COVID-19
clusters is not available, and hence efficient methods to
contain the virus, are not in place as of yet. Thus in this
work, we have proposed a futuristic cost-effective tool
that can be utilized for contact tracing and prediction of
COVID-19. The solution is based on a phone application
combined with a wearable device, infused with special
IIoT features—complex data analysis and intelligent data
visualization—that is embedded within the system. Big
data, such as location and identification details,
obtained from both phone application and wearable
device is sent to the integrated deep learning data analy-
sis and data visualization systems, which will be kept in
a cloud server and used for training and identifying pat-
terns in data to predict COVID-19 clusters. This infor-
mation should be accessible by epidemiologists to detect
clustering so that necessary actions can be taken to bet-
ter control the situation. The architecture would also be
secure with privacy maintained. The proposed tool may
also find use for contact tracing or large-scale monitor-
ing in any future health crises.
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